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Skype IM Client Password Disclosure Vulnerability
Credit: Aditya K Sood , Founder SecNiche Security
Release Date: 11 September 2008
About Skype: Skype 3.8

http://www.skype.com

Explanation:

The skype client inherits client side password disclosure vulnerability. The credentials used to connect to
the required service i.e. username and password is not encrypted properly. The credentials can be
extracted in clear text by dumping process memory of the live skype process when a connection is set.
The vulnerability allows anyone with access to the client system to obtain the username and password.
Additionally, this vulnerability could also be exploited by fooling the user to execute malicious code which
would dump the memory of the process "skype.exe". The skype uses skype.exe and skypepm.exe
processes while communicating. The skype.exe dumps password in clear text.

Description:

A test account is created with username “skypeimtest” and password "0OskypeO”. Live connection is set to
the yahoo service. The process is dumped and analyzed to prove the concept.

Step 1: Dumping memory with pmdump utility

console

nentsecuri

PEntsecurity. nu)

The pidgin memory dump is extracted to a txt file for analysis.


http://www.skype.com/

Step 2: Analyzing Dumps

The analysis shows the “skypeimtest” user account

| LecBUD <AL COUa ) Sad|+=UL, JJ 2Ny 1 LraNUoNUATUMOa1 *LSRMIMAL, ta BESSIUL SKL -1 IU4u YRR WITLIH, ak|TEe, Isva, vl 1d
9E) niﬁ: ADEGIO™ 12 I%AE-ECT o~U0nd 1%eA0 =5p 1-DHBE , 1085 1TORA-@" T | towe BE~Hnkp 14 78 1S @nNIVE1 , e Z[ 11 =nrd01xzP1¥! 1, P
11 xall

1A%22R7 ~

% kS 1A TwIS@C—— WPH, m: }COUZANOW —nl -2 1, 45" I=T80 " 2 quyiiadonx {3Mq0Atirti ; B T 15T 815 A 1 Aqyka MK 1A INT+kbR} ]
J2k“A0 | +DiNIAN - AO4BIR  [Hel<uii® 10011s0tny 102D 1| REB--G  ydkat 1Ipmawdit- [124PF-L(V4 &5Viesicakolilili

J.ICC[DHEE ¥oatyTrieingk. KIx&>B®IIQK ILaLd B
cm' 45=2Tiln4l0-189x1 g i@ ,+0HS 'nXy 1562 8Ral%al  AT<f=M|SMIZpIE4150000 1 ' EVLL %3 1{ahi-1 ", 'Hi | AeDai dxistc 1)L
><1Q Al T M ERaaalisg 711 -+<Ea1~bb12@|H

NIOEDIB o lzEy 2y ik a0 1vE= "r‘OEDIBlSBeEUleOEI.[e 1 xfr+EPETZ . S pIegsEoL ! L hw

tIm &SH. ®ID}3zuue EefCazu ICUIIIIDf hrMy < {=0i7— 1D#@pio; LuEs” I+H|© T.7 LE)

T-TMIHLiQT 1t ~®:J3DhIU4EOz| “BuB! o TEQEIT @13 %A1 1451\ ckkna@58 sHet# S S@S*i - 7vNLId
Olfen; I~ lu[ILaUﬁuIJDYI?O§ S eE1ETISkul [ 23X, 40k 1 Dh 0 «S0@E[ 1o T 1H0YE] T 'aIIOIIQyuNKqIE 1a3§€POUw~yVEOAG\DIIJAIIIE

1El""'l CotAR_1UgésbIaECIIvia »aVEl™e, T'®F El_#&f 1580 pf-TT01Eva 00 M1 HIt3EMGb% I 1Eou@ild, 16 T0EG oET <7 14+

== SEOi |18 ¢ # Published by Yugma, Inc.

1-18-2008 her=g & YugmaSE Tean CDllahDratan 2 ¢ | Published by Reallu=ion

7762007 arr In% media B JAS Hm G UVETIE 1o Ad«E142ET] eq | 7ALAREAL O IE? 1E@é+3" 34
760200 - ||H11}+1D1E1| arlki+ I Up;wm:® p A& 2 r # Published by Yugnma, Inc.
1-18-2008 2  # Published by Yugma. Inc.

1-18-2008 F edg =R r o 8030 "odegdr $3Er TO.o%ar 4 ¢ On b Mt rr TOTom 4 ¢ “gddd
1-18-2008 F tdg didr r ro 80 w0 hldchld,  @3ir TU &0, ! 1 1o’ H *pddEl 'Fr xeg lifi) 101

PUSE (%4, - AO123UE6789: <= "@ABCDEFGHI JELMHOPQRSTUVWEYZ[ -] "_ " abodef ghijklnnopgrstuvreys

T £ I skE (e, — ,0L23456789:
skypeintest #1l1
skypeimntest Fri =zeg iR 1" s PeET8 e Iol Ao

T T e I SHE ()%, - SO123MB6789 <= "@ABCDEFGHIJELMNOPQRSTUVWEYZ[ -] "_ " abedefghi jklnnopgrstuvweyz

> ?@ABCDEFGHIJELMNOPQRSTUVWEYZ[~]"_ " abocdefghijklnnopgrstuvwzys

T T [VESHE [ )%+, — /0123056789
PN o PR T SRV (1] Pl MU A
eGuCHTne I XinxtZ1AEidaus AL, " ?we+, = 1CEEQUT 3 In=1)D1T984S%a .4 1 + Ipd, ~pe B by v g lod iod 1 TOS - e
vhrel Veiity  1dezZ
—/BLT2g | L9500 - )*Y}I-
||“EG|R<OIU]:\*®.—;| —piv¥ii
CHENE) REND_ LAIETEVgTOy 11 WETG71@5H - #NGC) 10MuAAEE1 T O.4 [LETe=E R R isdic~iopnney 10; @ Ope
BulThas GIEE Jty» oU0T1E- JOBecd” Ea(zIE2Ef 20 g IFGOKE+E  ieoS19TI_ IR &DBEOTES | 954 (v @ET 7ExAs [She) v TS0
1.00prbE I Es2uli--Higly] “Add 441="a AI)PIXD'?[walI IUD*NINS @n  HCI=[UENDE -1 ) 10&3 Xt +2 1 187 1Es i+ M I01Td (&
PIFA Lo 1EBrd0 ! > i & n g sti LITTO| e 1#1isATRCTi-1kES 0118 1tEVAS 1 Exa] c—RAMqu i 13 W1~ g INUI4” 1|uEy|—
1e|:|z|
w PEBIET D0 i @8Ea Itz At nEEEL ie@a LI, T EE0 1 1aY+_1 0 {IE=afb tCOFE- SL1T# 1 1euYr Alintni0-3g2&T| | +=0F
elA-=b3-1B14THm-: leé_{_'é-"quAIxI—S?xIE—ZVEIOASU=;inlfﬁ’ oMLy (S-1AN1L R

> ?@ABCDEFGHIJELMNOPQRSTUVWEYZ[~]"_ " abocdefghijklnnopgrstuvwzys

The username can be seen in clear text.

The password “OskypeO” is appeared.

Find what: Iadltya.k.sood A
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The password can be seen in clear text.



The POC is done.

Disclaimer:

The information in the advisory is believed to be accurate at the time of publishing based on currently
available information. Use of the information constitutes acceptance for use in an AS IS condition. There is
no representation or warranties, either express or implied by or with respect to anything in this document,
and shall not be liable for any implied warranties of merchantability or fitness for a particular purpose or
for any indirect special or consequential damages.

Contact:

adi_ks [at] secniche.org



