AeweBbin GPGS nnu yecTHbIN OOMaH onepartopa

KPHC KacIllepCKH aKa MBILIbX, no email

MOOUJIbHBIH HHTEPHET BCe elle OCTaeTcd JOPOroil MIPYIIKOii, JOCTYNHOH TOJbKO
H30PaHHBIM. HO He HYKHO OBITh XaKepOM, 4YTO0bI yIelIeBUTh TPA(PHK, 2 B HEKOTOPBIX
cIyvasix Jaske c/1eJIaTh ero copceM OecIUIaTHbIM! H BCe 3TO HA COBEPIIEHHO JIeraabHbIX
OCHOBaHMAX! He moTpedyeTcsi [Aaxe YMeHHsl [epxkaTh au3acceMOiaep B pykax!
JOCTATOYHO NOCTOI MHKEHEPHOH cMeKaIKu!

gsedeHue

Heckonbko netT Hazazg s CTai CHYaCTIMBBIM 00JIalaTelIeM COTOBOTO Tene(oHa C MOAIEPIKKOM
GPRS (Trorma oHM TOJNBKO-TOJBKO HadadM NOSBIATHCA B Hammx Kpasx). Llrtyka ynoGHas 1o
upe3Bbuaiinoctd. Ho pacieHku y Moero omeparopa mpocto rpaburensckue ($600 3a Kaxabiid
rurabaiT BXOJIIEro WK ucxoasiiero Tpaduka). S GykBaibHO HE yCIeBal BBOJUTH HOBBIE KapTOUKH,
KOTOpBIE MOKHPal HEHACBITHBIN Tenedon. CTaso sICHO: AanblIe TaK KUTh HENb3sl M YTOOBI HE OCTATHCA
06e3 ¢ ITaHOB C OIMHOKO TOPYAIIMM XBOCTOM HY)XHO CPOYHO YTO-TO HpeAnpuHiTh. Ho uro?!
ATaxoBaTh cepBep ONepaTopa, MbITAsCh NMPUHUKHYTh B OMJUIMHOBYIO 0a3y HaHHBIX? 3a 3TO MOTYT U
XBOCT OTOpBaTh, Ja M HE CTOMT OHO TOr0. JTO BCE PaBHO, YTO pa30WBaTh BUTPUHY PaIH TMAYKH
curaper. B3ioMm nomkeH OBITh NpeNebHO YECTHBIM W JIOJNTOBPEMEHHBIM. TakuM, 4TOOBI €ro He
MIPUKPBUTH Yepe3 HEeCKOobKO qHel. He mponuto u Heeny, Kak pemeHne OblI0 HaliieHo.

paboma 4Yepes proxy-cepeep

CeTeBble TPOTOKOJIBI yX€ HE TIEPBBIH AECATOK JIET IOJNEPXKHUBAIOT BO3MOXKHOCTD
"mpo3pagHoro” cxaTus MHPopManuu "Ha JeTy'", OJHAKO, OIJIaTa B3MMAETCs 3a HECXKATHIA Tpaduk, da
U CTENEHb CKaThsi OTHOCHTENILHO HEBENNKA, IOCKOJIbKY YIAKOBIIMKAM IHPUXOIUTCS 00pabaThiBaTh
KPOXOTHBIE MOPLUMK MH(POPMAIMHY, pa30UTHIE HA MAKEThl, HA KOTOPBIX 0CO00 HE pa3BepHEUIbCs, M HU B
KOEM Cllydae He 3aJIep)KUBaTh YIPABJICHUE CBBINIE HECKOJBKUX MUIUIMCEKYHI, YTOObI HE CHHXKATh
MPOMYCKHYIO CIOCOOHOCTh B KOTOPOH OMEpaTop 3aMHTEPECOBAH IPEBBIIIE BCETO.

Msr xe Oymem cxumath Tpaduk rar'oM WM zip'oM, CTENEHb CXATHA KOTOPBIX IIPOCTO
mukapHa. [loura u web-cTpanndku xMyTcst rae-1o B 3-5 pa3, CHMXKasi CTOUMOCTb OJHOTO ruradaiira
70 ~$150, a 3THM YK€ MOXKHO KUTb!

Hekotopeie HTTP-proxy mommepxkuBatoT Takyto ommuio kak "HTTP compression" (cxxaTue
HTTP-conepkumMoro), 4To pajiuKajibHO YCKOPSIET IPOM3BOANUTENLHOCTS U yaeuiesisier WEB-cepdunr.
Eme wam motpedyercs WEB-Opaysep, "mepeapuBarommit” cxateie WEB-ctpanmueku (FireFox u
Opera ux mepeBapUBaIOT MO yMOIYaHWIo, a BOT IE6 — TpeOyloT 3ame3Th B OMNIUMU U BKIIOYHTH
nognepxxky HTTP/1.1). Ilate Moux JaroOMMBIX CepBEpPOB IPHBEACHBI BO Bpe3ke. [IpocTo mponummte
azipec cepeepa B HacTolkax Opaysepa m Bce! K coxaynennio, OeCIUIaTHOCTh 3THX CEpBEPOB BEChbMa
YCJIOBHA U JIOCTYH K HUM MOXET NPEKPATUTHCS B JIHOOOH MOMEHT, []a U CKOPOCTb PabOTHI OCTABIISET
JKeJIaTh JIyYIIero.
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Pucynok 1 padora yepes HTTP Proxy cepsep

>>> gpe3ka 6ecnyiamHbie proxy-cepeepa,
noddepikusarouw,ue cxxamue

proxy.cs.gunma-u.ac.jp:8080
proxy.hoge.ac.jp:8080
proxy.res.anken.go.jp:8080
bi.ikenobo-c.ac.jp:80
proxy.infobears.ne.jp:80

ODoo0o0ODo

Harnepez20oHKU ¢ ybexxasweu asiekmpu4kol
unu Google WEB Accelerator

WzBectHbit  mouckoBuk Google HemaBHO o03aBesics HOBbIM  cepBucomM — WEB
Accelerator'om nnu no-pyccku WEB-yckoputeneM, onuH U3 Tpex KUTOB Kotoporo — cxxarue HTTP-
COZIEP’KUMOTO TIepel] OTHPaBKOW KIMEHTy. JlBa Ipyrux KWTa — KOIIIMPOBAHHE CTPAHUUYCK U

yhnpexnaaromasi 3arpyska (T.e. Iepegada IaHHBIX JO TOCBUIKM 3ampoca). KimeHTckas dacTb
akceJiepaTopa BBIITOJIHEHa B BUJIC aKTUBHOM naneny Juis Internet Explorer'a 6.x u FireFox 1.0+
Google WEB-Accelerator He TONBKO yBEIHYHMBACT CKOPOCTh OTKPBITHS CTpaHHWYEK (a JUIsd
topmo3Horo GPRS'a 3To akryanbHO), HO M B TPU-TISITh Pa3 YACLICBISET CPEAHIO CTOUMOCTH OJIHOTO
OTKPBITHS (3arpy3Ka KapTHHOK, pa3yMeeTcsl, TOJDKHA ObITh OTKIIIOYEHA, MHaYe HUKAKOTo BBIUTPHIIIA HE
nmoryunrest). K cokaieHunio, 3TOT cepBUC HE MpopadoTan W HEAETH U Teleph Ha TJaBHOM CTpaHHIE
npoekra webaccelerator.google.com Hac »xzaer paszouaposbiBatommii Tekcr: "Thank you for your
interest in Google Web Accelerator. We have currently reached our maximum capacity of users and are
actively working to increase the number of users we can support" ("....mst yorce nabparu xeopym u
peaucmpayusl HO8blX NOIb306amenell BpeMeHHo npekpaujeHa").
Kak roBopuThest, KTO He ycmesn, TOT OH0o37al. . .



Pucynok 2 nanens Google Web Accelerator'a

dpyaue WEB-yckopumenu

IMomumo Google cymectBytor u apyrue WEB-yckopurenu, kotopsie jierko Haiitu B Cerw,
€CITH, KOHEYHO, NTPHUKA3aTh MOMCKOBUKY OTCEMBATh CTPAHHIBI, cozxepxaiine ciaoBo "Google" B cBoeM
tene. Bee cioBHO ¢ yma commmi — Toibpko 00 ogHOM Google Accelerator'e u roBopsar! Kakoit cMbicn
NMUHATH J0X1yio Kpbicy? Tak Benp Her! Kakaplii cuuTaer CBOMM J0JITOM NOTEpEeOHUTH ee, moYecaTsb. ..
Ho wmp1 orBrnexmuce. Wtak, peansHo pabortatomme WEB-yckopurenu Bce-taku ecth. Kak daxr!
KoneuHo, 1 BCAKOro JeppMa, NpUKpPhIBAIOIIErocs X nMeHeM Toxke xBataet! Yacro nox sunom WEB-
YCKOpUTENS HaM MpeajaraloT OaHaJbHOTO TpOSHA, YCTAHABIMBAIOLIETO CHCTEMY YAAJICHHOTO
aJIMUHUCTPUPOBAHMS WJIM KaudaloIero pexiaMy 3a Ham cdeT. [loaTomy, mpexiae dem 3amyckaTb
MOJY4EHHBIH YCKOPHUTENb, HEOOXOANMO MPOBEPUTH €r0 Ha BIIMBOCTH, HAIpPUMEp, IPOIYCTUB UYepe3
aHTUBHPYC, a B Haeae — aAn3accemMonep.

YckopuTenu ObIBalOT Kak O€CIUTaTHBIMH, Tak M HET. becmatHble mydine cpa3sy OTKHHYTH —
MIPaKTHYECKH BCE OHU IEPETPYKEHBI U padoTaloT Koe-Kak... Ho Bexp He mIaTuTh ke 3a yCKOpUTemb?!
Koneuno ner. MHoOrme KOMMEpYECKHE YCKOPHUTENHM NPEUIaraloT HCIBITAaTeNbHBI HEpPHOJ, JIETKO
MPOAJISieMbIH pocToi nepepeructparmeit. Jlaxe ecian Hac pacKycsAT U MOILTIOT B NeIIee MyTeleCTBHE
C DPOTHYECKUM YKJIOHOM, He Oena! WEB-yckoputeneit npyn npynu. He ogun tak apyroi. Kakas Ham
B CYITHOCTH pa3HHIa’?

INTERNET

- Propel Client runs in the
background on your PC.
- Works with your existing ISP,

- Accelerates all Web sites.

Pucynok 3 padora uyepe3 WEB-yckopuresn

>>> WEB-yckopumenu

Q http://www.propel.com
o mukapHbeli WEB-yckopHuTenb, C:KUMAIOIIKUN HE TOIBKO TEKCTOBOE COIAEPKHMOE, HO
u Tpaduueckue W300paKeHMs, NPHUYEM INPAKTHYECKH Oe3 IoTepu KadecTsa!
HopnepxuBaer Bce Bepcun Windows u Opaysepos (IE, Netscape, Opera, Mozilla u
Firefox), maet 7 aHei mpoOHOIr0O AOCTyIA.
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Pucynox 4 WEB-yckoputens PROPEL nemMoHcTpHpyeT HOBBIN AJITOPUTM CKATHA H300pakeHUi

Q http://www.khelekore.org/rabbit/
o nyummii OecrutatHeiii WEB-yckopuTenb, CKMMaromMid Kak TEKCTOBHKH, TaK H
mobpaxenus. [lognepxuBaer Bce Bepcun Windows u OpaysepoB (IE, Netscape,
Opera, Mozilla u Firefox).

RabbIT 2

Pucynoxk 5 sororun WEB-yckopureast Rabbit

poeM moHHesnb Yyepe3s telnet

IIpu Bcex mocromHcTBax WEB-yckopuTeneil UM npHcyIiu MHOTHE CEPbE3HBIE OTPAHUYEHUSI.
HauneMm c¢ TOro, 4TO KadecTBO CXKaTHs BCE XK€ ycTymaeT mociesHuMm BepcusiM RAR'a m ycrynaer
JIOBOJIbHO CHJIbHO. [Ipu meperpyske cepBepa-yCKOPHTENs,, BOSHHUKAIOT MHOTOYHCIICHHBIE OIIMOKH
nepenaun Ha TCP/IP ypoBHe W NaHHBIE NMPUXOAUTCS IEpeaaBaTh CHOBAa M CHOBA. JTOT IPOLIECC
MIPOTEKAET CKPBITHO OT ITOJIF30BATENS, HO YBEIMYMBACT BPEMsI 3aTPY3KH M OITyCTOIIAET €ro JCHEKHbIH
cdyeT. A Kak Ha cueT pas3phiBOB coenunHeHUil, kotopbie Ha GPRS'e cmyuatorcs perymsipao? Menkue
(haiiipl aBTOMATHYECKH KAIIHPYIOTCS CEPBEPOM-YCKOPHTEIEM M MOTYT OBITH JOKAa4deHBI 0€3 MOTeps.
Ho, HaunHas ¢ HeKoTOpOTO pa3Mepa, (ailyiel oTHar0TCs "Kak ecTh" U eCIH yIaIeHHBIN cepBep padoTaet
6e3 noxaukn, WEB-yckopurenmo ocraercst TOJIbKO pa3BecTd nposogamu. A moura? A ocen? A Kxyua
JIPYTUX TPUIIOKEHUIN?

Hactosmmme xakepbl peructpupytoT UNIX-akkayHT Ha OBICTpOM KaHalie W HOAPYOAroTCs K
HeMy ynaneHHbIM joctynoMm depe3 GPRS mo telnet wim SSH mporokony. Temeps naHHBIE W3
WHTepHeTa CKaYMBAIOTCSA HE HampsMyro, a uayT uepes telnet/SSH cepsep. Co cBoero MoOHIBHOTO
KOMITBIOTEPa MBI OTJ]a€M KOMaHJy: cKa4yaTh TaKoW-TO (aili win aaxe uenblid caiT. Dailn nocmymHo
CKauMBAaEeTCs, Ocelasl Ha JXECTKOM JHCKEe HMPOMEXYTOYHOro cepBepa. Eciam B mpormecce mepenadun
COEIMHEHUE Pa30pBETCs M BCE NMPUAETCS HAUMHATH CHaJalla, 3a 3TO HUKTO He OyzaeT miatuth! 3artem
MBI JaéM KOMaHAy: yHakoBaTh (aiiin apxuBatopoM RAR (Hy mim Ha Xymoit KoHel gzip) ¥ OTHPaBHUTh K



Ham 1o GPRS. Ilpwu sxenannm naxke MOXKHO NepeKaTh BCE PUCYHKH, YMEHBIIIHB HX 00BEM B HECKOJIBKO
pa3 (mycTh u ¢ morepel kauecTBa). Tpaduk nemeseeT NpsMo Ha ria3ax!

IpaBna, xopormii XocTuHr ¢ telnet/SSH gocTymom peako ObIBacT OeCIIaTHBIM, B HaM BCe-
TaKHM MPHUIETCS BBUIOXKHUTDH MOPSIIKA Napbl ACATKOB 0akoB B ron. Ho atu pacxonwl crosit Toro! Msi
COKOHOMHM B JecsATKH pa3 Oombrre! [lpn mammumm DSL-mogkiaroueHus, MOXXHO ycTaHOBUTH SSH-
cepBep Ha CBOEM JOMaIllHEM KoMItbioTepe. Mmem Ha www.openssh.com u Beioupaem SSH 1o Bxycy. B
KagecTBe cepBepa s pexkoMeHaylo SSHWindows, 3anumarommii 4yte Oojplie IBYX MerabaiT u
paboraromuii Ha Bcex Windows-mmardopmax. Eme nam notpedyercs SSH/SFTP kimeHT, KOTOpBIiT MBI
yCTaHOBMM Ha MOOMIBbHBEIM KommbioTep ¢ GPRS'om. [TokIOHHMKM KOMaHIHOH CTpPOKM MOTYT HE
Jiepratbcsi, MOCKONbKY B moctaBky SSHWindows yke BXOAMT Bce HEOOXOIUMOE, a BOT BCEM
OCTANIbHBIM TIPHIETCS MOAHANpPsUbcs. JlydmmM rpaduueckuM KIMEHTOM Ha MOl B3IJISI SIBISIETCS
Secure iXplorer, yem-to HanomuHaronmii Total Commander (B neBuuectBe — Windows Commander).
[omezoBatenn FAR'a Hecomuerno onensaT miaran WinSCP co BerpoernbiM kiuentom SFTP, HoBas
BEpCHs KOTOPOTO BHIIIIA OyKBaJIbHO HECKOJIBKO MECAIICB Ha3al.

2 Secure Dplorer - Free Version [GPL) ) [=] 3
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Pucynok 6 BHemnnii Bua Secure iXplorer

YopaBiasATh HacTONBHBIM KommbioTepoM uepe3 GPRS 310 mo nHactosmemy xpyrto! U
9KOHOMHO. BoT Hanpumep: 3axonum SSH-kimeHTOM Ha CBOIO TauKy, 3amyckaeM jiroOumblid The Bat,
KWIsieM Bech cmam, u nepegaeM nmo GPRS kanamy Tonpko akTyanbHbIM KOHTEHT. Ecnmu ke mucemo
COJICPKUT HECKOJBKO apXHBOB C BJIOKEHHSIMU — PACIaKOBBIBAEM MX Ha HACTOJIBHOM KOMIIBIOTEpE U
mepenaem yepe3 GPRS tompko comeprknmoe apxuBa, mociie 4ero pemraeM Kakue (ailibl HaM HY>KHBI, a
KaKHe HeT.

>>> @blIHOCKa npo2paMMHoe obecneyeHue Ons1 83/10Ma

O SSHWindows
o Oecmarsenii koHcombHBIW SSH/SFTP kmmeHTr wm cepep B omHOM (hiIakoHe,
pabotaromuii mox Windows: http://sshwindows.sourceforge.net;
O Secure iXplorer GPL
o Oecrmarnblii  rpaduueckuit SSH/SFTP  kiment ¢ wuHTrepdeiicom ans Total
Commander, pabotatommuii mog Windows: http://www.i-tree.org/gpl/ixplorer.htm;
O WinSCP
o Oecrarnblit SFTP-narun nuist FAR'a: http://winscp.net/eng/index.php;
Q ICMP Shell
o 6ecmnarseni ICMP Shell, paboratommit mog UNIX: http://icmpshell.sourceforge.net;
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A0 MName
r_’é_”] integration. bzt 2942 26.4.2005 10:19:15 @ 4,5,2005 21:05:09  puexrasrmy
; 4 6.4 51 31 10.11.2004 2204, ra-nm-ris-
|'.3=_”| commandline. txt 2752 4.5.2005 11:13:40  rw-ri-ra-
|'.3=_°°| config.txk 1562 29.4.2005 11:03:36  ra-pw-riw-

|'.3=_”| contributions, kxk 1064 5.5.2005 13:43:50 ra-pw-rig-
[Z] directory_cache.... 1861 25.3.2005 9:56:49  rw-re-ri-

|'.3=_°°| dragext, bxk 3977 1.5.2005 95344 Fi-Fia-ri-
[Z] Faq.bxt 3962 4.5.2005 14:10:16  re-rw-pa-
[£] Faq_commandin... 102 17.12.2004 1214, rs-ri-ri-
|'.3=_”| faq_dir_default.txt 961 5.2.2005 13:04:36  ri-rw-rv-
a [Z] Fag_dawnload k... 745 29.4.2005 10:57:04  rww-r-ri-
security. bxk 2080 54,2005 17:00:05 & |w=_”| faq_drag_rove.... 1590 8.2.2005 12:54:32  ri-ra-rv-
r;jisetup.txt S22 15122004 135, a |'°=_°°| fag_error_code.txt 696 17.3.2005 14:00:24  ruw-riv-ri-
[£] shell sessian.tat 966 15.2.2005 16:43:12 a % || [Z] Faa Flemanader. .. 503 14.4.2005 17:17:14  pw-tw-na- %
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Pucynok 7 BHemnnii Bug WinSCP

poeM moHHesnb Yyepe3 ICMP

Hekotopeie cotoBeie omeparopsl Tapudunupytor toiasko TCP/UDP Tpaduk, HO He
obpamraror BHUMaHuS Ha ICMP. A 510 3Ha4UT... uT0 MBI MOkeM npoouts ICMP-ToHHENs W TOTHA
nepesaya JaHHBIX OyZaeT BooOie _fecnramnoii_. IlpyudeM, HUKTO HE CMOXKEM HaeXaTh W NPEIbSBUTH
WCK 32 B3JIOM, MOCKOJBKY MBI BIIPaBe HCIIOJIB30BAaTh BCE YCIIYTH, KOTOPHIE TOJNBKO IIPEIOCTABISET
orepatop! A BOT OTKJIIOYUTH OT CETH HAC BIIOJHE MOTYT, TaK 4YTO JIy4llle HE YBJEKAThCS U COTHHU
rUrabaiT He BOPOBATh.

Bce, uro Ham motpebyercst — 310 ycraHOoBHTH ICMP-shell. Ha HacTONBHBI KOMOBIOTEp —
CepBEPHYIO 4acCTh, HA MOOMIIbHBIN — KIMEHTCKYIO (ECTECTBEHHO, BMECTO HACTOJIILHOTO KOMIThIOTEpA C
DSL-coennHeHreM, MOKHO BOCIIONB30BATBCSA yciIyramMu Ioboro xocrepa). Takmx ICMP-shell'os
oueHb MHOTO. bomnpme Bcex MHe HpaBuTcs peammsanus Ilerpa Kuenryka (Peter Kieltyka),
pacripocTpaHsieMas B MCXOAHBIX TEKCTaX. OTO OOBIYHBIA KomaHAHBIA shell, omHako, ero ierko
nopabotars 1o HTTP-proxy cepsepa u Toraa no OecruratHomy MoOwisHOMY MHTEpHETY MOXHO OyAeT
opomuth noxa Jlucom wiu IE. 3apaboraer u Ocen (B cMmbicie eMule — kiueHT (ailitooOOMEHHOU ceTH
eDonkey), nmpaBma tonpko ¢ lowlD, Hy na Huuero — mpu OecruiatHoM HuTtephere ¢ lowlD xuth
BIIOJIHE MOXKHO (TYT TpaBJia CIEAyeT CKa3aThb, YTO COBCEM OECIUIATHBIM OCIIMHBIM HHTEPHET HE ObIBAET,
HHUKaKO#l XOCTep HE MO3BOJIUT 3a Mapy JECATKOM OAKCOB TSHYTh Oe3pa3MepHbIi TpahHK U MOITOMY O
BBIKaYMBAaHNH BUICOPIIBMOB HaXaIABY JIydIlle cpa3y 3a0bITh).

Koneuno, ICMP-ToHHeNp mITyKa IOCTATOYHO XPYNKasg W IO KA4eCTBY CBS3H 3aMETHO
yerynaromast oobraHoMy TCP/IP coenunennio. Huskas ckopocTh, yacTHbIE OOpBIBHI U T. 1. Bee 3To
CTpallHO HEpPBHPYET W OTHMMAaeT yiMy BpeMeHH. TeM He MeHee, BCE HENOCTaTKH C JIMXBOH
MIEPEBEIINBAIOTCS OECINIATHOCTHIO Tpaduka!

3aKJ/1l04eHue

Beskast TexHuyeckas mpoOieMa MMeEeT IMPOCTOe M JIICTaHTHOE pEIICHHE, NaKe eCh Ha
TIEPBBII B3I KOKETCS HEepaspeIinMon. becriaTHbiil MOOWITBHBI THTEpHET — 3TO BIOJHE PEAIbHO.
KonkperHas cxema B3JIoMa 3aBHCHT OT OCOOCHHOCTEH OWJUTMHTOBOI CHCTEMBI COTOBOT'O OIEpaTopa,
[O3TOMY HHUKaKHX YHHBEPCAIbHBIX PCKOMEHIAIMA TaTh HEBO3MOXHO, Ja 3TO, COOCTBEHHO, U HE
HyXHO. ['1aBHOe — HameTuTh 00uMH MapupyT. [lonckazaTe OTKyda pBITH U B KAKOM HalpaBlICHUH
komnatb. Hazeroch, 4To 3Ty 3a7auy MO CTaThsl BBIIIOJIHUJIA CIIOJIHA.



