noyemMmy oCu HeHaAeXHbl —
TeHAeHUMNU Pa3BUTUA XaKePCKUX aTakK

KPHC KaclepckH, Ho-email

3Ta CTAaThsl BO3HUKJIA B pe3yjbTaTe Oecen ¢ Camyenem I:ke6aman (Samuel Jebamani) —
BeyILIUM pa3padoTynkoM aHTHBHpPYcHOI kommanun K7 Computing (Majson3BecTHOil B
Poccun, HO 3axBaTHBIIEH YeTBePTh SIIOHCKOI0 PIHKA). 00CYK1as1 TEHICHIMH Pa3BUTHUS
ONEePAlMOHHBIX CHCTEM H AHAJM3HMPYA HCTOYHMKH BO3MOKHBIX YI'PO3, MbI NPHILIH K
JIOOONBITHBIM, XOTSl W NPOTHBOPEYHMBBLIM BBIBOJAM, KOTOpble HaBepHSKa OyayT
HHTEPeCHBI IMPOKON ayIUTOPUH YUTATe e, OM3HeC KOTOPBIX TAK MJIH MHa4Ye CBSA3aH C
KOMIIBIOTEPHOI 0€30IACHOCTBIO.

gegedeHue

Jlucras KOMIBIOTEPHBIE XKYPHAIBI U MPOCMATPUBas NEPUOIUKY, CKIIAABIBAETCS YCTOHYUBOE
BIIEYATICHUE, YTO CUTyalHI0 ¢ Oe30IacHOCTBbIO HMHAue KaK KpUTHYeCKOi He HazoBewb. CerThb
OyKBaJIbHO KHMIIHT 37TOOHBIMH XaKepaMH, BE3/IECYIIMMU BUpycaMu (KOTOPBIX HE OepyT aHTHBUPYCHI),
MYTHUPYIOIIUMHU YEPBAMH, MPOXOAAIUMH CKBO3b MEKCETEBBIE DKPAaHBI CIOBHO HOX Yepe3 Macllo.
Kputnueckue IpIppl B MPOTpaMMHOM OOeCHeueHHH OOHApyKHMBAIOTCS KaXIbId JeHb, a 3aIUIaTKH
OTCYTCTBYIOT MecslaMu... be3 0OOpOHHMTENBHBIX KOMIUICKCOB (TMPHOOPETaEeMBbIX 3a OTAEIbHBIC
JCHbIY) W BBICOKOKBAIM(HUIMPOBAHHBIX CIEHHAINCTOB, JIydIle Cpa3y CBOpAauyMBaTh CBOH Om3HEC H
JIOXKUTBHCS Ha PENbChl, B 0XKUJAHUU TO€37a, KOTOPhIE BCE PABHO HE MPHUJIET, T. K. XaKephl MOIOMalu
LEHTPAIbHBI KOMITBIOTEpP YIPaBICHUS JKEIE3HOAOPOKHBIMUA COOONICHNUSIMH M HE CErojiHs 3aBTpa
3axBaTAT CIyTHUKH, ATOMHBIC DJIEKTPOCTAHIIMU U MHp (KaK BUPTYaJbHBIN, TaK U (PU3NUECKHUN) PyXHET
B OJTUH MOMEHT.

Pucynok 1 6ajaHcupysi Ha TpaHU NPONACTH

Hy, mpecca BooOIIIe CKIIOHHA BCe MPEYBEININBATh. THIIMYHAS cUTyarus: mo TV mepenaioT o
JKYTKOM 3eMJICTPSICCHUH, Pa3pyIIMBIINM YyTh JIM HE TIOJOBHHY TanmaHga BMECTe ¢ MPUMBIKAIOIIIMH K
HEMy CTpaHaMH. B3BONHOBaHHBIN, 3BOHIO CBOMM TpusaresnsiM. — O nmal — cMmelTcs OHM —
3eMJIETpsICEHUE OBIJIO CTOJNH KPYITHBIM, YTO COBCEM HE3aMETHBIM M €ciIM Obl He Bame (B CMBICIE
poccuiickoe) TV, onu 0b1 (Taiiubl) 0 HeM Tak Obl U HE Y3HAJIH.

IIporuno3el, npensematomniye "koHen MHTepHeTa", OABIAIOTCA BCE Yallle U Yallle, IpUYeM HX
PacTpoCTPaHSIIOT HE TONBKO JKYPHAJIMCTHI, MAJKHEe Ha CEHCAlnM, HO W BIOJHE peclieKTaOenbHbIe
PYKOBOJMTEIM aHTUBHPYCHBIX KOMIIAHUH. DTO MPOCTO MapKETHHIOBAasl MOJUTHKA y HHUX Takas. Hano
JKe KaK-TO MPOAABaTh CBOH TOBAp...

C gpyroif CTOpOHBI, HAWTH TIONB30BATENs, HUKOTAA HE CTAJKHUBAIOUICTO C BHPYCAMH,
JIOBOJIGHO TPOOJIEMaTHYHO, OCOOCHHO €CIM MBI TOBOpUM O Windows-ImooOHBIX CHCTEMaX,
KOJIMYECTBO BHPYCOB IO KOTOPBIE BO3POCIIO HACTOJBKO, UYTO YK€ HE IOJAMAeTCS HUKaKOMY y4eTy W
KOHTpOJtfo. HoBble HITaMMBI TOSBISIOTCS C TaKOi CKOPOCTBIO, YTO COTPYIHUKH aHTHBUDPYCHBIX
KOMITaHUH TPOCTO (M3MYECKH HE YCIIEBAIOT WX aHAJIU3MPOBATh, YTO HEU30EXKHO BIEYeT 3a co0Oi
JIABHHOOOPA3HBIA POCT JIOXKHBIX CpabaThIBAHHA — AHTHBHPYCHI MPOITYCKAIOT BHPYCHI MU PYTalOTCS
Ha YeCTHBIE IIPOrPaMMbI, HEPBUPYsI MOJIb30BaTelNei U IoMas OM3HEC ee pa3paboTynKam.

"Bonpekn ycunmsM Bpadell MalMeHT XUB M yMHPATh HE coOmpaercss' — IMPUMEPHO TOXE
caMoe MOXKHO CKa3aTb W O O€30IMacHOCTH OIEPAlMOHHBIX CHUCTEM. [Jo0ampHBIE SIHISMHA
JNCHCTBUTENFHO CIYYalOTCS, HO HOCAT CAMHUYHBIA XapakTep M XOTS aHATUTHYCCKHE IICHTPBI
paropTyoT O MIJUIMApAHBIX YOBITKAaxX, 0COOOTO JOBEepHs 3TH HUGPHl HEe BHyHIAlOT. busHec BooOIIe
OCHOBaH Ha PHCKaX M CTaOMJIbHOE IPOLBETAHHE - HEIOCTHKUMBIN HJeal.

OueHp TPYAHO TOBOPHUTH O 0OE30ITACHOCTH, OCTABAsICh MOJHOCTHIO OECIPUCTPACTHBIM. TyT y
KaXIOTr0 SKCIIepTa CBOC MHEHHE, MOAKPEIUICHHOE MOITHOHM JOKa3aTenbHOH 0a30il ¢ kyueil mudp u
rpadukoB. BoT ToJIbKO HUKaKON KOppENSIMU TYT HE HAOIIOJAeTCs ¥ €CJIM OJJHU (DUPMBI YTBEPIKIAIOT,
YTO TOTpPSCEHUs, cayduBIIriecs Ha cThike XX M XXI BekoB OoIbIe HE MOBTOPSATCS — OCHOBHBIE
IBIPBI YK€ 3aTKHYTHI M XaKepCKUE aTaKW Tereph HOCAT JIWIIh TMOTCHIHAIBHBIA XapakTep (KOCBEHHO
MTOJTBEPKAAEMbI OTCYTCTBUEM MAaCIITAOHBIX SIHIEMUH 3a MOCIeJHIE HECKOJIBKO JIET), IPyTHue Ke —
JIEMOHCTPHUPYIOT NpPUMEPHl 00EBOTO KOZA, C JIETKOCTHIO ITPOOMBAIONIETO HOBOMOJHBIC 3aAIIUTHBIC
MEXaHW3Mbl M OT OYEpEeIHON SNHUIAEMHH HAC YISP)KHMBAEeT JIMIIb OTCYTCTBHE 3JI0O0HBIX XaKepoB,
COYETAIOLIUX arpPECCUBHOCTD C NPO(ECCHOHAIN3MOM B HYXKHBIX ITPOTIOPLHSX.



To ectb, rnobanbHBIE SNHIEMUN OoJiee He BCIIBIXMBAIOT OTHIO/L HE MOTOMY, 4TO B "barmazne
BCE CIIOKOWHO", a MPOCTO HUKTO M3 XaKEPOB HE 3aHMHTEPECOBAJICS O4YepeIHON OOHapyKEHHOH IbIpOi
HACTOJIbKO, YTOObI OpOCUTH BCe TEKYyIIME Jeja W 3acecTh 3a HAIMCaHWs BHpYCa, PHUCKYsS CBOEH
cB00O10M, Kaprepoii... Crenciayk0bl BCEX CTpaH aKTUBHO OOPIOTCS ¢ KOMIIBIOTCPHBIMH BaHAaJaMU H
TIPELEACHTH TIOPEMHBIX 3aKITIOYCHUH (HEe TOBOPS yKe 00 aCTPOHOMHUYECKHX MITPadoB) yKe UMEIOTCH,
YTO CIY)KHUT CBOEOOPAa3HBIM CIACP)KUBAIOMMM (PaKTOPOM, HAMHOTO CHIIBHEE OTITYTMBAIOIINX XaKEpPOB
OT BHPYCOB, YeM IIMPOKO pa3peKIaMHPOBaHHBIC, HO B JEHCTBHTEIBHOCTH JIETKO BCKPHIBAEMBIC
3allUTHbIE MEXaHU3Mbl. Miu Bce-Taku HeT?!

CioBOM, TYT ecThb O 4YeM IoroBoputh. CTaThsi HOCUT SIPKO BBIP@KEHHBIH CIIOPHO-
IPOBOKAIIMOHHBII XapaKkTep, HO OHA U 33/lyMbIBaIach TaKOu!

XXl eek — pacuyeem cpedHeseKko8bsi?

[Ipexne, yeM paccykIaTh Kysa KaTUTCS MHP U YTO HAC JKIET, HEOOXOAMMO OTBETUTH HA OANH
MIPOCTOH BOTPOC: JICHCTBUTENIFHO JIM ONEPAIIMOHHBIC CHCTEMBI HEOE30MacHbl WM BCE MBI CTaJIN
JKEepTBOW MacCHpOBaHHOH mpomnaraiabl? B cpenHue Beka BepuiIMd B BEAbM U HE MPOCTO BEPUIIH, HO U
MHCAIM MHOTOYHCIICHHBIE TpPakTaThl (TOATBEPKICHHBIE, €CTECTBEHHO, OoraTtbiM (aKTHYECKUM
MatepuanoMm). B konme XX Beka Bce Bepwim B HIJIO u OGapabamex. IIpaBma, Kak TOJBKO
(oToanmaparsl ¢ aBTOMaTH4YeCKOH (POKYCHPOBKOHM MOJYYMIM MAaccOBOE PACHpOCTpaHEHHE U CTallo
OUYeHb TPYTHO MOJYYHTH CMa3aHHBIN Kaap, oxoTHuku Ha HJIO cBepHymm cBom "umcciemoBaHus" H
MTOCTENEHHO CTPACTH YJIETIIHCh.

PucyHok 2 Mup cpeHeBeKOBbA

Tenepp MBI MOXXEM C YBEPEHHOCTBIO CKa3aTh, YTO OOOpPOTHEH HE CYIECTBYET, a €CIH Obl
BHE3EMHbBIC IIMBIIIN3AIMN CYIIECTBOBAIM, TO UX KOCMHUYECKHE KOpalOin JaBHO Obl OOpO3AMIM Halle
KOCMHYEeCKOoe TpocTpaHcTBO (cM. momck 1o [I'yrimy "Ilapamoxkc wmomuamms IIkimoBckoro™).
ITopasutenbHo, YTO HaXke TENepbh, MOCIE CEpPUH YOMMCTBEHHBIX pa3o0jadeHui, HaXOAATCS JIIOJIH,
BEPYIOIIHE BO BCIO TY UYIIb.

C (me)0e30macHOCThIO HaOMIOMaeTCs MPUOIM3UTEIRHO Ta ke camas KapTtuHa. UTo-To Bpone
MaccoBOTO ITOMpPAYEHUs CO3HAHMS Ha [TOYBE CTpaxa Iepe HeM3BECTHBIM. MaJio KTO U3 HOJIb30BaTeleH
(w maxxe aAMUHHUCTPATOPOB) OTUYETIIMBO NPEJCTABISICT ceOe KaK _peabHO  (pyHKIHMOHUPYIOT YEPBH H
BUPYChl, M €MIe MEHbIIE KOJMYECTBO HApOAy JAu3acceMONMpPOBaJIO UX KOJ, JOCKOHAIBHO
pa3o0paBIIKCh B aIrOpUTMax BTOPKEHHS W MHOTOYHMCICHHBIX OrpPaHMYCHUSIX, HaJaraeMbIX
"okpy:katomier cpemoii”. Hammcats xu3HECIIOCOOHOTO BHpYyca OY€Hb TPYIHO U IMOTOMY OOJBIIMHCTBO
BUPYCOB IPEJCTABISIOT COOO0I BCETO JIMIIb 3aMUCh B aHTUBUPYCHOM 0a3e.

WHTepHeT 3T0 HE cpexa oOMTaHMS ManBapyd — 3TO _KJIAAOWINE dYepBel, BUPYCOB U Mpodei
3apa3bl, 3a9acTyl0 THOHyIIeH eme Ha HadaubHOW (ha3e pa3sMHOXKEHHS. JTO KIAAOWIie uaeH u
ITOPUTMOB, HE pabOTAIONIMX B HOBOM OKpPYXXCHHH (HOBBIE BEPCHM OINEPAlMOHHBIX CHUCTEM, HOBBIC
CXEMBI paclpoCTpaHEeHUs! TPOrPaMMHOTO 00ECIICUESHUS).

PucyHnok 3 knagonine MajJBapu

Hakonen, Mup HE OrpaHMYMBACTCS OJHOW JIMIIb TpoAyKnued kommanuu Microsoft. Ha
[JIaBHOW CTpaHMile OQHUIMAIBHOIO cepBepa pa3pabOTYHMKOB omneparoHHoi cuctemMbl OpenBSD
KpacyeTcsi HaJnuch "IBe KpUTHUECKUE YAAJICHHBIC ABIPHI OoJiee YeM 3a JecATh JEeT MPOMBIIUICHHON
skcruryaraun''. CpaBHHUTE 3TO C _COTHAMH _ KPUTHYECKHX IbIp NT-TIOMOOHBIX CHCTEM W CHEIanTe
COOTBETCTBYIOLIME OpPIBBIBOABL. W X0Ta cuuraercs, uro xBSD mpurogHa TONBKO Ui CEPBEPHOIrO
pBIHKa, a Ha pabounx cTaHmsAx 0e3 Microsoft He 000HTHCH, 3TO OTKPOBEHHAs BpaXKecKasi Iponarania.

Pucynok 4 OpenBSD — oqHa u3 caMbIX 0€30NaCHBIX ONEPALMOHHBIX CHCTEM

Apple Mac OS X ocHoBana Ha BSD, moBepx KkoTopoil "HaTsSHyT" KpacWBBIH, yIOOHBIN,
XOpOIIO MPOJYMAaHHBI M WHTYHUTHBHO-TIOHSTHBIA MONB30BaTeNIbCKU WHTep(eiic, HaMHOro OoJee
IOpYXeMoOHbBIH K mojip3oBaTemo, yeM Windows. K Tomy ke Bce KpyNHBIE NPOrPaMMHBIC ITAKETBI
(rakue xax Microsoft Office, Adobe Photoshop) moptupoBansl mox Mac, ycnemrHo paOoTaromuii B
OusHec cdepe, Myckail W ynep KUBAIOIINKA CYIIECTBEHHO MEHBIINI NPOLEHT pblHKa, yeM Microsoft,
arpecCHBHOCTb MAPKETHHIOBOW ITOJMTUKH KOTOPOH BCEM XOPOILIO M3BECTHA M KOTOpast IpHilaraeT Bce
ycuius, ‘1TO6LI moxKasaTtb, 4YTO HC 6630HaCHOCTb KOMIIBIOTEPHBIX CUCTEM — SBJICHUE TOBCEMECTHOC U
YTO y KOHKYPEHTOB Jiejia 00CTOSIT HUYYTh He JIydllle, a Jake XyxKe.



Pucynok 5 mup Apple

Ouepennast moxs!!! Kak n3BectHO, mogaBistomee OOJBIIMHCTBO YEPBEH PacIpOCTPAHAIOTCS
Yyepe3 BJIOXKEHMsI 3JIEKTPOHHOW IMOYTHI — MPWICIUISisT K MHUChbMY HCroyiHseMbld Qaii. B 9x u NT-
MOJOOHBIX CHCTEMax IPaBO Ha YTEHHWE (aiia paBHOCHIBHO MpaBy Ha €r0 3alyCK M MOTOMY Jake
MOJIb30BATENb C MAaKCHMAJIBHO OTPaHHYEHHBIMH IIPABAMU MOXKET 3allyCKaTb BHOBb CO3/aBaEMbIE
(aiinbl, 4TO, OYEBUTHO, SIBIISICTCSI TUTAHTCKOW  ABIPOH B MoJCHCTEME OE30MacHOCTH.

B UNIX-mogo0HBIX cHUCTeMaX UCIOBEAYIOTCS Apyrod moaxon. Tun Qaiina omnpenensercs He
M0 pacUIMpeHuro (KOTOpOoe MOXKET OBITH JIIOOBIM), a MO aTpuOyTy, MPUYEM, PSJIOBBIE ITOJIB30BATEIH
MOT'YT TOJIBKO 3aIycKaTh (haiiibl, HO IPUCBOUTH BHOBb CO3/IaHHOMY (haiiry aTpuOyT MCIOJIHSAEMOTO —
Takux mpaB y HUX mpocTo HeT!!! M XOoTs 3Ta cuctema COmepkuT psj AedeKToB (HampuMep, MOKHO
nepenarb (ain acCOUMMPOBAHHOMY C HUM S3bIKY MPOTPaMMHUPOBAHUS), aTaKH MOYTOBBIX KIMEHTOB
mox UNIX HocaT umcrto nabopaTOpHBIA XapakTep, HE HAXOIMIIUN IIUPOKOTO MPAKTHIECKOTO
NIPUMEHEHHS.

ceobo0a e 06bmMeH Ha 6e3onacHocmb

"Te, KTO TOTOB MOCTYNUTHCSI CBOOOON BO MMsI O€30TIACHOCTH, HE 3aCIyKHBAIOT HA CBOOO/IBI,
HU Oe3zomacHocTH" — cka3an benmkamua OpaHKIMH (aMEPUKAaHCKUN MOTUTHYECKUH JesTensb | 8-Beka,
ommH wm3 otHoB ocHoBareneir CIIIA). Microsoft, moxoxke, TPHICPKUBACTCS AUAMETPAIBEHO
MIPOTHBOIIOJIOKHOTO MHEHWs, SBHO M HESBHO JaBas HaM IOHATH, YTO CBOOOMa M 0€30macHOCTh —
BEIIH B3aMMOHCKITIOYAFOIITHE.

ITo xakomy mytn uaet pazsutie Windows? [lomb3oBaTenssM mpeoCcTaBIseTCS BCE MCHBIIE 1
MEHbIIIE CBOOOIBI, JaXKe aIMUHHUCTPATOP YKe He 00T, a MAIbYKK Ha moderymikax. B x86-64 pexakuusax
NT-momoOHBIX CHCTEM OH Ja)xe HE MOXET 3arpy3uTh JpaiBep, 03 COOTBETCTBYIOIIMU MU(POBOM
nognucu!!! Microsoft muaHoMepHO NTHIIAET €ro pPHUAroB YIpPaBICHUS CHUCTEMOW, rpybo TOBOpS,
npespaias Windows B peakTHBHBIM MCTPEOHMTENb C aBTOMMJIOTOM, ¢ MHHUMAJIbHBIMU (YHKIHSIMH
PYYHOTO YIPABICHHS, YTO BIUIOTHYIO IIPUOIIDKACT aMHHUCTPATOPa K IPOCTHIM MOTH30BATEISIM.

Pucynox 6 mup Microsoft

BosHuKkaeT pe3oHHBIN BONPOC: a 3a4eM JXE TOTAa HYKEH aJMHHHCTPATOp, €CIH CHCTEMa
CUMTAET, YTO MOXKET 103a00THThCs 0 cede u cama. OTBeT: a OH M He HyxeH. Hy pasBe, uTo ToHEp B
NpUHTEpEe NOMEHATh. Microsoft ynmopHO mbITaeTcs MOCTPOUTH MHP, B KOTOPOM YEJIOBEUECKHH pa3yM
3aMEHEH MaIllMHHBIM U JOJDKHOCTH aJMHHHCTpaTopa ympasnHeHa 10 (puktuBHOW. C TOUKH 3peHMs
OM3HeC-T0Ib30BaTeNeil 3TO NEHCTBUTENBHO OYEHb 3aBiieKaresibHas cxema. CKoJbko Obl HM CTOMIIA
mauer3usd Ha Windows, 3aprurata KBann(UIMPOBAHHOTO aJMUHHCTpaTopa — 3TO HaMHOro Ooiee
CYIIECTBEHHAsl CTaThsl PAaCXOJOB, OCOOEHHO €CIM B OPraHM3alM{ OOJIbIIE COTHH KOMIIBIOTEPOB H,
COOTBETCTBEHHO, OINH aIMUHHUCTPATOP C HUMHU HH 32 YTO HE CIPaBHUTCSL.

HuxTto He cmopuT, 4TO KOMITBIOTEp KaK pa3 W co3JaBajcs Il TOTO, YTOOBI 3aMEHUTH
YeJIoBeKa B HEKOTOPBIX 00JIACTSIX, HO 00J1aCTh UCKYCCTBEHHOI'O MHTEJIEKTa B 3TOT CIIMCOK HE BXOJIMT
B CWIy TEXHHYECKOW HEBO3MOXKHOCTH peanm3anuu "mymaromei" mamumabl. K tomy ke, mobas
aBTOMATHYECKas CHCTEMa HAMHOTO CJIOKHEE pPYJYHOHW, a 4YeM CHUCTeMa CIIOXKHEE, TEM BBIIIe
BEPOSITHOCTb, YTO OHA OTKAXKET.

3agymaeMcs, TOYeMy aMEpHKaHIBI CMOITH yCHEemHO cierate Ha JlyHy eme B 10
KOMITBIOTEPHYIO 3TI0XY U 3aIlyCTHIN Kydy aBTOMAaTHYECKUX MEXIUIAHETHBIX CTAaHINH, a B MOCIEIHNE
robl KOCMUYECKYIO OTpPacilb IIOCTUIVIA Yepeaa CIUIOMHBIX Heynad. Kocmuueckne poOOTHI B TydIeM
cinydae BBINONHSAIOT 10%-15% 0T mocTaBieHHOM 3ajadM, a yalle OTKa3bIBAIOT €IIe 0 Hepenayv
TMEPBBIX CHUMKOB.

[Mapanokc? Ilnoxas kapMma WM Ienb JOCaTHBIX ciydaiiHocreit? Bosce Her. PazpaboTumku
3a0BIIH O IJIABHOM TIPHHIIUIIE BCEX MAIIMH M MEXaHU3MOB: simplicity, B y3KHX Kpyrax M3BECTHBIN Kak
KISS-npunnun (Keep It Simple Stupid/Silly — enait 1o Iporre, Jdypadok). Kocmudeckue amnmaparsb
TIEPBBIX MOKOJICHWH OBUIM MPOCTHIMHU 10 6e300pasusi, OHM IepXKaIuCh OyKBaIbHO Ha YECTHOM CIIOBE,
HO... ycnemHo yeramu! Yrto ke Kacaercs mokopeHus JIyHbI, To B xone omepanui "ArmoiuioH"
MIOCTOSTHHO BO3HUKAJIO OIPOMHOE KOJMYECTBO MpoOJieM, OOJBIIMHCTBO M3 KOTOPBIX KOCMOHABTHI
pemany, He 33/[yMbIBasICh 1 JaKe HE CUUTAst 3TO MPOOIEMON. A BOT €CIIM MApCHAHCKHH 30H HE MOXET
ChexaThb C II0CaJ0YHOTO MOAYJs WM "3a0bul" pa3BepHYTh COJHEYHYIO OaTapelo B HYXHOM
HarpasJeHUH JJIsl MOA3apsIKu OaTapeid — 3TO KOHell.



PucyHok 7 nonosxkuTebHasi KapMa py4Hoii padoThl

Ho ocraBum kocMoc u BepHeMmcsi K onepanuoHHbIM cuctemMaMm. UNIX comepkur coBcem
HEMHOTO (4yTh OOJbIIE COTHH) CHCTEMHBIX BBI30BOB (M3 KOTOPHIX aKTHMBHO HCIOJB3YETCs JIHIIb Mapa
JECSITKOB) M ATH BBI30BBl INPHHUMAIOT CUHUTAHHOE KOJHMYECTBO MapaMeTpoB, a motomy UNIX-
MIPOTPaMMHUCTBI MOTYT YAEpKaTh BCE HEOOXOAWMBIE MM 3HAaHUS B rojoe. Windows — HacUMTHIBaET
necsitku ToIcsd (1) API-QyHKImiA, npuHIMAOMMX NECATKH MapaMeTpoB, BBIHYXKAAs IMPOTPaMMUICTOB
MTOCTOSTHHO JIepKaTh CHPABOYHHUK I0J]] pyKoH. HWKTO HE B COCTOSIHMM yJepKaTb B TOJIOBE Bce (WM
xoTsi Obl ocHOBHBIE) API-pymkmmm Windows, He ToBops yke 00 OCOOCHHOCTSX WX IOBEICHUS.
Otcronga — OmMOKY MTPOEKTUPOBAHUS, 1e(EKThl CUCTEM 0E30IIaCHOCTH M IPOYHE HENPHUSITHBIC BELIH.

K coxanenuto, Linux/BSD mnepenumaer xyamme 4eprbl Windows, ABHTasich TeM Ke
MOPOYHBIM TyTeM. [IporpamMMuCTBI paboOTarOT HaJ CO3JaHHEM BCEBO3MOXHBIX ''MacTepoB', cHCTEM
ABTOMATHYECKOTO PAaCIO3HAHUS M MOJKIIIOYEHHS HOBBIX YCTPOMCTB M T.J., KOPOYE TOBOPS IBITAIOTCS
Hay4IUTh CHCTEMY TO, YTO C JIETKOCTBIO JIENAeT JIO00H agMHHHCTPATOp, MpeBpamas KOMIBIOTED B
morobue TocTepa ¢ mapoil KHOMOK. Bce ocranmpHOE XO3MHCTBO CKPBHITO MOA KamoToM. Hukakmx
pelYaroB ympasieHus. HWKTO, nake aJMHHHCTPATOp HE MOXET TOJKOM CKa3aTb, 4YTO ceildac
MIPOMCXOJUT B CHCTEME, IOTOMY YTO CHCTEMa 3a00THTCS O cebe cama.

HacTtosmuit pait 1y11 BUpycoB U uepBelt. JloBepue 3To NpekpacHo, HO TOJIBKO HE TOT/Aa, KOTaa
peub HAET O JOBEPHM K aBTOMATHKe. MaIIMHHBIA "MHTEUIEKT" (Hy WIM €ro WMHTAlMs) MBICIUT
11a0JIOHHO, OH HE CIMOCOOEH K "MOM03PUTEIBHOCTH", JHUIICH "HHTYHIIUHU'", a MOTOMY OOMaHyThb €ro
npoiie npocto. B3sTek X0Ts Obl 9BPUCTHYECKHUE MEXaHU3MbI, B CO3[aHHE KOTOPBIX BKJIAJBIBAFOTCS
OTPOMHBIC YCHIINS M JeHBIU. [IpOBOISITCS cepbe3Hble HAy4YHBIE MCCIEAOBAHMUS... BOT TOIBKO BCS 3Ta
9BPUCTUKA DJIEMEHTAPHO OOXOAWTCSA Jake HAYMHAIOIMMHU XaKepaMH M PEaJbHO OHA BBUIABIUBACT
ToJbKO "MHOoHepckue" Bupychl. Kakoit orpoMHoe noctuxkenue!!!

Wmn Bor mepconanmsHble OpaHamayspsl. Bems Bpome Obl Xopomias, HO... B IOIBITKE
"HOAPYXHUTH" HX C MOJH30BATEISIMH pPa3padOTYMKH IPEB3OIUIA BCE TPAHHIBI 3PaBOrO CMbICIA.
Coobmienust B ctriie: "yrpo3a! ypoBeHb ONMACHOCTH — HH3KHUI. COOBITHE: W3MEHCHHE KOHTPOJIbHOM
CYMMBI HCIIOJIHAEMOTO (aiiia. peKOMEHIAIMN: PEKOMEHAYETCsl Pa3peluTh JaHHOe JeicTBue". B
4yT0-HUOY b MoHsN?! JInuHO 51 (KBaJH(UIMPOBAHHBINH POrPAMMHUCT) — TOJILKO YILIAMH HOBEN. A Kak
JOJDKHA TIOCTYTaTh, HaNpuMep, Mos maccusi? HeyauBUTENbHO, 9TO PAAOBBIC MOIB30BATEIN HA BCE
3ampocel  aHTUBUpYcCa/OpaHAMay3pa aBTOMAaTHYECKH OTBEYaOT 'yes", Hake HeE dYHTas, 4YTO TaMm
HaIMCaHO — BCE PAaBHO 3TO HE TIOMOXKET Pa300paThCs B CUTYAIHH.

WHTEepecHO — KakKoro OTBeTa OXHJaeT OpaHaMaysp Ha Takoil Bompoc? BbeITE MoXer,
IporpaMMa H3MEHIIach IOTOMY, UTO CKadajla U3 CeTH OOHOBJIEHHE WM B Hee BHeapuics Bupyc? Jng
NPUHATHUS PELIeHUs, HEOOXOAMMO JIONOJHUTENbHAs HHPOPMAIKs, a €CJIM €€ HeT, OCTaeTCs OTBeYaTh
HayraJl He3aBUCHMO OT cBoeil kBaiudukanuu. Pa3paboTuiKK 3alUTHBIX CUCTEM CYMTAIOT, YTO BBIXOJA
HEeT, HO OHU 3a0JIy’>KIa0TCsl M HE XOTST CMOTPETh [0 CTOPOHAM.

Jlyume Ovr oHE Opaiu IpUMep C MPOU3BOIUTENCH (poTokamep, TPATUIIMOHHO MMEIOIINX TPH
peXMMa: ITOJHBIM aBTOMAT, NMPHU KOTOPOM KaMepa NPHHHUMAET BCE PELICHUS CaMOCTOSITENBHO, HE
oOpainasich 3a OMOIIBI0 K (GoTorpady, MOCKOIBKY T€, KTO MOJB3YIOTCS TaKMM PEXHMOM HaBPS[ JIN
CMOTYT OTBETHTH YTO-TO BpazyMHUTENbHOE. Tak 3a4eM HX OTBJIEKaTb Pa3Apa’karolIMMH BOIPOCAMH?
MeTtoi0M ThIKA aBTOMATHKa MOXXET PEIIUTh BCe NMpOOJIEeMbI M cama. B pesynprare MBI moirydaem
KOILIMapHble CHUMKH, Ha KOTOpbIe 0€3 COApOraHus CMOTPETh HEBO3MOXKHO, HO... KakoB QoTtorpad,
TaKOB M CHHMOK.

[TonyaBTOMaTUYECKUIl PEXKUM IPEIIIONAraeT, 4YTo BIAJENel] KaMepbl YK€ MNpOYHTal
HECKOJIBKO KHIDKEK M CIIOCOOCH IMOMOYh aBTOMATHKE HM30eXaTh TPyOBIX IMPOCYETOB W OIMIMOOK, a
IIOTOMY €My NPEJOCTABIISAETCS ONPEACIEHHAs TBOpUECKast CBOOOAA M pbIuaru uisi ynpasieHus. Kamepa
paboTaer Tak e KaK B OJHOCTHIO aBTOMAaTHYECKOM PEXHUME, HO Telleph KOHEYHOE PEIICHNE OCTaeTCs
HE 32 aBTOMATHKO, a 3a poTorpadom.

PyuHoO# pexkuM mnpepHa3Ha4yeH Ui TeX, KTO B COBEPIICHCTBE OBIIAJEJ aIlllapaToM M YETKO
3HaeT 4ero oH xouer. Bece penienust npuHuMaer ¢ororpad. ABTOMATHKa MOXKET JIMIIb HEHA30MIMBO
yKa3bIBaTh €My, YTO SKCHO3UIMS (HApUMep) HepealbHO 3aBhIIICHA, HO OTKY/a )K€ aBTOMATHKE 3HATh
_To4eMy_ OHa 3aBblllieHa? MOXKeT 3TO TBOPUECKHUI 3aMbICEN TaKoi, YTOOBI MOIYYUTh OPTPET B CTHIIE
romuByackoro high key, a BoBce He mesiHBIH (oTorpad. B aBToMaTHdeckoM pexxume Takoro dpdexTa
JOOWUTBCA TMPAKTUYECKH HEPEATbHO, B ITOJyaBTOMATHYECKOM MPUXOIUTCS HE MO JETCKU M3BPAINaThCs,
a BOT B PyYHOM — TIOKaJTyHCTa, eJlaid, 4TO XO4elb.

Bor Obwmio 3m0poBO, ecny OBl 3alIUTHBIE MEXAHU3MBl HMENH aHAJIOTHYHBIE YPOBHH
aBToMaTm3Ma. "3eneHbld KBampar' (Ha kaproHe Qortorpad)oB — IOJNHBIA aBTOMAT) BO3Jaract
OTBETCTBEHHOCTh 3a NPHUHATHE BCEX pelleHnii Ha OpaHaMaysp/aHTHBHpPYC, YTO JaeT BechMa



MOCPENICTBCHHBIA 3PQEKT, HO €CIH 3a INTYpPBAJIOM CHIUT IOJH30BATElb THMA 'ceKperapmia', TO Mo
JPyroMy BCE PaBHO HE ITOJTyYHTCSL.

[TonyaBTOMaT — MpPEAOCTABIISET MOJIH30BATEII0 MAaKCUMyM HHGOpPMAalMd O CHUTYyalluH,
npejsiaraeT oNTUMAaIbHOE (C TOUKHU 3PEHHUsl aBTOMATa) PEeleHUe, HO IIPH 3TOM T103BOJISIET BMEIINBATHCS
B MPOIIECC, KOPPEKTUPYS PEIICHHUS aBTOMAaTa. bOJIBIIMHCTBO COBPEMEHHBIX 3alIUTHBIX CHCTEM KaK pa3
1 paboTalOT B pEXUME I0JyaBTOMATa, CMbICIa B KOTOPOM HeT. Ecnm mons3oBaTens HEIOCTATOYHO
KBaIM(UIMPOBaH, YTOOBI BMEIINBATHCS B pab0Ty aBTOMaTa, IMycKail BKIIOYaeT "3eJeHbld KBajapaT", a
€CIIH XK€ OH TPOABHUHYTHII I'ypy — TO COBETHI aBTOMAaTHUKH €ro OyIyT Y>KacHO pa3apakaTb.

PyuHo# pexuM (Ha TaHHBIH MOMEHT HE PEIN30BaHHBIM HH B OHOM 3al[UTHOM KOMILIEKCE)
IpeAIoJaraeT, 4ro CHTyalled pYJIUT [O0Jb30BaTeNb, a 3alldTa I[POCTO NPEIOCTAaBISET €My
HEeoOXOAnMbIe pbluard ympasieHus. DakTudecku, omiaaduku ypoBHs sipa (Soft-Ice, Syser) u ects
3alIMTHBIE KOMIUIEKCHI PY4YHOTO THIA, HO, K COXaJCHUIO, OHM HE NpeJHa3Ha4YeHbl JUIs
HETIOCPEJICTBEHHOTO PACIO3HABAaHUS aTak M MOTOMY HX MPUXOIUTCS HCIONB30BaTh B Iape C
MIOJyaBTOMaTHYECKUMH 3aIIUTaMH.

Camoe T7aBHOE, YTO HEOOXOJMMO TMOHSTH — aBTOMAaTHKa 3TO BCETO JIMIIb KpacuBas
urpymka. Kommeiotep — 310 He Tocrep. M nmaxe He ¢Qoroammapar. A 1OTOMY, MHOJIB30BATENN
_JIOJDKHBL_ 00y4aThcst paboTaTh ¢ HUM HE TOJIBKO MOCPEACTBOM MBIIIN U HE BIAJaTh B CTYIOP OT CIIOB
tuna "nopt", "nporoxon", etc.

Hdaxe ecnm mnpeBpaTHTh KOMIObIOTEp B mpucTaBky Tuma "Jlewaun" ¢ 3apaHee
Npe/1yCTaHOBICHHBIMH ITPOrPaMMaMH U 3a0JI0OKHPOBATh BO3MOXXHOCTh YCTAHOBKH HOBBIX MIPOTPaMM Ha
YPOBHE OTIEPAIIMOHHON CUCTEMBI WK Aaxe (0 Ooxe!) mporeccopa, TO OT JBIP B CETEBBIX MPUIIOKESHUSIX
(Opay3epax, MOYTOBBIX KIMEHTaX) BCE PAaBHO HUKYyAA HE NEThCS W aTaku IO-TIPEKHEMY OCTAHYTCS
BO3MOXKHBIMH.

Mampeuwlka 8 MampeukKe

MpeicnieHHO TiepeHeceMcsl B cpeaHeBekoBoe mapctBo MS-DOS u mporeccopos Tuma 8086.
Pasnmenenne xomaHn Ha "OObIMHBIC" W "TIPUBIJICTHPOBAHHBIE" OTCYTCTBYET M MAIIUHHBIA KOI,
MOMYYMBIINH yIIpaBICHNE, MOXKET JeJIaTh a0COIIOTHO BCE, YTO €My B3IyMaeTCs, HApHMEp, YAAIATh
(aiinbl ¢ aTpOyTOM "TONBKO HA YTeHHUE", OJIOKNPOBATh pab0Ty aHTUBUPYCOB (M YTOOBI YAAIUTH TAaKUE
BHPYCHI IIPUXOIUIIOCH 3arPyKaThCsl CO CIEIUATbHON ""CTEPUIBHON" TUCKETHI).

B 80286 mosBisitoTCS MEepBbIE 3alIUTHBIE MEXaHU3MBI, JTOBEJCHHBIE JI0 JJOTMUYECKOrO KOHIIA B
80386 u Windows 95, HaKOHEII-TO, pa3/eisieT aJpPECHbIC MPOCTPAHCTBA MPOIECCOB TaK, YTOOBI OJHA
nporpaMMa HE MOrJia oOpamarbcsi K NMaMsTH APYrOd MpOrpaMMBbl, €CIM Ta 3TOro He XodeT. A B
Windows NT mosiBisiercss ¥ pasjiefieHde NPHUBUIICTMH Ha YPOBHE MOJIB30BATENei, YTO OTKPHIBAET
OLIETIOMJISTIOIIME TIEPCIIEKTHBBI, MO3BOJISS CO3/1aBaTh OE30MacHbIE MHOTOIOJIB30BATEIBCKAE CHCTEMBI,
I7ie HEMPUBWICTUPOBAHHBIC IOJB30BATECIM YK€ HE MOTYT HAaBPEAWTh HH CHCTEME, HH IPYTHM
oJIb30BaTeNsIM. Toxe caMoe OTHOCHTCS M K IIporpaMmam, 3alylnieHHbIM 0T ux uMeHu. daHracTtuka na
U TONBKO!

Bce MBI pekpacHO 3HaeM, YTO KaK HU KPYTH pbluaru ynpasieHus XP, u kak HU orpaHU4MBan
TMIOJIB30BATElIs B TIPaBax, HABPEIUTh OH BCE PABHO CMOXKET. bbIjIo OBl XKeIaHue. .. a 3a ero peanu3ammeit
JIeJI0 HE CTaHEeT. A BOT Kyda NPOTPaMM C ype3aHHBIMH IIpaBaMH IIPOCTO HE 3amyckatorcs. M He
MOTOMY, YTO OHHM CIIPOSKTHPOBAHBI HEMpPaBHIBHO (Kak ykopseT ux Microsoft), mo mpyromy mpocto
HHUKaK He roiy4aeTcs. JlomycTum, y Hac €cTh MPOrpaMMBbl IPOXKWTA JIA3EPHBIX ANCKOB. 3alvch Ha
JTa3epHBIA UCK BIIOJIHE DPAIOBasl omepanus, ¥ TpeOOBaTh HAIWUMSA NPaB aJMHUHHCTpaTopa Ui ee
ocymiecTBiIeHNsT — riryno. Ho... Bce mratHble MexaHU3MbI, BCTpoeHHbIE B NT-10100HBIE CHCTEMBI,
MpeAHa3HaYeHHbIE Uil pabOThl ¢ ONTHYECKUMH HAKOMUTEISIMH, TOJBKO MOJ| aJAMHHHUCTPATOPOM H
paborator. A npaiiBepa CTOPOHHUX MPOM3BOAUTENEH, BO-NIEPBBIX, TPEOYIOT aJMUHHCTPATOPCKUX IIPaB
JUIsL COBEH YCTaHOBKM (KOTOpasi, BIIPOYEM, MOKET OCYIIECTBIATHCS BCETO OJIWH pa3, 4TO HE ecCTh
npobiema), HO... yeM Oosble y Hac "IeBrIX" IpaliBEpOB, TEM BHIIIE PUCK, YTO OJWH W3 HUX HMPOOBET
TOHHENIb CKBO3b Oapbep cuctembl Oe3zomacHocTH. KoHkpereii mpumep: ASPI32-mpaiiepa ot
xommanun Adaptec (1cnonp3yromuecss MHOrUM numynmM [10) ctpagaloT XpoHUYIECKOW MUTPEHBIO U
MIPU  OMPEENCHHBIX OOCTOATENBCTBAX MPEJOCTABIAIOT HENPHBHIECTHPOBAHHBIM  IOJIH30BATEISAM
HU3KOYPOBHEBBIH JOCTYH K JKECTKOMY IHCKY, IO3BOJIsAA JA€daTh C HUM BCE, YTO YTrOJHO: YMUTaTh
JaHHBIC JIPYTHX II0JIb30BaTeel, OOHYIATh BCEe CEKTOopa OT A 710 Z W JlaXKe 3aJMBaTh "MyCOpHBII"
MHUKPOKOJI, IPUBOSIINI K BBIXOAY JKECTKOTO IUCKA U3 CTPOSI.

Teoperuueckn  (OAYEPKUBAIOT, TEOPETHUECKH) B  INPABHWIBHO  CIPOEKTHPOBAHHOU
OTIePaLIMOHHON cHucTeMe, paboTaromel mo ynpasieHneM x86-mpoueccopoB 80386 wmiy BBIIIE, MOKHO
0e300s513HEHHO 3aIlycKaTh MPOTPaMMBI HM3-TI0JI OTPAaHHMYCHHOTO Moib3oBaTtels. M oHM Hudero
IUTOXOTO HE CMOTYT CAENaTh. A €CJIM MPOrpaMMe HE XBaTaeT OIPaHWYEHHBIX IIPaB, TO 3TO HABOIUT HA



Cepbhe3HBIC pa3MBIIUICHHS — MOXET ObITh, Hy ee, Takylo mporpammy?! B UNIX-cucremax Bce
00CTOUT UIMEHHO TaK, HY WIH IPAaKTUYECKH TakK, a BOT B Windows...

[Monb3oBatenn Windows BBIHYKACHBI IOCTOSIHHO JIEPKaTh MO PYKOW BUPTYAIbHYIO MaIIUHY
(tuma VM Ware), npoBepsisi IporpaMMbl Ha BIIMBOCTh. J[e710 BeIb HE TOIBKO B BUpycax. "UecTHO", HO
HEKOPPEKTHO HaNMCaHHas MporpaMMa MOXKeT "YpOHHTBH" CHCTEMy Tak, YTO MOTpedyeTcs ee IToiHas
TepeyCTaHOBKA.

ITopa3zuTensHO, HO IMEHHO TAaKOE PEIIEHUE M MPEIaracTcsi B KayeCTBE OCHOBHOH 3aIlUThI!
[IpousBoanTENM TPOLECCOPOB AAXKE BCTPOWIM MOJNEPXKKY aNMapaTHOM BHPTYaIM3allH, YTOOBI
COKpATUTh HAKJAJHBIE PAcXoJbl Ha AMYJSAIUIO U 3TO IPU TOM, YTO NMPAKTUUECKH BCE BUPTyaJbHBIC
MAaIllUHBl COJIepXkKaT JbIPbl, MO3BOJIAIOLINE BHpPYCaM BBIPBaTbCA 3a MX HpEeAensl... U C POCTOM
MOITYJIIPHOCTH BUPTYAJIBHBIX MAIlIMH BEPOSATHOCTH MOSBJICHUS TaKUX BUPYCOB BCE OOJIBIIE M OOJIBIIIE.
3T0 Ha JaHHBIH MOMEHT MX HET, HO 4To Oyzer 3aBrpa? Emie ojun ypoBeHs BupTyanusaiuu? Enie oqna
MaTpeIIKa BHYTPH Ipyrou?

[ommnytite, rocona!!! Bee, uro HyXHO I 3ammThl, comepxurcsi B 80386 mpomeccope.
OcTaercst TOIBKO CIPOEKTUPOBATh MPABUIIBHYIO ONEPAalMOHHYIO CHCTEMY M BEIb JUI1 3TOrO JAaxe
OyMaTh TOJIOBOW 0c000 HE HaJ0o — JOCTaTOYHO BOCIIOJIB30BATHCS TOTOBBIMU —PEIICHUSMH,
pa3paboTaHHBIMU MHOTO JIET Ha3a] elle B d1oXy MaiHdpeiimoB. Ecnm Obl Kakabli IMOJIb30BaTENb
MaiiH(peiiMa MOr 3aBajuTh BClO cucTeMy... Ox, He OyzeMm o IuioxoM. Torga ymenu cyuTaTh
CTOMMOCTH MAIlIMHHOT'O BPEMEHH U IPOESKTHPOBAIH PEaIbHO HAJCKHBIE CUCTEMBI.

ecnu 661 Microsoft cmpouna aemomobunu...

T'oBopsT (BpyT, KOHEYHO), YTO Ha BBICTaBKe KoMmbioTepHOH TexHUKH COMEX bmmn Ieiire
CPaBHWJI KOMIIBIOTCPHYIO HHAYCTPHIO C aBTOMOOMWIBHONW W 3asBwi: "Eciu 60wt General Motors
PAa36UBaIU MEXHON02UU MAK, KAK KOMAbIOMEPHASL UHOYCMPUsT, Mbl Obl 30Ul Ha agmomoobusx 3a 325,
pacxooys eannon bensuna Ha 1000 muns".

"lla, Ho sac ycmpouno 0Ovl, umooOvbl Gaul AGMOMOOULL NOPMUICA 08ANCObI 8 OeHb?" —
omeemun npedcmagumeny GM. Tlomumo 3moz2o: npu mo60M u3MeHeHUU OOPOICHOU PAZMEMKU 6aM
NPUULIOCH Obl NOKYNAMb HOBbIU AGMOMOOULL, NPU BLINOIHEHUU 0ObIYHO20 MAHEEPA AL ABMOMOOUTL
MOz Obl 3a270XHYMb, U 6AM NPUXOOUTOCL Obl Nepe3anycmums Osuzamenb; uYmobObl Nepego3Umsb
HECKOIbKO uenosek 00HOBPeMeHHO, eam nompebosancs 6wl "Aemomoduns 95" unu "Aemomobuns NT";
Macintosh evinyckan 6vl agmomobuiu Ha CoaHeyHwblX Oamapesx, Komopwvlie Ovliu Obl npowe 6
ynpaenieHuu, Ho moeau bvl e30umsv quuwib no 5% Oopoe; enadenvyam Macintosh npuuiioce Ovl
nokynams 0opococmoawutl Microsoft Upgrade, nocie uweco ux mawiunel e30unu Ovl MmeoljeHHee,
CUSHANbHbIE O0aMYUKU MONAUBA, MACNA U OXAANCOeHUs. Obliu Obl 3aMeHeHbl eOUHbIM OamuUKoM
"general car fault";. Hogvle cudenvbs GvIHYOUNU ObI 8CeX NOOOSHAMb 3AOHUYLL NOO OOUH pazmep;
6030YWHAA NPe0OXPaHUmMenbHas NOOYWKaA neped cpabamvléanuem cnpawusana ovi: "Are you sure?".

PI/leHOK 8 0CJIbl, KOHCYHO, )KUBOTHbIC¢ YIIPSIMBIC, 32aT0O OHH HE JIOMAKOTCH KaK MAallIMHbBI

KoHeuHO, 3TO aHEKAOT, HO aHAJOTHS MEXIY aBTOMOOWIEM M OICpPAI[MOHHONH CHUCTEMOM
BIIOJIHE YMECTHA, OJJHAKO, €CIIM aBTOMOOMJIbHASI MH/IYCTPUsl HACUMTHIBAET O€3 Majoro JiBe COTHH JIET,
TO ONCpPAlMOHHBIC CHCTEMBl IIOSBWINCH CPaBHUTENBHO HenaBHO. C Apyroil CTOpPOHBI, CTAIHIO
B3PBIBHOTO POCTa OHU YK€ JaBHO MHWHOBAJIH. KOHHGHTyaHBHO HOBBIC WAEHU 3aKOHYHUIIUCH YKE BO
BOCBMHUICCATHIX H TeHEePb HAOIIOIAI0TCS JIMIIb BAPHALIUK Ha CTApBIC TEMBI.

OyHIaMEHTAIBPHBIM ~ OTJIMYAeM aBTOMOOMJICH OT OIEpalHMOHHBIX CHCTEM  SIBISICTCS
"reuse"-KOHIENIMS, 3aKII0YaoNIas B IIOBTOPHOM HCIIOJIb30BAaHUU yXKE€ T'OTOBBIX M alpOOMPOBAHHBIX
pemennii. HoBbIH aBTOMOOMIIE BCer/ia CTpOUTCS Ha 6a3e CTaporo, HO He B OYKBaIbHOM, a IEPEHOCHOM
cMbicie. Bee y3iibl v arperatsl IPOSKTUPYIOTCS M OTIIMBAIOTCS 3aHOBO, JaXKe TakKas MeJIOYb Kak OOJTHI
M12.

A BOT OIlCpallIOHHBIE CHCTEMBI NPEICTABIAIOT COOOH CIUIOIIHOE HArpOMOXKACHHE KOJa.
HexoTtopsie ¢aiinsl HCXOIHBIX TEKCTOB, BXOAANMX B cocTaB Server 2008 matupoansl... 1988 rogom.
OrmepaniMoHHasl cUCTEMa MPEACTABISCT COOOW JOBOJBHO INATKOE COOPYKEGHHE, COCTOsIIee U3
MHOT'OYHCIICHHBIX HACJIOCHUH, OYCHb IIOXOXKee Ha aBTOMOOWIb, MOCTPOCHHBIH Ha 0a3e MapoBOro
JVJIMDKAHCA U COXPaHUBIIMK 3HAYUTENIFHYIO YacTh Y3JIOB ITOCIEAHETO.

[IporpaMMHCTBI TOIBKO B MCKIIIOUUTENBHBIX CIIydasx IEpenuchIBalOT Koj ¢ Hyis. OObraHas
NpaKkTHKa — J00aBJIeHHe HOBBIX CJIOEB a0CTpakIMU MOBEpX cTapbix. CI0KHOCTh COOPYKEHHS NpPU
9TOM HEYKJIOHHO YBEJIUYUBACTCS, KOIMYECTBO CBA3EH MEX]y y371aMH SKCIIOHEHIMAIBLHO BO3pAacTaeT, a
caMoe HENpHATHOE B TOM, YTO Y3JIbl, CIIPOCKTHPOBAHHbIEC NECSATUIICTHS Ha3all, TENepb OKa3bIBAIOTCS
COBCPUICHHO B MHBIX YCIOBHUAX, K KOTOPBIM OHU YHUCTO (I)I/ISI/I‘-IGCKI/I HC T'OTOBBI.



Ecnmu kxto-To Beput, yro Linux (B mpotuBoBec Windows) Obiia HamucaHa C HyJs, TO OH
JKecToko ommbaercs. Linux ocHoBaHa Ha ydeOHOW OmepalMoOHHON cucTeMe Minix, U B mporecce
CBOEro pa3BHUTHs He Ope3roBaja mepenuparb Kycku kopa u3 BSD-cucrem, koTopble camu mo cebe
NPE/ICTABISIIOT HEXUJIOE CKOIUICHHE OCAaIOYHBIX cioeB... [To mcxoaueiM Tekcram Linux'a MOKHO
MIPOCJICAUTE HE TOJNBKO HCTOPHIO Pa3BUTHA sA3blka CH (Ha KOTOPOM HANMCaHO €ro SApo), HO M BCel
KOMIIBIOTEPHON HHIYCTPHU B LIETIOM.

PucyHok 9 XpoHO0/10THsl 0CAI0YHBIX CJ10€B MAIIMHHOTO KOJA

B aTom u cocrout dyHaaMeHTanbHas npobieMa NporpaMMHUpPOBaHHs, OTJIMYAIOIIET0 €ro OT
MPOYMX HMHKEHEPHBIX NUCLUIUIMH M HyTeW BBIXOJAa W3 CHUTYallMd HE HAIleJ emle HHUKTO. TOJBbKO
MOCTOSIHHOE "BBUIM3bIBAHKE" CTApOro KOJA CIIOCOOHO OCTAHOBHTH PACTYIIYIO JIABUHY HACIOCHHA.
B3sith x0Ts1 OBI JBE ONM3KHE 110 JyXy ornepalroHHble cucteMbl: Free- u OpenBSD. Ilepsas pa3BuBas
HaMHOTO aKTHBHEE BTOPOIi, HO 1 Je(EeKTOB B HEH... CKakeM TaM, HaMHOTro Oombire, yeM B OpenBSD.
A Microsoft, craBsmas Tenery BIepenu Jiomajael, BooOmIe mpeacTaBiIsieT coOO0H CKOMJICHNE OIIHOOK
MIPOCKTUPOBAHHE, KOJIMIECTBO KOTOPHIX OT BEPCHH K BEPCHU TOJIBKO YBEIMUYNBACTCSL.

3aKJ/iro4eHue

HuxTo He 3HaeT kakoe Oyaylee Hac XKJIET M KaK M3MEHUTHCSI MUD Ja)Ke 4epe3 HECKOJBKO JIeT.
Windows  B3pbIBOOOpa3sHO  yBEIWYMBAeTCA B  pa3Mepax (JOCTaTOYHO CPaBHHUTh  pa3Mep
JUCTpUOYTHBOB), KOJ TEpsieT YNpPaBIAEMOCTb M HAYMHAET JKUTh CBOEH COOCTBEHHOHW JKU3HBIO.
Microsoft, moxoxe, oco3HaeT npodseMy, HO Bce npeanpuHsTeie ero marn (Hanpumep, .NET) tombko
yeyryounsitot curyanuio. [Touemy? JlaBaiite 0TOpOCHM BCIO pEKIAMHYIO IIEIYXY U TIOCMOTPHM ITIPaBJe
B riasa. [lnatpopma NET nonyuuna cratyc mexayHapoaHoro cranaapra B 2001 rony (cm. ECMA-
335) u ceifuac TOTOBHUTCS OTIpPA3HOBATH CBOM IOOMIEH — AN KOMIBIOTEPHOM HHIYCTPUU 3TO
orpomublii cpok! Ham obGemanm ympaBmsemsrii (managed) xoxm, Oe3omacHOE MPOrpaMMHPOBAHUE,
MHTETPAINIO Pa3IMYHBIX A3bIKOB... Microsoft Bnoxknna B mpoasmxenue .NET orpomHsie 1eHBIH, HO. ..
TaK HE CMOIJIa MX OKynuTh. Huskoe OblcTponeiicTBue, cinoxHocTh conpsokenust .NET mporpamm c
BHEIIHEH cpenoit u Apyr ¢ npyrom (urto0sr m3 C# mporpaMMbl BBI3BIBATH KOJ, HAMMCAaHHBIN Ha CHut+,
cxomnuirpoBanHbelid B .NET cOopky "posHbM" MS-KOMIMIISITOPOM, IPUXOIUTCS YCTpanBaTh "TaHIbI"
¢ OyOHOM, TIOITyHast cMech YIpaBJIsIeMOT0 M HEYIPABISIEMOT0 KOJIa, CBOSIIYIO Ha HET BCE 3asiBIICHHbIC
npeumyiiectsa .NET).

W3BecTHO, yTO mepByto Bepcuto Vista kommnanust Microsoft meiTanace peanuzoBars Ha .NET
(mpe-ambpa AUCTPUOYTHBBI KOTOPOIl pacchUIaINCh OeTa-TecTepaMi), OJHAKO, 3aTeM OCO3Haja, YTO
JIOOUTHCS TMPHEMIIEMOI MPOM3BOIUTEIBLHOCTH M HA/ICKHOCTH HE MONyduTCa. [I0XOpPOHNB MUIUTHOHBI
CTPOK YK€ HalHCaHHOTO Koja, Microsoft B3sma 3a ocHOBY simpo ot Server 2003, BIOCIECICTBUH
nopabotanHoe go Server 2008 m— 4YTO caMoe MOPA3UTENBHOE — B MHHHUMAJIBHOM KOMILIEKTE
nocraBkn (peskum Core) Server 2008 BooOme He ycranaBiuBaer .NET, npu stom obecrneunBas
0a30BbIi (QYHKITHOHAI.

Bo3Hukaer pe3oHHBIH Borpoc — eciu cama Microsoft He Moxer coopyauts Ha 6aze .NET
HOpMaJIbHOE TIpPOrpaMMHOE O0ECIeYeHHe, Yero e OHa oxujaaeT oT Bcex Hac? KoneuHo, obnanas
MPAaKTUYECKH Oe3rpaHUYHBIMU (PHHAHCOBBIMH BO3MOXKHOCTSIMHU, OHa CMOXET IO IUTh aroHuio .NET
elie Ha HECKOJBKO JIeT, HO PEBOJIOIHS B 00JacTH NPOrpaMMHUPOBAHHUSA, YBBI, HE CBEPIIMIIACH.
[Iporpammel He cTanu 6oJiee HaIe)KHBIMHU U O€30MaCHBIMH.

TeM He MeHee, SKCIIEPUMEHTBI, MPOBOANMBIE KoMIanuil Microsoft B o0acTu mporpaMMHOTO
o0ecrieueHns: MOYKHO TOJIBKO TPHBETCTBOBATh. DTO K€ 3aMeyarelbHO, YTO KTO-TO B COCTOSIHUH
BJIOJKUTD T1apy MHJUIHAP/IOB JI0JUIAPOB B HOBYIO TEXHOJIOTHIO, YTOOBI ITOCMOTPETH TMOMIET OHA WIIH HE
MOWET (PhIHOK BCE PaBHO BCEX PACCTABUT IO CBOMM MECTaM M HUKAKOW MapKETUHT HE IMO3BOJUT
MPOJIBUHYTh MEPTBOPOXKAEHHOE AUTs, uTo npumep ¢ .NET u monrsepxaaer).

Ecnu cpaBante Windows ¢ ropHoii pekoit, To BSD Teduet mo paBHuHe. MeJIeHHO, CTIOKOHHO
U BeiIM4YaBo. HHKakuX pEBOJIOLMOHHBIX HMHHOBAIlMH B HEW HE IOSBHUTCS, BMECTO TOTO, YTOOBI
HCKYCCTBEHHO CO3/1aBaTh Yy IIOJIb30BaTeNie HOBBIE NOTpeOHOCTH, pa3paborunku BSD-cuctem
MPEINOYUTAIOT '"OTTaunWBaTh"' yXKEe HAMUCAHHBIA KON, WCIPaBIATh OOHApy)KEHHBIC OIIMOKH
MIPOEKTUPOBAHNUS, YCTAaHABIMBATH HOBBIE PACIIOPKU.

Linux... Hy Linux 310 Becerna HeoxxunanaocTs. Ctpemsck nmorecHUTh Microsoft u 3aBoeBath
CHMIIaTUU TIPOCTHIX TMOJIB30BATENICH, HEKOTOPbIE COCTaBHTENN IUCTPUOYTHBOB MEpelLIH Ha
MOJTHOCTBIO Ipaduyeckuii nHTepdeiic, HalMUIOBaHHBIA Ky4eil MacTepOB — ypOIIMBOE COOPYKEHHE.
[IponBuHYTBIE TOJIB30BATENM OT O3TOH TIpapUKH TONBKO IUTIOIOTCA MM IOJaBail NPHUBBIYHYIO
KOMaHJIHYI0 CTpOKy, a eie Jjyd4mie cpady BSD, koropas cnenuanbHO Ui HpO()EeCCHOHANIOB U



mpeHa3HaueHa 0e3 BCAKUX CKUJIOK Ha "mamepusm". A BOT 70 "HOpMaNbHBIX" moJyib30BaTeich Linux
eme HenocraroyHo "orynen' u B Windows OHM 4yBCTBYIOT ceOsi ropazno komgoprHee, Ja U
IMPUBBIYHEC.

B o0miem, Linux 1160 BepHeTcst K HCTOKaM, JIMOO NPEBPATUTCS B MOHCTPA €llle TOXYKe, YeM

Windows. A, OBITH MOXKET U HET...
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UHMepPe8bIo C IKCIepmom
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MIPeACTaBUTECh OXKAITYHCTA.

MeHss 30ByT Samuel Jebamani, s pyKOBOXKY CIUIOYEHHOW KOMaHIOW MpPOTPaMMHUCTOB,
paboraromx HaJ WHTETPHPOBAHHBIM 3alUTHBIM KOMIUIEKCOM, BKIIOYAIOMIUM ceOs
aHTUBUPYC, OpaHaMmaydp, cnam-QuibTp ¥ HEKOTOphIe APYyrue KOMIIOHEHTHI. [ JIaBHBIM
0o0pa3oM Halla NPONYKLHUS OPUEHTUPOBAaHA Ha SIMOHCKUI PBIHOK, OJIHAKO, UMEETCS W
AHIJIOSI3bIYHAS BEPCHsI HAIETO MPOAYKTa, AEMOHCTPALHOHHYIO BEPCHIO KOTOPOTO MOXHO
ckavats ¢ http://k7computing.com/k7 av.asp;

cuuTaeTe JM BBI, YTO aHTUBHPYCHBIN PBIHOK 3TO OOJBIION MBIIBHBIN ITy3bIPb, JEpKAIIAHCS
Ha CTpaxe MoJIb30BaTelb U TOTOBBIN JIOHYTh B JIFOOOH MOMEHT;

Hallla MHOTOJIETHSI UCTOpHSI, Bexymias eme ¢ 1992 roxa, mo3BossieT OLEHUTh CUTYAlUIo, YTO
HasbIBaeTcsl B perpocrnektuBe. B snoxy MS-DOS BupycHble snuaeMun OynieBasid MO TpeM
OCHOBHBIM NPHYMHAM: a) ACIEHTPAIN30BAHHON MOJENH pPacHpOCTpPaHEHHUs] MPOTrPaMMHOIO
obecrieueHust (IIOMPOCTY TOBOPS, MOJb30BATEIM KOMUPOBAJIM HPOrPaMMBbl JPYT Yy JApYra);
0) 6€33aIUTHOCTRIO OIIEPAIMOHHON CHCTEMBI M HEBO3MOXXKHOCTBIO CO3JaTh 3aIIMTy Ha 0Oaze
MIPOLIECCOPOB TEX BPEMEH; B) HEBO3MOXXHOCTH OIEPATUBHOM PAaCCBUIKM OOHOBIICHHBIX
AHTUBHPYCHBIX 0a3, B pe3yJIbTaTe Yero, BBIPAXKasCh OOPa3HbIM SI3BIKOM, OPOIICHHBIH OKYPOK,
BBI3BIBAJI TTOKap IJIAHETAPHBIX MacIITab0B — BUPYCHI IIepeceKai KOHTHHEHTHI U OKEaHHI. ...
a ceifuac?!

a BOT celuac CHTyallMsi paJuKaJbHbBIM 00pa3oM HW3MEHWIAaCh M TNPEKHHE KaHaJbl
pacnpocTpaHeHHsl BUPYCOB IepecTaiy paboTaTh. Ja, JIOIU 0 NPEeKHEMY KayaroT Bape3 W3
(haiinooOMEHHBIX CeTel, HO HAJMYMe aHTUBHPYCOB IO3BOJISIET Ipecedb OOJIe3Hb emle 10
3apakeHUs (3TUM, TIABHBIM 00pa3oM, 3aHUMAIOTCS TPOAKTUBHBIE TEXHOIOTHH). C JIPYTOH
CTOPOHBI, BUPYCHI TIOJTy4HJIM HOBBIE KaHalbl pacnpocTpaneHuss —UaTtepHer. U ecnu paHbiie
ObUI0O MOXXHO >KHTh M 0e3 aHTHBUpyca, HE YCTAHABIMBAas HUKAKOTO IPOTPaMMHOTO
obecrieueHnsi, KpOME TOTrO, YTO KYIUIEHO JIETalbHBIM ITyTeM, TO Temepb JroOoH ys3edn,
nojKiIroueHHbIN k CeTu SBNSeTCs MOTEHIUATBHON KepTBOIj;

corjlaceH, OIEpaluOHHBIE CHCTEMBl M IIPOrpaMMHOE  O0ecHedeHHue  CoJepiKar
MHOT'OYUCJICHHBIC JBIPbI U ITIOTOMY 3apa3svuThCA MOKXHO JaXKE€ HC BBITIOJIHASA HUKAKUX ﬂeﬁCTBHﬁ
BoOOIIe. HO! Pa3pabOTUUKK ONEPALHOHHBIX CUCTEM aKTUBHO OOPIOTCS C JIbIpaMH, MHOTHE
TIOYTOBBIE CIIY)KOBI OTKa3bIBAIOTCS MEPECHUIATh HCTIONHAEMbIC (alibl (HaXe eCii OHH W He
ABJISIIOTCSL BUPYCaMHM). 4TO OyJeTe [enaTh Bbl, KOT/A BCE IBIPHI B OCAX OyAyT 3aTKHYTHI H
BHPYCHI ITOTEPSIIOT CBOH OCHOBHOM KaHaJ pacnpoCTpaHEeHHs?

IIPY BCEM MOEM HE)KEJIaHWH BBICTYIIATh B POJIM MIPOPOKA, Pa3 YK MHE 3aJaH TaKoH mpsmMoi (u,
KCTaTH rOBOPsI, HECKOJILKO OECTaKTHBII BOIIPOC) BCE-TAKK CKaXKy, UYTO JIBIPHI B ONIEPAIIMOHHBIX
cHcTeMax — 3TO HaBCeraa. s He JIIOOJI0 aHaJoruii, HO JaBaiiTe BO3bBMEM MEXaHWUYECKHN
celibl, COBEPIICHCTBYIONIMECS B TEUCHHMM MHOTHX ThicsyeneTud (). 4To Ham Memaet
co31aTh ceid, KOTOPbIil Helb3sl B3IOMaTh? OaHK, KOTOPBII Hellb3sl OrpaduTh?

Heu30eKHbIe 1e()eKTH IPOCKTUPOBAHMS, IPECIOBYTHIA YeTIOBEUECKHUN (HaKTop. ..

nMeHHO!!! TEeXHONMOrMM HamajeHWs COBEPIICHCTBYIOTCS MApa/UIEbHO C TEXHOJIOTHAMH
3alIUTHl, WHOTJA, Ha KaKoe-TO BPEMsl, OJHA CTOPOHA OOTOHSET JAPYrylo BIEpel M TOTIa
HacTymaeT JIM00 CMyTHOE BpeMsl, TM00 XPYyIKOE COCTOSIHNE, UMEeHyeMoe "MHupoM";
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MHOTHE CYHMTAIOT, YTO AHTHBUPYC JOJDKEH CTaTh HEOTHEMJIEMOW YacThIO OINEpaliOHHOW
cucrembl, Bel He Oourtech, uro Microsoft peammsyer HeuTo MOIOOHOE W TOrAa BCEM
OCTAJIbHBIM KOMITaHUAM IIPUACT KOHQH?

Bill always win, na? Ho Microsoft y:xe nmeer cBoil aHTHBHPYC U MMEET OHa €ro euie co
BpemeH MS-DOS. Hy u uro? 3to koro-to 6ecrokout? Ciayxu o MorymiectBe Microsoft u o
TOM, YTO OHa MOXET C JIETKOCTBIO PAcIpaBUThCA C JIOOBIM M3 KOHKYPEHTOB UYIOBHIIHO
TpeyBeNn4eHsl, Bce cchiiatorcst Ha mpumep IE vs Netscape, mouemy-To 3a0bIBasi, 4TO
Netscape, Bo3poausmniicst B Buae Fire-Fox, He TONbKO He OBII pa3/iaBiieH W PacTONTaH, HO
eme 1 Hactynaet [E Ha nstku. [Ipyrue npuMepsl pacripaBbl ¢ KOHKypeHTaMu y Bac ects?

I'M, IPUMEPOB Y MEHS, MMOXKaJyHd HeT (XOTs 3TO HE 3HAYUT, YTO UX HET BOOOIIE — KIIFOUEBOE
cioBo y Menst). CrioBoM, Bbl He BUMTE HUKAKOH yrpo3bl co cTopoHbl Microsoft?

HET, HE BWXKY. BO-IepBbIX, Mbl OpPUEHTUPOBaHbl Ha TOT PBIHOK, Ha KOTOPOM IO3HULIHUA
Microsoft HuKorga He OBIIa CHIIBHA, a, BO-BTOPBIX, IIOYHTAB OJIOTH WX COTPYAHHUKOB, BBI
OOHapy’KUTE, YTO OHM CUHUTAIOT 3a JOCTH)KEHHE PYYHYIO PACIaKOBKYy (hailyia, ynmakoBaHHOTO
KaKNM-HUOYIb IPOCTEHBKUM IPOTEKTOPOM. KOHEYHO, 3TO HE CaMble CHIIbHBIE Pa3pabOT4HKH.
B Microsoft o4eHb MHOTO yMHBIX JIIOAEH, HO... BCE OHM YK€ 3aJeHCTBOBAHbI Ha JIPYIHX
yuacTkax "QpoHTa". BUIUTE JH, pa3pabOTKa aHTHBHPYCOB HE CaMbIi JTOXOJHBIN OW3HEC H
naxe eciau Microsoft 3axouer npuOpaTh €ro K pykam, IpH €e OpraHu3alyy TpyJla OH CTaHeT
BOOOI1IE YOBITOUHBIM.

HO Bce-Taku anTuBupyc (nmox HazeiBanue Microsoft Bit Defender) nosiBuiics, Tax?

a BBl CMOTpENM KOTO OH JIOBHT? BHPYCOB? Tak Bexb HeT. Ha camoMm pene Bit Defender
moHanoOmics Microsoft mms BO3MOXHOCTH OJOKMPOBaHHSA JIpaiiBEpPOB, MOIMHCAHHBIX
YKpaJIeHHBIMH CcepTHU(UKaTaMHd WIM BBIAHHBIX (UpMaM, 3aHUMAIOIINAMCS Pa3pabOTKOH
BPEJOHOCHBIX IIPOrpaMM. IOJIy4YeHHEe HU(POBOro cepTudukaTa Iy MOANNUCH ApaliBEepOB —
yucTo (hopManbHas MpoLeaAypa, HU OT 4ero He crnacaromas. Microsoft oco3Hana TakTHYECKYIO
OLIMOKY ¥ TYT K€ BCTaBMJIA B ONEPALMOHHYIO CUCTEMY "KOCTBUIL", YTOOBI BRIUTPATh BpeMs Ha
pa3paboTKy HOBOTO 3alIUTHOTO MEXaHW3Ma, BIPOYEM, 3TO TOJBKO MOE€ JINYHOE MHEHHE,
KOTOPOE MOXKET HE COBIIaJaTh ¢ OPHUIMAIBHON mo3uiueir Microsoft, HO HuU3KOe KauecTBO Bit
Defender'a 310 daxT, He TpeOyrOmMil JOKAa3aTEIbCTB;

MTOCIICTHUH BOIPOC. BAIll IPOTHO3 OTHOCHTENEHO (He)0e3omacHocT Buctel u Server 20087
Cyosi TO BCeMy Hac J>KAyT OYCHb WHTEPECHBIC BpEMEHA. Hallla HCCIIeOBaTEIIbCKas
nabopaTopuss OOHApYX KA OTPOMHOE KOJMYECTBO JBIp B OOOWMX, MPUYEM, UCIPABUTH ITH
JIBIPBI OJTHUM JIBIDKEHHEM pykH y Microsoft He MOMYYHTCs, MOCKOJIBKY OHH 3apbIThl OYCHB
rry6oko. TyT TpeOyercsi cepbe3HBI penu3aiiH sapa. Tak 9TO HECKOJIBKO MOCIEAYIONTUX
Bepcuii Windows oOemiator ObITh BeChbMa IUIOJIOTBOPHBIM KOMIIOCTOM [UIsi XaKEpOB U
BHUpYCOITCATEICH W KOJMYECTBO IBIP TI0 MOWM IIPOTHO3aM HHUKAK HE CHHU3UTCS, a TOJBKO
BO3pacTeT M 3TOT POCT MBI MOXKEM HAOIIOAATh YK€ CErOfHA, HO Jydlle He MBITaThCs
3amIIHYTH B Oymymiee (KOTOpOe BCerja MEepeMEHYHBO), a pellaTh TEKyIIHe MpoOJIeMbl. Y
Microsoft cnumkoM MHOTO OIEPAalMOHHBIX CHCTEM, 0COOCHHO B 64-OMTHOW JTHHEWKE W BCE
OHM TpeOYIOT HWHIUBUAYATBHOTO TOAXO0Ja, TOCKOJNBKY HE O0O0ECHCUMBAIOT  Jaxe
HOMHUHAJILHOTO YPOBHSI COBMECTHMOCTH, OCOOCHHO Ha SJICPHOM YpOBHE, 0€3 JocTyma K
KOTOpOMY pPa3pabOTKa KadeCTBEHHBIX 3alllUTHBIX MEXaHW3MOB HEMBICIIMMA U TJe, KCTaTh
TOBOPSI, THE3TUTHCS OYEHh MHOTO KPUTHUECKHX JBIP.
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