nomoru cebe cam unm o63op Anti-Spy.info

KPHC KacIllepCKH aKa MBILIbX, no-email

aJbTePHATHBY AaHTHUBHpYycaM, OpaHAMay’paM M THpPOYMM AaBTOMATH3HPOBAHHBLIM
CTOPOKAM NPEJACTABJIAIT INPOrpaMMbl, MO3BOJAIONIYI0 3arjIfgHYTh moJ ''kamor"
CHUCTeMbI U CAMOCTOSITEJIbHO Pa300paThbCcsl B CUTYallUH. C OJAHOM M3 TAKOil MporpaMm —
Anti-Spy.Info — MbI cerogHst mo3HakKoMuMcs NMOOIHKe.

"...8€Cb PLIHOK AHMUBUPYCO8 — IMO OZPOMHBIL MbLILHBLU
ny3uipb, KOmMOopbiil depoicumcs Ha cmpaxe
noav3zoeamerneil”

Uropse lanumnos

geedeHue

CeTp OYyKBaJIBHO KHIIUT BHPYCAMH, YEPBSIMH U IIITHOHCKUMH MPOTpaMMaMH, TPUXOIAIINMA
U3 HHUOTKY/a U yXOAAUIMMH B HHUKy/Ja BMecCTe C TuMrabaidTamu paspylleHHOW WH(opMaluu WK
VKpaJCHHBIMHA JJICKTPOHHBIMH JeHbramu. [lpudyem, KadecTBO aHTHUBHPYCHOTO NETEKTHPOBAHUS
ocTaBisIeT Kenarb Jydumiero. Crapble BHPYCHI YIAaKOBBIBAIOTCS (TIEPEYHAKOBHIBAIOTCS) HOBBIMH
BEPCUSIMHU YIIAaKOBIIMKOB/IIPOTEKTOPOB, CIIErka MOANMHUINPYIOTCS MM 000paunBarOTCsl BO "Bpammepsl”
(oT aHrm. wrapper — o0epTKa) HW... aHTHBHpPYCHl TEPECTalOT WX pacHo3HaBaTh. 10, 4TO celdac
NPOUCXOJUT Ha pPBIHKE, Mo ciioBaM Hropst [lanunoBa BooOlle He MOAAAETCS HUKAKOMY OIMCAHUIO.
"30ecv ceco0msi NPUCYMCMBYIOM NPOZPAMMHbBIE NPOOYKMbL, KOMOPble NPOCMO MEXHOAI0SUYECKU He
MO2Ym HAXOOUMbCA 8 CMAHe AHMUBUPYCO8, NOMOMY UYMO NO C80eMYy YPOBHIO, eClu 2080pumbs
YMPUpO8aro, 3mMo npooykyus xopouiezo yueruxa 11-oco xnacca. Ilpuuem 6ce onu Haswvieaiom cebs
auoepamu. [lopoe ecmynnienus 8 aHMUBUPYCHBIL KIYO CUNbHO CHUBWICA, U HA NEepeblil NIAAH GbluLIU
OopYybl ¢ NPUMUMUBHBIMU CKPURMOBBIMU UPYCAMU ...

...NOb306AMENb NPUBLIK K NOCMOSHHLIM CIMPAWUIKAM. 8e30€e BUPYCbl, ONACHOCHb, 6Ce
NpOCMO KUWUM MPOAHYAMU, YEPBAMU, KOMOpble MAK U HOPOGIM YKpAcmbv y mebs 4mo-Hubyob.
Iooobuas ammocghepa cozoaemces npedxcoe 6ce2o Hekomopvimu eenoopamu. Tloxodce na cumyayuio ¢
nmuybUuM Spunnom. epsadem namoemus, eéce ympem. Cmpawno. Kmo-mo bvem mpesozy, a Kmo-mo
cuumaem, uymo yxcaca Hem. Omo e OUeHb Bbl200HO — HNOCMOSAHHO Oepicamv 8 cmpaxe
noab308amens U HYWams emy, 4mo moabKo meoe peuienue 3auwumum om ecex 6eo. Yenosek cpaszy
NOKynaem aumusupyc, a Cywecmeyem 6eposmHOCHb, YMO OH 0axce HUK020d He NOIYYUm 8upyc, d
COOMBEMCmMEeHHO, U He y3Haem, KAk pabomaem NpuoOpemenHwvlll NPOOYKM ...Npu 9MOM cucmemd
mughos u cnyxog pabomaem bezomxasno. Kmo-mo cxkazan, umo maxoi-mo anmugupyc "nogum ue ece”.
U nowno, noexano. U smo nousmuo. Hanpumep, s ebibuparo 0eepuoti 3amok. Kynun camulii dopoeot,
camolii  msdicenvill, 6000we camoli-camolii. A nomom yeuoen no TV, uwmo ow sremenmapno
eckpoleaemcst wnuiokou 3a 10 munym. A 3uawum, on Huuem He aywwe 3amxa 3a 100 pyoneu. Tax umo
2N1aBHBIU KpUmeputi moavko 00un — Kavecmeo. Ho e2o, K codcanrenuio, Mo’CHO nposepums mobKo Hd
cobcmeennom onvime" (cM: company.drweb.com/press/igor+daniloff+cnews+interview+may+2006).

B mporecce Hann@h, MBIOTBEX BBIKaumBal u3 Ocima MHOXECTBO crack'oB
(Oompmasi 4acTh W3 KOTOPHIX OKasblBalaCh BHpycamu) H '"ckapmimBan' wux on-line ckaHepam
Pa3IMYHBIX AaHTHBUPYCHBIX KOMITAHWNA. Pe3ynpTar BIIOJTHE OMpaBAal OXHIAHHS: 3HAYUTEIbHAS 9aCTh
BHPYCOB OCTaJIaCh HEPACIIO3HAHHOM, ¥ TOJIBKO TIOCIIE PYYHON PAcIakOBKH (CHSATHS BpaIiepa) CKaHephl
IpU3HaIM B HUX Xopomio 3HakoMmble Win32.HLLM.Beagle, Packed.Win32.Klone.g u T. 1. (kcTati,
JIOKAJIbHBIE CKaHEpPhl TE€X )K€ CaMbIX KOMIIAHUH CHpaBHIKCh CO CBOEH 3ajadeld HaMHOTO JIydile,
JIUIITHUHA pa3 MOATBEPKAasi U3BECTHBIN TE3UC O OECINIATHOM CHIpE).
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Pucynok 1 AVP He cmor pacno3HaTs HOBYI0 Moaudukanuio Trojan-Downloader.Win32.Bagle

ITo cnoBam pa3pabOTUNKOB, aHTUBHUPYCHEIE 0a3bl OOHOBIISIOTCS KaXKAble HECKOJIBKO JacoB (Ha
caMOM Jielie, 3TO HelpaBs/a), HO U 3a 3TO BpeMsl OT "'cBeXero" BUpyca yCHEBAIOT MOCTPaIaTh JECATKH,
€CII HE COTHHU THICSIY IoJb3oBaTenel. M3 mmuHoro ombita: ciayx6a moanepxkku "Jlaboparopum
Kacnepckoro" o0pa0arbiBaeT MNpHUCIaHHbIE BUPYChl MOMEHTAJIBHO, OTBEYas OYKBaJIBHO depe3
HECKOJIBKO 4YacoB, JaX€ €CiIM Ha JBOpe IIyOOKas HOYb, M O0elas BKIOYUTH JETCKTUPOBAaHHE B
cienyroniee oOHOBieHue. [IpyueM OTBET NMPHUXOAMUT HA S3bIKE OpPUTMHANA. XOTHTE OOLIAThCS Ha
aHrmiickom — nuumTe no-anrnumiicku u Bee Oyner OK. Hy, nnn ve coBcem OK. Bo-nepBbix, B MoeM
cilyyae, HM dYepe3 HECKOJIbKO 4YacoB, HHM Jake 4Yepe3 [eHb on-line ckaHep Tak W HE HaydWICs
pacno3HaBaTh 3apasy (Haydmics depe3 HOJITOpa [IHs, KaK pa3 K MOMEHTY 3aBEpIUCHHUS CTaThH). Bo-
Bropeix, Packed.Win32.Klone.g, oOepHyTBIi B HOBBEIA Bpammep, NHOXy4Yril Ha3zBaHue Trojan-
Dropper.Win32.Agent.arz, HecMOTps Ha TO, YTO B NHCHEME OBUI SIBHO YKa3aH MEXaHH3M €ro
JeiictBus. Bce 3T0 KOCBEHHBIM 00pa3oM MOATBEPXKIAET JOTajgKy, YTO YK€ HHKTO HE HCCIeIyeT
BUPYCHI, @ IPOCTO 100aBisieT B 0a3y HOBYIO CHTHATYDY.



Kasperzky On-line Scanner - Microsoft Internet Explorer

EK Kaspersky ‘ On-line Scanner

ANTI-VIRUS

4 BribpanHbif ofberT: Faranord 8 Cravartb npofHyin
a} Herounme: ) Bepcun
N C:\Program Filesh,; ‘{J
® Kynurb nporpammy
MNpoUECT NPOEEPKM MOKET SEHATE HEKOTOPOE BPEMA B S3EHCHMICTH OT THNA |||,---I
]
EbIGpaHHER ofeerTos. Noxangicra, nogosiMre... Ecim Bbl HoTWTE NpoLosmrTe Cnpaska
patiory ¢ SpaYsepon, OTEPOMTE HOEDE OKHO.
® BupycHasa
MNpoeepeno [39%] g SHUHEADNEAWA
EEREEENENEEENENNNNENNNNNENED s Bet-caiir flaGoparopum
Kacnepckoro
Boero nposepeHD offbEKTOE: 104490
Haalin eHo BMpycos: 8 MASPEIFEY UFFINE 2Canner oL, fo.u . ;I
HafgeHo sapakeHHE ! ofeerT 0B 26 TeKyWwan BEPCHA SHTHEMPYCHESR 033
HafgeHo nogospHTensHe: 0fbekToE: 0 or 14 HPﬂb 2006 . conepsr 134774
Epeta nposepe9: 0:15:14 SEAMHEEH.

OcTaHoEMTE I'IDDBEDKH' 0 cucTeme

OrepauloHHan cucTera: Microsoft
CHProgram FilesWicrosoft Visual Studiofd SDORNSSWEEY S 033U 0OMNF . CHM ‘windows 2000 Professional, Service

Pack 4 [Build 2135

KAPIR{IKY 2
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1997-2005, Bce npaga saw MW eHE!
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Kaspersky Personal

Security Suite

Pucynok 2 AVP Online Scanner 3a paboroii

Kommanust Dr.Web oTBeTnia uiie Ha CACIYIONIUI ISHb, COOOIIMB, YTO 3TH BUPYCHI €U yKe
W3BECTHBI, U HUKaK HE IPOKOMMEHTHpOBaia TOT (akT, uTo uX He Oeper on-line ckanep. [Ipuyem, Ha
aHTJIMICKOE THCBMO TMpUIIeN pycckuii orBeT. Hecommmno, omHako! JlamgHO, BOCHONB3yeMcs
nokanpHBIME aHTHBHpycamu. AVP ActiveX ckanep Hamen 8 BHPYCcOB B 26 MOpaXKeHHBIX OOBEKTaX
(xors ux tam 6pu0 _HamMHOro  Oomnbire), a Curelt! ot Dr.Web — Tosipko onuH, 1a 1 To (HaBepHOE) C
TIEPeITyTy WU 110 OLTHOKeE.

npeambyna

JloBepATh aHTHBHpPYCAaM WM HET — IyCKall KaKIblil perraer caM. HUKTO He clIOpUT, YTO 3TO
xoporee (eciau He cKa3aTh — €IUHCTBEHHOE) CPEACTBO MPOTUB II00ANBHBIX BUPYCHBIX SMHUIEMHUH, HO
MIpoBEpKa TporpaMM, MosrydeHHbIX u3 CeTH (0COOEHHO M3 HEHAJC)KHBIX MCTOYHHKOB THma Ocna),
CO3JaeT JIMIIb WITI03HI0 6e3omacHocTr. Co criennalibHO TTOArOTOBICHHBIMY (DaiiiaMu, aHTHBUPYCHI HE
CIpaBJISIIOTCA B NMpHHLUINE! DBPUCTUUECKUI aHANU3 OTABIXAeT U B MJealie Mepel] 3allyCKOM BCSKOU
HEM3BECTHOM IPOTrpaMMbl €€ JO0JDKEH BpPYYHYIO IPOAHaIM3UPOBATH BBICOKOKBAJIM(DUIIMPOBAHHBIN
CIELUAJINCT, YMEIOIIHNiT iepxaTh soft-ice B pykax M He HIapaxarolinuxcsi B CTOPOHY OT Iu3accemouepa.
Ho cnenmanmcros Mano, 1a 1 'y TeX BpeMEHH Ha IIOZOOHYIO epYHAY HE XBaTaeT.

MosxHo, KoHe4HO, 3amycTuTh "ducmerdep 3amad", NPOHTHCH MO BETBAM peecTpa,
OTBETCTBEHHBIM 3a aBTO3arpy3Ky, IOIBITABIINCH OOHAPYKUTh MOAO3PUTEIbHBIEC (alibl, HO... YepT
Bo3bMH! OTKyZa MPOCTOMY ITOJIB30BATENIO 3HATh, KAKOW M3 HUX JIETAJIbHBIN, a kKakoil Her?! Windows
COZIEP’KUT THICSIYM (DaiiyioB U emne OoJbllee KOJMYECTBO OOABIAIOT YCTAaHABIMBAEMBIE ITPUIIOKCHHUS.
Penkuii crierimanucT cMOKeET cka3aTh kakasg DLL 3a uyTo oTBeuaer!

CrenoBarenbHO, HaM HEOOXOJMMa IporpamMma, COOMparolias MakCUMyM HMH(QOpMalud o
CHUCTEME U CoJieprKalasi OOIMpHYI0 0a3y MaHHBIX O BceX "decTHBIX" U "HeuecTHBIX" Qaiinax, a Tak xe
oOpalnaroniasi BHAMaHWE Ha OCOOCHHOCTH TIOBEICHUS HEKOTOPBIX IPOrpaMM (CKpHIThIE OKHa,
BHEJIPEHHE B Uy)KHE IPOIIECCHI, OTCYTCTBHE IM(POBOH MOANHCH/MH(OPMAIIMHA O MPOM3BOAUTEIE U
T. [I.) C BO3MOKHOCTBIO BPEMEHHOT'O OTKIIFOUEHHMS MTOJO3PUTENBHBIX MPOTPaMM U Pa3BUTON CHCTEMOM
TIOJ/ICPXKKH TIOJIb30BaTeNei (TMTOCKONIBKY, 10 APYroMy co3nartb 0a3zy 000 Bcex (aiiax mpocTo He
TTOITyYHUTCS).

B nanmexoM mnpomuioM MBIIBX HAMUCAl HECIOXKHYI YTUINTY, TPAacCHPYIOUIYIO BEKTOpa
MIPEepbIBAHUM 1 MOKa3bIBAIOIIYIO BCEX, KTO HA HUX CHUJUT C yKa3aHWEM CIOCOOOB BHEPEHHMs (UECTHBII



pe3uaeHT wiK Het). bosbiol pacnpocTpaHeHHOCTH (10 MPUYMHAM HEyMEJIOT0 MapKeTHHTa) OHA TaK U
He IOJIy4mnJIa, a ¢ HacTyIuieHneM 3pbl Windows, okasanach 1 BOBCE HEHY)KHOM, IIOCKOJIBKY paboTaia B
peanbHOM pexkume MS-DOS, HO cama uwaes He yMmepiia M Hanuia cebe TpUMEHEHHE B HOBBIX,
COBpPEMEHHBIX YTHIINTAX, HAIpuUMep, B Toi xe Anti-Spy.Info.
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%< Bochs for Windows - Display

Resed | Powrer

F12 enables mouse

Pucynok 3 antuBupyc X-Safe IV oT MbIlibx'a — qpeBHHI KaK MAMOHT U HbIHEe PadoTalo Ui
TOJBKO IO/ IMYJIATOPOM

ambyna

IIporpammy Anti-Spy.Info M0okHO OecIIaTHO CKavaTh ¢ OJHOMMEHHOTrO cairta (Www.Anti-
Spy.Info), oxnako, 6Ge3 peructparmu (CTOUMOCTh KOTOpOW paBHsietcst $29) ona mpopabotaer Bcero
auib 30-aHel TPy 3TOM 4acTh BO3MOXKHOCTEH Oy/eT 3a0JI0KUpOBaHA.
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Pucynok 4 opunmaasusiii caidit mporpammsl Anti-Spy.Info

Texymias Bepcus umeer HoMmep 1.6.5, HO MBIIIBX HE PEKOMEHIOBAN OBI €if IONB30BaTHCA,

MOCKOJIbKY OHa ynakoBaHa ASProtect'om u mpu akTuBHOM soft-ice mpocro He 3amycrurcs! (Kcrarn
TOBOPsI, TOYHO TaK K€ BEAYT ceOs BUPYCHI/9epBH/IINTMOHBI, 00padoTanHble ASProtect'om, Tak uTo soft-
iCe CIYKHUT CBOCOOPA3HBIM CPEIICTBOM 3aIlUTHI).

T

Debugger detected - pleaze close it down and restart]

Windows NT uzers: Pleaze naote that having the
YWinlcedSoftlce service installed means that you are

running a debugger!

Pucynok 5 coodmenue, BoigaBaemoe Anti-Spy.Info, npu akTuBHoM soft-ice

CllaeTCH MHEC, 4TO paBpa60T'-H/IKI/I JAymMain TEM MECTOM, KOTOPbIM HOPMAJIBHBIC JIFOAWU ACTIAar0T
nereil. Bexp soft-ice 3T0 He TONBKO MHCTPYMEHT B3JIOMIIWKA, HO M 3aMEYaTEIbHOE CPEICTBO JUIS
oOHapy>KeHHUsS BHPYCHOTO BTOPXKCHHUS W 3allpellaTh UM TOJIB30BaThCS COBMECTHO ¢ Anti-Spy.Info mo
MEHbBLIEH Mepe Hepa3ymMHO, TeM Oonee, uro ASProtect mosomaH AaBHBIM-IaBHO W JUIsI XaKepoB
HHUKaKOH IIperpajsl OH He MIPE/ICTaBiIsIeT (BO BCSIKOM cilydae paboume reHeparopsl kiroueit B Ocie
umerorcst). B ocranbHOM ke, Anti-Spy.Info 3To oTnuuHas  mporpamma, TMOJy4HMBIIas MHOXECTBO
3aCITy’KeHHBIX Harpaj ¥ MpakTHUYECKH He UMEIOIIasi HHKaKuX aHaJloroB.
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PucyHok 6 Harpaasbl, KOTOPbIMH 0bl1a yaocToeHa Anti-Spy.Info — noveTHsblii 1ernon

Mpirex ucnons3dyeT Bepcuto 1.1, koTopas NpakTHYECKH HUYEM He YCTymaeT B IUIaHe
(hYHKIIMOHATFPHOCTH ¥ HOPMAJFHO Y)KHBaeTCsl BMecTe ¢ soft-ice. s momydeHnss HanmOojee TOITHOM
nHPOPMALIMM O COCTOSHUH cucTeMbl, Anti-Spy.Info pexomenayercs 3amyckaTe C TpaBamMu
AJIMUHUCTPATOPA, XOTs OOJIBIIMHCTBO BUPYCOB JIOBATCS U O€3 HUX.

Iocne 3amycka Mbl YBUJIUM pa3BEPHYTHI Ha Bech pabO4Mii CTOJN JKpaH C HMEHAMH
MIPOLIECCOB, CIYXO, NpaiiBepoB M KOMIOHEHTOB |E, OTCOPTHpPOBaHHBIA NO CTENEHHM HX ONACHOCTH,
BBIYMCICHHOH Ha OCHOBE HEKOTOPBHIX HE JI0 KOHIA MOHSTHBIX KPUTEPUEB, B PE3yJbTaTre Yero
0e300uIHBIM TIpOrpaMMaM CIUIOIIb M PSIOM IpHcBauBaercs peilTuHr potentially dangerous
(TIOTEHIIMAJILHO OTACHAs), B TO BpeMs KaK JajeKO HE KaKIAOMY BHPYCY "yaaeTcsa" mpeomoieTh 0apbep
harmless (6e3Bpenusrit). Ho He B pefitmarax memo! ['maBHOe, uto Anti-Spy.Info oroOpaxkaer Bce
MpOIIeCChl/OMOIMOTEKI/KOMITIOHEHTHI, KOTOPBIE €f TOJBKO YIANOCh HAaWTH BMecTe ¢ MH(OpMaIUeH,
KOTOPYIO € yIanoch 100bITh. [IpoaHann3upoBath ee Bpy4UHYIO — Haiia 3a1a4a!

&, Anti-Spy.Info MEE
Fie Edt View Help

¥ Windows processes 9% Remove 34 Duarantine @ Google

[ame [Rating  [cPU_ [ Memay | Fie [Tupe  [stant -
wfhotix di El C\WINNT spstem32vwmfhotis. il DLL

PDesk 0%  1.0MB CWINNTASystern32\PDesk exe Program  13.07.2006 17:50:40 when Windows st
@ FieshDowrload Caicher Module C:\Program FilestFreshDevices'Fresh. Adcatch.dl Intemet  when Intemet Explorer starts

(@ ReGetapi Module C:\Progriam Filest\ReGet\ReGetapid Intemet  when Intemet Explorer staits

@ t:dobs Acrobat IE Helper Version B.0 for ActivieX C:\Program Files\dobe\Acrobat...\AcrolEHelperdl Infemet  when Intemet Explorer starts

TaskBar Application 0%  1EMB C:\Program Files\Zy<EL\DMNI AD...\CnaDsiTh.exe Progiam  13.07.2008 17:50:40 when Windows st
[ELL Etin HTTP Frosy 0%  21MB C:\Program Files\Elin HTTP Prow\HTTPPiosy.eve Progiam  13.07.2008 175041 when Windows st
i WarT raylcon 0% DAMB C:\Progiam Files\Warftpd\WarTralcon exe Progiam  13.07.2006 17.50:45 when Windows st
#1 War FTP Daemon 1 23MB C:\Program Files\War ftpd\warfipd.eve Progiam  13.07.2006 18:02565

Tob30BaTE b DBANAST HE BCEMM MGMOAbS0BAHHEIMM MPaBaIY LOCTYNE B
TNob208aTe/ 6/ANAET HE BTSN MEMONES0BaHHEIMH MpaBaII A0CTYNG 232
TNob208aTe/ 06/ANAET HE BTSN MEMONES0BaHHEIMH MBaBaIH RoCTaNa 280
TNokb208are 06/ANAET He BCEMM MEMOAbS0BaHHEIMH MBaBari RocTana 308
TNob208aTe/ 06/ANAET HE BCEMM MEMONES0BaHHEIMH MBaEarH AocTana 320
TNokb208ares 06/ANAET He BCEMM MENOAES0BaHHEIMH MBaBarH RocTana 472
ToA3088TE/Mb D6A3ET HE BCEM MENOAbS0BSHHEIMH D3B3 docTuna 500
ToA306aTENb 6AAAET HE BEEhH MENOAL30BAHHEMH MBaBaH AocTuna 528
TMoAb30BaTe N DEAMAET HE BEEMI UENOAb30BaHHEIMH MPaBaM AocTuna 604
TNoAb30BaTe b DEAMAET HE BCEMI UENOAb30BaHHEIMH MPaBaM AocTuna 704
TMoAb30BaTe b DEAMAET HE BEEMI UENOAb30BaHHEIMH MPaBaM A0CTUN B56
MoAb30BaTe N DEAMAET HE BCEM UENOAb30BaHHEIMH MPaBaM docTuna 1392
Whlware Workstation VMY

Lo

- MonssoBaress 0fna1SeT He BCenM Henons30BaH- Progiam
- Monsa0parens 0inALEET He BCeMH HonDNE30BaH- Progiam
- Monsa0parens 0nALEET He BCeMH HonDNE30BaH- Progiam
- Monsa0parens 0nALEET He BCeMH HonDNE30BaH- Progiam
- Monsa0parens 0nALEET He BCeMH HonDNE30BaH- Progiam
- Monsaoparens ofnayeeT He BCemM Henons30BaH- Progiam
- Mons30BaTeb OBABASET HE BCEMH HEMDAS30BaH- Program
- Monba0BaTent 06AGASET He BEeMH HoMDAL30BaH- Program
- MonbaoBaTens 08ABABET He BEeNM HoMDAB30BaH- Programm
- MonbaoBaTens 08ABABET He BEeNM HoMDAB30BaH- Programm
- MonbaoBaTens 08ABABET He BEeNM HoMDAB30BaH- Programm
- - MonbaoBaTens 08ABABET He BEeNM HoMDAB30BaH- Programm
6% 1BI,0MB C:\Program Files\WMuare\Whiu. \umware-vm.exe Progiar

0:04:03 fom Nanesosatens ofaanaet

nlice bat C:\Program Files\Nuiega!SofticeNTAnfice.bat - Progiam — when Windows starts - Registy: User§
SCVHOSTERE SCVHOST EXE Progam  when Windows starts - Registy: Machi
Sygale Personal Firewal 22] C:\Program FilestS pgale\EPF\S me.eve Frogiam  when Windows starts - Registy: Macki
NeroCheck CAWINNTAsystem3Z\NeroCheck exe Frogiam  when Windows starts - Registy: Macki
Elustooth Tray Application C:\Program FilestWIDCOMM\Eueto. \BTTrap.exe Progiam  when Windows starts - Registy: Macki
ElbyCheck C:\Program FilestE laborate Bytest...\ElbyCheck.exe Progiam  when Windows starts - Registy: Macki
5 eMule | | 1% 17.9MB C:\Program FilesteMule\emule.exe Frogram  0:18:24 from Dipaora korara Wir
@ Firetox ] 0%  458MB C:\Program Files\Mozila Firefos\fisfos. sxe Frogram  13.07.2006 13:0552 from Dipatiora
2% Winamp ] 4% 13MB C:\Program Files\Winampwinamp.xe Frogram  13.07.2006 18:0215 from Windows Ex
8] Fite and archive manager ] 0% 53MB Ci\Program Files\Far\Farexe Frogram  13.07.2006 18:56:20 from Windows Ex
€ Dpera Intemet Browser ] 0% 11.7MB Ci\Program Files\Dpera\Opera.sxe Program  13.07.2006 22:08:44 from Dipaoran
] WMware Appiication '] 0% 38MB C:\Program Files\Mware\WWhware .\vmware. ez Progiam  0:03:45 from D6ipataraar Komana Wir
Ducneruep sanad Windows [] 1% 17MB CWINNTAsystem32\askmar. exe Program  13.07.2006 17.50:43 when Windows st
VMK ETOD ASbika KASEHATYDEL [ 0% 1OMB CNWINNTAsystem32\intemat eve Program  13.07.2006 17:50:41 when Windows st
L antispyinfo - Detects and remaves Spyware, Trojans, Adware, Keyloggers ] 3% BIMB CiProgram Files\ntiSpy.1. 15805 \AntiSpyexe Progiam  1:3554 hom File and archive manager
Cliert Server Funtime Process | 0% 20MB CMWINNTAsystem32\csrss.eve Program 13.07.200517:45:30 hom Nosbaoeare
B 0 epasora komiara Windows NT 0%  DBMB CMWINNTAsystern32\CHD.EXE Program 13,07 2005 17:50:44 when Windows 3t
(451 Dutlock Express 0% 130MB C:\Program Flles\Dutlook Expressimsinn eve Program  13.07.2005 18:0304 hom Windows Ex o
1 | 5 H
$5Sensordil Propetties. | Rating Textin file
- “four opinion: not dangerous HEEE4| | This progiam cannot be n in DOS mode f’
P Could maripulate other programs [T wrfime sior
ST e wWindow not visible TLOSS enor
Gt - iecen No description of the program DOMAIM enor
FHZ' CAWINNT system32AS 55ensordl No Windows ystemn fle =l | abnormal program temination
Comment  Mo-BHAMOMY KOMMGHEHT BRaHAMALSPa i Mioresoft Visual L
Rating: harmless =l

Pucynok 7 BHemnnii Buja nporpammsl Anti-Spy.Info

paboma c Anti-Spy.Info

B mepByrwo ouepens cienyer oOpamiaThb BHUMaHHE Ha TMOSBICHHE HOBBIX IPOLECCOB,
CTapTYIONIMX BMecTe ¢ cucTeMoil (Anti-Spy.Info B GOJIBIIMHCTBE CiIy4aeB KOPPEKTHO ONpeNessieT TUIT
3aIycKa), KOTopbIX He Obuto panee. Anti-Spy.Info ymeer coxpansth otuer B html- u txt-popmarax, Ho,
K COXAaJICHHIO, HE yMEeT CpaBHMBAaTh MX (BO BCSKOM cCiydae, IIOKa), YTO €CTh OOJIBIIOW MHHYC.
[Tpuxomurcsi cpaBHUBATH OTYETHI BPYUHYIO MJIM MHCATh CBOK COOCTBEHHYIO YTHJIIHMTY. DTO — CaMBbId



3¢ (GeKTUBHBIN CMOCOO BBISBICHHS 3apasbl, OJHAKO, HA MPAKTUKE OOJBIIMHCTBO IIOJIB30BaTEINCH
HAYMHAIOT PBAaTh BOJIOCHI TOJIKO KOTria paboTa CUCTEMBI CTAHOBUTCS TOPMO3HOW WM HecTaOMIIBHOM,
a OFOHEK MOJIeMa — OJYKUBJIEHHO MHUIaeT Ja)xe B OTCYTCTBHU SBHOM ceTeBOM akTuBHOCTH. Ho Kak
OTJIMYUTH 3apa3y OT KM3HEHHO-BAXKHBIX CHCTEMHBIX (hailJIoB, TOCIE yJaJeHUS KOTOPBIX HEKOTOpbIE
npunoxenns (a To u Bcto Windows menukoM!) mpuaeTcs nepeycraHaBIuBaTh 3aHOBO? Celfgac MBIIIBX
MPOBENET KOPOTKUM TPEHHUT, IOKA3bIBask Kak 3TO JEJIaeTCsl.

Camoii onacHoii nporpamMmoii (o MHeHHIO0 Anti-Spy.Info) Ha MoeM MBIIIIBX'OM KOMITBIOTEpE
OKa3zayach AuHammdeckas omommoreka wmfhotfix.dll (&), KOTOPO# OBLT MPHUCBOCH PEKOPIHO
BBICOKMI pEUTHUHr omacHOCTH (UenbiXx 82%) Ha OCHOBaHHM CIICAYIONIUX KPUTCPHEB: a) MOKET
YIPaBISITH JPYTUMH MporpaMMaMu (M BelIb JNEHCTBHTENBLHO MOXET); 0) OKHO HE BHAMMO (@ BOT HH
¢ura momobHoro! wmfhotfix.dll He umeeT "cBoero" okHa, HO oToOpaxkaercs Ha Bce GUI-npuitosxeHus,
TaK YTO OKOH Yy Hee NPEeNOCTaTOYHO); B) HET OINMWCAHUS MPOTPaMMbl, TO €CTh HE 3aIOJIHEH
COOTBETCTBYIOIINI pa3len PecypcoB, YTO COBCEM HEXapaKTEPHO IS KOMMEPUYECKHX MPOAYKTOB, HO
YacTO CIIy4aeTcsl C BUPyCaMHy M IIPOrpaMMaMy, HAMCAaHHBIMU Ha CKOPYIO PYKy; T') 3TO HE CHCTEMHBIN
¢aiin Windows (KOHIO SICHO, 4TO...); I) OTCYTCTBYET AETaJbHOE ONMUCAaHUE (YTO emle 3a JeTaIbHOE
ommcanue?!). B obmem, kak Obl ckazanu B CyJe, MOTHBBI HEYOEIMTEIbHBI M 38 OTCYTCTBYEM SIBHBIX
JIOKa3aTelIbCTB, TMOJCYIUMBIH OTIpaBiseTcs Ha CBOOONY, HY WM JIeJO HampaBiseTcs Ha
JI0CTIeIOBAHUE.

B HeOONBIIOM OKHE, PACIIONIOKEHHOM B IIPABOM HIDKHEM YTy, Anti-Spy.Info moka3ssiBaet Bce
TekcroBble crtpoku (B ¢opmare ASCII), HalineHHBble B IporpamMme, Cpely KOTOPBIX MPHUCYTCTBYET:
"Copyright 2006 by Ilfak Guilfanov, ighexblog.com" u "http//ww.hexblog.com", mo xoTopsM
HETPYIHO IOTagaThCs, YTO 3TO 3aIUlaTKa OT IBIpEl B 00OpaboTumke wmf-aiiinoB, BBRIIyIIEHHAS
nerenaapHeiM co3nateneM IDA Pro — UnbedakoB ['mnbdanoBeiM. Te ke, KOMy 3TO UMSI HU O YeM He
TOBOPHUT, MOTYT BOCIIOJIb30BaThCsl CIENYIOMIEH YHHKAIBHOH BO3MOXHOCTBIO — IIOMCKOM B 0aze
ormucanuii QaioB. IIpocro menkam mo crpoke "Google it" B KOHTEKCTOM MEHIO M IporpamMma
nepedpaceiBaeT Hac Ha (opym mommepskku http://www.neuber.com/antispy/file, rme monb3oBaTenN
MOT'YT OCTaBJISITh CBOM KOMMEHTAPUU OTHOCUTENIBHO TOM MIJIM HHOU MPOTrPaMMBbl.

KommenTtapuu BcTpeuaroTcs camble pasHble. OT TEXHHYECKH 00OCHOBAHHBIX, 10 OTKPOBEHHO
MMHOHEPCKHUX, TEM HE MEHEE, HEKOTOPOE MPECTaBICHHE O CUTYallll OHHM BCE-TaKH JAI0T, 0COOCHHO,
€CIIH TI0JIb30BATENH OCTABIIAIOT CCBHUIKM Ha aBTOPUTETHBIE MCTOYHHMKU. B HamieM ciydae, JaHHBIM
¢aiinom 3amHTepecoBanuch 193 momb3oBarens, 4 U3 KOTOPBIX OIEHMIN €ro Kak Oe3BpeiHblid, 2 —
HEONAacHBIH, M eIe 2 MPeIIowId COXPAaHUTh HEHTPaJIUTET. 7 OCTaBICHHBIX KOMMEHTAPHEB B MOJHON
COJIMZIAPHOCTH CBUJIETENBCTBYIOT, YTO HUKAKOM ATO HE BUPYC, a He3aBUCHMas 3aruiaTka uist Windows.

3 Windows file information - Microsoft Internet Explorer

Fain  [psska Bua  MsfpanHos Cepeuc  Crpaska |

4= =z - = 7 ‘ DhNock [ Matparos 4 | 5y S - ghe B8

Anti-Spy.Info

Home Download Purchase Aboutus File library

Anti-Spy.Info = File library = wmfhotfiz.dil

IFlglfgrvc:naf':wiftlfoiﬁom wmfhotfix.dll file %H;Paqgé"jBe fense
Name:
Product:

Manufacturer: | To update your Anti-Spy.Info

DUWNLOAD.CUM software, you only need to

Download naw! p | | download the latest
installation file and run it on

your camputer,

User feedback

There were 193 user requests for that file. 4 users classify it as harmless, 2 users classify it as not so dangerous.  Ads by Google
2 users classify it as neutral. e

Help Your PC
Rating | Opinion From 7?“3"‘ l;'(lg“‘:ke'
our PCis
| yyindowes WIMF Metafile wulnerability HatFix fink for more info blu exytremely slow, it
Ammmm= | This is an unofficial fix for the windows WHMF issues, not harmless M.Ledesma| may be infected.
Scan it free now
= | Unofficial patch for wmf windows vulnerahility, released before official microsoft pateh Mark e o adware. net
A Fixes windows WHMF vulnerability jink for more info Kender
e It's an unofficial patch to help protect you from the WHF exploit in windows, the official I g
patch will be released jan 10th. fink for more info Liberia %IWM
| Fizer for WMF vulnerability fink for more info Travis Executable or
| third party patch for the Windows WMF exploit fink for more info Siman Running Process
Instantly with a ;I
] [ [ | Himeprer v

PucyHnox 8 koMMeHTapun, ocTaB/IeHHBIE MoJab30BaTeasaMu Anti-Spy.Info k ¢aitny wmfhotfix.dll



A Ttemepb paszbepemcs ¢ auHaMUUeckoi Oubmuorexoit SSSensor.dll, B3siBIICiiCS HEMOHITHO
OTKyJa, HE MMEIOIMI ONMCaHMs, 3alKChIBaIOIIMi KiaBuaTypHblid BBOJ ("function: record input" B
okHe "Properties", pacmoNOXEHHBIM BHH3Y IOCEPEAHHE) W HE BKIIOYAONUA B ce0s HHKaKHX
OCMBICIIEHHBIX ~TEKCTOBBIX CTPOK, HO 3aro uMHoprupymooueid "unrepecHyr" API-pyHkumio
UnhookWindowsHookExgSetWindowsHookExA, mo3BoISIONIyI0 BHEAPSATECS B UyKHE MPOTPAMMBI U
CJIEINTH 3a HUMH, B pe3yabrare dero, Anti-Spy.Info omenuna peiftunr omacaoctu B 82% (TO ects,
noTeHIManbHo oracHas). llenkaem no "Google it", nnem Ha hopym u BuauM, 4to 678 moIB30BaTENeH,
oOHapyxuBIIee y cebs 3TOT (aiii, NpUAEPKUBAIOTCS COBEPIICHHO Pa3JIMUHBIX TOYEK 3pPEHUs Ha
IpeIMET ero MPOHCXoXKAeH!Us. KTo-To yTBepikiaer, 4To OH BXOAMT B cocTaB aHTUBHpYyca Panda, kro-
To — B aHTHBUpYC Bullguard, eme BcTpewyaroTcst ymoMHUHaHHS NEPCOHAIBHBIX OpanaMayspoB VCOM
u SyGate Personal Firewall. 3Hasi, 4To y MeHsI yCTaHOBJICH TOCIIEIHUH, I 3aTJSIHYJ B €r0 JUCTPUOYTHUB,
yBuzen tam SSSensor.dll u ycrnokoucst.

b-Spy.Info
File Edit “iew Help

' wWindows processes x Remove 3] Quarantine ﬁ Google

M arme I R ating |
wrnfhatfis, dil
rmation - oft Internet Explorer
ﬁ Paiin [paeka Buog HMs=opanHoe Cepewc  Crpaeka
W | d=HEza - = o () ot | Qi Momck. [ Matiparnos  ©4 | By S - ahe B
FTP
Rating Opinion From
, — Installed with sygate personal firewall,
ScreenSaver detection
i | nart of panda virus protection
A | 1t i5 part of panda internet security suite, Robert
| — Installed with Bullguard antivirus software: o e
Screensaver protection fnd for rmore info Robin Miller
A= | Installed with Bullguard anti-virsu software
g™ | pretty sure part of v-com,.
A= | Es parte del antivirus de Panda Tupe
® A= | nart of sysgate personal firewall Ed
Sygate is a provider of personal firewall and
L |internet security services including WCOM RO
SystemSuite, Panda, and Bullguard
L | part of W-Com SystemSuite jink for more info d.j.p@ntlworld.com
L= | part of Sygate Persanal Firewall Mike
DHUELITT | 1dy S g
ElbwCheck
il W arT rapl can Al

Pucynok 9 SSSenros.dll — KOMIIOHEHT MHOTMX AHTHBHPYCOB M OpaHIMAayIpPOB

Cyns mo BceMy, OTOT MOJIYNb, BBHIMYIICHHBI HE3aBUCHMOW KOMITAaHMH, MO3BOJISET
OTCJIC)KUBATP TOSBICHUEC XpaHHUTENS DKpaHa, M IUPOKO HCIOIB3YEeTCs OCTATBHBIMA KOMIAHUAMHU B
CBOMX MpoaykTax. He wmckiodeHo, 4to oH "mozamMcTBOBaH" W3 Kakoro-HuOyzap rootkit'a (Ha oty
MBICJIb HAaBOAUT CTHJIb €0 HAIKCAaHUs), HO Kak Obl TaM HHU OBbLIO, OH COBEPLICHHO 0€30I1aceH U MBI
MOXKEM CMEJIO MIENKHYTh 1Mo MyHKTY "Comment" KOHTEKCTHOTO MEHIO, U T0OaBUTh CBOW COOCTBEHHBIH
KOMMEHTapHil, 4TOObl HaM HE NPUXOJHUJIOCH JepKaTh BCIO MH(OpPMAIMIO B rosose (Mpu OONbIIOM
KOJIMYECTBE MOJJO3PUTEIHHBIX 00BEKTOB ATO BechbMa IpolieMaTHdHO). BmecTe ¢ KOMMeHTaprueM, MBI
TaK ke MOXKeM yKa3aTh U PeHTHHT O0e30macHOCTH (B JaHHOM cirydae "harmless" — Ge3BpemHast).



Comment |

—555enzor.dil

'our comment about the process

KOMMDHEHT GpaHarays pa SyEate Personal Fireveall

'our opinion about the process
I nat dangerous

Thiz will change the rizk rating

O Cancel |

Pucynok 10 no6aBjieHne KOMMEHTapHeB K MpoleccamM

ITocne atoro, SSSensor.dll mepeckounT B camMblii HU3 cHCKa W HE OyJeT HAac OTBJICKATh
(cTporo roBOps, MEPECKOYHUT OH TOJBKO TIOCIE Iepe3amycka MporpaMMbl WM HaXaTHU Ha KOJOHKY
Rating m1st mepecopTUPOBKH TaOIUIIHI IO CTETICHH OITACHOCTH, HO ATO YXKE JICTAIIH).

Bbaza '"wecTHhIX" mTporpaMM — BOT TJIaBHOE npeuMymiecTBo Anti-Spy.Info mepen
KoHKypeHTamu. C BHpycaMu M 4epBsIMH, ITPOM3BOJILHBIM 00pa3oM MEHSIOIIMMH CBOW HMMEHA, Jesia
00CTOST 3HAYMTENILHO ClokHee. [IpoJeMOHCTpHpYEM 3TO Ha MpHMEpe IIHPOKO M3BECTHOTO BUpYCa
Win32.HLLM.Beagle, 3annmaroiiero rnepByro Mo3ulikio B XUT-napaje y Janunosa.

N

Windz2 HLLM.Beanle
Trojan.Bankfraud. 272

Wind2 HLLM Metsky. 35328
Wiin32 HLLM.Beagle.pswzip
Wiind2 HLLM. MyDoom.based
Wiind2 HLLM. Metsky hased
Wilind 2 HLLM. MyDoom
Win32 HLLM.Graz

Wind2 HLLM.Perf

Win3d2 HLLM MyDioom. 33808

MPOBEPE CEOW MARNE AHTHMBWPYCO M

I Browsze... |

-"'-:@;’- NPOBEPUTL

Pucynok 11 supyc Win32.HLLM.Beagle onepeskaeT cBOI0 NONMyJIPHOCTD

Anti-Spy.Info ompenenuna, uro mpomecc Beagle.exe ¢ HMKOHKOW, MacKHUPYIOMIMHCS 0T
camopacnakoBbiBaromuiics RAR-apxuB, He MMeeT HH OKHa, HM OMUCAHUsS, OJHAKO, MPUCBOMIIA e

JIOBOJILHO HH3KHI pPEHTHHI OMacHOCTH — Bcero 57%, a BoT ¢aitn hldrrr.exe, aBTOMaTHUECKU
CO3/1aBaeMbIil BUPYCOM IpH mepBoM 3ammycke B kKatasore WINNT\System32 i mponmcaHHBIA B BETBSAX
peectpa, OTBETCTBCHHBIX 3a ABTOMAaTHYECKYIO 3arpysKy:

HKCU\Software\Microsoft\Windows\CurrentVersion\Run " HKLM\Software\Microsoft\Windows\CurrentVersion\Run,
nomy4wt Beero 47% ("seems harmless" — moxoxa Ha 6€3BpeHYIO).



&, Anti-Spy.Info HesapericTpMpoBaHHan npobHan Bepora [_ (O]

tharin PeaakTvposate Bra Momowe PECMCTRALIMA 1HEH NOMES0EAHHA, Bbl A0NHKHE SSPErHETPHROEITECA

| " Mpouece Windows x Yoanute (3] Msonuposare @ Google @ Kynurb

Hrag | Peimunr | CPU | Bkrn. | Janyck | 3aronosok, 0nucaH9e | NpoWsEOAMTENS © NPOAYKT -
Whwarellser 0% 0:02 20:40:15 korpa Windows sanyckaerca - Registn:... YMDnDContralTitle Whware, Inc. : Viware User Proc
@ ReGetipi Module korna MHTepHeT ofospesatens sanyckaeTca ReGet MSIEHelper. 1 [Pacwipenie O6ospes.

ReGet Software : ReGetdpi Modu
# b 00 20 a

1]

hidrrr.exe koraa Windows sanyckaetcA - Registe User\RL. hidir [He akTusHe)]

Wiware Tools Service % 301 18:48:23 npu nepesarpyste cucTemel WS Pacwi... Provides suppart for synchronizing objects bet... YMware, Inc. : Viware Tools Ser
WhdwareTrap b4 001 20:40:15 korga Windows sanyckaerca - Registy.... WMware Tools “Whware, Inc. : Viware Tools Trar
EEJ File and archive manager % 006 20:40:27 wz NposoaHuk. {F-mairframe\anti-Spy 114 6} - Far Eugene Roshal & FAR Group : F&

Mporpardria BXO0E E CH... b3 008 184758 wzWindows NT Session Manager bdbd Motify Callback Kopnopauna Matikpocoet : Onep

Windows NT Session M...
Client Server Runtime Pr...
ucneryep yeeTHei 3a...

b

0:02 124741 us Sypstem Microsoft Corporation : Microsoft(F
0:23 184755 wa Windows NT Session Manager Microsoft Corporation : Microsoft(F
0:04 18:48:04 npu nepezarpyske cioTemel Wa Mporp... XpanuT uHPopraumio o desonacHocTH A Y. Kopnopauwa Maiikpocogr : Onep
0:17 18:48:03 npu nepezarpyske cucTenel ws Mporp... Dfecnedwsaet ofiveH cUCTEMHON WHopra..  Kopnopauwa Malikpocogr : Onep
001 184821 npu nepesarpyske cucTemel WS Pacwi... Moss0nReT BLIN0AHATE NPOrpattel & HasHa... Kopnopauka Mabikpocoer : Moar
0:07 18:48.12 npu nepezarpyske cucTemel Ws Pacwi.. Ofecnedwsaer conoctaeneqmWe koneyHe: To... Microsoft Corparation : Miciosoft(F
0:01 18:48:14 npu nepesarpyske cucTerbl W3 Pacwi.. 3arpyxasT & namaTs daine 408 nocneagio... Microsoft Corporation : Microsoft(F
0:03 18:48:16 npu nepezarpyske cHoTenel W3 Pacwi... MpoTokon4pyer cucTerHele codemua, Takue... Microsoft Corporation : Miclosoilill
»

kxd

Pacumperia npaiisspa
M NEHHPOBLLL MK 3a03HMEA
YaaneHHei Beiz08 Npo...

e

e

NucneTyep ouepeau ne
YeenomneHue o cHoTE..
4|

CcCoocooocoooooo
2 e

&

& beagle. exe | Ceofictea... ‘ Peiinr [ TercT B daiine

X - OKHO He BUaHMD ContertType il

n ) HeT onucanua nporpandras! application/swwformurlencoded

TDD”SEmWE"b " HeT choTemMHE ®ainoe wWindows 2BEToMPInt LAg

un Mporparta, CKpeTeE AWEIICH

Myck 20:51-20 oL P

Faiin F\mainframetAnti-Spyp.1.1%1.B\beagle.exe — e —— wxzvaelo

K.omeHT apuit <Click here to change the Rating: PeHTUHI: Noxo%a Ha GE3BPEH0 Flaeq d
I 4

Pucynok 12 peakuusi Anti-Spy.Info Ha BcTpeuy ¢ HacTosI UMM BHPYCOM

JlagHo, 3a7BUHEM B CTOPOHY MCKYCCTBEHHBIH HMHTEJUIEKT CO BCEMH €ro 'peWtuHramu" u
noiieM Ha GOpyM, Iie Mbl OBICTPO OOHApPYKHUM, UYTO... (aiJIoM ¢ TAKNM MMEHEM HE MHTEPECOBAICS
HU oJIMH noJb3oBatenb! Bot Tak Homep! U uto ke Ham teneph aenath? IIpakTuka mokas3biBaeT, 4TO
MIPaKTHYECKH JII000H '"4ecTHBIH" NporpaMMHBIN NakeT (#ake MalopaclpoCTpaHEHHBIH) OBICTPO
nonaaaet B 0asy Anti-Spy.Info, a eciu Tam ero Her, TO C ONPENEIICHHON CTEHCHBIO BEPOSITHOCTHIO
MOYHO yTBEPXKJATh, YTO 3TO BUPYC WIIM YTO-TO OYEHb HEXOPOILIEe, T03TOMY €ro JIyUIle yAATUTh.

OcBo0Oox/ast mok30BaTessl OT py4dHOil padotsl, Anti-Spy.Info mogmepxuBaer cBoeoOpa3HbIH
"kapantuH". [Ipyn Ha)kKaTHUHM Ha KHOMKY "YHaTUTh" BBIIACTCS 3alIPOC: TO JH MPOCTO 3aBEPIIUTH TAHHBII
nponecc 0e3 Kakux Obl TO HH OBUIO JOMOJIHUTENBHBIX AEHCTBUI WM IIEPEMECTUTH €ro B OTACIBHYIO
ManKy, MOMYTHO JE3aKTUBHPYS KIIOYM aBTO3arpy3kd (eciu, KoHedHo, Anti-Spy.Info cymena
OIPEIeTINTh KaKUM IMyTeM IPY3UThbCS IpOrpamMMa, YyTo Ha ()OHE ee IOJIHOH HEeOCBEJIOMIICHHOCTH O
kmoue  HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows\ApplInit DLLs 310 eit
yIaercsi Jajeko He Bceria, K TOMY JKe CllellyeT NOMHHUTb, uyTo Windows Oyiokupyer ynaieHue
aKTHBHBIX IIPOIIECCOB, HO JIONYCKaeT WX _IIepeMMEHOBaHWE B NpenesiaX OJHOTO JHCKa, MPOCTO
mepenmenyite hldrrr.exe B hldrrr.ex  w (He3aBucMMO OT cmocoba 3amycka!) OH yke HHKOTOa HE
HONY4YHT yrpaBieHus! VICKIIOUeHHe COCTAaBISIIOT BUPYCHI, CIEAAIINE 32 CBOUM (haiIoM-HOCHTENIEM U
ABTOMATHUYECKH BOCCTAHABIIMBAIOIINX €TO B CIIy4ae yIaJICHHS).

Remove

Ending a process can cause sustem instability, including crashes.
Software that needed &dware programs could nat wiork.

Thiz removes the selected pracess fram memary af the current
Windows seszion. An new ztart on next Windows startup iz not
presvented.

= Move file ko quarantine

Thiz ends the process, and moves selected file to a backup
folder. Autarun regizty entries will be deleted. %ou can undao all
changes on menu E dit/Quarantine.

Ok Cancel




Pucynok 13 nomewmenns gaiina/nponecca B KApaHTUH

Jns n3Bnevenus ¢aiina U3 KapaHTUHA (HAIpUMep, €Cii 10 OMMOKe ObUT y/lajleH KOMIOHEHT
YECTHOTO MPWIIOKEHHUS, YTO HAPYUIMIO ero paboTy), AOCTATOYHO HaxkaTh Ha KHOMKY "Quarantine",
BbIOpaTh OOBEKT JJIsl BOCCTAHOBJEHUWsI M cka3zaTh "Restore", a Juii OKOHYATEJIBHOrO YAAleHHs W3
kapantuHa — "Delete".

.\Quarantine !E

Mame Fating | Title, Description Manufacturer ; product
" beagle.exe

Select a process in the main window and
click on the button "Femowve to quarantine it.

FRestore | Delete LClose |

PﬂcyHOK 14 u3BJevyeHust q)ap”ma N3 KAPAHTHHA UJIM OKOHYATEJIbHOC €r0 yaajJleHue

K cBoemy cThIIy, BCIO MH(OpPMALHMIO O COCTOSHHM KapaHTWHa, Anti-Spy.Info xpaHuT B
peectpe. To ecTh, eciii NOMECTUTH B KapaHTHH KakKOi-HHOYIb XU3HEHHO Ba)KHBIH CHCTEMHBIH
KOMITOHEHT, 0e3 koroporo Windows He CMOXKET 3arpy3uThCs, Mbl YK€ HE CMOXKEM 3allyCTUTh M Anti-
Spy.Info, uToOBI BepHyTH BCe 0OparHO. [IpaBmiIbHBIM peleHneM ObII0 Obl XpaHUTh MH(OPMAIMIO B
OOBIKHOBEHHOM JIMCKOBOM (paiiiie, Toraa, 3arpy3usuiuck ¢ Windows PE, Barn PE uiu mo6oro apyroro
Live CD, mbl cMoriin Obl 3amyctuth Anti-Spy.Info, ykasares eli Ha kapaHTHHHBIN (aitn 1 npousBecTH
OTKAaT, a TaK... "KapaHTHH" MpeBpamacTcs B pa3pymIUTEIbHOE OpYy)KHE, KOTOPOE MOXHO IOBEPATH
_TOJBKO__ YMENBIM pyKaM (M XBOCTY!) MOPCKHX TTEXOTHHIIEB, 000pOB, XaKepOB U MIPOYHX CYPKOB.

I arne
wrifhatfis. dll
PDesk
ﬁ FreshD ownload Catcher Module
& ReGettpi Madule
ﬁ Adobe Acrobat IE Helper Yerzsion B.0 for Achivie

Pucynoxk 15 ynpasaenne IE-moayasimu npu nomomm Anti-Spy.Info

Hpyroii yHukampHOl ocoOeHHOCThIO Anti-Spy.Info sBiusiercss yMeHHe OTCIEKHBATH
KOMITOHEHTHI, 3arpyxarommecsi Bmecte ¢ IE, KOTOpble HENOCPEACTBEHHO HE OTOOPaXaroTCsl B
Jucnetuepe 3amad W MHOTHE YepBH paclpocTpaHstorcs nMeHHo Tak! Bcem HecranmaptHeiM IE-
KomroHeHTaMm, Anti-Spy.Info mpucBanBaer 10BONBHO BBICOKHI ypoBeHb omacHocTu (mopsiaka 70%),
ke eCIM OHM MpeAcTaBIAoT Xopomo u3BecTHBIe: Fresh Download Catcher Module, ReGetApi
Module, Adobe Acrobat IE Helper Version X for ActiveX u T. a.

OueHb MPUATHO, YTO MOAYIH MOXHO oTkiIo4ars. Cam IE storo He mossomser. U xots,
HauuHas ¢ 5H BepCHM MOSBUIACH BO3MOXKHOCTH OTKJIIOUMTH BCE HEUITATHBIE MOAYIH LEIHKOM, 3TO
npoOJieMbl He periaer.

Brionne THmMYHAS cHUTyarus — IOCJe YCTaHOBKHM MeHemkepa 3akadek Fresh Download moxg
4om IE Bce paboTano HOpMaibHO BIUIOTH JO IEpexoja Ha S5I0 BEPCHIO, KOTOpas cpa3y e Hadaia
najaTh NpU 3amycke 0e3 BONpocoB M 0ObsicHeHWH. [Ipn OTKIIOYEHMM BCeX MOIYyJICH IajeHus
MpeKpaIaimch, Ho... 3adeM MHe IE 0e3 momyneir?! Bosspamaem momynmu oOpaTHO, OepeM B Jarmbl
Antu-Spy.Info, 1 MeToOM MOOYEPETHOTO OTKIIIOUYEHHS 32 HECKOJIBKO MUHYT HaXOJMM KTO BHHOBAT.
VYnansem ero, n Hacinaxnaemcss WEB-cepduurom co Bcemy ymoOcTtBamu, Ha KoTopble Tonbko IE
crioco0eH (1o mpase roBops, Pbick B 3TOM IIaHe HAMHOTIO JIydllle, HO He Oy/eM O BKycax, a TO el
4ero 00poro CKaTHMCS B CBSIILICHHbIC BOMHBI).



3aKJ/1Il0o4eHue

Anti-Spy.Info — mpekpacHas yTuinTa, MO3BOJIOMAS OBICTPO HAXOIUTH 3JIOBpPEIHBIC (WIH
HEKOPPEKTHO pabOTarolye) IporpaMMbl ¢ BO3MOXKHOCTBIO BPEMEHHOTO WIIM MOCTOSHHOTO YIalCHUS
ux U3 cucreMbl. KoHE4YHO, B OTJIMYHMU OT aHTUBHPYCOB, pabOTAIOIIMX B MOJHOCTHIO aBTOMAaTHYECKOM
pexuMe, oHa TpeOyeT OT IOJIb30BaTENs JOCTATOYHO BHICOKOH KBaIM(HUKAIWU W TTOTOMY HE MOXET
OBITH pEeKOMEHIOBaHa, HAIIPUMEP, CEKpeTapliIe.

K Tomy e oHa He 3aMeHseT, a JIONOJHSET aHTUBHPYCHI, MOCKOJBbKY CIEOUT JIMIIb 32
aKTUBHBIMH (T. €. _yXe€ 3alyIleHHbIMH INPOTpaMMaMH), HO HHYETO HE MOXET CKa3aTh o (aiine,
TOJIBKO YTO MOJYYSHHOM U3 ceTH. Elie oHa He criocoOHa 00HApYKUBATh CKPBITHIE (aiiiibl U MPOLECCHI,
MacKHpYIOIIHECs Ha YPOBHE sApa ONECPAallMOHHOM CHCTEMbI, TO ecThb rootKit'sl, YHCIO KOTOPBIX
HEYKJIOHHO pacTeT, OJHAKO0, He OyaeM TpeOoBaTh OT MaJICHPKOW yTHIINTHI PEIICHHUS] BCEX CBOMX 3ajad.
K 3ammrte 0T BHpPYCOB HEOOXOAMMO MOAXOIWTh KOMIUIEKCHO, WCIIONB3YSl IIUPOKHUH CIIEKTP
HWHCTPYMEHTOB, 1 Anti-Spy.Info B Tom uncie.



