CTapble aHTUOTNaAO4YHbI€ NPUeMbl Ha HOBbIN Nnapg,

KPHC KacIlepCKH aKa MBIIIbX
HOBOE, KAaK TOBOPHTLCS, 3TO XOpOLIO 3a0bITOe cTapoe. AHTHOTJIAJA0YHbIe NPHEMbI
BpeMeH ms-dos u debug.com Bo3BpamalTcsi, 4YTO0bI CHOBa padoTaTh B
Windows 2000/XP/2003. crarhsi He TOJBKO BbI30BET Yy BacC PHUTYAJbHO-
HOCTOJIbIHYEeCKUI HHTEpec, HO M MOCHY:KMT NPAKTHYeCKMM ImocodueM mo Oopnle ¢
XaKepaMH U 0TJIATYHKAMU.

egedeHue

OTtnagunky (a OTIaJUMK, KaK U3BECTHO, — OCHOBHOI MHCTPYMEHT XaKepa) MPOIUIN JIOITHH
9BOJIIOLMOHHBIN ITyTh — OT debug.com 1o soft-ice. 3a 3T0 Bpems ObUIO HalJEHO MHOXKECTBO CIIOCOOOB
60prOBI ¢ HUMH, OJJHAKO, HE BCE OHM OKa3aJIUCh yJIayHbl. B mocnenHee Bpems HaOIr0qaeTcst OCTPhINA
JeuuuT XOpommMX aHTHOTIAJAOYHBIX HNpUEMOB. Tak He mopa M BEpHYTCS K UCTOKaM — JIPEBHUM
mpruemMaM, IMpOBEpeHHBIX rogamu? TexXHHUeCKuil mporpecc pa3BUBAeTCS MO CIHUPATd U METOJBI
3amuThI, pa3paboTaHHble Mg ms-dos M yTpaTHBIIME AaKTyadbHOCTh K KOHIy €€ CYyIIECTBOBAHHMA,
OKa3bIBalOT yOWHCTBEHHOe BozjelcTBue Ha  Windows-OTiIaf4MKy, KOTOpBIE IPOCTO  HE
MIpeayCMaTPUBAJIH TAKOTO MOBOPOTA COOBITHH M KalUTYJIUPYIOT CPa3y, NaKe HE MbITAsICh OOPOTHCS.

Pazymeercs, HETOCPEICTBEHHBIN MIEPEHOC aHTUOTIAIOYHBIX METOINK u3 ms-dos B Windows
HEBO3MOXEH XOTs OBl yoke IToToMy, 4To B Windows HeT "npepbiBaHUi" B TOM CMBICIIE, KOTOPBIA B HUX
BKJIaJpBacT ms-dos. B Heil HeT mopToB BBOAA/BRIBONA, (DM3MUECKOM MaMATH W MHOXECTBA APYIUX
MPUBBIYHBIX 11 Ms-dos MPOrpaMMHUCTOB KOHIICTIHI U Berield. To ecTh, OHH, pa3syMmeeTcs, ecTh (Kyna
e 0e3 TIpepbIBaHuii?!), HO TEXHHKA PadOTHl C HUMH PaJMKaIbHO OTiAMYaeTcs. Tak 4to, onpeneneHHas
ajlanTanys BCe-Taku HEOOXOAMMA.

Pucynoxk 1 apeBHeiimuii oT1aguuk debug.com

OCHOBHOW yHOp MBI ClelNaeM Ha TMPHUKIAAHOM YpPOBEHb M IPOTPAMMUCTOB CpeqHEH
KBaTM(UKAINH, KOTOPHIE, BO3MOXKHO, MMEIOT INPEACTaBICHUE O JApaiiBepax, HO pa3pabaTelBaTh HX
CaMOCTOATENPHO HE coOmparoTcsi. HekoTropble M3 OMMCAaHHBIX METOIUK IHPAKTHYECKH MOIHOCTHIO
CHCTEeMHO-HE3aBUCHMBI M Pa0OTAIOT MO JII000H 32-pa3psaHoil OIeparioHHOW CHCTEMOH ceMeiicTBa
Windows, dgactmuno mommepxkuBanust Windows 3.x m Windows XP 64-bit edition. Hexortopsie
TpeOyroT Tonbko NT WM NMpOM3BOIHYIO OT HEEe CHCTEMY, NPHYEM, HUKAKUX TapaHTHH COXpaHEHHMs
paborocnocobHOCTH B nocienyomux Bepcusix Windows y Hac HeT. Jlaxe ecliu UCIIOIb30BaTh TOJIBKO
JIOKyMEHTUPOBaHHbIe (QyHKIMU, Microsoft B JIl000i MOMEHT MOXET UX W3MEHUTb, KaK 3TO OHA YkKe
Jenana HEOJHOKDPAaTHO, NpUYeM, B IOCIeJHEe BpeMs Bce dwame u vame. Jlydme BooOme He
HCIIOJIH30BATh HUKAKUX CHCTEMHO-3aBHCUMBIX (yHKINH U mrcath Bce Ha ANSI Cu/C++ wm DELPHI
(paxtmueckn, DELPHI mnpencraBmser co0oif CcaMOCTOSTEIbHYIO "ONEPAlHOHHYIO CHCTEMY',
HaTAHYTyl0 ToBepx Windows u aOCTparupyromyio MmporpaMMmucTa OT mpuxoTed Microsoft — BB
MIPOCTO MEPEKOMIMIIMPYETE KOJ U Bce! pasymeeTcs, pedb MIET TOJIBKO O NPUKJIAAHBIX 3aJadax M Ha
AaHTHUOTJIAI0UHBIE NTpUeMBbl ykazaHHoe npeumyiiectBo DELHPI ne pacnpoctpansercs). Tem He MeHee,



0OSTBCS AHTHUOTIIQJIOYHBIX TNPHEMOB HEHY)KHO. VX HCHONB30BaHUE BIIOJIHE MAOMYCTUMO, €CIH HE
CKa3aTh — eJaTelbHO.

Xopounii COOpPHUK aHTHOTIAJOYHBIX TPHEMOB IITYOOKOW JAPEBHOCTH MOXHO HaliTH B CTaThe
"Anti Debugging Tricks" (http://textfiles.group.lt/programming/antidbg.txt), HamucaHHOIl U3BECTHHIM
BupycomucareieM Inbar Raz (4To? HuUKakuX acconuanuii? 3X... MOIOAeXKs!) matupyemoit 1993 romom,
HO CaMHM ONWCaHHBIE B HEHl NMpHEeMbl MMEIOT HAMHOTO Oojiee TOYETHBIH BO3PACT W MHOTHE W3 HHX
npunu B ms-dos ¢ eme 6omnee apeBHUX MarnH. [lonsiTaemes nepenectn ux Ha Windows?

npozpamMma, Komopasi mpaccupyem cebsi cama

OavH U3 ApeBHEHIINX MPHUEMOB OCHOBAH Ha "MOTJIOMIEHUH' TPAaCCHPOBOYHOTO NMPEPHIBAHUS
oTmagunkoM. PaccMorpuMm ero momonpoOHee. Kak m3BecTHO, X86-IIpomeccopsl MMEIOT CIICIHATbHBIN
trap-¢mar (wmm, coxpamenHo TF). Korma oH B3BeneH, mocie BBITOMHEHUS KaXKAOH HHCTPYKIHH
TeHEpUpYETCs CIIENUAIbHOE OTJIaJI0YHOE TIpephIBaHne, 00padaTeiBaeMoe OTIaIYNKOM (€CIIH, KOHEYHO,
OH YCTaHOBJEH M MAEHCTBUTEIBHO OTJIAXHMBACT NpOrpamMMy). B mpoTWBHOM ciyuyae yrpaBieHHUE
nojiy4aetr o0paboTyuk 1o ymondaHuio. B ms-dos oH mpencrasiser co0oi "XoocTyro" 3amiylnky,
cocrosiuyto u3 oxHoro jumb IRET, n BbIoNHEHHE MporpaMMbl He mpepbiBaeTcs, a BoT Windows
BO30YyX/1a€T MCKIIIOYECHHUE, NMPUBOJAIICE K MOSBICHHIO XOPOIIO BCEM H3BECTHOTO JHMAJIOTOBOTO OKHA
"IMporpamMma COBEpIIMIIAa HEOMYCTUMYIO OIlepannio U OyeT 3aKkphiTa’.

®opmanbHO, (ar TpacCHPOBKHU SBIISICTCS YacThIO perucTpa (iraroB U MOTOMY MOXKET OBITH
coxpaHeH B cTeke komauaHo# pushf/pushfd, omrako, pacozHaTh GaxT TPaCCHPOBKH TaKUM CIIOCOOOM
CKOpee BCEro He YyNacTCs, IOCKOJbKY MHOTHE OTJIaJUMKHd MAacKHpYIOT CBOe€ IpucyrtcTBue. llpu
MIOLIArOBOM BBITIOJIHEHWH TIPOTPAMMBI OHHM OCYLIECTBIISIIOT JOMOJHHUTENBbHYI0 TPOBEPKY — a HE
SIBJIACTCA JIX TOJIBKO YTO BBIIIOJIHEHHAsA KOMaHIa I/IHCprKLII/Iﬁ pushf " €CJIU 3TO TaK — JIE3YT B CTCK U
KOPPEKTHPYIOT COXpaHEHHOE 3HaYeHUE peructpa ¢uaros, copaceiBas TF B Houb. [IpaBaa, TyT MOXHO
cxuTpuTh. Hampumep, m00aBUTh HECKONBKO JUIIHUX MpePUKCOB mepen komaHmoi pushf — ecth
IIaHC, qTo OTJIa YUK HE CMOXKET nux pacrno3Harsb. EIJ_IC MOXXHO HUCIIOJIB30BAaTh
CaMOMOJU(HUIUPYIOMINIACS KO, pacloioXuB KoMaHgy pushf B cTeke ¢ TakuMm pacdeToM, 4TOOBI
COXpaHEHHOE 3HAYCHHE perucTpa (IaroB 3aTHpalo €e Halpodb, MpaBga TYT €CTh OJHA MaJCHBKas
npobiema. I[Ipon3BoanTeNH anmapaTHO-IPOrpaMMHOTO 00eCIeYeHNs] HAKOHEL-TO TIPU3HAIN TOT (aKT,
YTO HAYYUTh MPOTPAMMHUCTOB IPOIPaMMHPOBAHHIO UM TaK M HE yIaJoCh, a TENEPh YK€ U HE YAacTCs.
OHepaHI/IOHHLIe CUCTEMblI W TPUITOKCHUA 6yKBaJ'II>H0 HAIIMATOBAaHLI OIIMOKAMH TIEPEIIOJTHCHUA
Oydepa, yepe3 KOTOPBIX PacHpOCTPAHSIOTCS YEPBH, TPOSIHCKUE MPOTrpaMMbl U Jpyras 3apasa. UToObl
HPUKPBITh Ja3eHKy NPHUIUIOCH NMOWTH HA JOBOJIBHO JXKECTKYIO, CHOPHYIO M PaJUKAIBHYIO Mepy —
HEUCHONHAEMBIA cTeK. UM XOTd pacnpocTpaHeHMs 4YepBEedl OH BCE pPaBHO HE OCTAHOBUT, BENb
CYIIECTBYIOT M JPYTHE THUIIBI IIEPEHOTHAIOMUXCS OyhepoB (MHOXKECTBO CTaTeil Ha 3Ty TeMy JISKHUT Ha
ftp://nezumi.org.ru), s Hac (TMONB30BaTeNell W MPOTPaMMHUCTOB) B MPAKTHIECKOM IDIaHE 3TO
O3HaYaeT, 4TO OIPOMHOE KOJIMYECTBO IIPOrpaMM IepecTaHeT paboTaTh, MOCKOJIBKY OHH 3allHIICHBI
YMAKOBIIMKAMH M TPOTEKTOPAMH, UCIIOJIB3YIOIMMHU CaMOMOU(PUIMPYIOMHNICS KO/, HCIIOTHSIOIIUICS
B creke. [Toaromy, Microsoft mpegycmoTpena BO3MOXKHOCTH OTKJIFOUCHHsI 3allMThL. [Ipu mepBoi
TIONBITKE MCIOJHEHHs Koaa Ha cteke, Windows XP BBIOpOCHT rpo3HOE ANAIOTOBOE OKHO H
U TpU yTBEPAWTEIBHOM OTBETE IIOJb30BATEIs BBHIIOIHCHNWE 3allMINEHHOW MNpOrpaMmbl OyaeTr
MPOJIOJDKEHO, TaK BCE HE TaK YK U TLIOXO.



MNpeAOTERALLEHHE BERINONHEHKA AaHHER: (DEP) noMoraet
FAWNTHTE KOMIEHITER OT NOBREXAEHMS BHMPYCSMA H NPH

';.-'FHX ‘;.-'FFIIII3E|X EE3DI'IEIIZHDIZTH. ,'{EIKFIEIEDTEETBTI:E
CpEACTEOY

{” BkAHIUMTE DEF TONEKD ANA OCHOEHELX MPOrpaEts |y
Windows

% BrnroumTe DEP Ana Bcex MpOrpad | ciysh, Kpome
EEIDDAHHEIX HH3E;

[ assembly IDE

Oran

Mpoueccop 3Toro KOMNEHITEPA HE AONYCEAET annapaTHYHD
noajepsky DEP, DAHaKo MO¥HD HCNONES0EATE NPOrDEMMHYHD
noaaep#Ey DEF AnA NpeaoTERAWEHHA HEEOTOPEIX ATak,

I I

PﬂCyHOK 2 AUAJIOTOBO€ OKHO, MOSABJIAIOIIEECH ITPH MONBbITKE BHINMOJHCHUA KO/1a B CTEKe

Bmpouem, ormagumku tmma Microsoft Visual C++ nyputh HeoOs3aTeNbHO M CIEAYIOIIHN
OCCXUTPOCTHBIN KO JIETKO OOHAapy)XHBaeT WX MpUCYTCTBHE. l[lompoOyiiTe ero BBIIOTHHUTH B
MOIIIATOBOM PEXUME U TOCMOTPUTE, YTO MIPOH30iiaeT!

pushf ; coxpaHseM @¢yarm B CTeke, Bkimodas um TF
pop eax ; BHTAJIKMBAaEM COXPaHEHHEE (yaru B eax
and eax, 100h ; BBRIIEJNAEeM (Jar TPacCUPOBKM

jnz under debugger ; ecaum TF B3BeOeH, HacC TPaCCHUPYI

JIncrunr 1 npocreidnii aHTH-0TJIA0YHBIN TPHEM, PACIIO3HAIOIINI TPACCHPOBKY IO/
HEKOTOPBIMH OTJIATYMKAMHU

['nmaBHBIA MHHYC 9TOTO IIpHEMa B TOM, YTO €ro O4eHb JIerko 00oiTH. /locTaTouHo, Harpumep,
MIPOCTO TIOAOTHATH Kypcop K komanze pushf, ckazate omnagunky "HERE" (T. e. BbImonHS# mporpaMmy
JIO0 ATOTO MecTa 0e3 TPacCHPOBKH), 3aTeM MOAOTHATh Kypcop k jnz u cka3atb "HERE" eme pa3. Takum
00pa3oM, 3aIIUIICHHBIA (parMeHT OyZeT HCHONHATECS B OOBIYHBIM pEXHME M TIPHCYTCTBHE
OTIIaAYNKa OKaKETCS HE3aMEUCHHBIM, IT0O3TOMY, MHOTHE NPOTPAMMHUCTHI IPEANOYNTAIOT COXPAHATH
peructp ¢JiaroB B OHOM MECTE IPOrPaMMBbl, a IMPOBEPSTH €ro B ApyroM. HaunHarommx xakepoB 3TO
cOMBaceT ¢ TOJKY, HO OMBITHBIX Tak He mpoBenems. Ha xoHcTpyknuo pushf/pop reg/xxx reg,100h y
HHUX YK€ JIaBHO BbIpaboTtaycsi 0e3yClIOBHBIH peduieKkc, K TOMY K€ B3JIIOMIIMKY HUYEro HE CTOUT
3amenuTh and eax,100h wa and eax,0h w TOrma mporpaMma HaBcerga YTPATHT CHOCOOHOCTH
pacmo3HaBaTh OTVIAAYUK. MOXHO (M HYXHO), KOHEYHO, [O0aBUTH TPOBEPKY COOCTBEHHOM
LEJIOCTHOCTH, HO TOJILKO HABPSIJI JIK OHA HA/I0JTO OCTAaHOBHT XaKepa.

A BOT cnerka MoAM(MIMPOBAHHBIA BapHaHT TOW K€ CaMOW 3alWThI, KOTOPBIH PAacIO3HAET
MIPUCYTCTBUE OTIAYNKA HE3ABUCHMO OT TOTO HCIIOJIHSETCS JIM IPOrpaMMa B TIOIIArOBOM PEXUME WITH
HeT. AJITOpuUTM paboThl B OOWMX YepTax BBIJLSIIUT TaK: MBI CaMOCTOSTEIBHO B3BOAWUM (uar
TPacCHPOBKH M BBHINIOJHSAEM CIEIYIONIyl0 KoMaHay. [Iporeccop mociaymHo reHepupyeT HCKITIOYeHHe,
KOTOpBIE MBI NepexXBaThIBaeM IPEABAPUTENBHO ycTaHOBIeHHBIM SEH-00paborunkoM, mepenarommm
yhnpaBineHue Hamemy konay. Ho mpu Hamuumm orTnaguuka, uckiroueHue 'mornomaercs” u SEH-
00paboTUHK yKe HE MOTy4yaeT yIpaBIcHus!



; YyCTaHaBJIMBaeM HOBEIM OOpPaboTuMK CTPYKTYPHBEIX MCKJIOUEHM

Xor eax,eax ; OOHyJIsIeM PerucTp eax

push offset SEH handler ; KJazeM B CTeK yKasaTeJlb Ha HOBHM 00paboTumk
push dword ptr fs:[eax] ; KJlageM B CTeK yKas3aTeJlb Ha CTapelt o0O0paboTumk
mov fs:[eax],esp ; perucTpupyeM HOBBI SEH-o6paboTumk

; B3BOOMM (JjaT TPacCUPOBKU

pushf ; B3aTalJIkMBaeM B CTeK permucrTp ¢iaros

pop eax ; BHTaJIKMBaeM ero COIEepPXMMOe B PerMCTp eax

or ah, 1 ; B3BOOMM Quar TF

push eax ; KJaIeM eax B CTeK

popf ; BBEITAJIKMBaeM ero COoIepXuMoe B perucTtp ¢jnaros

; Tenepb Qyuar TPacCUPOBKM B3BemeH!

jmp under debugger ; TOCJIe BHIIOJIHEHMS BTOM KOMaHIL I'€HepUpyeTCs
; MCKJIOUEHME M eCJIM OTJIaluMK He YyCTaHOBJIEH,
; ero nepexpaTeiBaeT SEH-00paboTumMK, KOTOPEIL
; KoppekTupyeT EIP M 3Ta KOMaHa He BHIIOJIHASTCHA
; HOJ OTJIaOYMKOM IIPOMCXOIMT [epexXoJ] Ha BeTKYy
; under_debugger
//
. ; OCHOBHOM KOI NIPOTPaMME
//
; SEH-obpaboTumk. MOXeT OBITH PacCIOJIOXKEH B JIOOOM MecTe
;  (Jydlmle pacHoJIOXKUMTh €TI0 [ofajiblle OT 3alMTHOTO KoJa,
; 4TOOBl OH He Tak Opocajcsa B IJjlasa)
SEH_handler:
mov esi, [esp+0ch] ; ykasaTeJib Ha KOHTEKCT PerucTpOB
assume esi: PTR CONTEXT
mov [esi].regEip, offset continue
; OTKyZIa MIPONOJDXKAThb BEBIIOJIHEHNME
; B OTCYTCTBUM OTJaIuMKa
XOor eax, eax
ret ; BEHxXOO M3 SEH-obpaboTumka

continue:
; // otTcioma OyneT NPONOJIKEHO yIpaBJIeHME, eCNM OTJIaOuMK He yCTAaHOBJIEH

JIMCTHHT 2 yHUBepcaJIbHbIl AHTHOT/IAJ04YHBbIH NPHEM PACNO3HAIOLIUI TPACCHPOBKY MO
00JIbIIHHCTBOM OTJIATYUKOB

JlaHHBII TIpHEM MO3BOJIIET OOHAPYXKHUBATh SOft-ice M MHOTHE Opyrue OTIaI4MKH, IPHYCM, HA
MMACCUBHYIO OTJIAAKy OH He pearupyeT (u 310 xopomo!). [lomp3oBaTens Hamiel mporpaMMBbI MOXKET
3aIycKaTh Soft-ice M OTIaKMBATh OCTAJIBHBIE IIPOTPAMMBI, HO... KaK TOJIBKO OH IOMBITAETCS 3arpy3UTh
B OTJIQ[UMK HAIly OHa TYT K€ MOJACT CHTHal. ToXe caMoe MPOM30MIET, €CIM XaKep MPHUCOSANHHUT
OTIIaAUYMK K yXK€ 3aIyIICHHOMY IIPOIECCY WIIM BOPBETCS B CEPEAMHY MPOTPAaMMBI ITyTEM YCTaHOBKH
Toyek ocraHoBa Ha API-pynkunu. EcrecTBeHHO, aHTHOTIIaIOYHBIH KOJ JOJKEH BBIIOJIHATHCS HE 70, a
rmocJie 3arpy3ku omiaguuka. To ecTs, pa3MelnaTh ero B caMOM Haualle 3allfiaeMod IporpamMMbl HE
crourt. Jlydle — MHOTOKpaTHO AyOJHpOBaTh B Pa3lIMuHbIX MECTaX.

[IpesnecTh AaHHOTO MpHEMa B TOM, YTO €r0 JOCTaTOYHO TPYIHO PAcIo3HATh NP B3IIOME.
SIBHBIE TIPOBEPKHM OTCYTCTBYIOT M KOMaHa jmp under debugger BHITIAOUT HEBUHHOM oBeukoi. [Ipu ee
BBINIOJIHEHNN 0€3 OTiIajduuka BO30YyKZAeTcs WCKIIOYEHHE, IIepEeXBaThIBAEMOE OOpaOOTYMKOM U
BBINOJIHEHUE MPOTPaMMbI HIET Y)K€ COBCEM IO JApPYromy IyTH (0OpaboTUYHMK MOIMEHSET yKa3aTellb
KOMaHJI, XOT$I, BIPOYEM, OH MOT' OBl 3TOTO M HE JIeJlaTh — B OTJIMYMH OT IPEPHIBAHUN M3 KOTOPHIX B
ms-dos Hy)XHO OBIJIO BBIXOJUTH KaK MOXXHO CKOpee, 4TOObl HE pa3BaUTh CHCTEMY, 00pabOT4MK
CTPYKTYPHOTO MCKJIIOYEHHUS B NPHHIMIIC MOXET BMeEIaTh B CEOsl BECh KOJ IPOrpaMMBI LIEIUKOM H
XUMUYUTHb C KOHTCKCTOM COBCPIICHHO HCO6$[33TCJ'[I)HO — 3a4eM JIMIITHUI pa3 IMpUBJICKaTb BHUMaHHUC
xakepa?). [Tog otnaguukom xe komanaa jmp under debugger BeimosnHsieTcs "Kak ecTh" U XaKep MOMKET
OUYeHb JIONTO KOBBIPATHCS B TOMIOXKHON Berke under debugger He moHHMMAs, YTO 3[€Ch BOOOIIE
HNPOUCXOJUT M OTKyZa 3T0 B3sutock?! UTOOBI OTTSHYTH B3JIOM, JIydllle HE TOBOPHUTH Cpa3y, UTO
OTIIaAYNK OOHAPYXKEH, a MOJICYHYTh KaKOW-HUOY/b 3alIM(pOBaHHBIA KOJ MJIM YTO-TO EIIE.

I'maBHOe, 4yTOOBI KOMaHABl popf M jmp under debugger He OBUTH pa3IeNeHB HUKAKAMU
IpyruMu nHeTpyKimsmu! MHave 3amura He cpabotaer! TpaccHpoBOYHOE MCKIIIOYEHUE T€HEPHPYETCs
cpa3y e I0cje BBIITOJHEHHS MEpBOW KOMaH/IbI, PACIIOJIOKEHHOH 1ocie popf, ¥ eciu ero oKaxercs,
HarpuMmep, Nop, TO jmp'y HHUKAKHX HCKIIOUEHHMH Yyke He JocTaHercs. Tak 4YTo 3aMacKHpOBaTh
3alIMTHBIA KOJ|, PACCOCPEIOTOYMB €ro 110 BCEMY ONEpPaTHBHOMY MEpUMETPY yxke He yaactcs. K tomy
JKe, XaKep MOXKeT JIeTKO HeHTpamu3oBaTh 3aIIuTy, NPOocTo 3aMeHWB jmp under debugger Ha



jmp continue. YToOBI 3TOMY NpPOTHUBOCTOSTH, HeoOxomumo B3BomuTh B SEH-00paborumke
CreUaIbHBIA (h1ar ¥ MpoBepsTh €ro MO0 X0y BBIIOJHEHUS! IPOrpaMMbl — OBLI JIM OH BBI3BaH WIIU
HeT. A B camoM SEH-00pa0oTurke eiie KOHTPOJIMPOBATH U THUI HCKJIIOUCHHS, MHAYE XaKep MPOCTO
I00aBUT  XOr eax,eax/mov [eax],eax (oOpalieHHe IO HYJIEBOMY YKa3aTello, TIEeHEPUPYIOIIee
nuckirodeHue) u rorga SEH-o0paboTunk OyneT moiaydyars ynpaBieHHE Kak MO OTIaTINKOM Tak U 0e3
Hero. Kcratu roBops, 3ammrTa 1aHHOTO THMA OBIIa MCTONb30BaHa B mporpamme ulink FOpus Xapona,
B3JIOM KOTOpOH IMOJAPOOHO ommcaH B MoMX "®yHIaMEHTAIBHBIX OCHOBAaX XaKepcTBa — 3allMCcKax
MBIIIBX'a", KOTOPYIO MOXKHO OecIUIaTHO cKadaTh ¢ Moero ftp-cepBepa nezumi.org.ru (HaOMHHAIO, YTO
OH JIOCTYIIEH HE BCE BPEMSI, a TOJIBKO KOT'/Ia MBIIIBX IIEBEIUT XBOCTOM).

3aganuMcsl TaKMM BOIIPOCOM: MOJKET JIM OTJIaJUUK TPacCUpOBaTh NPOrpaMMy, KOTOpas yKe
HaXOJIUTCSI IOl TPACCUPOBKOI (HapuMep, OTIKUBACTCS JAPYTUM OTIAIYHUKOM WM TPACCHPYET cama
cebs1). HemocpeacTBeHHO — HET, MOCKOJIBKY (iar TpacCHPOBKH B X86 mmporieccopax OJHH U €ro
BIIO)KEHHOCTh HE mopjepkuBactcs. C Apyroi CTOPOHBI, €CIM BBIMIECTOSAIMNN OTIAAYNK OTJIC)KUBACT
oOpamenne K (ary TPacCHpOBKH H 3MYJIHpPYeT BO30YKICHHE TPAacCHPOBOYHOTO IIPEPHIBAHUS,
repesaBasl ynpaBJIeHHME He Ha cieayromylo komanay Ha SEH-oOpaboTumk, Takas cxemMa MOXET
paborarh, IpaBaa, KOX OTJIaJ4MKa CYIIECTBEHHO YCIOXXHHUTCS, a, IIOCKOJIBKY, KOMMEpUYECKHE
OTJIaAYNKH OPHEHTHPOBAHBI HCKJIIOYHTENIBHO HA JICTAIBHBIX IPOTPAMMHCTOB, KOTOPHIE B3JIOMOM
3alIUT HE 3aHUMAIOTCs (MJIM, BO BCSKOM Cllydae, IPEANOYHTAIOT 3TO He aUIINpOBaTh), TO CO3/1aBaTh
WJICaNTbHBIA OTJIQYMK TIPOU3BOJMUTEIIO ITPOCTO HE pe30H. UTOo ke 10 HEKOMMEPYECKHX OTJIaUUKOB...
ITpu BceM MoeM yBa)keHHH K HUM (51 yacTo ucnoib3yio OllyDbg u 110010 €ro), OHM eiie He BCTAIH C
TOpIIKa W JUIi JOCTIDKCHMS COBEPIICHCTBA WM €IIE€ pacTd M pacTu. Brpodem, sMmynupyromme
OTJIaAYNKH C TAKOW 3aIJUTON CIIPABIAIOTCS Ha pa3, HO I/I€ BBl BUAEIH 3MYIHPYIOIUHA OTIAIIUK MO
Windows? MoHO, KOHEYHO, B3SITh ITOJHOLECHHBIN aMynsTop PC ¢ MHTErpHpOBaHHBIM 0TI IMKOM
tunia BOCHS (mox KoTOpHIi, KCTaTH TOBOPS, CYIIECTBYIOT U OMOJHUTEIBHEIC OTJIAAYUKHI, BXOSIINEC
B MCXOJIHBIE TEKCTHI, HO OTCYTCTBYIOIIME B 'OTOBOH OMHApHOW COOpKE), OJJHAKO, OTJIA)KMUBATh Ha HEM
Windows-puiiokeHHs MPpakTHYECKH HepeabHO, MOCKOJIbKY HET HHKAKOH BO3MOXXHOCTH OTIMYHMTH
KOJl O/THOTO TIpoliecca OT APYToro.

[Tporpamma, KoTOpas Tpaccupyer cedsi, oJ| OTIaJUUKAMU BBIIOJIHSIETCS HEIPaBUILHO — OHA
TpaccHpyeTcs OTIaT9NKOM, HO He cama co0oi. Xoporas HJest — MOBECUTh Ha TPACCEP PACIaKOBIIHK,
pacmmpOoBHIBAIOIINN TIPOrpaMMy II0 MEPE €€ BBIIOIHEHHSA. JTO CYIIECTBEHHO 3aTPyIHSET B3JIOM,
3a4acTylo JAenas €ro INpaKTHYECKH HEBO3MOXKHBIM. BMmecTo sBHOW WM KOCBEHHOW NHpPOBEPKH Ha
OTJIaAYMK, TIporpaMMa 3aleHCTByeT OOIIMe C OTIAAYMKOM PECYpChl M IOJ OTIaJ4NKOM CTAaHOBHTCS
npocTo He(YHKIIMOHAIbHA.

IIpocreiimuii npumep Takoil 3amuThl MpuBeaeH Huke. OH "Mo3auMCTBOBaH" U3 MOEW KHUTH
"Texuuka 1 ¢puocodust xakepckux atak" (MOJHYIO 3JIEKTPOHHYIO BEPCHIO KOTOPOH MOXKHO OECIIaTHO
ckauath ¢ ftp://nezumi.org.ru) u padoraer ToJabKO moa ms-dos, TeM HE MEHEe JIETKO MEePCHOCHTCS B
Windows, pocto 06paboTuiK MpephIBaHMsI 3aMEHSETCS Ha 00pabOTYHK CTPYKTYPHOTO HCKIFOUCHUS
(kKaKk MMEHHO 3TO JeNaeTcs IOKa3aHO B _) u mepen pacmudpoBKoi Be3eiBaeTcs API-
¢ynkmus VirtualProtect muis ycraHoBKkH aTpuOyTa 3amucy (110 yMOJTYaHHIO CeKInH .text/.code u .rodata
uMeroT atpudyT read-only u HemocpencTBeHHas pacmm@poBKa Kofa B HUX HEBO3MOXHO). Windows-
BapUaHT HE CJI0XKEH B PEan3alii, HO CIUIIKOM I'POMO3/I0K M TIOTOMY HEHarJsiieH.

; // ycTaHaBJIMBAaeM HOBHI 0OOpaboTUMK TPaCCHMPOBOYHOTO HpepeBaHMsa int O0lh

mov ax,2501h ; dyHkumsa 25h (ycTaHOBUTH NpepwBaHue), npepsBanHme — 0lh
lea dx,newintOlh ; ykasaTesb Ha 00paboTuMK [IpPEepHEBaHMUSI
int 21h ; cepBucHasa obyHkumsa ms-dos

; // B3BOmMM (Quar TPacCUPOBKM

pushf ; coxpaHseM permcrTtp oJjgaroe B CTeke

pop ax ; BHTaJIKMBaeM €TI0 B PEerucTp ax

or ah,1 ; B3BOIMM OuT TF

push ax ; COXpaHSeM M3MEHEHHB PeIrMCTp axX B CTeKe

popf ; BHTaJKMBaeM MOAMOMUMPOBAHHOE 3HAYEHME B PerucTp oGjnaros

// Temnepb MOCJie BHIIOJIHEHMS KaxXIOM KOMaHIE Npoleccop OyneT reHepmuposars int 01,
// nepenmaBas yIpaBJleHME ero 00paboTumKy

// TNOOTOTaBAMBAEM [apaMeTphl IJiS pacumudpOBKU
lea si, crypted begin
mov cx, (offset crypted end - crypted begin) / 2

repeat: ; // OCHOBHOM LMKJI pacumdpOBRM
lodsw ; uMTaeM ouepenHOe CJIOBO IO si B ax, yBejuumeBas si Ha 2
mov [si-2],bx ; BanyucelBaeM B fg4YeVky [esi-2] conmepxmuMmoe Dbx

loop repeat ; KPyTHMM LMKJI, IIOKa CX He paBeH HYJIO



; KaxeTcs, YTO BTO IOYPHOM LMKJI, paboTammy kak memset
; T.e. BaNoJIHAKLMM 0O0JIaCcTb [NaMATM COIEPXMMEIM DX

; KOTOpOe zJaxe He ObUIO MHMUIMAIM3UPOBAHO !

; OIOHAKO, BCe He TaK M Ha KaxIOoM XOIy ITeHepupyeTcs

; TPaCCHPOBOUYHOE IIPEepHBaHMe, Iepelanlee ylIpaBJieHue

; obpaborumky int 0lh, KOoTOpe HesABHO MOAMOMUMPYeT bx

; // cObpaceBaeM Qyar TpPacCUPOBKM

pushf ; CcoxpaHseM perucTp GJaroB B CTeke
pop dx ; BHTAJIKMBaeM ero B permucTp dx
; (ax mcnompsyercs obpadorumkoM int 01h)
and dh, OFEh ; cbpaceBaeM 6utr TF
push dx ; COXpaHfAeM M3MEeHEeHHBM perucTp dxX B CTeke
popf ; BHTAJIKMBaeM MOIMOMLMPOBAHHOE 3HAadYeHue B permucrp Giaros

; // eme omHa NOBymKa IJA xXaKepa
jmp_to dbg:
jmps under debugger

//
e "nojiesHasa Harpys3ka" (OCHOBHOM KOJI NPOIPAaMMEI)
//
new_int Olh:
xor ax, 9fadh ; 3alM@POBEIBAEM COIEpPXMMOE permcrpa ax
mov bX, ax ; IIoMelaeM €TI0 B peIrucTp bx

mov word ptr cs:[jmp_to dbg], 9090h
"ybuBaeM" YCJIOBHEIM [epexOoll, BeOylWMi K IOIJIOXHOM BeTKe
; (mom ornamumkoMm obpaborumk int 0lh He nosyumt
; YyIpaBJIeHMS M Iepexon He OyneT youT)
iret ; BEIXOIOVMM M3 00paboTuMka [IPEepPEIBaHMS

crypted begin:

//

. ; BauMdpOBAaHHEN KOI/IaHHHE
//

crypted end:
JlucTuHr 3 npuMep npocreiilneii camoTpaccupymoueiicsi mporpaMmbl mojx ms-dos

MoxHo nm 3TO B3nmoMaTh? Eciam decTHO, TO JaHHBIA MpUMEp JoMaeTcsa 0e3 0coboro
HANpPSDKEHUST ¥ ¢ MUHUMYMOM TeJOABMKeHHH. [IpocTo ycTraHaBiIMBaeM ammapaTHyr0 TOYKY OCTaHOBA
Ha crypted begin u noxkumaemcst 3aBeplIeHHs] PACIIAKOBKH, TTOCIE YETO CHUMAEM JIaMIl, ITpeBpaIiaeM
ero B exe-(hailsi, KOTOPBIH yKe MOXKHO OTJIaXHUBaTh OOBIYHBIM myTeM. YTOOBI He AaTh cedsi 0OMaHyTh
3alMTa JIOJDKHA HCIONIb30BaTh MHOMECTBO BJIOKEHHBIX paclIM(POBIIMKOB WK OOpPOThCS C
OTJIaYMKOM HMHBIM IyTeM (HamnpuMep, yOuBaTh €ro uepe3 JOCTYIN K (PU3MYECKOH MaMsiTH, O YeM MBI
TTOTOBOPHM UyTh HIXKE).

['maBHOE TOCTOMHCTBO OMKCAHHOIO IPHEMa B TOM, YTO OH XOPOIIO 4yBCTBYET ceOsi 1o Bceit
muaelikoit Windows (kak 9x, Tak © NT) u MajaoBEepOsSTHO, YTOOBI B IMOCIEAYIOMUX BEPCUSAX UTO-
HUOYIb U3MEHUIIOCh.

docmyn K ¢huszuyeckol namssmu

B ms-dos kox oTiaaunka U CUCTEMHbIEC JaHHBIC (HarpuMmep, TabJIrIa BEKTOPOB IPEPhIBaHHI)
HaxXOAWJINCh B OJHOM aJpEeCHOM HPOCTPAHCTBE C OTJIAKMBAEMOW IPOTrpaMMOM, YTO OTKPHIBAJIO
0O0JIBIION TIPOCTOP JUISl METO/I0B GOpHOBI. MOXHO OBUIO NPOCKaHIUPOBATH MaMSTh M YOUTH OTIATUHK
WIN TIpOCcTO 3ajeiicTBoBaTh oTianouHble BekTopa (intO0lh wm int 03h) mox HyXHBI 3alIUTHOTO
MEXaHH3Ma, IMOJOXKHB TyJa YTO-TO MOJIE3HOE (CKaxeM, KIY pacmM(pOBKU), a depe3 HEeKOTopoe
BpeMsi CcuMTaTh ero ooOparHo. Eciy HHMKAakoro oriajuuKka HET WM OH HEAaKTHBEH, HCKa)KCHUE
OTJIQIOYHBIX BEKTOPOB HE HapymaeT paboTOCIOCOOHOCTH ONEPalMOHHON CHCTEMBI M MBI YHTAaeM TO,
YTO MOKJIAJAH. A BOT MOJ OTJIAAYMKOM Bce OyneT uHade. Ckopee BCEro MpOU30MAET TOTAIBHBIM Kpax,
MOCKOJIBKY TpU TEHEepalMd TPAcCHPOBOYHOTO IIPEPHIBAHUS WM JOCTH)KCHMH TOYKH OCTaHOBA,
ympasieHue Oyner nepegano B "kocMmoc" (BeKTOp BeIb uckaxeH!). Eciu jke oTagunk IpuHyIUTEIHHO
BOCCTaHOBHT BEKTOPA, TOT/Ia BMECTO COXPAHEHHBIX JaHHBIX, 3alMIICHHAs TPOrpaMMa ITPOUUTACT YKe
HE KJII0Y pacmn(poBKH, a HeuTo coBepuieHHoO nHoe! Teopernueckn, Ha 386+ mporeccopax OTIaIIUK
MOET KOHTPOJIMPOBATH JOCTYI K OTJIaJOYHBIM BEKTOpaM W SMYJIMPOBATH ONEpaLUK YTCHHS/3aIHCH,
He MPOM3BOJIS MX Ha camoM jene. Ho 3To morpedyer ABYX anmapaTHBIX TOYEK OCTaHOBA, KOTOPBIX B



x86 mporeccopax BCEro 4YeThlpe, Ja W TeX IMOCTOSHHO HE XBaTaeT, TaK YTO pa3OpachIBaeTCs MMM HE
pE30H.

Onepaiyonnast cucreMa Windows WHCIIONB3yeT pa3/iesibHble aIpecHble MPOCTPAaHCTBA U
BUPTYaJbHYIO IAMATh, @ 3TO 3HAYMT, YTO OTJIAXKHBAEMOE MPHIIOKEHHE HE MOXKET "HOTSIHYThCA" HU 10
OTNIaAuNKa, HU IO BEKTOPOB IpephiBaHMN. MOXHO, KOHEYHO, HamucaTh JIpaiiBep (Kak H3BECTHO,
JpaiBep MOXET BCE WM NPAKTHYECKH BCE), HO O COIYTCTBYIOIIMX MPOOJIEMax MbI YK€ T'OBOPHUIIH.
Hanmcanne npaiiBepoB TpeOyeT BHICOKOH KBATM(PHKAIINH, K TOMY )K€ B CHIIy MX KPOLIEYHOTO pa3Mepa,
JpaiiBepa OYeHb IIPOCTO JIOMAaTh, a HAIMCATh CIOKHBIA JApalBep NMPaKTUYECKH HEepeaJbHO — €ro
"Imycko-Haaaka" 3aiiMeT BCIO OCTABIIYIOCS JKU3Hb.

B onepaunonssix cucremax cemedictBa NT umeercs crnenuanpbHOe IICEBIOYCTPONHCTBO
"PhysicalMemory", mnpenocTaBisioniee IOCTYN K (U3MYECKOW MaMsITH Ha YTEHUE/3alUCh. JTO
JEUCTBUTENLHO (DU3UUECKas MaMsTh, IPUYEM ellle O BUPTYaIbHON TPAaHCISILMU U B HEH eCTh BCe TO,
YTO HAXOJUTCS B MAMATH KOMITBIOTEpA B JAaHHBIH MOMEHT. CTpaHHI], BRITPYKEHHBIX Ha AWCK B (haiin
MIOJKaYKH, TaM HET, HO HaM MX M He Hajo. HaMm Hy»eH KOof M JTaHHBIE ONEPALMOHHON CHCTEMBI.

[Ipn Hamuuuy npaB agMUHUCTPATOPa MBI MOKEM He TOJbKO 4ynTath "PhysicalMemory", HO n
nucath. Ja-na! Bel He ociblmanuchk 1 31o He ornedaTtka! C MPHUKIaJHOTO YPOBHS MOXKHO IIPOHUKHYTH B
CBSITasi CBATHIX OIIEPAIIOHHOW CHUCTEMBI, CBOOOJHO MOIU(PHUIUPYS KO, WCIOJNHSIONMKACS Ha
NPUBUJIETHPOBAHHOM ypoBHe HyseBoro koibla (RINGO), a aTo, 3HaYuT, YTO MBI ()aKTUYECKH HMEEM
RINGO na npukinagaom koissie (RING3)! JIro6oit oTnagunk MokeT OBITH YHHYTOXKEH 0e3 mpobiem,
JlKe €ClIM 3TO OTIaJUUK-dMYJsiTop. MCKitoueHne COCTaBNSIOT JIMIIb BUPTYaJlbHbIE MAallMHBI THIIA
BOCHS, HO, KaK MBI YK€ TOBOPHIIH, ITBITAThCA OTIAAUTh Windows MpHUIOKEHHE HA HUX HECEPhE3HO.
Xakep yTOHET B IOCTOPOHHUX ITOTOKAaX M CUCTEMHBIX BBI30BaX !

Hexoropsie cunrator PhysicalMemory yxacHoii npipoit B 6e3omacHocTu. Jleckars, Kak 3TO
TaK — C MPUKJIAJTHOTO YPOBHS M cpasy B namku! Ha camom nene 31ech HET HUUEro HEHOPMAaJIbLHOTO.
Ecnu y xakepa ecTh mpaBa aJIMHHHUCTPATOPa, OH MOXKET OECIpEeNsITCTBEHHO 3arpykaTh JpaiiBepa, u3
KOTOPBIX MOXKHO JIeJIaTh BCE, YTO YroJHo, npuueM, B NT 3arpy3ska npaiiepa He TpeOyeT nepe3arpysKkH,
a 3TOo, 3HAYWT, YTO HaM4Ke ncepaoycrpoiicTBa "PhysicalMemory" nukak, st mosropsito HUKAK, nHe
oTpaxkaeTcss Ha O€30IIaCHOCTHM, a BCEro JHIIb JejaeT JOCTYH K (Hu3MYecKod mnaMmsTa Oosee
koMpopTHEIM U ymoOHEIM. B UNIX (Momens 06e30macHOCTH KOTOpOH BBIpadaThIBajlaCh TOHAaMH)
W3aBHA CYIIECTBYIOT IceBroycTpoiicTBa /dev/mem wm /dev/kmem mpemocTaBisIIONINe TOCTYN K
(u3MYECKOM MaMATH JI0 M TIOCJIE TPAHCILIINK, HO HUKTO HE COOMpaeTcs MX KPUTUKOBATh. JTa QyHKIUSA
Hy’KHa JIOCTATOYHO MHOTHMM CHCTEMHBIM IIPOrpaMMaM M CaMOH OIEpallMOHHOW CHCTEME, eCin ee
U3bATh NMPOTPAMMHUCTHI HAYHYT MUCATh CBOW JpaiBepa, MpPEeIOCTAaBISIONINE NOCTYH K (pU3NYecKOH
NaMsITH, ¥ TOT/1a HAYHETCs MOJIHBIA pa3opo]] U pacmha, MOCKOJIbKY B HUX HE UCKJIIOUSHbI BCSIKOTO poJia
ommOku. Pa3paboTuuk apaiiBepa MOXKeET 3a0bITh O POBEPKE YPOBHS MPUBHJIETHIA U IaBaTh AOCTYI HE
TOJIBKO aJMUHHCTpATOpaM, a BCEM IMOJIb30BATENISIM CHCTEMBbI, 4TO OyAeT Hexopoiuo. Tem He MeHee,
Microsoft Bce-Taku MomuIa Ha MOBOJBHO-TakW cropHB mar u B Windows 2003 Server c¢
ycranoBneHHbIM Service Pack 1 moctyma k PhysicalMemory yxe He uMeeT HH aIMHUHHCTPATOp, HU
naxe System. (cM. cratbio "Changes to Functionality in Microsoft Windows Server 2003 Service Pack
1 Device\PhysicalMemory Object" Ha caiite Microsoft:
www.microsoft.com/technet/prodtechnol/windowsserver2003/library/BookofSP1/e0f862a3-cf16-4a48-bea5-
£2004d12¢ce35.mspx).

Tem He MeHee, Ha BCeX OCTANBHBIX CHCTeMaX JaHHBIA MpUEM paboTaeT BIOJHE HOPMAaJIbHO,
MIO3TOMY HE CTOMT CIUCHIBAThH €ro co cueToB, a ¢ Windows 2003 Sever SP1 M1 eme pasdepemces! (He
ceifuac, B CMBICIIE eIlle He B 3TOH CTaTbe, HO KaK-HUOYb IIOTOM).

Hagaiite Bo3pMeM yTmiuTy objdir m3 makera NT DDK u 3amyctum ee ¢ mapameTrpom
"\Device" (IIpOCMOTp YCTPOKMCTB H IICEBAOYCTPOWCTB, YCTAaHOBJICHHBIX B cHcTeMe). BOT 4To OHa
CKaXKeT:

$Sobjdir \Devic

ParallelvdmO Device

ParTechIncO Device
ParTechIncl Device
ParTechInc? Device
PfModNT Device
PhysicalMemory Section
PointerClassO Device
Processor Device
RasAcd Device
RawCdRom Device

JIMCTHHT 4 IPOCMOTP CNHCKA YCTAHOBJIEHHBIX (TIICEBA0)yCTPOIicTB yTHIUTOMH objdir



Kak Buano, PhysicalMemory 3TO He COBCEM YCTPOMCTBO, TOYHEE COBCEM HE YCTPOWCTBO
(Device), a cekmnus (Section), mo3TOMy JUIsi PabOTBI C HEHW CIIEAyeT HCIONB30BaTh (YHKIIHIO
NtOpenSection. [Ipumep nmpocTelieil peanu3anuy TaKOrO BbI30Ba MPUBEICH HIKE:

// pas3Hbe NepeMeHHHEe
NTSTATUS ntS; HANDLE Section; OBJECT ATTRIBUTES ObAttributes;
INIT UNICODE (ObString, L"\\Device\\PhysicalMemory");

// wmHMLManu3auus aTpubyToB
InitializeObjectAttributes (&0bAttributes, &0ObString,
OBJ_CASE_INSENSITIVE | OBJ_KERNEL_ HANDLE, NULL, NULL);

// orkpeBaeMm cexkumio PhysicalMemory
ntS = NtOpenSection(&Section, SECTION MAP READ|SECTION MAP WRITE, &ObAttributes);

JluctuHr 5 oTkpbiTHE NceBAOYycTpoiicTBa PhysicalMemory

Bo3MOXHO, MBI 3aXOTHM TIPEIOCTAaBUTH JOCTYH K IceBHoycTpoiictBy PhysicalMemory He
TOJBKO aJMUHHCTPATOpy, HO W BCEM IPYI'MM IOJb30BaTeIsM. Il 3TOro HeoOXOAMMO HM3MEHHTh
npaBa. EcrecTBeHHO, /enaTh 3TO MOXET TOJBKO aJMHHHCTPATOp, 3aTO MOTOM (DPM3MYECKYIO ITaMsTh
OyIayT TporaThb BCe KOMYy HE JieHb. MHoOrue BUPYChl U root-kit'sl MMeHHO Tak W moctymaroT. OHH
MPOITUCHIBAIOT ce0si B aBTO3arpyske (WM JrOOBIM APYTHM IIYTEM 3aKpeIUIIOTCS B CUCTEME) U KIYT
TI0Ka TI0JIb30BaTeNb XOTs OBl pPa3oyek HE 3aiJeT B cHCTeMy oA agMUHUCTpaTopoM. [locne storo oHn
MeHsIOT mpaBa Ha PhysicalMemory um pgajibplie paboTaloT yke H3-10J| Mojib3oBaTess. JleranbHbie
NpOrpaMMbl, B YAaCTHOCTH 3alUTHbIE MEXaHU3MBI, 3a4acTyl0 IIOCTYIAIOT Tak xe. 1pedys
aIMHHHCTPATOpA JIMIIb HAa CTAAWM YCTAaHOBKM OHH, TeM HE MeEHee, YCIEBAIOT 3a 3TO BpeMs
CYIIECTBEHHO o0CIabuTh Oe3omacHOocTh cucreMbl. Hy 4ro Tyr MoxHO ckasare? Hukxorma He
yCTaHaBIMBaiiTe Ha KOMIIBIOTEp TIpOrpaMM, KOTOPHIM HE BIIOJIHE JoBepsere. To ecTh, He
yCcTaHaB/IMBaiiTe HUKAakuxX mporpamm BooOime. Illyrka. JlamHo, He OyzeM OTBIeKaTbes, a Jydlle
paccMOTpPUM Kakue I1ard HeoOX0AMMO MPENPHHSATE AUl U3MEHEHHs aTpHOYTOB JAOCTYyTIA.

otkpsiBaeM \Device\PhysicalMemory, ucnosb3yst NtOpenSection, mojrydaem IeCKPUITOP
M3BIICKAEM M3 HETO JIECKpUIITOp Oe3omacHocTH (security descriptor) uepe3 GetSecuritylnfo
nIo0aBIsieM IpaBa Ha uTeHne/3anuch B Tekymuit ACL ¢ momompto ¢pyakunn SetEntriesInAcl
OOHOBIIsIEM JIECKPUIITOP 0€3011aCHOCTH ITOCPEACTBOM BbI30Ba SetSecuritylnfo

3aKpBIBacM JIECKPHUITOP, Bo3BpameHHbi NtOpenSection

0O00O0D

Teneps puznUecKyr0 MaMsITh MOXKHO YUTaTh U mucaTh. s atoro cekiuio PhysicalMemory
HY)KHO CIIPOCIIPOBATh Ha BHUPTYaIbHOE aJPECHOE MPOCTPAHCTBO, BBI3BaB NativeAPI-dyHkimro
NtMapViewOfSection. Huxke mokasaHo Kak 3TO CICIaTh:

// nepeMeHHEE-apTyMEHTH

HANDLE Section = xxx; // € BXOHOHOM napaMeTp INECKPUITOP CEeKLMUM

PVOID vAddress = xxx; // € BXOXHOM napaMeTp BUPTYyaJibHHM anpec KyIa NpoeLupoBaTh
DWORD Size = xxx; // € ko;m-BO GaMT IJid NPOELMPOBAaHMA OT Havajla CeKLUM

// mnpouue NepeMeHHEEe, MHULMAIM3VPOBAHHEE IPOTPaMMOM
PHYSICAL ADDRESS pAddress; NTSTATUS ntS; DWORD MappedSize; PVOID MappedAddress=NULL;

// BHVMMAHME! $YHKUMM _ GetPhysicalAddress HE CYUECTYET B IIPMPOIE!
// OHA JAHA UYMCTO YCJIOBHO. HUMXE II0 TEKCTY BYIET OEBSICHEHO IIOYEMY
pAddress = _ GetPhysicalAddress ((PVOID) vAddress) ;

// mpoeuupyem cekuyio PhysicalMemory Ha BMPTyaJjibHOE aIpeCcHOe MIPOCTPAaHCTBO
ntS = NtMapViewOfSection (Section, (HANDLE) -1, &MappedAddress, 0L, Size,
&pAddress, &MappedSize, 1, 0, PAGE READONLY) ;

JIucTuHr 6 npoenupoBaHue Q)n3uqec1coi71 NaMATH HA BUPTYAJIbHOE aIPECHOEC MPOCTPAHCTBO

EnuncrBennas mpoOiieMa — 3TO TpaHCIAIMs afpecoB (mepeBo] (HU3MUEecKHx aapecoB B
BUpTyalibHbIe ¥ Ha000poT). NT npemocraBisier AOCTYI TONBKO K (PU3NYECKON TaMSTH J0 TPAHCISIHY,
a, MMOCKOJIBKY, (PM3MYECKask NaMATh UCIIONB3YeTCsl KaK KAII, TO OJHHU ¥ Te K& (PM3UYCSCKUE CTPAHHUIILI B
pa3HOe BpeMs MOTYT OTOOpaKaTbCsl HA pa3NIMYHbIC BUPTYalIbHBIE aapeca MHOTHX aJpecHBIX
npoctpaHcTB. "OduimanpHo" Tpancusuueit 3anumaercs pyHkiumus MmGetPhysicalAddress, noctynHas
TOJIBKO HA YPOBHE fJpa, YTO HAC, — IPUKIAIHNKOB, — ECTECTBEHHO, HE yCTpanBaeT. TeM He MeHee,
CHUTYyalis BOBCE HE TaKk O€3Ha/Ie)KHA, KaK 9TO KaKETCsl Ha TIEPBBII B3IIISI.



Jns GonmplMHCTBA 3a7ad MCKATh COOTBETCTBHE MEXIy (HU3MYECKUMH M BHPTYaJbHBIMH
ajzipecamy BooOuIe He Hy>KHO! Benb cymecTByroT e curHarypbl! JloctaTouHo co31aTh OaHK CUTHATYP
BCEX MOMYJISIPHBIX OTIIAAYMKOB TIOCIE Yero MX oOHapy»XeHHe He CTaHeT MmpoOIieMoil, a OOJIBIIMHCTBO
CIIy’)KEOHBIX CTPYKTYyp TuIa Tabnuubl aeckpuntopoB mnpepbiBanuii (IDT) BooOme pabotaror ¢
¢usnuecknumu aapecamu. Haiftn mx myrtem ckanmpoBanus PhysicalMemory — ue mpo6aema. [Tocie
Yero OCTaHeTCs TONBKO TIom3AeBaTscsl Hax mpepbBaHmsiMu int 0lh w int 03h (wm mHagm wx
obpaborunkamu). [IpremM, KoHeUHO, TpyOBIi M yOUBAIOIIMHA JIFOOBIE OTJIATYMKH HE3aBHCHUMO OT TOTO
OTJIXXMBAIOT JIM OHM HAally NPOrpaMMy MM HeT. [IpaBuibHBIE MPOTrPaMMHUCTHI TaK HE MOCTYHaroT!
3anyTHEIE MEXaHU3MbI HE JIOJDKHBI, TIPOCTO HE MMEIOT MOPAJILHOTO (M OTYACTH JTaKe IOPUANIECKOTO)
npaBa MelaTh OTJAJKe IMOCTOPOHHUX IPOrpaMM, HO... 3a4acTylo, OHM BCE-TaKM MeUIaloT. Tak 4ro
CKa3aHHOC Ha/10 BOCIIPMHUMATH HC KaK PYKOBOJICTBO K )Ief/'ICTBI/IIO, a Kak rmocooue 1o PEMOHTY 9YyXUX
3amuT. O B3JIOME B JIJaHHOM CJIy4ae HUKTO M He roBOpuT. [louemy si, — JieranbHblil 10Jb30BaTENb
3aIIMIIEHHON MPOrpaMMBbI, 3aIUIATUBIINI 3a Hee JEHBIM — HE MOTY AEpKaTh KO KOMITbIOTepe soft-
ice?! ITouemy s JOIKEH KaXKIBIN pa3 mepe3arpykath KOMIIBIOTED I pabOTHI C IporpamMmoii?!

Brpouewm, Bce 310 nupuka. B HeKoTOphIX crydasx (Harpumep, Uit 60psOBI ¢ OTJIQTIMKAMHU
MIPUKJIAHOTO YPOBHS) BBINOJHATE TPAHCIALMIO BCE-TAaKd HEOOXOIUMO. DTO HE TaK-TO IIPOCTO
cyenarn! Cratbs "Playing with Windows /dev/(k)mem" u3 PHRACK'a
(http://www.phrack.org/phrack/59/p59-0x10.txt ) maeT HEKOTOpbIE 3allENIKH, YAaCTUYHO pPELIAIOLINe
po6JIeMBI, HO JI0 TIOJTHOM mo0ebI erie JaneKo.

IIpome Bcero TpaHcaupyroTcs ampeca w3 auamazona 80000000h:A0000000h. Ilepeson
BHPTYaJIFHOTO afpeca B PU3MUYECKHIA ocymiecTBisAeTcs myTeM HanoxkeHus Macku | FFFFO0Oh, omgmrako,
HaunHas c azapeca §77EF000h »sto mpaBmio cpabarbiBaer He Bcerga. Anpeca < 80000000h u
> A0000000h yxe HE MOTYT OBITh TPaHCIMPOBAHBI TAKHUM ITyTEM, XOTSI C HEKOTOPOI BEPOSTHOCTBHIO
macka FFFFOOOh Bce-takm cpabaThiBaeT ¥ TPOCTSHINNI BapWaHT peamu3alud  (QYHKIIUH
__GetPhysicalAddress BBITTISIUT Tak:

PHYSICAL MEMORY MyGetPhysicalAddress (void *BaseAddress)

{
if (BaseAddress < 0x80000000 || BaseAddress >= 0xA0000000)

{
return (BaseAddress & OxFFFF000) ;

}

return (BaseAddress & Ox1FFFF000) ;

JIucTuHr 7 npocreimnii (HO HEHA/IE;KHBII) AJTOPUTM TPAHCJISILMHU apecoB

Ero MO>KHO BCTpEeTHTH B HEKOTOPBIX BUPYCax M root-Kit'oB (Koria BBl CTOJIKHETECHh ¢ HUM IPH
JM3acceMOIMPOBaHNUH BBl OyieTe 3HATh, YTO 3TO TAKOE), OJJHAKO, B JISTAIBHBIX IIpOrpaMMax (0COOEHHO
KOMMepYecKux!) ero UCroib30BaHUE KaTeropuyecky HEJOMyCTUMO U TIOTOMY HEOOX0AnMO J0o Bce-
TaKkd MHcaTb CBOW JpaiiBep, BbBbBatommii MmGetPhysicalAddress wu3 pexuma spa, 6o
BOCIOJIB30BABIIMCH TeM (hakToM, 4To aapeca u3 auamazona 80000000h: 877EF000h TpancnupyroTes
OJTHO3HAYHO, BHEJPUTHh B OMNEPALMOHHYIO CHUCTeMYy crenuanbHbii "xydok". To ectb, (akTHuecku
co3maTh B HeW CBOMl coOcTBeHHBIN call-gate, MO3BOJNAIOMNIT BBI3BIBATH SAEPHBIC (QYHKIUH C
MpUKIagHOro ypoBHA. OIWH M3 BapHAHTOB €r0 pEANM3alMX NPHUBEACH B BBIMICYHNOMSIHYTOH CTaThe,
OJTHaKO, OH HE CBOOOJIEH OT ONIMOOK M Ha MHOTOIIPOIIECCOPHBIX MAIIMHAX (KOTOPBIMHU, B YaCTHOCTH,
SIBITIOTCSL BCE MAIIMHBI ¢ MATEPUHCKOW IUTaTOW W mporeccopom Pentium-4 ¢ texnomormeir Hyper-
Threading, He roBopst yxe o MHorosepHbIx AMD), BO3MOXHBI "CHHHE DKpaHbl CMEpTH'', KOTOpBIE
OISAITH-TaKH HEJIOMYCTHUMBL...

O3HavaeT Ji1 9TO, YTO TaHHBI AaHTUOTJIAJOYHBINA MPUEM TIOJHOCTHIO Oecrosie3er? Bosce HeT!
TpynHoctd co3naHusi yCTOWYMBOW M HaIeXHO padoTarolieil mporpaMMbl Ha €ro OCHOBE HOCST
TEXHHMYECKNH XapaKTep M BIIOJIHE MPEOAOIUMEL. Eciii He Tporars TpaHCISIINIO, TO HUKAKUX Mpo0seM
BOOOIIIE HE BO3HUKAET!

>>> gpe3ka kak pabomaem Win2K/XP SDT Restore

XopomM MPUMEPOM HCHOJIB30BAHUS JNOCTyMa K (U3UYECKOM MaMATH "YecTHBIMHU'
nporpaMMamu siBisieTcst ytunuta SDT Restore, xomuio KOTOpoH MOXXKHO OecmjiaTHO cKadaTh C
http://www.security.org.sg/code/sdtrestore.html. Kak u cienyer u3 ee Ha3BaHHA, OHA 3aHUMAETCS TEM,
yto BoccraHaBnmuBaer SDT — Service Description Table, comepkamryro ykasarenn Ha CHCTEMHEIE
BBI30BBI, KOTOPBIE MOT'YT OBITh NEPEXBauCHbI 3JI0YMBIIUIEHHUKOM /ISl COKPBITHSI CBOETO TPHCYTCTBUS
B CHCTEME, TO €CTb CTeICHpoBaHMs. MHorue root-Kit'sl Tak u nenator. OHM MTOIMEHSIOT OpUTHHAIBHBIC



BBI30BBl Ha CBOM, W CHUCTEMa TepsieT CHOCOOHOCTh OOHApY)XWBaTh CO37aBacMble WMHU (ailiibl,
HPOLIECCHI, CETEBbIE COEANHEHUS U T. JI.

B ms-dos mist 60pr06I co Stealth-Bupycamu 06b19HO NIprbeETraiv ¢ CUCTEMHOM JUCKETE, HO T
BpEeMeHa YK€ JaBHO MpOLUIM U XOTs Windows B MPUHIMIIE MOXHO 3arpy3HUTh M C JIA3EPHOTO JUCKA
(marmpumep, Windows PE) mim ¢ momomHUTEI-HO BUHYECTEPA, TAKOH MOAXO0. HE CIHIIKOM-TO yO0CH,
XOTs OBI YK€ TTOTOMY, 9TO TpeOyeT Iepe3arpy3ku, a cepBepa Jydile He mepe3arpyxartb. [Ipore (XoTs
W HEe CToNb HanexkHo) BocctaBuUTh SDT wepes PhysicalMemory. M xotst root-kit moxer jerko
OTCHEUTh OOpallleHhe K Heil (11 3Toro emy nocrtaToyHo mnepexBatuth NtOpenSection), Bce
M3BECTHBIE MHE 3JIOBPEAHBIC IPOrPaMMBbI 3TUM €llIe HE 3aHUMAIOTCSl U TOTOMY OHU MOTYT OBITh JIETKO
o0e3BpexeHbl. Bo BesikoM citydae moka.

IoapoGHee 0 MeToaX MacKMPOBKH M OOpbOBI MOXHO mpounTath B crathe "Hide'n'Seek —
Anatomy of Stealth Malware" (http://www.blackhat.com/presentations/bh-europe-04/bh-eu-04-
erdelyi/bh-eu-04-erdelyi-paper.pdf).

3aKJ/TIl04eHue

Ms1 "Bockpecwsin" TOJIBKO J[Ba THIA aHTH-OTIAJOYHBIX MPUEMOB, a Bcero ux... [lompoOHoe
ONMCaHNE 3alMeT eIyl KHHUTY, eciau He Oonpme. Ho meno naxe He B 3ToM. OCHOBHas cuia
3aIIUTHBIX MEXaHU3MOB B 3aCEKPEUCHHOCTH (WJIM MAJOM3BECTHOCTH) aJTOPUTMOB HMX paboTel. B
OTJIMYMHU OT KpHunTorpaduu, Tae CTOHKOCTh MHM(pa B OCHOBHOM OMNpPENENAETCS CTOHKOCTBIO KIIIOYA,
3aIIUTHATE TIPOTPAMMHBIA KOJ TaKUM METOAOM HeBO3MOXkHO. JKene3o He mo3Boisier! Tyt meiicTByer
TaKo€e MPaBUIO: KOJIb CKOPO MPOrpaMMy MOKHO 3aIlyCTHTh, MOXKHO €€ U B3JIOMATh.

AHTHOTIIQIOUYHbIE MPUEMBI, ONHCAHHBIE B JOCTYNHOW JIHTEpaType, € KOTOPBIA MOXKET
03HAKOMUTBCSI BCAKMM XakKep, JIydllle HE HNPUMEHATh. [la, OHM IO-IpeXHEMY 3aTpyIHSIOT B3JIOM H
3HaHue (paKTa, 4TO MPOrpaMma 3aHMMAETCsl CAMOTPACCHPOBKOM €Ille He MO3BOJISIET ATy TPacCHPOBKY
oboiitn. Ckopee Bcero B3JIOMINMKY MOTpeOyeTcsl HamucaTh COOCTBEHHBIH OTJIag4MK, a Ha 3TO
TpeOyeTcst BpeMsa. TeM He MeHee, eClii Jake CaMblii CTOMKMI aHTHOTIAJOYHBIH NPHEM IOJTydaeT
IIMPOKOE PAcIpOCTPAHEHNE W BCTPEYACTCS BO MHOXECTBE MPOTPaMM, pa3paboTKa B3JIAMBIBAIOILIETO
WHCTPYMEHTApHsI CTAHOBHUTCS MICHXOJIOTHYECKH M 3KOHOMHYECKH ONpaBJaHHON. Xakephl caasTcs 3a
KJIAaBUATyphl U HAUUHAIOT €T0 MUCATh.

Coryacen, nHQopMmanusi IODKHA OBITH OTKpHITA. B 3acekpeumBaHWM aHTHOTIIAJTOYHBIX
MMpUEMOB HET HUKaKOM HGO6XOI[I/IMOCTI/I, TEM HC MCHCC, 3aHUMATHBCA HUX IMOHCKOM Ka)K)lbIﬁ JOJIDKCH
CaMOCTOSITENILHO, TEM OoJiee, YTO B COBPEMEHHBIX MPOIECCOpax M ONEPALMOHHBIX CUCTEMax €CTh UTO
UCKaTh!



