KonupoBaHue 6e3 rpaHuu
Wnu1 nepenoBblie MeToAuKN 3awnTbl CD
unu CD HenoaBNacTHbLIN KONMUPOBAHUIO

KPpHUC KallCPpCKU aKa MbIIBX

KONHMPOBIIMKH JIA3€PHBIX [IMCKOB COBEPHICHCTBYETCH C KaKIbIM JHEM, HO H
pa3padoTYUKHU 3aAIMTHBIX MEXaHU3MOB He IPeMJIIOT, TeM He MeHee, HOBbIEe 3alllUThI TYT
’JKe JIOMalTcd. ModeMy? BalleMy BHMMAaHUIO TMpejaJaraercssi o030op Haubosee
NMONMYJIAPHBIX OIMOOK M KOHCTPYKTHUBHBIX NPOCYETOB € PEKOMEHIAUMSIMH MO HX
YCTPAHEHHIO, 2 TAK K€ ONMMCHIBAETCH 3aKOHYEHHBIH AJTOPUTM YpPe3BbIYANHO CTOMKOM
3alUTHI, He KONMMPYEeMOil HIKAKUM KONUPOBIIMKOM.

egedeHue

Xakepckast MyIpOCTh TJIACHT: "B3JIOMAaTh MOKHO BCE, 3TO TOJIBKO BOIPOC BpeMeHH'". BamoBbrit
MIPOTPaMMHBIA  NIPOJIYKT, OPHUEHTUPOBAHHOTO HAa MAacCOBBIM pPBIHOK, Takas CHUTyalus BIIOJHE
ycrpauBaeT. Kakoi-To TNpOIEHT MOJib30BaTesiell MOKyIaeT INporpamMmy, Kakod-to Her. Ho s
CIELaIM3UPOBAHHBIX IPOIPAMMHBIX KOMIUIEKCOB (pacueT MPeU3HOHHOTO JIMThS, pacyeT 3BE3HBIX
CIIEKTPOB W T.J.), KOJIMYECTBO MOJb30BaTENEHl KOTOPBIX M3MEPSIETCS KaKUMHU-TO THICSIYaMH, TaKoOH
MOJX0[ YK€ HempuemieM. [loTeHnnanpHpIi ppIHOK HACTOJIIBKO Mall, YTO KaXkK/asl HeJleraiabHas KOIHs
YyBCTBYETCS BeCbMa 0OJIE3HEHHO. 3HAYNT, HAJI0 3aIlMIIATh TaK, YTOOBI HE B3JIOMANH, HO KaK?

VY Hac 7Be HOBOCTH — XOpollas 1 He o4eHb. Ha/ie)XHbIe 3aIMThI BCE-TaKU CYLIECTBYIOT, HO
¥X pa3paboTKka TpeOyeT OONBIINX YCHINI U 3HAHUS PEeajiii. DTO JOBOJIHHO 3aKOBBIPHUCTAS TIPEIMETHAS
00JIacTh ¥ C OJHOW JIMIIb TEOPETHYECKOH MOATOTOBKOW B Hee HE BOHemb. TeM He MeHee, CIpoc
POXIaeT INPEUIOKEHNEe U aBTOP CTAThHM #fH# MBIIIBX JCIUTHCS CBOMM MHOTOJETHHM OIBITOM IO
CO3/IAHUIO CTOMKUX 3alUTHBIX KOMIUIEKCOB.

OCHOBHbIe KOHUenuuu 3awumasl

I'maBHOE CBOWCTBO 3aIUTHI — A3TO HAOCKHOCTH (HE IyTaTh CO CTOWKOCTHIO KO B3JIOMY).
3amMra J0JDKHA YBEPEHHO DPaboTaTh Ha BCEM CIIEKTpE IIPOrpaMMHO-ANINapaTHOrO oOecHeyeHus ¢
3apaHee HENpEeJCKa3yeMbIMH CBOWCTBAMH. AHTHOTJIQJIOYHBIE NPHUEMBI CIEIyeT HCIIOJIb30BaTh C
OOJIBIION OCTOPOXKHOCTBIO WJIM HE WCIIOJb30BaTh BOOOILE, IOCKOJIBKY OT HHUX CJIMIIKOM MHOTO
npobuiem. K Tomy ke 3amura JomkHa ObITh IPOCTa B peasiM3alvy U oTiajke. Hanpumep, ecim 4acThb
(yHKIMOHANA BbIHECEHA B MHUKPOKOHTPOJUIEP, CMOHTHUPOBAaHHBIH HAa OTJENbHOW MeYaTHOW IuUIare,
nogkmodaeMoit  uepe3 PCl-mmmny wiu COM/USB/LPT-nopr, B3JOM CTAQHOBHTCSI HE TOJBKO
HEepeHTa0eNbHBIM, HO U NMPAKTUYECKH HEBO3MOXKHBIM, KOHEUHO, IIPU YCIOBUH, YTO MUKPOKOHTPOJIIIEP
HE MO3BOJISIET cYUTHIBATh [13Y (HEKOTOphIE IPUEMBI AMNAPATHOTO B3JI0Ma MOXKHO HAWTH Ha CTPAHUYKE
Ceprest Cropoboraroro: http://www.cl.cam.ac.uk/~sps32/), oHaKko, OTIQAUTh TaKOH KOMILIEKC OyneT
HaMHOTO CJIO)KHEE, YeM B3JOMaTh, MOATOMY JUISl NMPAaKTHYECKOTO NPUMEHEHHS OH HenpurojeH. B
ujaeasie, 3almra BooOIIe He T0/DKHA TPeOOBaTh HUKAKOTO "BHEIIHEro" 00OpyIOBaHMs, & 3TO 3HAYMT,
YTO ee KOJ 3aBeIOMO OY/eT 3aBeJ0MO JOCTYIICH JUIsl aHAIN3a U MOAN(DHUKALIUH.
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USB MCU Data EEPROM

PucyHok 1 371eKTpPOHHBIN KJII0Y...



Data EEPROM MCU

PucyHok 2 ...u ero B3JjioM, nyTeM cuuThiBas cogepxxumoro EEPROM noa mukpockonom ¢
yBeanyenueMm 500x

3amuTa HE MOXET OTTAJKHBATHCS HMW OT CEPUHHBIX HOMEPOB, HM OT KIIOUEBBIX (aiiios,
TIOCKOJIBKY BCETZa HalJIeTCsl MOJIb30BaTellb, IOXKEJIABIINK pa3fAenuTh cedst ¢ MUPOM H, B OOILEM-TO 1O
cBoeMy OH Oyzmer mpaB. YepHble CHUCKH, '"3aCBEYCHHBIX" CEpHHHBIX HOMEPOB H IIPOYHE
OpraHM3alIOHHBIC MEPBI, KaK MOKa3bIBACT NMPAKTUKA, HEJOCTATOUHO AP (PEKTHUBHBI M CO CBOEH 3aaaueit
HE CIIPaBIISAIOTCSL.

Tak e HeIoMyCTHMO MPUBSI3BIBATHCSA K 000PYIOBaHMIO, IIOCKOJIBKY MTOTPEOUTENHN OYCHb HE
TIO0ST, KOrZla OTPaHUYMBAIOT X CBOOOMY, K TOMY K€, €CIIM CTOMMOCThH 3aIlMIIEHHOTO KOMILIEKCa
coctasJsieT XoTs1 661 5008, Xakepbl MOI'YT KJIOHHPOBATh BECh KOMITBIOTED IIETUKOM, OCOOCHHO €CIIH 3TO
OynyT kuTaiickue xakepsl (IIeHBI Ha 000pymOBaHHE B A3MH HAMHOTO HIDKE eBporeiickux). Hamboiee
TIOITYJISIPHBIM OOBEKTOM HPUBSI3KHU CITYXKHUT CEpUHHBIA HOMEp >kecTkoro aucka 1 MAC-anpec ceteBoi
KapThl, KOTOPBIE JIETKO M3MEHHUTH (IJISl )KECTKOTO JMCKAa MOXXHO BOCIOJIB30BaThCsl KOMILIekcoM PC-
3000 ot ACE Laboratory — www.acelab.ru, a u1s ceTeBoi KapTbl — YTWINTOH ipconfig, 3amymeHHON
n3-nof LINIX). OcranbHble ke XapaKTEpUCTHKH "xkene3a" elle MEHee YHUKAIbHbI U B Ipenenax
OJHOM MapTUH NMPAKTUYECKH MICHTHYHBI ApyT Apyry. K Tomy *e, Hemb3si 3a0bIBaTh PO BUPTYaAJIbHBIC
mamuabl (VMWare, Virtual PC u T. 1.), npuBsi3ka K KOTOPBIM JIMIIIEHA BCSIKOTO CMBICIA. MOXHO,
KOHEYHO, PAaCIo3HaTh HAJIMYNE BUPTYATbHOM MAIIMHBI M OTKA3aThCsl pabOTaTh 1OJ] HEH, TOIBKO 3TO HE
BBIXOJl. BUPTyanbHBIX MaIMH CyIIECTBYET OTPOMHOE MHOXKECTBO M KaykKAask U3 HUX AETEKTUPYETCS I10-
CBOEMY, K TOMY-TO JUIsl OOJIBIIMHCTBA U3 HUX CYIIECTBYIOT CIelHaIbHbIe "maTun', IpeloTBpaIlatoIue
JIeTeKTHpOoBaHue. B o01em, BIIOXKEHHBIE B 3aIIUTY YCUIINS, OKaXKyTCSI HEPEeHTaOCIbHBIMH.

IIpuBs3BIBaTHECS MOXKHO TOJBKO K HOCUmeN0 — TUCKeTe, nazepHoMy mwin DVD-aucky, kapte
FLASH-namsaTHt ¥ T. 1. DTO B HAUMCHBIIICH CTCMECHU YIEMIISCT MpaBa MOTPEOUTENCH U MPAKTHUCCKU
HE CO3JacT HEMpPEOJONUMBIX HEYyNOOCTB, K TOMY JK€, KadeCTBEHHO 3allUIICHHBII HOCHUTENb
Ype3BBIYafHO ~ TPYAHO  CKONHPOBATH. CymiecTByeT ~ MHOXKECTBO  XaKEpCKUX TPy,
CTELUATM3UPYIOINXCST Ha B3JIOME IPOTPAMMHOIO KOJa, HO OYEHb HEMHOTHE pPa3OMparoTcs B
YCTPOHCTBE HOCHUTEINEH Ha TIPOPECCHOHAIEHOM YPOBHE.

Becw Borpoc B ToM — Kakoii Hocurelss BeIOpaTh? JluckeTsl oTOpocum cpasy. Mx Bpems yxke
nporuto. DVD-nuckn Tonpko HaOMparoT cuity M TpeboBarh 00s3arenbHo Hanmmaus DVD npuBona Ha
I[EJIEBOM KOMITBIOTEpE 1O MEHbIIeH Mepe HerymanHo. Toxke camoe oTHocutcs U kK FLASH-kapram.
Ocraercst Tonbko CD. BoT kK HeMy-To MBI 1 OyieM MPUBS3bIBATHCS.

>>> gpe3ka: demekmupoesaHue VMWare

ABTOpY U3BECTHBI 10 MEHbILIEH Mepe Tpu criocoba obHapyxenuss VM-Ware. Bo-niepBbix, 1o
000py/IOBaHMIO: BUPTYaJIbHbIE MAalIMHBI HECYT Ha CBOEM OOpTy JOBOJIBHO crenuguyeckuii Habop
JKeJie3a, IPAKTUUECKH He BCTPEUAIOLUICS B )KHUBOH Ipupoje. ITo:

Q Bugeokapra VMware Inc [VMware SVGA 1I] PCI Display Adapter;
O cereBas kapra: Advanced Micro Devices [AMD] 79¢970 [PCnet 32 LANCE] (rev 10);
Q xecrkue aqucku: VMware Virtual IDE Hard Drive u VMware SCSI Controller.
OmnpocuB KOHOGUTyparuo 00OpyIOBaHUS, 3allHIaeMas MporpaMma cpasy MOHMeT, Kyaa ee
3aHecyIo.



Bo-BTOpBIX, BUpTyanbHBIE CETEBBIE KapThl HMMEIOT AOBOJBHO MPEACKa3yeMbIH auana3oH
MAC-anpecoB, a umeHHo: 00-05-69-xx-xx-xx, 00-0C-29-xx-xx-xx u 00-50-56-xx-xx-xX. 3amure
JIOCTaTOYHO BBITIOJIHUTE KOMaHAy "arp -—a', 9ToOBl pacrno3HaTh XaKepPCKHE IUIaHBI.

B-tpersux, VM-Ware wumeer koBapHbIii backdoor, ocraBieHHBI pa3pabOTIMKaMU LIS
CIy’)KeOHBIX Ienied M ympaBisgeMblii uepe3 mopt 5658h, mpu stom B perucrpe EAX nomkHO
cozepkarcst "marmdeckoe" umcio 564D5868h. Hmxke mpuBemen ¢parmenTt koma depsst Agobot,
onpezesAomul Bepcuro VM-Ware:

mov eax, 564D5868h ; VMWARE MAGIC
mov ecx, OAh ; Get VMware version
mov edx, 5658h ; VMWARE _PORT

in eax, dx

JIuctunr 1 onpenesienue Bepcuu VM Ware

Jnst mackupoBku BupTyanbHoW MmammHbl, Kocreir Koprunnckum (Kostya Kortchinsky) Obu1
HamnmcaH CIENWaIbHBIN MaTd, W3MEHSIOMUN HACHTH()HUKAINOHHBIE CTPOKH obopymoBanms, MAC-
agpeca u marmdeckuit Homep backdoor'a (http://honeynet.rstack.org/tools/vmpatch.c).

IoapobHee o0 cnocobax [IeTEKTHPOBAHHS BUPTYAIbHBIX MAIIHH MOXHO MPOYUTATH B
mo0opKe crareit Know your Enemy (Ha AHTITMHACKOM SI3BIKE):
www.honeynet.org/misc/files/papers.tar.gz;

0630p nonynsipHbix cpedcme 3aw,umsi

Mexanu3msbl npuBs3ka K CD-ROM MokHO pa3fgenuTs Ha Tpu Oonbiine rpymmsl. B mepByro (u
Haubosee JPEBHION0) MOMANAlOT 3alIUThl, BHEIPSIOMNE KIIOUEBYI0 METKY B CIY)K€OHBIC CTPYKTYPEHI
JaHHBIX, HE KONMPYEMbI€ IITATHHIMA KOTTIMPOBKaMH. DTO MOXET OBITh M 00JIaCTh IpeI-3a30pa IEPBOTO
Tpeka (first pre-gap), m cyOkaHajbHbIE JaHHBIC, TaK € Ha3bIBAEMbIC JAHHBIMH IOJIKAHAJIOB
(subchannel data) u T. 1. JlocToMHCTBAa — BBICOKAass COBMECTUMOCTh C PA3JIUYHBIMUA MOJCISIMU
NPUBOIOB U MpeJebHas POCTOTa MPOrpaMMHON peanu3anru. HepoctaTtku — mpu NOATOTOBKE AMCKA
K TUPOKUPOBAHMUIO MPHUAETCS IOIT0 OOBACHATCS C COTpyAHHMKaMH 3aBoaa. OOBIYHO UM MEpPeAaroT
TOTOBBI JUCK WM 00pa3, COAEpXAIIWi TOJNBKO IOJIB30BATENbCKUE MaHHBIE (OH ke o0pa3 Tuma
ISO9660, xoTs 3TO Ha3BaHWE HE BIOJHE KOPPEKTHO), 311eCh ke Tpedyercsa "coipoit" (RAW) obpas B
¢dopmare 2352/96, KOTOpBII mMOLAEpKMBAET JAJEKO HE Bcikoe obOopynoBanue! 3agactyio,
MIPOM3BOANTENs HWTHOPUPYET HAIIM TpeOOBaHUS M BOIPEKHM BCEM OOCMIaHMSIM M JIOTOBOpPaM C
"KoHBeHepa" CXOJT JMCKH, 3alTUCaHHbIE CTaHIAPTHBIM 00pa3oM, TO €CTh 0e3 KIIIOYEBBIX METOK, a JUIs
3akazuymka 3710 Karactpoda! (IToBepbre, MOEMY TOPBKOMY OIIBITY, 3TO JIOBOJBHO YacTO BCTPEYAETCS).
Ho »T0 BCe paBHO HampacHO, TIOCKOJNBKY TaKMe 3allUTBl YK€ JIAaBHO KOIMPYIOTCS
CIeLaIM3UPOBAaHHBIMKM KOIMPOBIIMKAaMU. VICKIIToueHne COCTaBIsIeT KiltoueBast MeTka B Q-nojikaHaie
aymio-Tpeka. be3 cmemobopynoBanus oHa He Kommpyercs B mpuHnuie! Kak-amOyms MbI 00 3TOM
noroBopuM ### (B cnemyromieit craTbe MbI 00 9TOM €eIlie TOTOBOPUM )

Bropas rpynma 3almMTHBIX MEXaHM3MOB OCHOBaHa Ha HECTaHJApPTHHIX (opMaTax IHCKa
(HeoOBIYHAs JUIMHA CEKTOpa, HeCTaHJapTHBIE HOMEpa TPEKOB, MCKaXEHHBIE 3arojioBKU M T. 1I.). Bee
OHU KpaifHe KOH(UIMKTHBI M OTKAa3bIBAIOTCS WATH Ha MHOTHX MOJIENSIX IIPUBOJOB, K TOMY XK€ IpH
THUPKUPOBAHUH JIMCKOB BO3HUKAIOT OYEHb CEPbe3HBIE NMPOOJIEeMbl, HAMHOIO OoJiee Cephe3HbIe, YeM B
nepBoM ciydae. Kak mpaBuiio, TpeOyercst crienmanbHoe (M BecbMa Joporoctosiiee!) o0opyaoBaHue,
orpaBpIBaoliee ce0st TOJIbKO Ha OOJbIINX TUPaXaX. Ho 3TH BIIOKEHHUS BPSZ JIM OKYIISTCS, IOCKOJIBKY
KOTIMPOBIIUKH 3alTUIICHHBIX IUCKOB YK€ IaBHO CIIPABMIINCH C HECTAHAAPTHBIMHU (pOpMATaMH, TaK UTO
He OyJieM Ha HUX OCTaHABIMBATHCS U IBUHEMCS JalIbIIe.

Tperbio Tpynmy BO3IVIABISIOT 3allUTHI, IPUBA3BIBAIONINECS K (HU3WYECKOH CTPYKType
Hocutend. MIX MOXKHO pas3nenuTh Ha JBe moiarpynmsl. IlepBast BblnensieT Ha JIMCKe HEKOTOpbIe Ooee
WJIM MEHEe YHUKaJIbHbIE XapaKTEPUCTHUKH, K KOTOPBIM, COOCTBEHHO, OHA U MpUBs3bIBaeTcs. Bropas xe,
He coOMpasich KIaThb MUJIOCTH OT HPHUPOJBI, CAMOCTOSTENBHO (OPMHUPYET TPYIHOBOCIPOU3BOIUMEBIC
nedekrsl Ha qucke. Bo3pMem u3BecTHyto 3amuty Laser Lock, KOTOpYIO JIerko Omo3HaTh MO HAIUYHIO
KpolIeyHoH "ApIpKu”, IPOAETIaHHOM Ja3epoM TOYHO ITOCEPEANHE CIIUPATIBHOMN TOPOKKHU (aHATIOTUYHBINA
CrIoco0 OBUT MMPOKO M3BECTEH €IIE BO BPEMEHA JTUCKET, MPUYIEM UX ABIPSBHIN HE TOJBKO JIa3epOM, HO
eme u TrBo3AeM). Ha mepBwIif B3rIsiA TYT OOJDKEH obOpa3oBathcsi BAD-cexTop, OgHAKO, MpakTHKa
TIOKa3bIBAET, YTO IMCK YnTaeTcs O6e3 mpodieM. A kak xe apipa? Bee neno B komax Punma-Cosomona,
KOPPEKTUPYIOIIEH CIIOCOOHOCTH KOTOPBIX BIIOJNHE XBaTaeT i wWcmpaieHus "meipel’. Ho ecmm
OTKJIFOYHMTH KOPPEKIHMIO OIIMOOK, TO B CEKTOpE cpasy ke oOHapyxarcs "nedekTuBHbIe" OUTHI, MPUYEM
Hayalo pa3pylleHHOW o00iacTH OyIeT COOTBETCTBOBATH IIO3MLMHU JBIPKH B CEKTOpe. DTO €Ciiu
00BSICHSTDH Ha MAIbIAX.



Ha camoM nene Bce HaMHOro HMHTepecHee M cioxkHee. CTpyKTypa XpaHEHHUs JaHHBIX Ha
JIa3epHOM JHCKE TaKOBa, YTO (PU3NUECKH CMEXHBIE OUTHI PacIioi0)KEHbI 3HAUNTEIILHOM yIaJIeHUH JIpYyT
OT IIpyra, 3a4acTyl0 AaXe B pa3inuHbIX cexropax! Mudopmarus kak Obl "pa3masbiBacTcs" BIOJb
CIHPAILHONW JJIOPOXKKH, YTOOBI NMPOTHBOJCHCTBOBATh IapamuHam u jaedexram. Jleqo B TOM, dTO
KoppekTupyoomme koael Pumga-ColoMoOHa OTIMYHO CIHpPABISIOTCS C OAWHOYHBIMH OIIMOKaMHu, HO
HAMHOTO XYK€ C TpyHmoBBIMH. UTOOBI 0CnabuTh BIHSHHE AeQEKTOB NPUIIIOCH NPHUOETHYTH K
MEepPEMEIIMBAHUIO. A 3TO 3HAYUT, YTO "/bIpa" 3aTparuBaeT HE OJAUH CEKTOP, a LEJIYI0 TPYIIY CEKTOPOB!
Oro  Jgaer  BO3MOXKHOCTb  pacmo3HaBaTh  "BupryansHble"  BAD-cektopa, HUMHTHUpyeMEbIE
konupoBmukamu. IlopasuTenbHO, HO HM OJHA U3 KOMMEpPYECKHX 3allUT TaKOM MpOBEpKH HeE
BeinonHsger! Tem He MeHee, KONMMPOBILMKK 3alIWIIEHHBIX JHCKOB YK€ TaBHO HAYYMJINCH OOXOIHTH
Laser-Lock, wmutupys naxe Ttakue "toHkue" d¢ddexTsl Kak yBeJIMYCHHUE BpPEMEHH UTCHUS
"OpONBIPABICHHBIX" CEKTOPOB M T. I, TaK YTO TAaKOH IMpPHEM IIOAXOAUT TOJBKO JJisi OOpHOBI CO
MTATHBIMH KOMHUpoBIIMKamMu. K ToMy ke, OYEHp TpPyOHO HAaWHTH 3aBOJ, pacIOararouIui
COOTBETCTBYIOIIMM 3allUTHBIM 00OpynoBaHWeM. BooOmie-To, B OTCYTCTBHM Jlazepa, MOXKHO
BOCIIOJNIb30BAThCSl M OOBIKHOBEHHBIM MAapKepOM, OJHAKO, OH MOAXOAMT TOJBKO Ul KPOIIEYHBIX
TUpaXKEH.

PucyHnok 3 sazepublii quck, 3ammmennslii Laser Lock (" cunmok' nostryuen ckanepom HP 1200)

Ocraercsi MOCNEAHUI THIT 3alIUTHl — HM3MepeHHe (PU3NYECKHX XapaKTEPUCTUK CIHPATBHOM
JOPOXKKH (TaK K€ Ha3bIBAEMBIN CHATHEM Tomosioruu). I1o TakoMy NMpUHIOMIY, B YaCTHOCTH, PabOTAIOT
CD-Cops, SecureROM 4x, Star-Force m HekoTopble apyrue 3ammThl. MeTonuka oTpaboTaHHasd,
MOKHO JIa)K€ CKa3aTh BBUIM3aHHAS /10 3€PKaJbHOTO OJiecKa, M HEIIOXO ceds 3apeKOMEHIOBAaBIIAs.
Cynure camu. B 00pa3 3ammimeHHOTO IUCK HE BHOCHTCS HUKAaKMX HW3MEHEHMH M JUIL €ro
THUPKUPOBAHMST MOXKHO HCIIOJIb30BaTh abCONIOTHO Jiro0oe 000py/OBaHKME, B TOM 4YHCIE U OBITOBOH
CD-R/RW pexkopaep. CrkonupoBath (HU3HYECKYIO CTPYKTYpPY CHHMPAIBHOW JOPOXKKH HEpeasbHO (Ha
CD-R/RW puckax yxe HaHeceHa IpelBapUTEIbHas pa3MeTKa, MPUYeM Y KaKA0ro Turia OOJBaHOK
CBOsI), U XOTSI €€ MOKHO IIPOIMYJIHPOBATh, OT SMYJIATOPOB JIEIKO 3alIUTHTHCS (UyTh MO3XKE MBI
mokakeM Kkak). Ilo mpaBae roBops, CyIIECTBYET BO3MOXKHOCTh MOAOOpa OONBAaHKKA C MOXOXEH
CIHMPAJBHOW CTPYKTYpOHM, OJHAKO, €CJH TPHUBSA3BIBATHCS HE K OJHOM, a HECKOJNBKUM (H3HMYECKUM
XapaKTEepPUCTHUKAM, BEPOSATHOCTb T0100paTh "MpaBMIIbHBIN" THCK OyaeT KpaiiHe Maia.

B nmpuHIMIE, MOKHO BOCIOJIB30BATHCS TOTOBBIM 3aIIMTHBIA MAKETOM, HO BO-TIEPBBIX, 32 HETO
MpUAETCS TUIaTUTh. BO-BTOPBIX, BCE BBIMICIEPEUHCIICHHBIC 3aIUTHI JIETKO KOIHUPYIOTCS B PEXHME



smymsinuu  kormmpoBimukamu  Clone CD u Alcohol 120%. Hckmoyenue cocraBisier — Star-
Force Professional Edition, HemocpeICTBEHHO CKOMUPOBATH KOTOPBIA €Il HUKOMY HE YIAIOCh,
OJHAaKO (M 9TO B TPEThUX!), 3allUTa CIHMIIKOM arpeCCUBHO BIPhI3a€TCS B ONEPALMOHHYIO CHUCTEMY,
BbI3bIBasi MHOXECTBO MPOOJIEM Y JIeralbHbIX MoJib30BaTesel. Pa3paboTunku xapakTepusyroT ceds Kak
JIONIE € XaKepPCKUM MPOIUIBIM, CHJIBHBIX B CHCTEMHOM IporpaMMupoBaHuu. Yro Kacaercs
MPOIILIOTO — € 3THM MOXHO COTJIacUThCs. OMEpaloHHYI0 CUCTEMY OHM 3HAIOT JIy4ille, YeM CBOU
3amHUil aBop. Ho BOT mporpamMmupoBath yMerOT enBa J. [IporpamMMupoBaHWe — 3TO B HEPBYIO
ouepelb MPOSKTHPOBAHUE. A MPOSKTHPOBAHUE — 3TO y4eT PUCKOB. HUKaKOW KOHCTPYKTOp HE
MO3BOJIUT ce0e CTOWTh MOCT II0 HENPOBEPEHHBIM (hOpMyJaM WM NPOBOAWTH Ha HEM Hay4dHbIE
9KCIIEPUMEHTHI, rajas — MPOHU30HIeT OOpyIleHHe Ha 3TOT pa3 WiM He mpousoinzaer. [Iporpamma,
OpPHEHTHPOBaHHAas  HAa  MaccoBOe  NPHMEHEHHe, TIPOCTO  HE  MOXET  MOJb30BAThCS
HEJIOKYMEHTUPOBAHHBIMH ~ BO3MOXKHOCTSIMM W TMPOYMMH  [PUEMaMH  HETPAJAUIIMOHHOTO
MpOrpaMMHpPOBaHus (B HAPOJIC UMEHYEMbIX Xakamu). Y ce0s B 3a{HEM JBOpE JeNiaiiTe, YTO XOTHTE, HO
BOT MOJIb30BATEIO TPEOYETCS HOPMAITBHBIN TPOYKT.

A naBaiiTe 3amporpaMMHUpPyeM 3allUTy CaMOCTOSITENbHO! SIApo m3MepHTens CTPYKTYpHI
CIMPAIEHONW JTOPOXKKH 3aHUMAeT BCEro HECKOIbKO cTpok Ha Cu. Bmecte ¢ 0OOBSI30YHBIM KOIOM
BBIXO/IUT OKOJIO JiecsiTKa. .. [1oHbIN MK pa3paboTKy BMECTE C OTIAKOM JIETKO YKJIaIbIBACTCs B Iapy
HeJlenb. Tak CTOUT JIK 3a ATO IUIATHTH?

>>> gpe3Ka Kak pacrno3Hamb "eupmyasibHble" c60liHble
cekmopa

ABTOpY M3BecTHO Tpu crocoba mmuranuu BAD-cexropos: nckaxenne ECD/ECC-konos,
nckaxxeane MODE u 3annch cextopa ¢ 3anpenensHsiM DSV. (###100aBuTh: 0030p)

OTKpOI OIMH MPO(ECCHOHANBHBIA CEeKpeT: Npu (U3MYeCKuX Jedekrax CTpagaroT Kak
OCHOBHBIE JIaHHbIC, TaK U JIaHHBIC [TOJIKAHAJIOB, B TOKE BPEMsI, KONHPOBIIMKY Ha JIaHHBIC [10/IKAHAJIOB
HE 00pamraroT HUKAaKoro BHUMaHUS u "BupTyanbHble" BAD-cektopa merko pacmosnarorcs ATAPI-
komauaoii READ SUBCHANNEL, kotopas Ha ¢u3nueckun AeQeKTHBIX CEKTOpax BO3BpallaeT
ommoKy, a Ha "BUPTYANbHBEIX" 00pabaThIBacTCs YCHCITHO

star-force ceoumu PYKamu

CrupanbpHas [JOpOXKKa JIa3€pHBIX IHCKOB OYEHb II0XOKa HAa TIPaMIUIACTHHKY, TOJIBKO
HauMHAeTCd HE CHApYXXH, a W3HYTPH, HAMaThIBasCh OT IIEHTpa K Kparoo. OmnThdeckas TOJOBKA,
yoep>KuBaeMas B MAarHHTHOM IIojie "3BYKOBOWM Karymiku', ABMKeTcs Ha 'cajaskax' mormepex
crMpaJbHON NOpokku. CaMa JOpO’KKa COCTOMT M3 CEKTOPOB C JaHHBIMH M KaHAJIOB rmojkoa. Homepa
CEKTOPOB HAaXOJITCS KaK B 3arojIOBKaX CaMHMX CEKTOPOB, TaK M B KaHAlaxX IOJKOJa, "pa3Ma3aHHbBIX"
BIOJIb CIIUPAILHON TOpOXXKHU. [list TpyOoi HaBOJIKM HE TPeOYeMBbIi CEKTOp MCIOJIB3YIOTCS Cajla3Ku U
KaHaJbl I0JIKO/a, a U1l TOYHOI — OTKJIOHEHHE B MarHUTHOM I10JI€ U CEKTOPHBIE 3ar0JIOBKH.

IIpocTo B3Th U U3MEPSATH CTPYKTYPY CHHMPAJIBHOW JOPOXKKH HEJb3sl, HO MOXHO C/IeNaTh BOT
YTO: JOMYCTHM, T'OJOBKAa CYMTBHIBaeT CEKTOp X, a ciefoM 3a HuUM cekrop Y. Ecmm yron XOY,
oOpazoBanHbIil ieHTpoM (O) mucka, cekropamu X u Y COCTaBISeT mopsiaka ~15 rpam, a caMmu cexTopa
pacHoNoXXeHbl Ha COCEJHMX BHTKaxX CIHpald, TO IPHBOAY AOCTATOYHO BCETO JIUIIL HEMHOTO
OTKJIOHHUTH TOJIOBKY M 4€pe3 MIHOBEHHE CeKTOp Y caM MajaeT B PyKH, Kak Iepe3peBliee sS07I0K0 —
nuck Beapb Bpawmaercsa! Ecmum ke yronm XOY cocraBisier MmeHee ~15rpaa, Torma 3a  Bpemst
NepeMeIleHHsT TOJOBKH, ceKTop Y yxe "ymiublBeT" W TPUBOAY HPHUIETCSA JKIATh LENbld 000poT
JIa3epHOro JAMCKa, OKA OH HE JJOCTUTAET ONTHYECKOH I'OJIOBKH!



Pucynok 4 xkorna yroJs Me:xxay cekropamu X U 'Y coctaBJjisieT ~15 rpaa. npu mepexoje Ha
coceJHHI BUTOK, ceKTOp Y cpa3y ke ''mojjeTaeT" K ONTHYECKON rojioBKe (PUCYHOK cJieBa), PU
MEHBbILEM 3HAYCHHH YIJIa CeKTOP Y ycIeBaeT YIUIbITh U F0JIOBKA BhIHYK/ACHA HKAATh L eJbIi
ce30H, Thy, BUTOK

3amepsisi BpeMsl UTCHUS Pa3JIMYHbIX 1ap CEKTOPOB, MBI MOXKEM HPHOIN3UTEIBHO OINPEAEIUTh
HX B3aMMHOE€ pPAacIOJIOKEHHE Ha CIUPANbHOM JOpoxKe. Y KakJoW HapTHUM IUCKa Ul 3aJaHHBIX
CeKTOpOoB X M Y OHO OyJIeT CBOMM (Be/Ib CTETIEHb "3aKpyTKU'" CIIUpAIHN HEOJHMHAKOBA M BAPBUPYETCS OT
OJTHOTO MPOM3BOAUTENST K JApyromy). UToObl HOOOpPOTH YIpekaarollee CUYUThIBAHHE (KOTOPBHIM
"cTpagaroT" MHOTHE IPHUBOABI), 3aIlUTa IODKHA YHTaTh CEeKTopa B mopsake yOsBaHus nx LBA-
aznpecoB. Tak ke OHa TOJDKHA U3MEPSITh CKOPOCTh BPAIEHHsI IPUBOAA, YTOOBI BO-IIEPBBIX, OMPEACINTD
MTOCTOSTHCTBO BPEMEHHBIX 3aMepoB (IUIMIYT JIM OHU KakK NbsHbIC YEJIOBEYKH WIIM HET), a BO-BTOPBIX
CKOPPEKTHPOBaTh (GOPMYJLy ISl BEIYMCICHHS yIJIa, BeIb KaK JIETKO I10Ka3aTh, YeM ObICTpee BpamaeTcs
JIUCK, TEM cKopee "yIIbIBaeT" CeKTop.

Hcxonssblii TekcT "u3Mepsitomeit” mporpaMMbl IPUBEEH HIDKE:

//-[dTeHne CeKTOpa C OMCKA] - === === ===

// ARG:

// CD ykKasaTeylb Ha CTPOKY C MMeHeM NpoBona (Hanpmumep, "TEAC"),

// anpec Ha ASPI-umHe (Hanpumep, "1.1") wum mma oucka ("\\.\G:");
// IIepBEHE IBa BapuaHTa paborawnT uepes ASPI, nocjenHuy uyepes SPTI;
//

// buf ykasarenb Ha Oydep SECROR SIZE*2

//

// sector Homep cekTopa B LBA-dopmare

//

// RETURN:

// 0 YCIENHO

// -1 ommbxa

read from cd(char *CD, unsigned char *buf, long sector)

{

int stat;
stat=cd_raw_sector_read(CD, buf, SECTOR SIZE, sector, ONE_SECTOR, W_USER_DATA) ;
if (stat == SCSI _OK) return 0; return -1;

}

//=[4TeHne TSC-CUETUMKA ] —— === === ===
unsigned int A()

{

__asm{
7emit OxF ; RDTSC
_emit 0x31
}
}
#define argCD vI[1l]

// KOHOUTYPALNA
/e

// HOMep HepBOM ToukM u3Mepenms (LBA-agmpec)

// DaHHAs YyTUIMTA MU3MEpPsieT TOIOJIOTMIO TOJIbKO IO OIHOM TOUKe,
// YTO He ecThb XOpomwo, T.K. JIETKO MNONOOPAaTh [OXOXUI IMCK
// O7a YBEPEeHHOCTM CJEeNyeT BHOPATh HECKOJbKO TOUEeK:

// B Hauajle, CcepenMHe ¥ KOHLE OMCKa



#define CFG BGN_SEC_ 17699

// KOJI-BO CEKTOPOB IJIS M3MEPEeHMs

// DOJXHO OHTH HE MeHblle YyTPOEHHOTO KOJI-BAa CEKTOPOB Ha BUTOK B HAHHOM
// mouke mamepenmus (cm. _CFG_BGN_SEC_ )

// 4mncio BUTKOB cnupayy N C [IONEePeyYHOM IJIOTHOCTB D BMTKOB/MM

// or pammyca Rl mo pamuyca R2 ompegmensgercs ¢opmysion: N = (R2- R1) * D
#define CFG_LEN_SEC_ 0x669

// MaKCUMaJIbHEIL War IpupaleHus

// B NOpuMHLMUIIE OOJIKEH OBITH PABEH YIBOEHHOMY KOJI-BY CEKTOPOB

// Ha OAaHHOM BUTKE CHOMpaJy, UYTO yBEJMUYMBAET TOUHOCTL M3MEPEHMA
// HO MOXHO MCIOJIb30BATL U 3HAUESHUE _CFG_LEN_SEC_

#define CFG_LEN DEL CFG LEN SEC_

// HadvaJIbHB mWAar NpypameHus (JOJKEeH OBTb 10 BOSMOXHOCTM Mall)
#define CFG BGN DEL  0x2

// TNpUOIM3UTENIbHOE KOJI-BO CEKTOPOB Ha NAHHOM BUTKE CHOMPAaJN
// (B HAHHOM BepCHMM NPOTPAMMEl 3TO 3HAUEHME Majlo Ha YTO BJIMSET)
#define CFG xWHELL 27

// KOHEUHEII CEeKTOp IJisg MNPOBEPKU
#define END SEC_ ( CFG BGN SEC + CFG_LEN SEC )

// KOHEUHH mar
#define END DEL ( CFG BGN DEL + CFG _LEN DEL )

#define FB(b) (##b = (##b + 1) % END DEL ); // npupalleHue wmara

// wamnka UMKIa
#define FH(a,b) for (##a=_END SEC_, ##b= CFG_BGN_DEL_; ##a > _CFG_BGN_SEC_; ##a-=##Db)

main (int ¢, char** v)

{
int a, b; int x=0; int i=0; int Al, A2;
unsigned char buf [SECTOR SIZE];

// TpoBepKa apryMEHTOB KOMAHIHOM CTPOKMU

if (c < 2) |
fprintf (stderr, "USAGE:sf.exe CD\n\n");
printf( " SCSI INQUITY via ASPI32\n"\

read from cd("?.?", buf,0); return 0;

}
// ®Tan nepBBIi

// YuTaem cCiydalrHBE CeKTopa IJig pasToHa IPpMBOIa
fprintf (stderr, "$s\n", TEXT SPINEUP_ );
for (a = 0; a < 0x69; at++)
{
read from cd(argCD, buf,rand()% END SEC );
fprintf (stderr, "\r%02d%%",a*100/0x69) ;

// ®Tan BTOpPO

// ompemnesseM KOJI-BO CEKTOPOB Ha IOPOXKE M CTabMIILHOCTL BpalEHMS NPMUBOIA
// anropuMTM OmpefesIeHMs KOJ-Ba CEKTOPOB: uUMTaeM CEeKTOopa 3aloM Halepel,
// C LUMKJIMYECKM yBEJIMUMBAWOWMMCS WLATOM, HaMMEeHbllee 3HadyeHMe mara

// TIpM KOTOPOM BpEMs UTEHMS CEKTOPOB OyIOeT MMHMMAJIbHEM — M OyOeT pPaBHO
// KOJ-By CEKTOPOB Ha HAaHHOM BUTKE CIMPaJM

// (fixit: noka He peasM30BaHO, KOJI-BO CEKTOPOB B3SITO Ha IJIa30K)

// anropuMTM OmpefesieHMs CTAGMIBHOCTM: UMTaeM CeKTopa C WaroM, PaBHBM
// KOJ-By CEKTOPOB Ha HaHHOM BUTKE CIOMpasy, M OleHMBaeM pasbpoc;
// ecnm paszbpoc OymeT ciammkoM OosbumM (npeBemaeTr 10%-15%), cruenyer
// YMEHBUMTL CKOPOCTL MNPMBOIA (Kak 3TO CcHejiaTh nokasaHo B CD.snail.c)
fprintf (stderr, "\r%s\n", TEXT TEST );
for (a = END SEC ; a > CFG BGN_SEC ; a-=_ CFG_xWHELL )
{

Al=A(&c) ;read from cd(argCD, buf,a);A2=A(&c);

fprintf (stderr, "\r%02d%%", (_ END SEC_-a)*100/ CFG_LEN SEC_);
}

// sTan TpeTwuit (BaxHemmi!)



// npous3BOOMM, COOCTBEHHO, M3MEPEHMUS
// fixl: moBaBuTh "criaxmuBaHMe" NOJIYUEeHHEX JaHHEIX
fprintf (stderr, "\r%s\n", TEXT ANGLE );

// BHEHBOIOMM WAMNKY TabJIMLEl
printf ("delta:"); FH(a,b) { printf("\t%d",a); FB(b); } printf("\ntime:");

// u3MepseM M TyT Xe BBIBOIUM PE3YJIbTaTH
FH(a,b)
{
Al=A(&c); read from cd("TEAC", buf,a); A2=A(&c);
printf ("\t%d", (A2-A1)/100);
fprintf (stderr,"\r%02d%%", (_END_SEC_-a)*100/_CFG_LEN_SEC_);
FB(b);
} printf ("\n");

// BCeMy KOHell
fprintf (stderr, "\r%s\n", TEXT END ); return 0;

JIMCTHHT 2 MaKeT nmporpamMmmbl sf.c JIJIS1 CHSITHSI TONOJIOTH

IMporpamma  wucmonms3yer  OumOnmoreuky  SCSIlib, paspaboraHHy:0  aBTOpOM  JIs
HU3KOYPOBHEBOT'O YIpaBIICHUs MPUBOAAMH C HPUKIAJHOTO YpoBHs. Ee MOXHO OecriiaTHO cKadaTh C
ftp-caiita aBTOpa.

3aryckK npoepamMmbi

IIpu 3amycke 6e3 apryMeHTOB, IpOrpaMMa BBIIACT KPAaTKYIO CHpPaBKy MO KIFOYaM, a TIPH
Hanmuuu ASPI-npaBifepa aBTOMaTHYECKH NPOCKAHUPYET CHUCTEMHYIO IIMHY M BBIBEJCH ajpeca |
Ha3BaHUS BcEX OOHAPYKCHHBIX MTPHUBOJIOB.

3TO MOXXET BBITIISACTD, HAIPUMED, TaK:

>sf.exe
USAGE:sf.exe CD

SCSI INQUITY via ASPI32

0.0 <-- ELBY DVD-ROM 1.0 (5)
1.0 <-- ST380011A 3.06 (0)
2.0 <-- IBM-DTLA-307015 TX20 (0)
2.1 <-- TEAC CD-W552E 1.09 (5)
3.0 <-- AXV CD/DVD-ROM 2.2a (5)
3.1 <-- AXV CD/DVD-ROM 2.2a (5)
3.2 <-- AXV CD/DVD-ROM 2.2a (5)

JIMcTHHT 3 pe3yabTaT 3almycKa NporpaMmsl 0e3 KJrovei

Kimrou "CB", oTBewatommii 3a BBIOOp TPHBOIA, 3adaeT HE TOINBKO caM MPWUBOXA, HO H
nHTepdeiic B3anMoIeiCTBHS.

Ecnn wms mpuBozia BBITTSIIUT Kak Ha3BaHWE YCTpoiicTBa (T. €. HauMHAeTCsS ¢ Hpedukrca
"\\.\"), To ympaBnenue Oyzmer ocymecTBIAThCS udepe3 uHTepderic SPTI. [yt 3TOro Bl JOIKHBI
nmets Windows NT/2000/XP u mpaBa amMuHUCTpaTOpa.

Ecnu ¥Msl BBINISIMT Kak ajipec yCTpOicTBa Ha IIMHE WM KaK 4acTh WACHTU(HUKAIUOHHOM
CTPOKH TIPHBOJIA, TO YIpaBJIeHHE OyIeT oCymecTBIAThCs yepe3 uHtepdeiic ASPI, i paboTsl depes
KOTOpO# HeoOxonumo ycraHOBUTE ASPI-npaiiep (ero MoxxHO OecIuIaTHO cKadaTh ¢ cepBepa KOTaHUT
Adaptec — www.adaptec.com).

Hanpumep, "sf.exe TEAC" (wm "sf.exe 2.1"), 3acTaBisieT mporpammy padboTaTh C
mpuBogoM TEAC (ampec nHa ASPI-mmHe — 2.1) yepe3 ASPI-unatepdetic, a "sf.exe \\.\G:"—c¢
npuBojoM "G:" uepe3 SPTI-unrepdoeiic.

[Iporpamma BBIBOOWT JaHHBIE B (hOpMe TaONMIBL, TNpEJHA3HAUYCHHOW JJIsi UMIIOPTa B
MSGraph, npuyeM, BBIBOA ONTHMU3UPOBAH Ul NepeHanpasieHus B (aii (Ha SKpaHe BCe BBITJISIHUT
KOIIIMapHO), II03TOMY HPaBWJIBHBIN BBI30B BRITTIANT IPUMEPHO Tak: "sf.exe \\.\G: > C:\1.txt".

ITo okoH4aHuM pabOTHI MporpamMmel 3amyckaeM MS Word, oTkprsiBaem MeHo "BcraBka", Tam

oyner "Pucynok" un "marpamma". B mento "llpaBka" maxomum "Mmmopt", "tun daiimo" — "*.txt",
"bopmaT nmamHBIX" — '"C pasmenurenemM”, "HauaTh uMmopt" co ctpoku 1, "mamee >>", "CumBosiom
pasnenutens sisercs: "[x] cumBon TalOymamuu", "manee >>", "¢popmar maHHBIX"' — "oOmmi" u

JKMeM KHOTIKY "roToBo". Jlaiee gelicTByeM 10 CBOEMY BKYCY, TO €CTh IT0 0OCTaHOBKE.



c6op monosio2ull ucnbimaHusi 3auumai U o6¢cyxoeHue
pe3ysibmamos

BcrapnsieM MooONBITHBIN ANCK B PUBOJ (IIyCTh 3TO OyAET, HAPUMEDp, ANUCK, IPHUIIaraeMblil K
xkypHany "Kommetorep mpecc” 2005/07, ycaoBHO 000O3HAYCHHBIH HaMH Kak JUCcK "A") U cHUMaeM ¢
HETO TOMOJIOTHIO (| ). MBI nonydaeM XapakTepHylo "muiy", TOUKM MUHUMyMa M MakCUMyMa
KOTOPOH YKa3bIBalOT Ha TO, YTO JaHHAsl apa CEKTOPOB JIEXKUT HAa OJHOU MPSIMOH.
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PucyHok 5 TonoJiorust aucka "A"

Od4eBUIHO, YTO HA JIPYTHX JAMCKAaX Te )K€ caMmble CeKTopa OyayT MMETh COBCEM JPYroM yroil,
IMO3TOMY MHHHUMYMBI H MAaKCHMYMBI CMECTSTCS Ha HEKOTOpoe paccrosHme. bepem mmck
Microsoft Visual Basic 2005 (o6o3naueHHBI Hamu Kak "B"), mpumaraemplii Kk TOMy XK€ caMOMy
JKypHaITy U 3aIlyCKaeM Mporpammy emie pas (-).

[MunooOpasHas KpuBasi NEHCTBUTEIEHO CMECTHIIACH MPHOIM3UTEIFHO Ha MMOJIOBUHY MEPHOJIA.
Tak ke cierka W3MCHWJIACh W aMIUTUTyAa KojieOaHWii, HO HAC OHAa HE UHTepecyer. byaem
OTTAJIKMBACTCS HE OT aOCOJIOTHBIX, & OT OTHOCUTEIBHBIX 3HA4YCHUH, T. ¢. oT LBA-anpecoB "u3nmomoB"
KpHBOH (a0CONIOTHBIE 3HAUEHUS HAXOIATCA B NPSAMONM 3aBHCHMOCTH OT "OKpy»Kamomieil cpensl" u
MOTOMY HEHAJEXKHbI). YUUTHIBAS, YTO IMOJIOKECHHS MaKCHMYMOB/MHUHHMYMOB 3aBHCSAT HE TOJBKO OT
TOTIOJIOTHM JIFICKa, HO €me W OT CKOPOCTH BpAIleHWs TPUBOJA, HEOOXOTUMO PpaCIIUPUTh
JIOBEPHUTEIBHBIA HHTEPBAI IO HECKOJIIBKHX CEKTOPOB.
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Pucynok 6 TonoJiorust gucka "B"

A Temepb Bo3bMeM JIHUCK ¢ apyroro Homepa "Kommeiotep IIpecc" (auck "C") u cpaBHHM ero

).

TOMOJIOTHIO ¢ JUCKOM "A"
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Pucynok 7 cpaBHenne Tonosormii fuckos "A'" u "C"

Tononoruu 000OMX ITUCKOB HOJHOCTBIO coBManaroT! DTo o3HayaeT, uyTo aucku "KommbroTep
IIpecc" mrammoBanuch Ha OJHOM 3aBojie, a Auck ¢ Visual Basic ma apyrom! JlroGomsiTHOE,
Habmromenue, He mpapnaa jau? C MOMOIIBIO ATOM HMPOTrpaMMBI MBI MOXXEM HE TOJBKO 3aIHIIATHCS OT
KOTIMPOBAHUS, HO U ITPOBOJIUTH HHTEPECHBIE UCCIIEIOBAaHM (KCTaTH, 3Ta IporpaMMa Oblia CIIeuaTbHO
HaIycaHa MHOU IO 3aKa3y aMEepHUKAHCKOTO ITOJUIICHCKOTO YIIPaBIICHs, 3aHIMAIOMIErocss 00phOoit ¢
muparcTBoM. OOBIYHAS HUCTOPHS — TIPOJABEI] 3aKa3bIBACT MAPTHIO JHUIIEH3MOHHBIX TUCKOB M 3aTEM
nepemeninBaet ux ¢ "mupartkoi". Kak ycraHoButh akt oomana? Bot TyT-TO CTpyKTypa cCimpaibHOR
JIOPOKKHU M BIpydaer!).

JleMoHCcTpaloHHasi MporpaMMa CHHUMAeT TOTOJIOTHIO TOJBKO B OJHOW TOUYKE (Ha ydacTKe
Mexay anpecamu 27532 u 18082. Pazymeercs, 5TO HEHAICKHO W MPH KEITAHHUA MOXKHO MOI00paTh
JIUCK C TIOXOKEH TOMOJIOTHEH (711 3TOTO AOCTATOYHO B3ATh MPUOIU3UTEIHHO 10 GOJIBAHOK OT pa3HBIX
nponaBozmTeneﬁ). I_IJ'IH YCUIICHUA 3alIUTbl HACTOATCIIBHO PEKOMCHIAYCTCSA CHHUMATh TOIIOJOTUIO II0
MEHBIIIEH Mepe B TPeX TOYKaxX — Hayalle, KOHIIC M CepelnHe UCKa. B 3ToM cirydae, HAWTH MTOXOKHUI
IICK OyZIeT HaMHOTO TpyJHEE.

>>> gpe3Ka nosiesHbIl coeem

[epen cHATHEM TOMOJIOTHH CKOPOCTh MPHBO/IA PEKOMEH/IYETCsI YMEHBIIUTD XOTs ObI 0 16X-
24x. Kak ato cnemats mokaszano B yruiaute CD.snail.c, HCXOTHBIA TEKCT KOTOPOW MOXHO OECTIaTHO
ckauars ¢ ftp aBropa.

>>> cnabble cekmopa

HanOoJIee U3BECTHBIM MPEICTaBUTEIEM KOTOPOit sBisercss Weak Sectors ("'ciabbie cexropa').
B dgem ee cyts? Kak m3BecTHO, 1a3epHBIH AUCK COCTOUT U3 "muToB" U "1eHnoB". Eciam Tex u Apyrux B
CEKTOpe NPUMEPHO IIOPOBHY, Takas IOCJIEAOBATEIBHOCTh CUYMTACTCSI OIArONpHUSITHOW Ui
YTEHHS/3allCH 1, COOTBETCTBEHHO, HaobopoT. HecMmoTps Ha TO, 4YTO ciydaifHOe IIOsIBICHNE
HEeOJIaronpusTHBIX IOCIEAOBATEIIFHOCTEH KpaiiHE MalloBEpOSTHO (3a O5TO OTBEYAeT AITOPUTM
MOJYJISILIAN), pPa3paOdOTYMKH JIa3epHBIX [JUCKOB YWIM TaKyl0 BO3MOXHOCTh M TIPEIyCMOTPENN
CreaIbHbI 00X0AHON MaHeBp (



C TOYKH 3pCHUA mpoBoaa CYIIECTBYIOT 6HaI‘OHpI/IHTHLIe n Hebar OIPUATHBIC
nocCJICJ0BATCIIBHOCTH Gaiit. Eciu komnuecTBo

3awjuma om aHaJiu3a

CymecTByeT 10 MeEHbIIEH Mepe /JBa cHocoba B3JIOMa:  KONUPOBAHUE  JIMCKa
CTELUAIN3UPOBAHHBIMI ~ KOITMPOBIIMKAMH WJIM aHAJIM3 3aIIUTHOIO KO/AA C  TIOCIEIYIOIINH
moaupukanueii (o ke bit hack). Co3marh Hekomupyemblii JUCK 3TO TOJIbKO mTousigena. Eie
HE0OXO0/IMMO 3alUTUTH CBOIO MIPOTPaMMy OT aHaJIH3a.

OOBIYHO aHANMU3y MPOTHUBOCTOAT IMM(POBKON KOIA/MaHHBIX, OJHAKO, 3TO HE CIHIIKOM-TO
yaadyHoOE€ pPCHICHUC, BE€Ab IMEpPC] BBIINOJIHCHUEM IporpaMmbl €€ BCC PpaBHO NpUXOaUTCA
pacum(poBbIBaTE. Xakepy OCTAETCsI BCETO JIMIIb JOXKAAThCSA 3TOT0 MOMEHTA M CHSTH Jamil. MOXHO,
KOHEYHO, pacmn(poBBIBaTE MPOrpaMMy IO YacTSM WIM HCIOJIb30BaTh HECKOIBKO HE3aBHCHMBIX
pacuu(poOBIIUKOB, HO TPYJIOEMKOCTh Pa3padOTKH 3alIUTHl B 3TOM ClIydae NMPaKTUUECKH HE OTCTAeT OT
CJIO’KHOCTH B3JIOMA.

B nocneanee BpeMsi 60JIbIIOE PACIIPOCTPAHEHHE TOTYYHII HEKPACUBBIH, HO yOOIHBIH 1OAX0/,
OCHOBAHHBIM Ha reHepanuu "MyCOpHOro Koja", BHEJPSEMOro B 3alluIlaeMyto nporpammy. Iloxoxas
TEeXHHUKa HCIIOJIb3YeTCs BO MHOTHX IMOJMMOP(HBIX BUpPycaxX, W3 KOTOPBIX MOXKHO "BBLAPATh" YyxKe
rotoBeie "mBmkku" (engine). MyCOpHBIH KOA YpE3BBIUANHO 3aTPyAHSCT aHaiM3, Jeias ero
MIPAaKTHYECKH HEBO3MOXKHBIM. JlomycTuM, KiroueBas (GYHKIHS MPOTPaMMbI KOMITHIIUPYETCS B THICSIY
MammHHBIX KoMaHA. Mcxoms w3 "kpelcepckoil" ckopoctu amsaccemOnmpoBaHus | KomMaHma B
CeKyHIly, XaKep CMOXeT 'mpodecTb" (TOJNBKO IPOYECTb! HE NpoaHaIM3UpoBaTh!) Bech KoOI 3a
~15 MuHyT, HO TIOCTIE pa3baBieHUs] PYHKINH MUIJITMOHOM MYCOPHBIX MHCTPYKIMH, YTEHHE JIMCTHHTA
notpe0yer cBbimie 10 cyTok HanpsHKeHHON paboThI, a TOJIHBIN aHaIM3 PACTSIHETCS Ha JOJITUE TOMBI.

3BY4YMT TIpeKpacHo, HO 0e3 TOABOIHBIX KaMHeH He o00xoauTcs. Bo-nepBwix, ecnu
HepecTaparbesi, TO CKOPOCTh IPOrpaMMBI yIaieT B pasbl, MPUYEM, HYKHO YUHTBIBATh, YTO JAJEKO HE y
Bcex cTouT Pentium-4, mosroMy "3amycopuBarh" MOXKHO TOJIKO PEIKO BbI3bIBacMble (YyHKIMH. Bo-
BTOPBIX, MYCOPHBII KOJ JTOJDKEH OBITH JOCTaTOYHO HETPHBHAIBHBIM, YTOOBI €ro "MycOpHOCTh" HE
Opocarace B rmaza. Mcmomp3oBanme XCHG EBX,EBX mm MOV EAX,EAX merxo otcekaercs
aHaIM3aToOpaMH. B-TpeThrx, B HEKOTOPHIX CIIydYasx aHaIN3 3aIMUTHOIO aJropuTMa HeoOs3aTeleH U
XaKep MOJKET B3JIOMaTh IpPOrpaMMy M Tak (CM. ), TO3TOMY, JIMHUS
00OpOHBI JOJDKHA OBITH XOPOIIO HPOJYMaHHOHM M OJHOPOJHOW HAa BCEM CBOEM IPOTSDKEHHHU.
BponeboiiHbie BopoTa Gecrone3Hsbl, eClId BOKPYT HUX CTEH.

Eme myume npumensats P-xon, peanmm3oBaB "BUPTyadbHYI0 MAaIIMHY' ¥ HAamHCaB CBOI
COOCTBEHHBIN HHTEpIpeTaTop. II0cKoIBKY, TpOrpaMMHUpPOBATh B P-Koie 0YeHb HEMPOU3BOIUTEIHHO H
HEyNOOHO, PEKOMCHIYeTCS peann3oBaTh TPAHCIATOP, 'TIEPEKEBBHIBAIOIIMNA" WCXOIOHBIA TEKCT,
HanmcaHHeld Ha [lackase wmm CH W BBIJAIOIIWE TTOCTIETOBATEIHHOCTh WHCTPYKIWH MaIHHEL
Teropunra, Cereii [Terpu, Crpenxu [Tupca u 1. 1. UeM HMke ypoBeHb aOCTpaKLIUK, TEM JIydIle JUIsl Hac
n Xyxe Juis xakepa. [Iporpamma, cocrosimias U3 HECKOJIBKHX COTEH CTPOK, MPEBPAIIACTCS B JICCATKH
THICSIY WJIM JIa)Ke MUJUIMOHBI MHCTPYKUUH ThiopuHra, NEKOMIWIATOPOB C KOTOPOW HE CYIIeCTBYeET!
Kak KOMOpOMHCCHBIN BapuaHT MOKHO HCIOJIb30BaTh DOPT, TPAHCIMPYIOMIMI MCXOAHBIA TEKCT B
IIATHIA KOXI. DTO JIETKO (M C KOM(pOPTOM) MPOTrpaMMHUpyeTcs, OBICTPO paboTaeT, HO OJTO JIOMAeTCs.
Tem He MeHee, TPYJIOEMKOCTh B3JIOMa MOPsIIKa Ha JIBa HIDKE, ueM y Mamuasl Teiopuara uin CTpenku
Iupca.

>>> gpe3Ka CCbIJIKU Mo meme 3anymbieaHus KoOQa

O Adaju3 3anyThHIBAIOLINX NPe0dpa3oBaHMii MporpamMmm:

O TeopeTWdecKas CTaThs, PAacCMaTPHUBAIONIas OCHOBHBIE METOIBI '"3aMycOpHBaHUS"
KoJa u pOOIEMBI €ro "mpomnonku” (na pyCcCcKOM SI3BIKE):
http://www.citforum.ru/security/articles/analysis/;

Q A Taxonomy of Obfuscating Transformations:

O  ellle OJHA CTaThsl, MOCBSIIEHHAs "3aMyCOpUBAHHIO" KOJa ¢ OONBIINM KOJHMYECTBOM
TIPAMEPOB (ma AHTIMICKOM SI3BIKE):
www.cs.arizona.edu/~collberg/Research/Publications/CollbergThomborsonLow97a/

Q Virtual Machine Design and Implementation in C/C++ by Bill Blunden:

O peanuszanus BUPTyaabHbIX MarmH Ha Cu/Cut+ — orminnuHas OymMa)kHas KHUTA Ha

AHIJINIICKOM $I3bIKE, SJIEKTPOHHAs BEPCHSI TO-BUANMOMY HEAOCTYITHA;




3awuma om 3MysiIIMoPoe

CTpyKTypy CHHMpaIbHOW OPOXKKM HEBO3MOXHO CKOIHMPOBAaTh, HO JIETKO MPO3MYJINPOBATH.
Bmecte ¢ KOMMpPOBIIMKAMH 3aIUIICHHBIX [HCKOB, KaK IIPABMIIO, ITOCTABISIOTCS HPOTPaMMBI-
SMYJATOPEL, co3natomme BUpTyanbHelE CD-ROM/DVD npuBoa. KonupoBimuk mnpozaesibiBaeT Ty ke
CaMyl0 OIEpalHuIo, YTO M 3allluTa — CHUMAeT TOMNOJIOTHUIO C 3aIUIIEHHOrO JUCKA U NEpeAacT ee
SMYJLITODY.

MoxHO 71 3T0 npoTHBOCTOATH? PazpadoTunku Star-Force ncmonp3oBanu nmpsMoid 0CTyI K
IDE-xoHTpOMIepy B 00X01 BCEX YCTaHOBICHHBIX APAlBEpPOB, B TOM YHCIIE U JpaiBepa-sMyssiTopa. A
Kak OBbITh, €CJIH Yy Tonb3oBatens ycranosieH He IDE-npuBoa? Torna Star-Force BeIHYXIeHa paboTaTh
yepe3 yXKe YCTaHOBJIEHHbIE apaiiBepa. UToOBI OOOWTH 3aIIUTy AOCTATOYHO BBIAEPHYTHh IUIEH( CO
CBOETO TPUBOJA WIIH OTKIIOYUTH COOTBeTCTBYIomMi kaHan IDE-koHTpomiepa Ha "nery" u Star-Force
nazaer. He oueHs-To cuiibHas 3alura, 1a K TOMY K€ TPyIHO peanusyemasl.
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Pucynok 8 Bupryansnsiii guck Virtual Clone CD B "Moem KomnsbioTepe'

Ms1 xe moiiner npyrum myteM. Ecim otkpeith crangaapt no SCSI wim ATAPI yerpoiictsa (ux
YepHOBBIC BepcHM JexaT Ha www.t10.org 1 www.t13.0rg COOTBETCTBEHHO), MOXXHO OOHApPYKHTh
JECSATKH "MyJIbTUMEIUIHBIX" KOMaHA, NOJAEPKUBACMBIMH TIPAKTUYECKH BCEMH COBPEMEHHBIMHU
nmpuBoJaMu. B smymsaTopax ke peann3oBaHa JHIIb Mayas 4acTb. [1o3TOMy, 4TOOBI 3aIIUTUTHCS OT
SMYJITOPOB, JOCTATOYHO 3aaelcTBoBaTh XOTs Obl mojoBuHY SCSI/ATAPI-komaHn (mOmMyTHO 3TO
"yOpeT" MOHUTOPHI IIMHBI U IPOYHE aHAIU3ATOPHI).

Jaxe ecnu mocnemylome BEPCHU SMYJSATOPOB HMOYMHEIOT M OyIyT HMHTHPOBATH BECh
"JeKCUKOH" TPUBOJA IICITUKOM, OHH HaBPSA JIM CMOTYT BOCIIPOM3BECTH BCE OCOOCHHOCTH KaXKHOMH
KOMaH/bl U X KoMOuHaImi. Bripouem, He Oynem 3a0erath Brepen. DMYISTOPEl COBEPLICHCTBYIOTCS
MEJIEHHO U Ka4ECTBEHHBIX PBHIBKOB C X CTOPOHBI IIOKA HE 0XKUIAETCS.

3awjuma om MOHUMOPOe8 WUHbI

Jlns B3noMa 3ammThl HE BCeraa Tpedyercsl au3acceMOIMpoBaTh KoA. BMecTo 3Toro MoxkHO
3allyCTHTh MOHHTOp INMHBI [UI IIepexBara OOMEHa MpOorpaMMbl C TPHUBOJIOM. AHAIU3UPYS
nocienoBarenbHOCTh BbI30BOB SCSI/ATAPI xomann, BrojiHe pealbHO pasrajarh ajrOPUTM 3allHThI,
OIIpEe/IeINB K KaKMM MMEHHO XapaKTEpPUCTHKaM JIFCKa OHa MPUBSI3aJIach.

Bonbuioit momysspHOCTBIO MOJb3yeTcsi MoHUTOp Bus Hound, o3HakomMuTeNnbHYIO BEpCHIO
KOTOPOr0O MOXKHO OecIlaTHO ckauaTh ¢ caita http:/www.perisoft.net/bushound. O He TONBKO
mo3Bosiet nepexsarbBate USB 1.0/2.0, SCSI/ATAPI/IDE/SATA, FireWire, Bluetooth, Fibre Channel
MOPTHI, HO €IIe M OTOOpa)XKaeT OTHOCHUTENILHOE M aOCONIOTHOE BPEMs BBINOJIHEHMS 3allpOCOB, YTO
CYIIECTBEHHO 00JIerJaeT HCClIeI0BaHUE 3aINT, OCHOBAaHHBIX HAa BPEMEHHBIX XapaKTEePUCTHKAX.

Hama 3ammra HUKak He TMPOTHBOAEHCTBYeT MOHHMTOpaM ImHbI (Star-Force, kctatu roBops,
TOXeE), IOATOMY BCE KOMAHJIbl BUJHBI KaK Ha JIaJJOHH M aJlTOPUTM IIPUBSI3KU CTAHOBHUTCS HIOHSTHBIM C
nepsoro s3risia (ENNDHGEN).
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Pl/lcyHOK 9 ucciieoBaHNue 3alIUTHI ¢ TIOMOIILI0 MOHMTOPA HIMHBI

Kak "ocmenuts" MoHHMTOP? MOXKHO, KOHEYHO, MCHONIB30BaTh mpsMoi poctyn k IDE-
KOHTpOJUIEpY WIM pa3HOOOpasHble AHTHOTIAAOUYHBIE (TOUHEe, "aHTU-MOHHUTOPHBIE") NPHUEMBI,
TOJIBKO. .. BCE TO CJIOXKHO, MOTEHIMAIBLHO KOH(IMKTHO M BOOOIIEe HeHanexHO. Jlyurre "pa3baBisaTs”
HaIM KoMaHbl 00bpIMM KosmuecTBoM "MycopHBIX" SCSI/ATAPI-koMaH, 4ToOBI 3aTepsATHCS HA UX
(oHe. ANTOPUTM CTaHET HEOYEBHIHBIM M aHAIU3 MOTpeOyeT HaMHOro OONbIIe BPEMEHHM M YCHIIHH.
OnuH HIoaHC: "MyCOpHBIE" KOMaHJIbI HA B KOEM CITy4ae Hellb3s TeHEpUPOBaTh Ha CIIyYailHON OCHOBE, B
MIPOTUBHOM CIIydae, XaKep CHHUMET HECKOJBKO JaMIIOB, BBIICIUT B HHUX IOCTOSHHYIO YacTh, a BCE
OCTaNbHOE OTOPOCHT 32 HEHaJOOHOCTHIO. A BOT OCHOBHBIC KOMAaHJBI JydYIlle BHIOMPATH CITydalHBIM
obpa3oM. B wactHOCTH, 115 UTeHMs cekTopa MOkHO mcmonbs3oBath 1 READ 10/12, u READ CD un
READ CD MSF, u HekoTOphIe OpyTHE.

yOarsieHHbIU npoXua

KitroueBble nma3epHbIe AUCKH XOPOIIO MOAXOAAT s "kKopobodnoro" IO, HO ans mporpamm,
pacnpocTpaHseMbIX IMPEHMYIISCTBEHHO dYepe3 MHTepHeT, OHM CO3Mal0T MHOXECTBO TPYAHOCTEH.
Paccbutka OMCKOB 3TO OTpOMHAsi TOJIOBHAs 00JIb, HO BElb HE IepelaBaTh K€ JIa3epHbBIM JTUCK 110
MozeMy. A royemy 661 1 HeT? COBpeMEHHBIE TEXHOJIOTHH €IIe M He TaKoe croco0b!!

[onb30oBaTenp ckauMBaeT KIMEHTCKYIO IIPOrpaMMy, KOTOpast IIPOCUT BCTaBUTH uucThii CD-R
JICK B MHUIIYIIUH TPUBOJI, TPOXKUTAET OJTHY CECCHIO, 3aII0JIHEHHYIO HE3HAYalllMMH JaHHBIMH, CHIMAeT
TOIOJIOTHIO U TI0 KPUNTOTpadHIecKoMy HPOTOKONy Iepenaer 3Ty uHbopmaunuio cepsepy. Cepsep
"3amBaeT” TOMOJOTHIO BHYTPH 3aIlMIIAeMON MPOrpaMMBlI M OTCHUIACT €€ KIMEHTCKOH Nporpamma,
KOTOpasi TM0O0 3aIHCBIBACT IPOrpaMMy Ha JIHCK, JIMOO YCTAaHABIMBACT HA BUHYECTEP.

KoHeuHo, Takas cxemMa B3aMMOJCHCTBHS CYIIECTBEHHO OCHa0NseT 3alUIIEHHOCTb
nporpammel. Benp Bo Beeit maptun 00JIBaHOK CTPYKTypa CHHMPaJIbHOW JTIOPOXKKU OJMHAKOBA U ITOTOMY,



OIJIATUB TOJIBKO OAHY KOIHIO, HEUECTHBIM IOJIb30BaTEIb CMOXKET THPAKUPOBaTh €€ UyTh JIU HE B
HNpOMBINUIEHHOM Maciitabe. UToObl 3TOro He NpPOM30LUIO, CIIEAYET HCIOJIb30BaTh A/ UTHBHYIO
3alIUTy, KOMOMHHUPYIOIIYIO TIPUBSI3KY K TOIMOJOTMU C HECTaHAAPTHBIM ()OPMATOM JMCKA, HAIPUMED.
KoneuHo, HecTaHIApPTHBIN (opMaT — Iy10Xas ITyKa (1 00 3TOM MblI y’Ke FOBOPHJIM B Hadayle CTaThi),
HO C HEKOTOPBIMH IIPEJOCTOPOKHOCTSIMH HCIIONIB30BATh €TI0 BCE-TAKW MOXKHO. TeM Ooree, 9To MpOoKUr
Ha CD-R cHEMaeT mpoOieMy THpa)KMpOBaHUSA — KJIMEHTCKAs IPOrPaMMa CaMOCTOSITENBHO yIPABIISIET
MTUITYIIAM IPUBOJIOM M MOXKET CBOOOIHO MCIOJIB30BAaTh BCE HECTaHAPTHBIC PEXHMMBI HA KOTOPBIC OH
TOJBKO crocoOeH. bompnioe KoarmyecTBO pa3HOOOPa3HbBIX 3aIIUTHBIX IPUEMOB OITMCAHO B MOCH KHHTE
"TexHuKa 3aIlIUThI Ja3epHBIX TUCKOB OT KOMHUPOBAHU'", JEMOHCTPAIIOHHYIO BEPCHIO KOTOPOH MOXKHO
HalTH Ha MoeM fip.

>>> gpe3Ka: rnoJsie3Hble coeemasl

O MOJIOKUTE HA KIFOUCBOM UCK (haiiil C 3aMaHYMBBIM HAa3BaHUEM User name.key W BBITONHSANTE
HaJ HUM pa3IMYHbIE 3allyTaHHbBIE OMEPALMU, 3TO CJIErka YMEPUT NPBITh XaKepa U OCTAHOBUT
€ro Ha KaKkoe-TO BpeMsl;

O BHOCHUTE Ha JUCK HECKOJIbKO HPUHUURUAIbHO PA3TUYHBIX KIIOUEBBIX METOK, HO MPOBEPSNTE
TOJIBKO YacTh W3 HUX, & YaCTh — OCTaBbTE JJIS MOCIEYIONINX BEpCHil mporpaMMsbl (IIH ee
OOHOBJICHHI), TOT/Ia XaKepy MPHUAETCS KaXAbIM pa3 MpHIETCS MPOBOJUTH YTOMUTEIIBHBIC
HCCIICIOBAHMS, TTOONTY 3aBHCas HaJl MOHUTOPOM IIHHBL, H3acCEMOTICPOM U OTIIATIUKOM;

O [OMHHUTE, YTO Jake TIIATEIFHO OTTECTUPOBAHHAS 3AIUTA B CHITy HEKOTOPHIX MPHYNH MOXKET
He cpaboTath, "00pyraB" JIeraJpbHOTO MMOJIE30BATENS; IIOATOMY, HEOOXOIMMO HCIIOIB30BATh IO
MEHBIIEH Mepe TpU HE3aBUCHMBIX 3alIUTHBIX MEXaHW3Ma, OCHOBAHHBIX Ha PAa3INYHBIX
XapaKTepI/ICTI/IKaX HOCHUTCJIA, U €CIIN Cpa6aTI>IBaIOT XOTA 6])1 JIBa U3 HHUX, npOBepKa CUHUTACTCA
MPONUJICHHON; B JAHHOW CTaTh€ MBI PACCMOTPENH BCEro JHIIb OJWH TaKOH MEXaHU3M,
OCTaJIbHBIE — B CIENYIOIINN pa3.

>>> gpe3ka nezimi ftp

MpIIbX NOAHAJ JKCIEPHUMEHTANbHBIN ftp-cepBep, pa3garommii cBoM aBTOpCKHe
MaTepHabl:
IP-ampec: 83.239.33.46;
JOMEHHOE MMS: NeZumi.org.ru;
nopT: 21 (cTaHgapTHBIN),
morud: WASM,
apoJb: He Tpedyercs;
narnka: /pub,
kaHai: 500 meraowr;
npubn3uTenbHoe Bpems pabots: ¢ 14:00 g0 06:00 (MbILBX HOYHOI 3BEpPb), P BO3ZHUKHOBEHUH
npo0JieM PEeKOMEH/1YeTCsl yCTAaHOBHUTH NTACCUBHBII pexuM ftp-kineHra;

3aKJ/TIl04eHue

Pa3paboTka cOOCTBEHHBIX 3alllUT OT KOMMPOBAaHUSA — 3TO PEAIbHOCTb. 3a0yAbTe O MIUPOKO
pa3peKIaMHUpPOBAHHBIX T'OTOBBIX MakeTax. Bcskas cepuifHas 3amura MPUTATMBAaeT BHUMAHUE COTEH
TBICSIY XaKEPOB CO BCETO CBETA, KOTOPBIE OBICTPO HAXOJAT OoJiee MM MEHEE YHHBEPCAIbHBIN COCO0
B3JIOMa, TaKOM, YTO UM MOXKET BOCIIOJIb30BAThCs IaKe MPOCTOi 00bIBaTeNb. CTOMKOCTh HECEPUIHBIX
3amuT (ake CHPOEKTHPOBAHHBIX HEMpOo(pecCHOHATAMM) 3a4acTyl0 OKa3bIBA€TCS HAMHOTO BBIIIE,
MIOTOMY YTO HUKTO HE XOYET C HUMH CBSI3bIBaThCs. EAMHUYHEINA B310M ce0s He OKynuT!

Hapnetoch, 4ro 3Ta craThs NMOMOXKET BaM M30€XaTh OMIMOOK M Pa3padoTaTh 3aIlUTy CBOH
MEYThI CAMOCTOSATENBHO.



