TeXHUKa CHATUA AamMna C 3alllnleHHbIX ﬂpVIﬂO)KGHI/II?I

KpHC KaclepCKu

B MpPOLLIOH cTaThe 3TO HUKJIA MBI MPOLLIM CKBO3b PACNAKOBINUK, J00paBIIUCH 10
OpPerlHﬂJIbHOﬁ TOYKH BXOJa U Temepb, 9T00bl OKOHYATEJIbHO noﬁezmn, 3aluTy, HAM
He00X0AMMO CHSITh JAaMIl. CyLIeCTBYeT MHOKECTBO YTHJIUT, NPeJHA3HAYEHHbIX IS ITOM
mejau, HO JAaJICKO HE Bcerjaa HOle‘leHHbefl JaMII OKa3bIBACTCHA paﬁOTOCHOCOﬁHBIM.
npovemy? nomnpodyem pasodparbcs!

gsedeHue

[Iporexropsl Tnna Themida (B "meBmuectBe" eXtreme Protector) m Star-Force, koTopsiMu
3alIMIIEHBl MHOTHE MOINYJSIPHBIE IPOTPaMMbI, OYeHb TJIYOOKO "BIphI3aloTCs" B ONEpalMOHHYIO
CHCTEMY, YTO CHIDKAET NPOU3BOJUTENBHOCTD U OposkaaeT yactHbie BSOD. Mx "kosern" Benyt ce0s
HE TaK arpecCHBHO, HO MPOOJIEM C COBMECTUMOCTBIO BCE PAaBHO XBaTaeT, 0COOCHHO NPH Mepexoje Ha
64-paspsiiHBIC  ONEPAlMOHHBIE  CHUCTEMBl WM  MHOTOSIEPHBIE  INIPOIECCOPBI,  3HAYUTEIBHO
OTIMYAIOIIMECs] OT TeX, IMOA KOTOphle IPOCKTHPOBANIACh 3alUTa, AKTHBHO HCIIOJIB3YIOIIAs
HEIOKYMEHTHPOBaHHBIE BO3MOXKHOCTH. YK CKOJIBKO pa3 TBEPAWIM MHPY — HE HCIIOIb3YIHTE HHUYETO
HEIOKYMEHTHPOBAaHHO B KOMMEPYECKHX NMPHIOKEHHAX, A2 TOJIBKO Bce He BIPok! Bor u mpuxomgurcs
OpatbCsl 3a XaKepCKUH MHCTPYMEHTapHid M OCBOOOXKAATHCS OT HMPOTEKTOPOB, Aa)Ke KOTr/Aa IporpamMmMa
KyIUIEHa JIeTalbHBIM IyTeM U "nomate" ee He3aueM. A Beap mpuxogurca! Kak cTpaHHO ycTpoeH
MHP...

npocmele cry4Yyau 0aMnuHaa

[IpencraBum cebe, YTO PACMAKOBIIMK YK€ OTpabOTal, MBI CTOMM B OPHIMHAIBHOM TOUYKE
Bxozna (OEP) u roroBbl coxpanuth oOpa3 ¢aitna (file image) Ha guck, TO ecTh COPOCHTH Jamil.
Otnaguuk soft-ice He mNpenoOCTaBIAET TAKOW BO3MOXKHOCTH, IIOTOMY IPHXOIMTCS JI€HCTBOBATH
ob6xonHbIM myTeM.. Ho nyisi Havanma HeoOXoauMo BbIACHUTH OT "cux" W 1o "cux" coxpausars. [lpu

YCIIOBHMH, YTO 3alllUTa HE MPEANPUHAMACT HUKAKHX BPAXKICOHBIX NEHCTBHH, HYXHas HH(OpMAIHS
MOXET OBITh T0OBITa KOMaHaaMu "MOD" u "MAP32" ).

Pl/lcyHOK 1 OnmpeaeJeHue peruoHa naMsiaT 1Jid CHATUA JaMIla

:MOD test dump # onpepmensgem 0as0BENI aApec 3arpys3KM MOAYJIS B [IaMsaTb

hMod Base PEHeader Module Name File Name

00400000 004000D0 test_dum \TEMP\test_dump.exe

:MAP32 test dump # CcMOTpMM Ha KapTy MOIYJid B [IaMaTH

Oowner Obj Name Obj# Address Size Type

test_dump .text 0001 001B:00401000 00003B46 CODE RO

test dump .rdata 0002 0023:00405000 0000080E IDATA RO

test dump .data 0003 0023:00406000 00001DES8 IDATA RW

JIuctuur 1 onpeaesieHue AMCIOKANMMA MOAYJISI B IaMSTH, 31ech "test_dump' — ums npouecca, ¢

KOTOPOro Mbl co0upaemMcsi CHATH Jamil (soft-ice oTo0paskaer ero B NpaBoM HHKHEM YTJIY)

Bazosenii ampec 3arpy3ku (hMod base) pacmomaraercs mo agpecy 400000h. Ilocmensss
cekiust  (".data") wHaumnaercs ¢ aapeca 406000h w mpojoipkaeTcs  BIUIOTH JIO  ajpeca
(406000h+1DE8h) == 407DES8h. Takum obOpa3zom, Ham HeoOxoxumo coxpanuth 7DE8h Gaiir mamsry,
HaumHas ¢ 400000h. Ho B soft-ice Takoii komanabt Het! 3aro ecth "ucropus komanz'". Jlaem komanay
"DB 400000 L 7DE8", BbIXOAMM U3 OTIaA4uKa, 3amyckaem 'symbolloader" wu roBopum
"file = save soft-ice history as" (mpu 3TOM pasmep camMoi HCTOPHHU IOJDKEH OBITH MPEABAPHTEIBHO
yBenmueHn xotst Obl jo 30 MbBaiit: edit = soft-ice initialization setting = history buffer size). B
pe3yyibTate 00pasyeTcs TEKCTOBBINA (hail (_), KOTOPBI HE0OXOAUMO MpeoOpa3oBaTh B
exe, JUIsl 4ero NoTpeOdyeTcs HarmucaTh CeNHaIbHYI0 YTHIINTY MITH TTOUCKATh YK€ TOTOBYIO.

:db 400000 L 7DES8

010:00400000 4D 5A 90 00 03 00 00 00-04 00 00 00 FF FF 00 00 MZP........con..
010:00400010 B8 00 00 00 00 0O 00 00-40 00 00 00 0O 00 00 00 ........ (I
010:00400040 OE 1F BA OE 00 B4 09 CD-21 B8 01 4C CD 21 54 68 ........!..L.!Th



010:00400050 69 73 20 70 72 6F 67 72-61 6D 20 63 61 6E 6E 6F 1s program canno
010:00400060 74 20 62 65 20 72 75 6E-20 69 6E 20 44 4F 53 20 t be run in DOS
010:00400070 6D 6F 64 65 2E 0D OD OA-24 00 00 00 00 00 00 00 mode....S$.......

JlueTHuHr 2 7amMn naMsATH, CHATHINA Yepe3 history

Kax BapHaHT, MOJKHO BOCIIOJIb30BaTHCS OecIuTaTHBIM IUIaTHHOM IceExt
(http://stenri.pisem.net/), 3HAYUTEIBLHO PACHIUPSIONIMM (DYHKIIMOHAIBHBIE BO3MOXHOCTH soft-ice. Eciu
IceExt oTkaxkeTcs 3amyckatbes, yBenwdbTe pasMmep Kyud u creka mo 8000h Gaifr, oTpemakTHpoBaB
crenytomryto BeTBb peectpa HKLM\SY STEM\CurrentControlSet\Services\NTice.

Komanna " ! DUMP" (_ u _) TIO3BOJISIET COXPAHATH OJIOKW MaMsTH Ha JIHCK B
JIBOUYHOM BHJIE, YTO OYEHb yJI00HO:

PucyHok 2 cHaTHe 1amMna B soft-ice ¢ momompbio niaruna IceExt

: | DUMP

Dump memory to disk

!dump FileName Addr Len

Ex:
!dump c:\dump.dat 400000 1000
'dump \??\c:\dump.dat 400000 1000
'dump \??\c:\dump.dat edx+ebx ecx
: 'DUMP C:\dumped 400000 7DES8

DUMP: \?2\C:\dumped 400000 7de8

JIucTuHr 3 namMn namMsiTi, CHATHIH komanaoil !DUMP niaruna IceExt

Hpyroit mnarua —  icedump (programmerstools.org/system/files?file=icedump6.026.zip)
TOXE yMeeT JaMIHUTh MaMsTh U, Tak ke kak u IceExt, o pacnpocrpansiercs Ha OecruIaTHOH OCHOBE
BMECTEC C HCXOAHBIMU TCKCTaAMH.

[omydyeHHBIH MaMIT MOXKHO 3arpy3uTh B nu3accemOnep tuma IDA Pro, HO OT ero 3amycka
JydIne BO3JEepKaThesi (0COOEHHO Ha COCETHWUX KOMITBIOTEPAax), TOCKOIBKY IJISi KOPPEKTHOH paboTHI
HEOOXO0JMMO BOCCTAHOBHTH TaOJIMIly UMIIOPTa M PECYpPCHI, HO 3TO HACTOJIBHO OOIIMPHBIA BOIPOC, YTO
31eck Mbl He OyneM ero kacaTbesi, TeM Oojee, 4TO CYIIECTBYIOT TOTOBBIE YTHIMTHL: Import
Reconstructor  (http://www.wasm.ru/baixado.php?mode=tool&id=64) BOCCTaHOBUT HMIIOPT, a
Resource Rebuilder (http:/www.wasm.ru/baixado.php?mode=tool&id=156) — pecypchbr.

s OTJaIIuKa OllyDbg CYyIIECTBYET TUTaTvH OllyDump http://dd.x-
eye.net/file/ollydump300110.zip), co BCTPOCHHBIM PEKOHCTPYKTOPOM TaOJIMIIBI UIMIIOPTA ).

Pucynok 3 cusitue gamna B OllyDbg ¢ momompsio miiaruaa OllyDump

HaxoHen, MOKHO BOCIIONIb30BaThCsl M aBTOHOMHBIM JaMnepoM. CaMbIM TEpBBIM (M CaMbIM
HeyMmenbiM) Obi1 ProcDump, 3atem mosisuics Lord PE, yuurteiBatommii ropbkuii ONBIT CBOETO
Npe/NIECTBEHHUKA M CHOCOOHBIM COXpaHATh JaMIl Jaxe B Tex ciyd4asx, korma PE-3aromoBok
YMBIIJICHHO WCKaKEH 3allMTHOM, a JOCTYN K HEKOTOPHIM CTPaHUIAM NaMsATH OTCYTCTBYET (aTpuOyT
PAGE NOACCESS). Benmom sBomrormu cran PE-TOOLS (_), C KOTOPBIM MBI H Oyaem
pabotaTs. ba30BbIi KOMIUIEKT NOCTABKH MOKHO HAaWTH NMPAaKTHYECKH Ha JIOOOM XaKepCKOM cepBepe,
Hanpumep, Ha WASM'e (http://www.wasm.ru/baixado.php?mode=tool&id=124) nwmm Ha CrackLab'e
(http://www.cracklab.ru/download.php?action=get&n=MTU1), a cBexxue OOHOBICHHA JEXKaT Ha
"ponHoM" caiita mpoekta http://neox.iatp.by, kcratu roBopsi, y)k€ HECKOJBKO pa3 MOMEHSBIIUM CBOU
azipec (10 HEMOHATHIM IPUYUHAM, 0a30BBIi MTAKeT HA HEM OTCYTCTBYET).

Pucynok 4 sHemrnnii Bux yrwsmmtel PE-TOOLS

Ecmu MBI pabotaem ¢ oTragunkoM npukianHoro yposHs (tuma OllyDbg) u croum B OEP, 1o
CHATH JaMIl C IporpamMmbl o4eHb mpocto. Jlocrarouno mnepekirountcss Ha PE-TOOLS, BbIOpaTh
HY)XKHBIA TIpOIlecC B CIUCKe W ckazarh "dump full", ogHako, ¢ oTiiagumkamu ypoBHsS siapa (soft-ice,
Microsoft Kernel Debugger) 3ToT HOMep He TMPOXOIWUT M TYT MPUXOAMUTCS XUTPHUTH. 3allOMHUHAEM (B
roJioBe WJIM Ha OyMaxke) repBble JBa Oalita or Hadana OEP um 3ammceiBaem cioma EBFEh, uro
COOTBETCTBYET MaIIMHHON MHCTpykumu JMP short $-2, 3anumknmBaromeli mpouecc. Temepp MOKHO
CMEJI0 BBIXOAUTh W3 oTiaaguuka, uaTd B PE-TOOLS, cHumaTh JjaMIl M BOCCTAHABJIMBATh
OpUTHHANILHBIC 0alTHI B TI0O0M hex-penakTope.



OObikHOBeHHbIe ynakoBIIUKH (Tuna UPX) He conmpoTHBISIOTCS CHATYIO JamIia, MOCKOJIBKY
O6oprba c xakepaMu B WX 33ja4y HE BXOIMT. MHOe neno — mpoTeKTopbl. DaKTUYECKH, 3TO TE Ke
CaMbIC YITAKOBIIIUKH, HO CH36)K€HHI)I€ IEJIBIM apCceHaIaM IMPOTUBOXAKECPCKUX MEXAHU3MOB. 3aHII/ITHBIe
METOAUKHN MOXXHO pasgc/inTb Ha aKTHUBHBLIC W ITACCHUBHBIC. K maccuBHBIM OTHOCHTCSI Bce TC, 4YTO
pa0oTaroT TOJIBKO HA CTaJWM DPACMAKOBKM M HE BMEIIMBAIOTCA HHU B caMy IporpaMMmy, HH B
OTIEPAllMOHHYIO CHUCTeMy. AKTHBHbIE — TiepexBaTeiBaloT API-QyHKIMM BHYTpH aapecHOro
MPOCTPAHCTBA 3AIMIIAEMOro Ipolecca WIM JAaXe YCTAaHABIMBAIOT CHENMANbHBIN JpaiiBep,
MOIU(UIUPYIOMMN SAPO ONEPalMOHHON CHUCTEMBl TakMM 00pa3oM, YTO MpPSMOE CHATHE JlamIia
CTaHOBUTCS HEBO3MOXXHBIM. OYEBHAHBIM IMOOOYHBIM AS(PQPEKTOM AaKTUBHBIX 3alUT CTABUTCA HX
HEY)XMBUMBOCTh C HOBBIMH BepcusiMu Windows, 3adacTylo NpUBOAALIAS K Kpaxy ONEepaluoOHHOM
cucremsl. IleuanpHee Bcero To, 4TO, 3alyckas setup.exe, Mbl JjaXe M HE I0JI03pEBaeM Kakas TaMm
MOJKET THE3IUTHCS TBaph, TeM Oolee, 9TO AaJeKO He BCE MPOTEKTOPHI MOIAECP)KUBAIOT KOPPEKTYPHYIO
JEWHCTAIUTSALHIO. ..

8 rnouckax camoz20 cebsi

CHsTHe [Jamma HayMHAETCsl C ONpeJeNieHHs pPEruoHa MaMsTH, IPUHAJICKAIIETOo
ucrnonasgemMoMy (aiury (WM auHaMH4eckod Ombmmotexw). [Ipmemsbl, ommcaHHBIE BBIIIE, BCEIEINIO
omuparorcss Ha PE-3aromoBok u TaONMUIly CeKIMM, HCIOIB3yEeMYyI0 OIEPALMOHHOW CHCTEMOIt
MIPAaKTHYECKH TOJIBKO Ha CTaguM 3arpy3ku Qaina. B gacTHOCTH, Hac mMHTepecyroT mnosst ImageBase
(ampec ©OazoBoii 3arpyskm), SizeOflmage (pasmep o6Opa3a) U comepX uMoe TaOIHUIBI CEKITHA.
[IpoTekTophl MO0AT 3aTHpaTh 3TH IMOJS MOCIE 3aBEPIICHUS] PAcIIaKOBKU HMJIM MOZCOBHIBATH 3aBEOMO
HEKOPPEKTHBIE 3HaUeHHA. JlaMIephl MepBOro MOKOIEHUs OT 3Toro cxoaunu ¢ yma, Ho PE-TOOLS B
OOJIBIIMHCTBE ClIyyaeB BOCCTAHABIHMBAET HEJOCTAIOUIYI0 WH(OPMALUIO CaMOCTOSITEIbHO, HO MHOTZA
OH BCe-Taku He cpabarkiBaeT. U 4ro Torna?

Camoe mmpocToe — UCCIIeI0BaTh KapTy MaMATH ITOIOMBITHOTO MIpoIiecca, Bo3ppamaemyo API-
¢yukumsimu VirtualQuery/VirtualQueryEx. Pernonsi, nomeuennsie kak MEM_IMAGE npunamiexar
ucnoiasieMoMy (aiury mnu omHoi m3 mcnoib3dyeMbeix uM DLL (B PE-TOOLS 3a moctpoeHne KapThl
oTBedaeT Komanaa "dump region".

Pucynok 5 npocmotp kaptel namatu B PE-TOOLS

AKTHBHBIC 3alIUTHl MOT'YT II€PEXBaThIBATh 3TH (YHKIMH, IIOJCOBBIBAs [IOJJIOKHBIE JJAHHBIE 1
TOrJla TPUXOITUTCS  CIyCKaTthCsl Ha OAWH ypPOBEHb BINIyOb, oOpamasch K  (QYHKIHUA
NtQueryVirtualMemory, koTopas, Kak W CIEAyeT W3 €€ Ha3BaHHWS, CYIIECTBYeT TONbKO B NT-
MOJOOHBIX OMEPAIOHHBIX CHUCTEMax U AKcnoptupyercsa oudmmorexoir NTDLL.DLL, HO B HEKOTOPBIX
CilydasX TI€pEeXBaTBIBACTCS M OHA, BBIHY)KIas HAac oOpamaThCs K HEAOKYMEHTHPOBAHHOM (GyHKINH
NtQuerySystemInformation. [lonroe Bpems oHa OcCTaBajach COBEPIICHHO HEIOKYMEHTHPOBAaHHOW W
MHOTHE HPOTEKTOPHI O CYIIECTBOBAaHMH 1OJ00HON Ja3eiiky lake W He 1MoJo3peBain. Tereps ke ee
OIIMCaHHuEC JOOCTYITHO Ha MSDN http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/sysinfo/base/ntquerysysteminformation.asp, C ITPO3HBIM IIPEAYIIPEKICHUEM, YTO MMOBEACHUEC (I)yHKLII/II/I MOXET
MU3MEHUTHCSl B JIFOOOW HOBOW BEpPCHHM, a TOTOMY B JOJNTOCPOYHBIX INPOAYKTaX Ha Hee Jydlle He
3aKJIaABIBAThCA.

B camom kpaitHeMm ciaydae (korma mepexBadena u NtQuerySystemInformation) mpuxomutcs
npuberarh K pyqdHOMY pa3zdopy CTPYKTYp JAAaHHBIX, OTHOCSIIMXCS K aMATH npouecca (soft-ice nMeHHO
TaK W MOCTYNAeT), OAHAKO, TOpa3lo MpOIIE W HAJEKHEE MPOCTO CKONMMPOBATH KYCOK aJPECHOTO
npocTpancTBa. Ecnu 00pa3 He ObUT mepeMelneH, 0a30BbIi apec 3arpy3Ku TOKE CaMblid, 4To U B PE-
3aronoBke exe (aiinma. [Ipu pabore ¢ mepemerieHHBIM 00pa3oM, 0a30BBIM aapec HPUXOIJUTCS
olpeneNnaTh BpyuHyIo myTeM moucka curHatyp PE u MZ, nsurasce or OEP BBepx (T. €. B cTOpoHY
MiIaamux azapecos). K Haiemy cyacTblo, NMOJHOCTHIO 3arepeTh PE-3arojoBok 3aimura HE MOXKET,
MIOCKOJIBKY TOT[Ia TIepecTaHyT padoTaTs HeKoTopble API-¢yHKINHM, B3aNMOAECHCTBYIOIIHE C peCypcaMu
UT. I

Ecnu HU 0HUM 13 CLIOCOOOB OMpENENUTh IPaHUIIBl 00pa3a He yIaeTcsl, IPUXOANTCS JaAMIINTh
(hparMeHTHI apecHOTro MPOCTPAHCTBA, 3arpykas ux B IDA Pro kak mBOWYHBIN (aiii, eCTECTBEHHO, C
COXpaHEHHEM HayaJbHOrO ajapeca ¢parmenra. /s aHann3a pabOTHI 3alIUTHOIO MEXaHU3Ma 3TOTrO B
OOJIPIIMHCTBE CITy4aeB OKa3bIBAETCsl BIIOJNIHE JOCTaToyHo, TeM Oosiee, uyro IDA Pro mossomser
MOJArPY>KaTh HEJOCTAIOUINE KyCKH "HaeTy".



damMn u3eHe

[Ipexne, 4eM 4uTaTh aJpecHOEe HMPOCTPAHCTBO UYXKOTO IPOIECCa, IO HEro €Iie MPEICTOHUT
nmobpatecs. Windows H30IHpyeT MPOIecChl IpyT OT Apyra Ha CIydail HempeaHaMEepeHHOTo yIapa Iio
namsTé (KOTOPBIH CHIIBHO Jocakaai nosb3oBarensiM Windows 3.X), HO IpeOCTaBIsIET CHeHUaIbHbINA
Habop API-dpyHKImmit ams MexmpoueccopHoro B3amMmozedcTBus. Kiaccumueckuit myTh: ToirydaeMm
00paboTYMK Tpolecca KOTOPBI MBI cOOpaiuch AaMmuTh Bei3oBoM OpenProcess u mepemaem ero
¢yakuun ReadProcessMemory BMecTe ¢ OCTaJbHBIMH MapamerpamMu (OTKyZa M CKOJBKO OaiT
ynurtatk). [Ipy 3TOM HEOOXOAMMO YUYHWTBIBAaTh, YTO HEKOTOPHIE CTPAHMIBI MOTYT OBITH ITOMEYEHBI
3aIUTON Kak HEAOCTYNMHbIE H Tieped oOpalieHneM K HUM HeoOXOJUMO BBI3BATh (DYHKIIHIO
VirtualProtectEx, pa3pemms monusii goctyn (PAGE EXECUTE READWRITE) umu, no kpaiiaeit
Mepe, OTKPHIB cTpaHuIbl Toabko Ha yTeHne (PAGE READONLY).

EctectBenno, ¢ynkuuun OpenProcess/ReadProcessMemory/VirtualProtectEx moryt OBITH
TepexBaveHbl 3aIUTOH M TOTJa BMECTO JaMIla Mbl MOJYYUM error, a To u reboot. HuskoypoBHeBbIe
¢yukuun NtOpenProcess/NtReadVirtualMemory/NtProtectVirtualMemory nepexBaTblBaloTCsi C TOH
e JIETKOCTBIO, K TOMY K€ HEKOTOPBIE 3alUThl U3MEHSIOT MapKep 0€30MacHOCTH Tpoliecca, 3arpenias
OTKpBITHE €r0 NaMsITH Ha YTCHUE JaXe aAMHUHUCTPATOPY!

C‘-II/ITaeTCH, YTO CHATUC JaMIla Ha YPOBHC AApa OTKPBIBACT 0O0IbIINE BO3MOYKHOCTHU JUIA
XaKepcTBa M MPOTHUBOCTOSTH 3TOMY HUKaK HEBO3MOXHO, IIOCKOJIBKY ApaiBep paboTaeT ¢ HaMBBICIINM
YpOBHEM NPUBUIIETUIN, KOTOPBIM No3BoJIAeT _Bce . Ha camoMm fene, BoliHA pailBEpOB 3a AIpO TOJIBKO
HauuHaeTcs. Ha rojom mpomeccope naneko He yenels U JpaiBep-AamIep BBIHYXIEH o0pamaTsest K
CEepBUCHBIM (YHKIMAM sizpa. [IpudeM, HUKaKuX JOKYMEHTHPOBAHHBIX (DYHKIMH JJISI YTEHHS MaMsITH
qy>KOT0 Mpolecca (3a UCKII0YEHHUEM BBIIICYTIOMSHYTHIX) B CUCTEME HeT!

YT1oObl 4MTAaTh NMaMATh MpoLecca HaNpsMyo, JIpaiBep JOIKEH K HEMY ITOJKIFOYMTHCS,
Bbi3BaB (Qynkmmio KeAttachProcess wnimm ee coBpemenHblii anamor KeStackAttachProcess,
TIOSIBUBILIMIACS U BIepBble qokyMeHTHpoBaHHbI B Windows 2000. [Tonb3oBaTbest 000uMH (DyHKIUSMA
CIIElyeT C BEIMYalIIed OCTOPOXXHOCTBIO M TPEXKAE, YeM IIOAKIIOYAaThCs K APYroMy IpoIeccy,
HEO0OXOAMMO OTCOEAMHHUTCS OT Tekymero, BbeBaB KeDetachProcess/KeStackDeattachProcess.
OnHako, 3TH (QYHKIMH MOTYT OBITh IIEpEXBAa4deHBI 3aIIMTONH CO BCEMH BBITEKAIOIIMMU OTCIOJA
nocieacTBusiMU (potekTop Themida nMeHHO Tak M mocTymnaer).

BakxHO OTMETHTB, YTO YHHBEPCAJIBHBIX CIIOCOOOB IepexBaTa HE CYLIECTBYET — IPOTEKTOP
MOXET MOJU(HIUPOBATH TAOJIMILy IKCIIOPTA, BHEAPATH CBOM jmp'bl B HAYaJ0 WM JaXXe CEpeinuHy
CEpPBHUCHBIX (YHKIMH sapa U T. . A 3TO 3HAYUT, YTO Ha AAPO IOJIAraThCsl HEJb3s U BAPHAHTOB y HAc
TOJIBKO JBa: HCIIOJbB30BaTh TC (I)yHKLH/II/I, KOTOpPBIC HE aAoragajachb IEPEXBATUTH 3aluTa WIN
MIEPEKITI0YATh aJPECHBIE POCTPAHCTBA BPYUHYIO.

CrienmambHbIH TUTarHH K PE-TOOLS (http://neox.iatp.by/eXtremeDumper.zip,
http://www.wasm.ru/pub/21/files/dumping/eXtremeDumper.rar), HalMCaHHBIN MS-REM'om,
npoOuBaeTcs K  Tpomeccy  depes CJICTYIONTYIO LIETIOYKY  CEPBHCHBIX BBI30BOB
PsLookupProcessByProcessld = ObOpenObjectByPointer = ObDereferenceObject, koTtopyro TmoKa
elle HUKTO He MepexBaThIBAacT, YTO MO3BOJISICT CHUMATh JIAMIT XK€ C OYEHb CHJIBHO 3allUIICHHBIX
IporpamMM, OAHAKO, CKOJIBKO 3TOT CIOCOO €IIe TPOAEPKUTCS CKazaThb HeBo3MoxHO. Cozmarenu
MPOTEKTOPOB HE CUJIAT CIIOKA PYKH, U Ha XaKepCKUX (GopyMax Toxke ObIBAIOT.

B monroBpemeHHOI NepcrieKTHBE HAIEKHEE BCETO MCIIONb30BaTh HEJOKYMEHTHPOBAHHYIO (M
K TOMy ke HedkcropTtupyemyto!) dynkmmro KiSwapProcess, agpec KOTOpoi MEHSETCS OT CHCTEMBI K
CHCTEME, YTO 3aTpyAHSET IepexBaT. B To jke Bpems, AaMIep MOXXET JIETKO OIPENENUTh €ro
MTOCPEACTBOM OTJIAJ0YHBIX CHMBOJIOB, OECIIaTHO pacnpocTpanseMbix Microsoft. J{is paboTsl ¢ HUMHK

MOHAOUTHCS oubnroTeKa dbghelp.dll u3 KOMILJICKTA Debugging Tools
(http://www.microsoft.com/whdc/devtools/debugging/default.mspx) u yrtunmra symchk.exe, B3sTas
OTTy/Ia *Ke.

Oyuknus KiSwapProcess — 3T0 ofHa M3 CaMbIX HHU3KOYPOBHEBBIX (DYHKIIHH, HAMPsAMYIO
pabotaromux ¢ peructpoM CR3, B KOTOpHI 3aHOCHTCSI yKa3aTelh HAa KAaTaJoOT CTPAaHUI] BRIOPAHHOTO
mporiecca, mocie 4ero ero apecHoe MPOCTPAHCTBO MOYKHO YMTATh KaK CBOE COOCTBEHHOE MAITMHHOM
komanznoit MOVSD, B rpy0oM npuOImKeHUH NpeCcTaBIsIomuii coboil ananor memcpy. Ilpensuns
TaKOW MCXOJl COOBITHI, HEKOTOpBIE 3AIIUTHI MOLIIM Ha OTYAasHHBIA miar: nepexBatuB SwapContext u
pan apyrux ¢yHkuui, padoraromux ¢ CR3, oHM cramu paspymiath KaTajor cTpaHull "cBoero"
Ipoliecca Ha BpeMs NepeKIIoueHNsI KOHTEKCTOB U BHOBb BOCCTAHABJINBATh €T0, KOT/1a B HEM BO3HHUKAET
HeoOxonumocTs. BapBapcTBo! Hacrostee! O6parienne Kk KaTaiory CTpaHHUI] IPOUCXOIUT U3 JIECSITKOB
HETOKyMEHTHPOBAaHHBIX (YHKIHH, KOTOpBIE B KOKJOW BEPCHU SApa pealn30BaHbI 10 CBOEMY. A 3TO
3HAYNT, YTO TaKas arpecCHBHAs 3allUTHAs IMOJUTHKA PUCKYeT CBaIHUTHCSA B civiomHoi BSOD, He
OCTaBJIIOIIHUI MTOTF30BATEII0 HUKAKHUX IAHCOB TSI HOPMAIBHON paboThI!



Ho pmaxe He 310 camoe crpamHoe. Bce Oosbine u Ooibllie MPOTEKTOPOB MEPEXOISIT Ha
JUHAMUYECKYI0 pPAaclaKkoBKY, pacIIU(ppOBBIBas CTPAHUIBI MO Mepe OOpalieHUs K HHUM, a 3aTeM
3amU(ppPOBBIBas MX BHOBB. Jlake €CM MbI MPOOBEMCS CKBO3b 3allMTy M JOPBEMCS IO Mpoliecca,
JAMITATH OyIET HEYEro... BEpHEe, MOJIyUSHHBIH qami OyaeT npaktudecku Ha 99% 3ammpoBas.

MexaHuU3Mbl QUHaMu4ecKol pacuwugposKku

ANTOpUTM JMHAMUYECKOW pacmudpoBky, peann3oBaHHbi B nporekTope Armadillo u
u3BeCcTHBIN no nmMeHeM CopyMem, B 00ImIMX YepTax BBITJISIUT Tak: 3aIlUTa MOPOXKIAET OTJIAJTO0YHBIH
npormecc, nepemaBas ¢yHkiuu CreateProcess B kKadyecTBe MMEHH HYJIEBOW apryMEeHT KOMaHIHOW
cTpokw, "Onarofaps" yemy B IUCIIETYEpe 3a/1ad OTOOpaskaeTcs JBE KOIUH 3allyIIEHHOH MpOrpaMMBL.
OpHa u3 HUX cepeep (YCIoBHO), npyras — kimeHT. Cepsep mocpenctBoM (GyHknuu VirtualProtectEx
JenaeT Bce crpaHunbl kimeHta HemocTynmHeMH (aTpuOoyr PAGE NOACCESS) m mepemaer emy
yIIpaBJIeHUE, 0XKUAAsl OTIAIOYHBIX cOoOBITHH ¢ moMompio ¢pyHKKn WaitForDebugEvent, a coObrtns
JIONTO KJaTh ceOs HE 3aCTaBISIOT M IPH HEPBOHM K€ TONBITKE BBHIOIHEHHS KOJA B HEIOCTYITHOU
cTpaHulle BO030yXIaeTcsi HCKIIOYEHHE, Ilepenatoniee cepBepy Opasnel  npasieHus. Cepsep
pacundpoBBIBAaCT TEKYIIYIO CTpPaHUILy, B3aMMOJCUCTBYS C KIMEHTOB mocpenctBoM API-¢yHkumii
ReadProcessMemory/WriteProcessMemory, ycTtaHaBIMBaeT HEOOXOAWMBIE aTpUOYTHI IOCTyNa M
BO3BpaIIacT KIMEHTY yIpaBlcHHE.

OcTtayibHBIE CTPAaHMIBI OCTAIOTCS 3aM(POBAHHBIMH, W TpH OOpaIlleHMH K HUM BHOBb
BO30YKIaeTcs HWCKIIOUEHHe, KOoTopoe mepemaercs cepBepy depe3 WaitForDedugEvent. Cepsep
3amM(pOBBIBAET MPEABIIYLIYIO CTPAHUILY, OTOMpast BCe aTpUOYTHI IOCTYNA, KAKUE Y HEe TOJIBKO €CTh,
1 pacmr(poBBIBACT TEKYIIYIO CTPaHHUILy, BO30YAMBIIYIO HCKIIIOYEHHE (B JIEHCTBHTENBHOCTH, JUIS
YBEJIMYCHUS MPOM3BOAUTEIBHOCTH 3allIUTa TOAJCPKUBACT NPUMHUTUBHBIA KAIL, MO3BOJISSL KIHEHTY
MMETh HECKOJIBKO PactIM(ppOBaHHBIX CTPAHUIL OJJHOBPEMEHHO).

IToTpeObHOCTh B OTIIAZOYHOM MpOLECCE-CEPBEPE OOBSICHSIETCS TEM, YTO IO APYrOMY JIOBUTH
UCKITIOUEHHS Ha MPUKIAJIHOM YPOBHE HPOCTO HE TOJy4aeTcs. A Kak K€ MEXaHU3M CTPYKTYPHBIX
HCKIIOYEeHUH Wi, cokpameHHo, SEH? Permctpupyem cBoii cOOCTBEHHBIH 00paOOTYMK U JIOBUM
WCKJIIOYEHUSI, YTO HAa3bIBACTCS 10 MECTy BO3HHKHOBEHHsS. DTO mu30aBmser Hac or API-BbI30BOB,
00ecIeunBaONIMX MEKIPOLIECCOPHOTO B3aUMOJICHCTBHSL, KOTOPBHIE 3JEMEHTapHO I1€PEXBaTHIBAIOTCS
xakepoM. YBbI! Ecim 3ammmaemoe npunoxenue ucronsdyer SEH (a momasmnsromee GOJBIIMHCTBO
NPWIOKEHUI €ro HMCHOJIb3YIOT), Hall 00pabOTYMK OKaKeTcs MepeKphIT ApyruM. CTONKHYBIIUCH C
"HamuM" MCKJIIOYEHUEM, OH IIOIPOCTY HE OYJIET 3HATh, YTO C HUM JIENaTh M C BEPOSITHOCTHIO OJIM3KON
K CIMHHUIIE, IPOCTO 3aBEPILINUT MPHIOKEHHE B aBAPUIHHOM PEKHIME.

TeopeTnuecku, yCTaHOBKY HOBOI'O OOpa0OTUYHMKA JIETKO OTCIIEAUTh, YCTAHOBHB alIapaTHYIO
TOYKY OCTaHOBA II0 TOCTYITY K maMsATH Ha aapec FS:[00000000h]. OnepamoHHble CHCTEMBI CEMEHCTBa
NT mno3BONSIOT MPHUKIATHBIM HPHIOKECHUSIM MAaHHUITYJIHPOBaTh C OTJIQJAOYHBIMH PETHUCTPAMH depe3
KOHTEKCT, IIPUYEM, OTJIQAOYHBIA PErucTp ACHCTBYET JHUIIL B paMKax '"cBoero" mpolecca, He Memlas
paboTaTb BCeM OCTaJbHBIM, HO 9X "3a0bIBaeT" COXpaHATH OTJAJOYHBIE PETHCTPHI B KOHTEKCTE
"cBoero" mpoiiecca ¥ OHU NPUOOPETAIOT TJI00aNbHBIN XapaKkTep, BO3/ACHCTBYIOINI Ha BCe MPOLIECCHI!
Tak 4To B HEl 3TOT TPIOK HE MPOXOIMT.

A BOT Ipyroii cmoco0: ycTaHaBIMBaeM JIpaiBep, MePEeXBaThIBAIONINI UCKIIIOYCHUS HA YPOBHE
IDT u B3auMoOAEHCTBYIONIMHA CcO cBoMM mporeccomM jubo uepes DeviceloControl, 1ubo uepes
NtReadVirtualMemory/NtWriteVirtualMemory/KeDeattachProcess/KeAttachProcess. 3t0
BITOJIHE HAJIEXKHO, OHAKO, HAIIMCAaHUE JPaiiBEPOB — 3aHATHE YTOMHUTEIHFHOE U COBCEM HeOe30macHoe
B IuIaHe "TosryObIX 3KpaHoB cMeptH". K ToMy ke, pa3paOOTUMKy 3aIUTHI MpUAETcS MO0 HAOTpe3
OTKa3bIBaThCS OT MOAJEPKKN 9X (KoTopas Bee emie xwuBal), 00 peann3oBhIBaTh cpa3y JBa aApaiiBepal
Tem He MeHee, 3alUThl TAKOTO THIIAa BCE-TaKW BCTPEUAOTCSL.

HeszaBucumo oT TOro, Kak IPOMCXOTUT 00pabOTKa MCKIIOYEHHMs, CIOMaTh TaKyl 3alllUTy
oueHb npocTto! YnTaem nepByro CTpaHHILy, JOKUIAEMCS 3aBEPILCHUS PAacIIN(POBKH, COXpaHIEM €€ Ha
JMCK, oOpamaeMcst K CIeAyIoneil cTpaHuIle u... IeHCTBYeM Tak A0 TeX Iop, IMOKa B HAIIMX pyKax He
OKaXeTcst Bech 00pa3 menukoM. CTOWT TOJMBKO BHEIPUTH KO JaMIiepa B aJIpecHOE MPOCTPAHCTBO
3alIMIIEHHOTO TIpollecca ... MPOTEKTOpY OyAET OYEHb CIIOKHO OTIMYUTH OOpaIieHus caMoin
MIpOrpaMMBbl OT OOpaleHuit JaMmepa.

[Nocnennue Bepcuu nporekropa Armadillo, HenaBHO nepenmeHoBanHOTO B Software Passport,
peanu3yloT HaMHOro OoJiee HaJeXHbIH, XOTS U YPE3BBIYaHO HU3KO MPOU3BOJIUTEIBHBIA MEXaHHU3M
Tpaccupylomen pacmudpoBKy, P KOTOPOM BeCh KOJ MporpamMsbl 3amudposan meiankom. Cepsep
TpaccHpyeT KJIMEHTA, PacIIi(pOBbIBas 110 OJHOW MHCTPYKILHUH 32 pa3 (IpeablayIias HHCTPYKIUS MPH
9TOM 3anmdpoBbiBaeTcs). CHATH AaMIT TYIIBIM 0OpalieHueM K HaMsTH yKe He T0JIy4aeTcsl, MOCKOJIbKY
3aIIUTY WHTEPECYIOT TOJIBKO MCKITIOYECHUS], BO3HHUKAIOIINE MIPH UCIIONHEHUH. Bee, 94To MBI MOXKeM, 3TO



"BKJIMHUTBCS" MEXAy 3amm(ppoBaHHBIM IPUWIOKEHHEM W paclIM(POBIIUKOM, "KOJJIEKINOHUPYS'"
pacuudpoBaHHBIE WHCTPYKIWH, OOpa3yrollfe Tpaccy IOTOKa BBHINOJHEHUs. [lOCKOJIBKY, NOCTHYb
100% TOKpHITHS KOJa MPAKTUYECKH HEBO3MOXKHO, TOJyYSHHBIH AaMil OyJIeT HEMOJHOLEHHBIM, HO...
TYT €CTh OINH MayieHbkHuil HroaHc. [TokomanHast pacinppoBKa HE MOKET UCIIOIb30BaTh HU OJIOYHBIE,
HHU KOHTEKCTHO-3aBHCHUMBIE KPHIITOAITOPUTMBI, TIOCKOJIBKY TPAacCHUPYIOIINH paciIi(pOBIIUK HAKOTIA
HE 3HAeT Hallepes Kakas MHCTPYKIuS OyAeT BBINOJIHEHA ciemyromeid. OcTaroTcsi TONBKO MOTOKOBBIE
anroput™bel THa XOR mm RC4, koTopeie oueHb JIETKO pacmm@ppoBaTh — CTOUT TOJBKO HAWTH
raMMy, KOTOPYIO IIPOTEKTOp HECMOTpPS HA HA KAKHWE YCHJIUS, CIUIIKOM IIIyOOKO 3alpsiTaTh BCE PABHO
He cMokeT! EcTecTBEHHO, MOJTHOCTBIO0 aBTOMATU3UPOBATh MPOLECC CHATUS JaMIla B ATOM CIydac yxke
HE yAacTcs M NpHUIETCs NMPUOErHYTh K JU3aCCEMOJIMPOBAHMIO, a, OBITH MOXeET, Jaxke otriaike. K
CYACTHIO, MTOT00HBIE CXEMBI 3aLIUTHI HE MOTYYHIH IIHPOKOTO PACIIPOCTPAHEHUS, U HABPS/ JIM OTydaT
ero B 0003puMoM OyaynieMm. TpaccupoBKa 3aMeJIseT CKOPOCTh pabOTHI IPUIIOKEHHS B IECATKH pas, B
pe3yIbTaTe Yero OHO CTAHOBUTCS HEKOHKYPEHTOCIOCOOHBIM.

damn usHympu

CHATHE JaMIla yepe3 MEeXaHHM3MbI MEXIIPOLECCOPHOIO B3aMMOJCHCTBUS — 3TO BUEpALTHUN
JeHb. Jlnsg GopbObl C aKTUBHBIMU 3aIIUTAMHU XaKEpPhl BHEAPSIOT KOJ AaMIIEpa HETOCPEICTBEHHO B
"MOJONBITHBIA" TpPOIECC, YTO MO3BOJISET 000WTH Kak mnepexBaT API-QyHKkimi, Tak ¥ 1moOeaAUTbH
TUHAMIYecKyro mudpoBKy tuna CopyMem.

Knaccuuecknii crmoco® BHeApPEHHWS KOIa pealm3yercsl TaK: OTKPBIBAEM IIPOIECcC (YHKITUEH
OpenProcess, BoiensieM 010k mamsTH BeIzoBoM VirtualAllocEx, xonmpyem Kox nammepa depes
WriteProcessMemory, a 3arem n100 co3maeM ynaneHHbIH noTok ¢yHkiueld CreateRemoteThread
(Tompko Ha NT-mojgoOHBIX cucTeMax), jmbo u3MeHseM peructp EIP B koHTekcTe 4yy»oro mnortoka,
obpamasice k SetThreadContext (meiictByer Ha Bcex cucremax). EcrectBenno, npeabigymeii EIP
JOJDKEH OBITh COXPAHEH, a CaM IMOTOK — OCTAaHOBJICH.

IToctotite! Ho Beap 5TO Majo dYeM OTAMYAETCS OT OOBIYHOTO MEXIIPOIIECCOPHOTO
p3anmoneiicteusa!  @Dynkmunm  NtAllocateVirtualMemory/NtSetContextThread/NtCreateThread
mobas  3amTa  MepexBaTUT co  cMakoM! (Humkakoii ommOku TyT Her, API-pynkmms
CreateRemoteThread B peiicTBurensHOCTH TpeicTaBisieT coOoi "oOepTky" BOKpYr siepHOM
¢ynaknun NtCreateThread).

Xopoulo, BOT Ipyroi kinaccudeckui nytsb. [lomemaem namnep B DLL u nponuceiBaeM ee B
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows\Applnit DLLs, B pe3ynbTare uero
oHa Oyner OTOOpaXkaThCsl Ha BCE IPOLECCHI, KaKHE TONBKO €CThb B CHUCTEME W IEpesi Ieperaduci
yIpaBIEeHUS Ha OYEpPEJHOM 3allyCKaeMbIi Tpolecc NepBOW moiyuuT ympasieHue Hama DLL! K
COXAJEHHUIO0, 00 3TOW BETKE 3HAIOT HE TOJBKO MPOTEKTOPHI, HO M APYrHe MporpamMMbl (AHTUBUPYCHI,
TIepCOHANIbHbBIE OpaHIMay3pbl) U clieasaT 3a Hell. Harma 3anmce MoXeT ObITh yJalieHa eIe 10 TOro, Kak
JaMIiep npuctynuT K padore! Eciu ske eMy Bce-Taku yAacTcs MOJTYYUTh YIpaBIICHHE, IIEPBOE, YTO OH
JOJDKEH CcJIeflaTh — BBIICNUTh cebe OJIOK HaMsATH BHYTPH IIpOIiecca, CKONMPOBAaTh TyAa BECh
HEeoOXOoAuMBI Kox M BepHYTh BeTky Applnit DLLs B ucxomHoe cocrosinue. [lockonbky, namep
MOoJydYaeT YIpaBJIEHHE elle J0 TOro, Kak 3alliTa HayHeT padoTaTh, OHAa HHUKAaK HE CMOXET
00HapYKUTh, YTO 3/1€Ch KTO-TO YK€ MOOBIBAI.

WcknroueHne  COCTAaBISAIOT — aKTHBHBIE — 3allUThl  PE3UACHTHOTO  THINA  MOCTOSHHO
MIPUCYTCTBYIOIINE B CHCTEME JaXKe €CIIH 3aluIIaeMblil (aiin He Obu 3amymeH. Ho B 3Tom ciydyae oHn
CTaIIKUBAIOTCSI CO CIIEAYIOIIEH MpoOIeMoil — KakK OTIIMYHUTh "CcBOH" mporiecc OT Beex ocTanbHBIX? I1o
uMeHn (Qaina? DTo He CIMIIKOM HaJexHo... Jlydme wucnoip3oBarh "METKy' — YHHKaIbHOE
coderanue OaiT mo ompeznenreHHOMY aapecy. C TaKMMH 3alUTa CIIPABUTHCS OYEHB CIIOKHO, HO BCe-
TaKkM BO3MOXHO. [lepenpo0OoBaB HECKOJIBKO BapHaHTOB, aBTOP OCTAHOBWICS Ha CIIEIyIOLIEM
ITOPUTME, KOTOPBIII 00XOIUT BCE CYIIECTBYIOIINE HA CETOJHSLIHWI JIEHb aKTHBHBIC M ITACCHBHBIC
3aIIUTHI:

Q KomupyeM OpUTHHAIBHBIN (aiii (¢ 3amuToi) B tmp.tmp;

O OTKpbIBacM OpHUTHHAIBHEINA (aiin B hiew'e, mepexomum B Touky Bxona (EP) u craBum jmp Ha
cBOOOJTHOE MECTO, TAC W pa3MelacM KOJA JaMIiiepa, KOTOPBIH MPH MOJYYCHUU YIPABICHUS
OCYILIECTBIISIET CICTYIOMIHE NCHCTBUS:

O BBLAEJSICT OJIOK MaMSITH U KOMUPYET Ty/a CBOE TEJIO, OOBIYHO MOATPYKAEMOE C JIHCKa
(mmHAMHYECKYI0 OMOIIMOTEKy JydIlle He 3arpy’KaTh, IIOCKOJIBKY HEKOTOPHIC 3AIIUTHI
KOHTPOJUPYIOT cnucok DLL M eciau BBI30OB HIET U3 HEU3BECTHOM AMHAMUYECKOM
OMONMMOTEKH, PACIICHUBAIOT 3TO KaK BTOPIKEHUE);



o ycranaBnuBaer Taiimep yepe3 API-¢pynknuio SetTimer c takum pacuerom, 4TOOBI
mporeaypa IaMIiepa IOJyddsia YIpaBIeHHE KOTJa Bech KOA OyAeT MOJHOCTHIO
pacmakoBaH wiu, B ciydae, ¢ CopyMem, Korja 3amuTa YCIIEET YCTaHOBUTH
OTJIaOYHBIN Tponiecc (KoHeyHO, CHATH gamm B OEP B sTroM ciydae yxe He
MIOJTY4UTCs, HO... IaXKe TAKOH JaMII JIy4Ille, 4eM COBCEM HHUYETO);

O TEepPEeHMEHOBHIBAECT OPUTMHAIBHBIA (aiisl (TOT, YTO UCIIONHSETCS B TaHHBIH MOMEHT!)
B tmp.XxX, a (haiiry tmp.tmp BO3BpaIaeT OpUTHHAIEHOE UMS;

O BBIYMIIAET ce0s M3 MamsiTH, BoccTaHaBnuBaeT EP u mepenaer ympasieHHe
3alUIIEHHON TporpaMMme;

O ecinM aKTUBHas 3alura OXpaHseT CBOW (aily, omo3HaBas ero IO CHIHATYpE,
HCITIONIb3yeM KaKOW-HHOy[b OC300MIHBIH YHAKOBIIMK C "HYJIEBBHIM ITOOOYHBIM
a¢p¢pexrom” Tmma UPX, mpm 53TOM Bce BHIICYKAa3aHHBIC NEHCTBUS CIEIyeT
BBITNOJHAET Ha OTAEIbHOM 3aBEI0OMO "CTEpUIIBHON" MalllHE;

O 3amyckaeM MOIU(HIMPOBAHHEIN (aiil Ha BEITOTHEHHE;

Takum oOpa3omM, 3ammra He CMOXKET OOHAPYKUTh U3MEHEHUH HU B (aiiie, HU B aMsITH (TIpH
MONBITKE OMNpeseNeHNs UMEHH TeKyllero (aiina onepannoHHas cucTeMa OyAeT BO3BpAlIaTh TO MM
(baityia, Kakoe OH MMeENl HA MOMEHT 3aIlycKa, HTHOPHUPYS (akT ero "OHIaifHOBOTo" IMepeMMEHOBAHNA).
Ho 3T0 cnmmkoM rpoMo3aKuif 1 HABOPOUEHHBIH aJITOPUTM, K TOMY K€ aKTHBHOH 3alllUTe HUYETO HE
ctouT mepexBatuTh SetTimer u 3ampeTHTh ycTaHOBKY TaiimMepa BHyTpH 'cBoero" mporiecca 10
3aBepLICHUs paclaKoBKu/mepenayn ynpasieHus Ha OEP.

3abaBHO, HO MHOTHE 3amUTHl 3a0bBaloT 0 QyHKIMK SetWindowsHookEx, mo3Bossiomeit
BHeIpsATh cBor0 DLL B azpecHoe MpocTpaHCTBO 4YKOTo Ipoliecca. Brpoyem, naxe eciau Obl OHH
MOMHWJIN O HeH, OCYyIIECTBUTh KOPPEKTHBI IIepexBaT BecbMa HENPOCTO. MHOTHe JerajlbHble
HPWIOKEHUS (HallpuMep, MyJIbTUMEIUHHBIC KJIABHATYPhl WIIM MBIIIN C JOMOIHUTEIBHBIMU KHONKAMH
no Ookam) wucrnonb3yorT SetWindowsHookEx mmst pacmmpenust (yHKIMOHaIbHOCTH cucteMmbl. He
CYIIECTBYET HHKAKOTO CII0cO0a OTIMYMTh YECTHOEC NPIJIOXKEHHUS OT Jamrepa. 3aliuTa MOXKET
pacmo3HaTh ¢akT BHenpeHus dyxoii DLL B ampecHoe MpOCTpaHCTBO OXpaHSAEMOro ee Iporecca, HO
OTKyga ei 3Hath, uTo 3Ta DLL nmemaer?! Mo)xHO, KOHEYHO, ITPOCTO BBITPY3UTH €€ W3 MaMsiTH (MiH
BOCIIPEMSTCTBOBATh 3arpy3Ke), HO KAKOMY ITI0JIb30BATEIIO TIOHPABUTCSI, YTO JIETAJIbHOE ITPHOOpETeHHAs
nporpamMMma KOHQUIMKTYET C €ro KpyTOd KIIaBHAaTYpOM, MBIIIBIO WM JpYruM ycTpodctBom? Tak yro,
SetWindowsHookEx mpu Bceit cBoei He3aTCHIMBOCTH — JOBOJBHO HEIJIOXOH BBIOOD I Xakepa!

Camblif paauKanbHBII CHOCOO BHEOPEHUS B UyXKO€ aJPECHOE NMPOCTPAHCTBO — 3TO IpaBKa
cucteMHblx Oubnmuorek, Takux kak KERNEL32.DLL wnmu USER32.DLL. IIpaBuTh MOXHO Kak Ha
JHCKE, TaK W B MaMATH, OJHAKO, B IOCJIEAHEM CIIydae 3allhTa MOXET JIETKO pPa3o0madynTh (akT
BTOP>KEHHUS IPOCTHIM CPAaBHEHHEM CHCTEMHBIX OMOMMOTEK ¢ nX 00pa3oM. BHepHBIINCH B CHCTEMHYIO
O6ubmoTeKky, He 3a0ynbTe CKOPPEKTHPOBATb KOHTPOJbHYI0 cymMMmy B PE-3aronoBke, muHaue NT
OTKaxkeTcs ee 3arpyxartb. CaenaTh 3T0 MOXHO Kak ¢ momombto PE-TOOLS, Ttak u yrtumutoit
rebuild.exe, Bxomsmeln B cocraB SDK. Bueapsitbcs nyumie Bcero B API-GyHKIuM, BbI3bIBacMbIe
CTapTOBBIM KOJOM opuruHaipHoro mnpwioxkenus (GetVersion, GetModuleHandleA u T 11.),
ompenenss "coi" mpomecc ¢ynkuneit GetCurrentProcessld wmim mo comepxumomy daiiina
(mocnennee — HazexHee, T. K. GetCurrentProcessld mMokeT OBITH IepexBadeHa 3aIIUTON, KOTOpas
oueHb cuibHO '"ymuButhes', ecmum  API-pymkmms GetVersion HEOXHIAaHHO 3aWHTEpeCyeTcs
HIOCHTU(HUKATOPOM TEKyIIero mpoiecca). Bo m3bexannun moOoYHBIX 3()(EKTOB, 3aIycKaTh TaKOM
Jammep cienyer Ha "BblIEJIeHHOH" ONepalMOHHOM CHCTEME, CIEeUUalbHO NpeJHa3HAYCHHOW s
BapBapCKUil SKCIEPUMEHTOB M OOBIMHO paboTaromiell moj BUpTyanbHOW MammHol Tnna BOCHS nmm
VM Ware.

3aKJ/1l04eHue

[paBWIbHO CIPOEKTHPOBaHHAsS M JODKHBIM 00pasoM peaau30BaHHAS 3alllMTa JIOJKHA
NPEMNSATCTBOBATh HEJETalbHOMY HCIOJIb30BAHUIO MPOTPaMMbI, HO HE HMEET HH MOPAIbHOTO, HHU
FOPHUIMYECKOTO MPaBa MEIIATh YECTHBIM IOJIb30BATEIISIM U YK TeM 0ojiee BTOPraThCs B OMEPAIIHOHHYIO
CUCTEMY, IPOU3BOAA HUKEM CAHKIIMOHWUPOBAHHBLIC U3MCHCHUS. HOCHCI[HI/IC BEPCUN TPOTEKTOPOB
Themida u Software Passport BmioTHyro mnpuOmmkaroTcs k rootkit'am. Eme HemMHOro u OHH
MPEBPATATCS B HACTOSIINX BUPYCOB, CO3MAHNE KOTOPBIX MPECIEAYETCs IO 3aKoHy. [1oaToMy, OTBS3Ka
OpPOTPaMMbl  OT TMPOTEKTOpPAa XOPOIIUM aJBOKATOM TPAKTYeTCs HE KAk B3JIOM, a Kak YIAICHHC
BPEIOHOCHBIX KOMITOHEHTOB, MPEMSTCTBYIONMH HOPMAIBbHOM paboTe HHPOPMAITMOHHON CHCTEMBI, UTO
BITOJIHE OJIATOPOIHOE 1ETIO!



>>> gpe3ka NnoosisiHKU

Hopmaneasre ynakosmmku (UPX, PKLITE, PECOMPACT) cxuMaroT UCHONTHIEMBIA (aiin
6e3 TMoTeps M MOCiIE 3aBEpIICHUS] PACIIaKOBKM OH BO3BpAIAETCS K CBOEMY MEPBOHAYaILHOMY BHAY,
YTO JeNaeT MpOLEcC CHATUS JAaMIa TPUBHANBHOM 3ajgaueil. IIpoTEeKTOpbl, B CTPEMIIEHUU YCHIUTH
3aIINTY, 3a49aCTyI0 HIYT Ha JIOBOJBHO PUCKOBAHHBIN IIar — OHM "cierka" kopexar oO0padaThiBacMbIi
¢aiin ¢ TakuM pacyeToM, YTOObl OH MOT' PadOTaTh TOJBKO IOJ] MPOTEKTOPOM, a IOCIE OCBOOOKICHUS
OT HEro, CTAaHOBHUTCSI HEXHM3HECTIOCOOHBIM. B Hapoje TpIOKM Takoro THIa Ha3bIBAaIOT "MOUISHKAMH" U
sT0 Hecnpocta! JIro0oe BMEmaTeabCcTBO B YIIAKOBBIBAEMBIH (hailll — 3TO MOTEHIHAIBHBIH HCTOYHHUK
c00eB M KPUTHUECKUX OIIMOOK, OTPABISIONIMX JKU3Hb HE TOJBKO XaKepaM, HO M 3aKOHOIOCIYIIHBIM
monp30BaressiM. M30aBisaTbess OT "MOMISHOK" HY)KHO JIIOOOW IIEHOW, IMOITOMY, HAM HE IMOMEIIaeT
TTO3HAKOMUTCS C HUMH TTOONIKE.

Kkpaxa 0ait ¢ OEP: camas npocras U MUPOKO pacIpoOCTpaHEHHas! MOAJISHKA, HCIOIb3yeMast
JlaKe B Takux 0e300MIHBIX MPOTEKTOpax Kak, Harpumep, ASProtect. CyTh ee 3aKiito4aeTcs B TOM, 4TO
YOaKoBIIMK "KpaZeT" HECKOJbKO HMHCTPYKIMH W3 OpUTHHAIBLHOM TOUKH BXOJld, COXpaHSET HX B
MOTaHOM MecTe (BO3MOXKHO, B 3aMacCKMPOBAHHOM WJIM 3alTU(POBAHHOM BHJIE), a TIOCIIE 3aBEPIICHUS
pacrakoBKU 3MYJIUPYET BHITIOIHEHNE KPaJeHHBIX 0aiT. Yale Bcero i 3TOM IeNIN UCTIONB3YeTCs CTeK
(u Torma KpageHHBIC OaWTHI OOBIYHO CTAaHOBATCS omepaHmamu MHCTpykuuii PUSH), pexe — mpsamoe
BO3JICHCTBME HAa PErHCTPhl M TMaMATh (MPH 3TOM KpPaJeHHbIE HHCTPYKIMH TPaHCHOPMHUPYIOTCS B
TICEBJIOKOJ U B SIBHOM BHJIE HUTJE HE coxpaHstoTcs). CyTb B TOM, YTO B TOYKE BXOJd PaCHaKOBaHHOTO
00paza OpUTHHAIBHBIX OalT y>ke HEe OKa3bIBACTCS M CHATHIM JaMI CTAaHOBHUTCS HepaboTocmocoOHbM. K
HallleMy CYacThIO, OJABIIAONIEe OONBIIMHCTBO MPOrpaMM HAYMHAETCSI CO CTApTOBOIO KOJA, KOTOPBIA
SBJISIETCS YacThio OnOIoTekn Bpemenu ucronHenus (RTL), nocraBisemMoit BMecTe ¢ KOMITHIISITOPAMH.
Hcnone3yst ocraBmmiics "XBOCT' CTapTOBOTO KOJa MBI JIETKO OTOXKAECTBUM KOMITHIIATOP U
BOCCTAaHOBHUM KpaJieHHbIe OaiiTel m3 ero Oubnuoreku. Ecim jxe HaHHOTO KOMIWIATOpa B HAlIeM
PACTIOPSDKCHUN HE OKaXKeTCsl, TIepBhIe HECKONBKO OalT cTapToBOrO Koxa B 9 m3 10 ciydaeB BroiHE
TpencKa3yeMbl W 3a4acTyi0 MX YyIAaeTCs BOCCTAHOBHUTH CAMOCTOSITETHHO (€CTECTBEHHO, IS 3TOTO
HEOOXO0IMMO HMMeTh OmbIT paborhl ¢ pasmuuHbiMH RTL). Kcratm rosops, IDA Pro pacnosnaer
KOMITWJIATOP MMEHHO IO TEePBBIM 0aifiTaM CTapTOBOTO KOJia M €CIIM OHH OTCYTCTBYIOT MJIM MCKaXKEHHBI,
mexanusMm FLIRT pabGotats He OymeT, a 3TO 3HAYHUT, YTO MbI OCTAHEMCs 0€3 MMEH OHOIMOTEYHBIX
(GYHKIUI ¥ ITpoLiece AU3acceMOIMPOBaHMS 3aiiMET HAMHOTO OOJIbIIIE BPEMEHH.

noauMop¢puseiii Mmycop B OEP: BmecTo TOro, 4robsr kpacts 6aiitel ¢ OEP, HexoTopsie
MIPOTEKTOPHI MPEANOYUTAIOT MOAN(PHUIMPOBATH CTAPTOBBIM KOJ, pa30aBisis 3HAYMMBIE WHCTPYKIHMH
0OECCMBICIIEHHBIM TTOMMMOP(HBIM MycOpOM. DTO HHKAaK HE BIHSIET Ha pabOTOCHOCOOHOCTH CHSTOTO
namna, Ho ociemrier "FLIRT", BoiHykmas Hac nM0O BBIYMINATH IOJMMOPQHBIH Mycop, JIHO0
OIIpEZIETIATh BEPCHUIO0 KOMIWIATOpAa "Ha Tia3ok", 3arpyxas curHatypsl B pyunyio (IDA Pro sto
MO3BOJISAET).

NepexoHMKH B Tadjule HUMOOPTAa K Kyue: mporektop Themida mcmomb3yeT DOBOJIBHO
MaKOCTHBIN MPpHUEM, CEpbe3HO  3aTPYAHAIOUIMA  BOCCTAHOBJICHHE  TAaONHUIIBI HAMIIOpTA.
Henocpencrennsie aapeca API-QyHKIuii 3aMeHSAIOTCS NEpeXOAHWKAMHM Ha 0O0IacTb MHaMsTH,
BeienieHHyI0 VirtualAlloe (T.e. Kydy), KOTopas 1O yMONYaHWIO B JaMI HE IOMAJaeT, MOITOMY
BOCCTaHABJINBATh UMIIOPT IPUXOIMUTCSI BPYUHYI0. DTO HECI0XXHO, HO YTOMHUTEIBHO — HIIIEM BBI3OBBI
API-¢pynkiwmii, Beqymue K Kyde (To, YT0 3TO HUMEHHO Ky4a, a He YTO-TO IPyroe, MO>KHO OTIPEJIEITUTD 110
KapTe), JaMIIUM COOTBCTCTBy}OHlI/Iﬁ PEeruoH maMsTh Ha AUCK, YAaJId€M NEPECXOAHUKH, 3aMCHASA HX
JICWCTBUTENBHBIMU aJipecaMu, Iocie 4Yero 3amyckaem Import Reconstructor mmm apyryo yTuimty
AQHAJIOTUYHOTO HAa3HAYeHHs H... HET, 3T0 eme He Bce! OTo Tompko Hadano! Ilommmo cozmanms
MEPEXOHUKOB HEKOTOPbIE (PYHKIIMH KOMHUPYIOTCS MpoTekTopoMm menukoMm! IlompoOHee 00 3TOoM
preMe MOXKHO MPOYUTATh B CTaThe 'mouku ocmauosa Ha win32 API u npomusodeiicmeue um" —
pasznen "konuposanue API — ¢pynxyuii yenuxom", kotopast nexxut Ha http://kpnc.opennet.ru/adt.zip.

3aMeHa jX ¢ mocjaeayouei dMyJasiueii: npu "oTBs3Ke" mporpaMm ot nporekropa Armadillo
caMoe CIIOKHOE STO BOCCTAHOBJICHHE OPHUIMHAIBHOTO KOJa IPOrpaMMbl. 3alura Iu3acceMOInpyer
oOpabaTbiBaeMbIil (paiiyl, HAXOJUT B HEM YCIJIOBHBIE M O€3yCIOBHBIC MEPEXOAbI, 3alUCHIBACT MOBEPX
Hux komaHay INT 03h, a cam mepexox coxpaHseT B CBOei BHyTpeHHeH Tabnure nepexozos. [Ipomecc-
cepBep IepexBaTBIBACT MCKIIOUYEeHHE, Bo3Oyxmaemoe uHCTpykuueil INT 03, cMoTpuT OTKyZa OHO
MIPUIIIO0, W3BIEKAET M3 TaOJNUIBI COOTBETCTBYIOIIMH ATOMY ajpecy IepexoJ M IMYIUpPYeT €ro
BBINOJTHEHUE C MOMOIIBIO apU(PMETHIECKNX MAHUITYJSIHNA ¢ PEerncTpom (hiaroB (TO €CTh, B SIBHOM



BUJIE TIepexo/ibl HUT/e He XpaHsaTcs!). BoT Tpu riiaBHBIX MHHYca TaKOTrO PELICHHs: BO-TIEPBBIX, HET
HHUKaKOi rapaHTHH, YTO 3alluTa NPaBHJIBHO JIU3acceMOMpyeT oOpabaThiBaeMylo Nporpammy U He
CIyTaeT Mepexo/] C APYroil KOMaH/I0i; BO-BTOPBIX, IMYJISIIHS TPeOyeT BpEMEHH, CYILIECTBEHHO CHIDKAs
NPOU3BOJUTENBHOCTh M, HAaKOHEL, B-TPEThbHX, OT B3JOMa O3TO BCe paBHO He cracaer!
Jm3acceMOMUpPOBAB IMYISITOP TEPEXOMOB (a au3acceMONMpPOBATH €r0 HECIOXKHO) M OOHapYKHB
TaOIUIy TEepPexXolI0B, XaKep B CUMTaHHBIE MHHYTH HamumeT ckpunt it IDA Pro mmm OllyDbg,
ynamsitomuii Bce INT 03 u BoccTaHaBiuBalOIIMNA OpUTMHANbHBIE mepexoabl. CylecTBYeT aaxe
mosTfyaBTOMaTHIecKuil B3noMmuk Armadillo, HammcanHbIA nByMst Ooramu pacmakoBkd — infern0 u
dragon (http://www.wasm.ru/baixado.php?mode=tool&id=220), B clIeAyIIUX BEPCUAX KOTOPOTO
o0eliana rmoyiHasi aBTOMAaTUYECKasi pacrakoBKa U ae3aktuBanus Armadillo.

npeo6pa3oBaHue B OailiT-kox: mporexTopsl Themida wu  Start-Force mosBosstor
MpeoOpa30BEIBATh YaCTh MAIIMHHOTO KOJA 3aIMINAeMON HMPOrpaMMBI B SI3BIK BHPTYaIbHOW MAIIWHBI,
TO €CTh B 0alT-KOJ (TaK ke Ha3bIBaeMBIi p-komoM). Ecim BupTyanpHas MammHa TiTy0oko "BknBieHA"
BHYTpb IPOTEKTOpA, TO OTJIOMAaTh 3aIlIUTy, HE "yMEpPTBHB" NPH 3TOM IPWIOKCHHE, CTAHOBHUTCS
MIPaKTHYECKH HEBO3MOXKHO, KaK HEBO3MOXKHO HEIOCPEICTBEHHO am3acceMOnmpoBarh OaiT-kox. Ilo
MEHBIIIEH Mepe ISl ATOT0 HEe0OXOIMMO Pa3o0paThesl ¢ aJIrOPUTMOM PaOOTHl BUPTYAIbHOI MAIIMHBI 1
Hanucarh CHeUUaIbHBINA MponeccopHblii Moayib it IDA Pro mim cBoli coOCTBEHHBIN JTM3acceMoiep.
OTO OYeHb TPYNOEMKOE 3aHATHE, OTHUMAIOIIee y Xakepa Kydy CHJI U BPEMEHH, a Belb OaiT-Kox
BUPTYQJIbHOM MallMHBl B CJIEOYIOIIMX BEPCUSAX IPOTEKTOPa MOXKET OBbITh M3MEHEH M paHee
HAaIMCAaHHBIN MPOIECCOPHBIA MOIYIB/IU3acCEMOIIep OKaXKeTCS HETPUTOTHBIM. JTO HanboJee CToKas
3aIIKUTa U3 BCEX, CYLIECTBYIOIINX HA CETOJHSMIHNUN JEHb, OJHAKO, HE CTOMUT 3a0BIBATh O JBYX BEIIax:
BO-TICPBBIX, €CIIM MPOTEKTOP CTAHOBUTCS MOIYJISIPHBIM, a €T0 HOBBIE BEPCHU BBIXOIST PEJKO, CO3TaHHE
MIPOLIECCOPHBIX MOZYJIEH CTAHOBHUTCS SKOHOMHUYECKH OIPABIAAHHBIM U 3alUTy HAYMHAIOT JIOMATh BCE
JKEJIalolIHe, eCITU XKe HOBBIE BEPCHUH BBIXOAAT UYyTh JH HE €KEIHEBHO, TO HaBPsI JIM y pa3paboTdnka
HpoTeKTOpa OyIET JOCTAaTOUYHO BPEMEHH JUIsl PaJAMKAIIbHOM MepecTpoiiki BUPTYaJIbHOI MaIlUHbBI U eMy
MMPpUXOJUTCA OTPaHUYUBATHECA MCJIKUMHU HW3MCHCHUAMU 6aﬁT-KOHa, KOTOPBIC BBIIMBAIOTCA B MCJIIKHC
MU3MEHEHHsI NPOLIECCOPHOTO MOJIYJS M IPOTEKTOP IPOAOIDKAT JIOMaTh. BO-BTOpBIX, Xakep MOXKET
"oTomparp" BHPTYyaNbHYI0O MAIIMHY OT TPOTEKTOPa, COBEPIIEHHO HE BHHKAasI B TOHKOCTH
MHTEpIpeTanuy 0aiT-Koza, MUIIHUKA pa3 MOATBEP)KAAs W3BECTHBIN TE3UC: CIOMAaTh MOXHO BCE... CO
BpPEMCHEM.

>>> gpe3Ka rnoJsieaHble CCbIJIKU

a COBPEMEHHBIC TEXHOJIOTMH JAMITMHTA U 3aIUTHI OT HETO
O omm4YHas cTaThd OT co3farens eXtremeDumper'a riyboko W JOCTYITHO
pacckaspiBaioIasi O TOM, KAk MPOTEKTOPhI 3alUINAIOTCA OT CHATHS JaMia, Hu
oObsCHSIONIAsE ~ KaKk  9TH  3aluThl  00OWTH  (Ha  pPYCCKOM  f3bIKe):
http://www.wasm.ru/article.php?article=dumping;
O 00 ynakoBIIMKAaX B MOCIEAHUI pa3
O  OOBEMHBIH TaIMy/l, CO3JAHHBIN KOJUICKTUBOM JIYUIINX OTEYECTBEHHBIX XaKEPOB BO
rmaBe ¢ JIereHgapHeIM Boronmedl, W OXBaTHIBAIONIMH BCE AaCIEKTHI PabOTHI
YIMAKOBIIHKOB, MPOTEKTOPOB M CAMOW OMEPALOHHON CUCTEMBI (Ha PYCCKOM SI3BIKE):
http://www.wasm.ru/article.php?article=packlastO1 (epBas 4acTs)
http://www.wasm.ru/article.php?article=packers2 (Bropast yacts);



