SQL Injection/XSS

KpUCKa aKa MBIIIbX

# SQL Injection momyumiia MIMPOKYIO OTIIACKy Onaromapsi ySI3BUMOCTH CalTOB,

# a web - maBHO y>ke MaccoBblid. Ho rie emme moxxHO Betperuts SQL Injection?

HaBepHoe, Be3ze, rae crout SQL, obpabarkiBatomuii He OT(GMIBTPOBAHHbIEC MOIB30BATEIILCKHIE
3aIpOCHL. IOCTATOYHO MHOTHE IPOrpaMMBl, paboTarolue ¢ 6a3aMu JaHHBIX UCTIONB3YIOT SQL.
KJIMEHTCKOE TPHIIOXKEHHE, B3aUMOJICHCTBYET C M0JIb30BaTeNeM 1 reHepupyer SQL-3anpocsl, mocsuias
UX CEpPBEPY. B IPABUIILHO CIIPOEKTUPOBAHHON CUCTEME — Pa3rpaHU4YECHUE JOCTYIA K JaHHBIM
OCYILIECTBIIIETCA Ha CepBepe. 3TO BOOOLIe He 3a00Ta KIIMEHTa. KIUEHT BIIPaBe CJIaTh JIIOObIE 3alPOCHL.
HO JTaJIeKO HE BCE Pa3padOTINKU 3TO MOHUMAIOT (WIIH PEaTH3yIOT TOJDKHBEIM 00pa3oM) B pe3yibTaTe
Yero 4acTh (WM BCe) MPOBEPKH "MMEET JIU MPaBO MOIH30BATEINb BHITOTHATH NJaHHYI0 SQL-oneparuro’
OCYIIECTBIISIIOTCS HA KIIMEHTCKOH CTOPOHE, BHYTPH MPOTPaMMBL. OOBIYHBIA MOJIb30BaTENb,
JeWCTBUTENILHO, HE MOXET OOOWTH 3aINTY, T.K. HATAIKUBACTCS HA HHTEPQENC ;) HO XaKep JETKOo
HarpasuT 3anpoc K SQL cepBepy 10 CETH U TOT NOCITYIITHO BBIIOJIHUT €TI0 CO BCEMHU BBITEKAIOIINMHU
OTCIO/1a MTOCJIEACTBUSIMY (2 MHOT/Ia HUKaKol ceTu BooOIie Het, SQL-"cepBep" npencrasiser coboi
JIOKAJIBHYIO TIPOTPaMMy).

TEM HE MeHee, web-uHTepdeiic ABISIETCA OJHUM U3 CAMBIX IOJISIPHBIX CIIOCOOO0B B3aUMOICHCTBHS C
0a3amu JaHHBIX (0COOEHHO yIalleHHBIMI) U aKTyalbHOCTH aTak Tuma SQL Injection B 0603puMom
OyIyIeM CHIXaTbCs HE COOMpaeTCs.

# 2. Kaxue cioco0sr 60pe0s1 ¢ SQL Injection Hanbomnee 3¢ ek THBHBI?

pasrpaHruYeHHe JOCTYMA K JaHHBIM Ha ypoBHEe SQL-cepBepa. HO mpobieMa 3/1eCh B TOM, UTO C TOUKH
3penust SQL-cepBepa, 0OpabaThIBarOIIEro 3apockl web-cepBepa, oj] KOTOPBIM "BpamaTbes’ CaiT,
HanucanHblit Ha PHP i Perl'e, Bce 3anpockl paBHO3HAYHBI, OCKOJIBKY aBTOPH3ALIUs MTOJIb30BaTENeH
(maxxe ecnv OHa W TIpeyCMOTpEHa) Kak mpaBmiio ocyiectsisercst Ha PHP, mpocto B SQL-6a3e
XpaHATCA MOJB30BATENH C MTAapOIsIMA, TpoBepsieMbiMu PHP-ckpumntom, a amms SQL ecTh ToIBKO OTHH
nosnb3oBarens — cam PHP ckpurnr.

npudeM, PHP BooOmie He camblii 6e301acHBIi SI36IK TPOrpaMMHUpOBaHus (Kak, BIpodeMm, 1 Perl). on
JIOIYCKaeT MHTEPIIOJISLIMIO CTPOK M BOOOIIIE JIFOOUT Pa3sBOANUTH CaMOEsTENbHOCTh. Ha CH HanucaThb
0e30IMacHbIi caiiT HAMHOTO TIPOLIE, HO... TYT YK€ BO3HUKAIOT POOIEMBbI HHOT'O poJia: HEPEHOCUMOCTH,
nepernonHenue 0ydepos (pyHaamentansHas npodiema Cu) ¥ T.JI. U T.I1.

TaK 4YTO OCTACTCA... HAHUMATh 'PaMOTHBIX IIPOTrPaMMHUCTOB, UMCIOIITNX peaHBHBIﬁ OIIBIT U JaBaThb UM
peabHbIe CPOKH, IOCKOJIBKY MOJIABIISIONIEE OONBIIMHCTBO OUIMOOK COBEPILACTCS M3-32
HEBHUMATENBHOCTH, H3IIUIIHEN CyeTANBOCTH U HEPBO3HOCTH, BBI3BAHHOW HABUCAIOLINH 1 UTafHOM.

# 3. XSS - HOBast yrpo3a WM UCKIFOYATEITBHO ¢1a00e MECTO MOPUTUCTOB?

C KaKkMX 3TO ITOp OHA CTaJla HOBOM? €CiH s IpaBHIIbHO OHMMAl0, To XSS ecth Cross-site scripting,
nosiBUBILIMIACS Koraa Netscape noGaBuia B Opaysep moauepxkky JavaScript, a 3To He BYepa U He
103aBYepa, a MHOTO JIET Ha3aJl ObLIO0. U ceifuac 0e3 CKPUNTOBBIX SI3BIKOB HUKY/Id. CTOUT TOJIBKO
OTKITIOYHTH MX TOAJIEPXKKY, KaK 3HAUUTENbHAS YacTh CaliTOB 0TOOpakatoTcss HEBEPHO HIIH BOOOIIIE
MEePEeCTaroT paboTaTh. a MOAE/b (HE)0EC30IIaCHOCTH BUPTYAIbHBIX MAIIUH JABHO CTajla MPUTYCH BO
A3bIIAX ¥ €IIe HA OZHOMY MPOMU3BOIUTENIO HE yIAlIOCh H30€KaTh OMMOOK peaTn3aliy. B TydIIeM
ClIydae 3JI0yMBIIUICHHHK MOJTyJaeT JOCTYI K cookies'am (XpaHALIINM Maccy KOH(OHUACHITHATEHON
MHQOPMAIHH). B XYAIIEM K€. .. OJTHOCTHIO 3aXBATHIBACT YIPABICHUE YAAICHHON MallIMHON. 3TO
BITOJIHE CEPbE3Hast yrpo3a ¢ KOTOPOH HEOOXOANMO CUMTATHCS.

# 4. Kakue cioco0sr 60ps0b1 ¢ XSS Hanbonee s3pdexkTuBHbI?

OTKJIFOUUTH TIosiiepkKy Java u Ko B Opaysepe, a eciiu 3T0 HEBO3MOXKHO, UCTIONIL30BaTh Hanboee
aKKypaTHO HaricaHHble Opa3yepsl (Hanpumep, Onepy). IE apipsB kak Beipo 0e3 nHa, B ['opsiuem
Jluce B mocnenHee BpeMsi HaOIr0aeTCst 00BaIBHBIN POC YSI3BUMOCTEH, MPEBPATHBIINX €r0 B APYIIIAr.
TaK YTO HUKTO HE MOXKET YyBCTBOBATH ce0s B O€30MIaCHOCTH, Pa3Be UTO MOJIH30BATEIH PhICS
(6bpazysepa Lynx :), He myTats ¢ Linux.

# 5. MOXHO JIY 3alIMTUTh TMHAMHYECKHI CalT (ecTh CKpUMTHI, padboTtatommue ¢ bJ1)

# na 100% ot SQL Injection u XSS? Kak?

100% rapaHTHIO HE JaeT Aa)xKe roccTpax. XOT, HJIes 3aCTPaxoBaTh CAUT B CTPAXOBOM KOMIIAHUH HE
Takast y’ 1 OpeJoBasi, Kakol Ka)KeTcsl Ha IepBbIi B3I, 110 KpaliHel Mepe, B Cily4yae aTaku,



KOMITaHMSI KOMIIEHCHPYET HAHECEHHBIH €10 yIepO. a eclii Cepbe3HO, TO BCE PEIIACT CIIOKHOCTH.
HECKOJIBKO COTE€H CTPOK MO>KHO IPOBEPUTH U BJIOJIb U MOIEPEK, HO TPYAOEMKOCTh ITPOBEPKHU KOJa
pacTet ObIcTpee ero o6beMa U HauuHas C HEKOTOPOTO YPOBHS CTAHOBHUTCS MIPAKTHIECKH
HEBBITIOJTHUMOH 3a7aueid, TpeOyIolel THTaHTCKUX PECYPCOB. CIEI0BATENbHO, JIyUIIas 3alMuTa — 3TO
MPOCTOTA.



