dCMNEeKT MHeHUA MblillbXa NOo HEKOTOPbIM Bellam

mexHuKa du3accembsiupoeaHusi

B anzaccemOiaupoBaHnU HAMHOTO OOJIBLIE UCKYCCTBA, YeM HayKu. Y XOTsl MalllMHHBIA aHaIH3
JIelaeT OTPOMHBIE YCIEXH (IOCTaTOYHO B3IVISIHYTh Ha mocieaHue Bepcuu IDA Pro), "cepamem"
T000T0 AEKOMITHIISTOpPA TO-TIPEXKHEMY SBIISETCS denoBeK. OTauyne KOHCTAHT OT CMEIICHUH 0 CHX
mop ocraerca (yHAaMEHTATbHON INpoOIeMoi au3acceMOMUpoBaHMSA (Tak Has3bpIBaeMas ''mpobiema
offset'a"). B 1BoMYHOM BHJE MX NPEICTABICHHE HICHTHYHO, HO MHTEPIPETUPYIOTCS OHU II0-Pa3HOMY.
Hepacnio3HanHbIe CMEIICHHS B CBOIO O4Yepenb HE IMO3BOJIAIOT OTJIMYATh JaHHBIC OT KOMAaHI M 3TO
BrOopas (yHAaMeHTanbHas npoOiiema aumzacceMOiaupoBaHusi. Hakonen, am3acceMOiepsl He
CTpaBIAIOTCS (TOYHEE NPAKTHYECKH HE CHPAaBIIIOTCSA) C aHAIM30M BHUPTYAIbHBIX (YHKIWH,
3am(pOBaHHOTO ¥ CaMOMOIM(DUIIMPYIOIIETOCs KOJIa, TOITOMY HPUXOJUTCS 3alpsirath Ju3acceMonep
U OTIaJuuK B OJHY—eBSHYYIDDKKY — JHM3acceMOiep pPEeKOHCTpyHpyeT 'ckener' airopurMma, a
OTIIaAUMK pacmu(pOBHIBACT 3aMIaKOBAaHHBIE ()parMEHTH! KOAA M yTOUHsET 3HaueHue peructpos LII u
SYeeK MaMsATH B IJAHHOW TOUKE.

Ju3acceMOnMpoBaHWe peIIaeT 0 MEHBIIEH Mepe JBE B3aWMOHCKIIOYAIOIINE 3a/aduu:
PEKOHCTPYHPYET aITOPUTM WM CO3MAeT AacCeMOJEPHBIM JHMCTHHT, NPHUTOAHBIA K MOCIEIyIomeH
TpaHcisinuu. [lakeTHele amu3zaccemOieps! (mpuMepoM KoTopwix sBisiercst jereHnapHbii SOURCER)
HalleJIeHbl MMEHHO Ha TeHEpaIMio JIMCTUHTA, IIPaBaa, KAueCTBO €ro I'eHepaldd OCTaBILIET XKEIaTh
JYYIIETro U IpexkJe YeM HccieayeMas MporpaMMa, HakoHell, 3apaboTaeT HaJl HUM IPUAETCS U3PAIHO
MONBIXTETh, UCTIPABIISIsi KOHCTAHTHI, OIMIMOOYHO MPHHSATHIE 32 yKazaTelu Wid HaobopoT. K Tomy ke
3HAYMTEIbHAs 4YacTh KOJA OCTAaeTCAd HEPAclO3HaHHOH BooOmE M OQOPMIIEHHOM B BHJIEC MaccHBa
JaHHBIX "3HameHHMTOH" mupektuBo DB. CamMomomudUIUpYyROIIUICS KO OOHApYKHBACT TPETHIO
(yHIaMEHTATBHYIO MpOOJIEMy — OfHA M Ta jke acceMOiepHas KOMaH/a 3a4acTyl0 COOTBETCTBYET
[IEeIOMY aHCaMOIII0 aceenbiFepHbix—MAIINHHBIX WHCTpYKuui (Hanmpumep, INC EAX moxer OBITH
npezacrasieHa jmoo kak 40h, mubo kak FFh COh), BEIOOp KOTOPBIX JIOXKUTCS Ha IUIEYH TPAHCIATOPA.
CrenoBarenbHO, acceMONIMpPOBaHUE IaKe WACATBHOTO TN3acceMOIEpHOTO JIMCTHHTA JalleKo He BCerna
JIaCT WICHTHYHBIN TBOMYHBIN (aii.

WutepaktuBHbIe mu3acceMOneps! (K 4ucity KOTopbiXx oTHocuTes: IDA Pro) HaneneHsl UMEHHO
Ha aHAJIU3 ITOPUTMa, AT YEro OHM COJCp)KaT MOINHYI0 CHCTEMY HABHTAIlMM, PAcHO3HABATEIb
OMOMMOTEYHBIX (YHKIMH, TPACCHPOBIIMK IOTOKA YIpaBICHHWS W MHOTHE ApPYrHe HE3aMEHUMBIC
nHCTpyMeHThI. [lpwitokeHuss W aApailiBepa IU3acCceMONIMPYIOTCST OdYeHb Jerko. (DaKkTHYecKH Bce
ymmpaetcst Bo Bpemst. [IpommBku — apyroe nemo. CHagana tpedyercs omo3Hath mporeccop. IDA Pro
C 3TUM YK€ HE CIIPaBIIIETCS M IIPUXOANUTCS IHCAaTh COOCTBEHHBIE CTATUCTHUECKHE aHaIM3aTOPhI (BeIb
4acTOTa MCHOJIB30BaHUS PAa3IMYHBIX COYETaHWil OaliT y BCeX MpoOlecCOpOB HEOAWHAKOBA), BIIPOUYEM,
OIIBITHBIA KOJIOKONATENb OMO3HAET THII Ipoleccopa U caMmocTosTeNbHO. [Ipobiema B qpyrom — Kon
NPOILIMBKY TIPEJCTABISET CO00H OECCMBICIEHHbIH Ha0Op MaIIMHHBIX KOMaHJ, IMEpEeMENICHHBIH C
oOpalIeHrsIMU K TIOPTaM. 3a 4TO OTBEYaeT TOT WIJIM WHOM MOPT — He moHATHO. OMH U TOT ke Habop
0alT MOXET yNpaBJsTh JBUraTejeM, MepeMellaTh TOJIOBKY WM BBIBOAWTH W300pakeHHE Ha JKpaH.
Ecnn ommcanne dumcera OTCYTCTBYeT (@ OOBIYHO BCE MHPOMCXOJUT HMEHHO TaK) MPOIIMBKY
MIPUXOAUTCS pa3douparh OYKBalIbHO MO KycOYKaM. JTO TMPHMEPHO TOXKE CaMoe, YTO pasraablBaTh
KPOCCBOP/] HAa KUTAlCKOM sI3bIKE, HE MIMes 110J1 pyKOii naxke ciioBapsi. B aTom nmabupunre cBoeodpazHon
HUTBI0O APHHU/IBI CTAHOBSATCS OTHIO/b HE MAIIMHHbIE KOMAHIBI, a... CTPYKTYpHI JAaHHBIX. Hampuwmep,
NpU UCCIECJOBAaHWM IPOLIMBKH THIIyHIero mnpuBona Ham Bcrpersitcss ATAPI-komaHzpl, 3arojoBku
CEKTOPOB, KOHCTaHTHI, oTBevaromtue 3a nojacuet EDC/ECC komoB u T. 1.

JlanpHelimee pa3BUTHE TEXHWKH JU3aCCEMOJIMPOBAHMUS HEMBICIUMO 0€3 (DUHAHCOBBIX
BJIOKEHMH W TIPUTOKa CBEXUX yMOB. K coXajeHuro, MHpoBas OOIIECTBEHHOCTh OTHOCHTCS K
JM3aCcCEMOTMPOBAHHUIO OYEHb HACTOPOXXEHHO, CUMTAs], YTO 3TO KPUMUHAJIbHAS METOJMKA, MPUTOTHAS
TOmbKO Juia  B3doma. KoHeuHo, 0e3 B37IOMOB TYyT HE OOXOIUTCS, HO €CIH  3alpPETHTh
ou3acceMONMMpoBaHMe, Kak  OopoTbesi ¢ Bupycamu?  Kak  oTnaxkuBaTh — IpOTpaMMBI,
B3aNMOEHCTBYIOLINE C JPYTHMH NPHIOKEHUIMH, HCXOJHBIX TEKCTOB KOTOPBIX HET?



yrnakosWuKu U pacrakoeswukKku

YnakoBKa HCTIOMHIEMBIX (aiIoB MpeciieAyeT IBE LENH: yMEHBIIEHHE pa3MepoB Qaiina Ha
JVICKE W 3aTPYJHEHHE HCCIIEMOBAHUS MAIIMHHOTO KOAA. 3a 3TO MPUXOJHUTCS IUIATHTh 3aMEAJICHUEM
3arpy3Kd M BO3POCHIMMH HOTPeOHOCTSMH B orepaTHBHOW mamsatH. HeynakoBauueldi ¢daitn Windows
ABTOMATHUYECKH MOATPY’KAaeT C ANCKA T10 Mepe HEOOXOANMOCTH, a TP BHITECHEHHH UX MTAMSATH IPOCTO
nepelacT CTPaHUIBl IAMITH JPyroMy mpoueccy (pasymeercsi, NpeJBapUTE]IbHO HUX OOHYJIHB).
YnakoBaHHBIN (aiiil TPY3UTCS B MaMATh BECh LIEIUKOM, PAcIIaKOBBIBAETCS, MOTPEOssl ele Oosblie
HaMATH U, YTO CaMO€ HENPUSATHO, TPH €T0 BBITeCHEHNH Windows BEIHYXIEHA cOpachIBaTh CTPAHUIIBI
naMsTH B (ailyl moAKayKH, BeAb B3ATh UX HEMOCPEACTBEHHO ¢ caMoro (aiina yxe He MOJIy4UTCs — OH
JKe yrmakoBaH!

Ocraercsi TOIBKO 3aTpyJHEHHE aHAIN3y, OMHAKO, UL BCEX IOMYJISIPHBIX YIAKOBIINKOB
CYIIECTBYIOT aBTOMAaTHYECKHE pPACHAaKOBIIMKH, a €CIM W He CYyIIeCTBYIOT — (aiil HeTpyaHO
pacmakoBaTh M BpydHyw0. [J1aBHOe — HaWTH TOYKY BXOJa. JTO HECIOXkHO. B Hawane kaxmoit
HOPMaJIHOHM NpOrpaMMbl IIPUCYTCTBYET OMOIMOTEUHBIH KOJI, KOTOPBIH JIETKO OMO3HATh M0 CUTHATYpPE
wim 1o Be13oBy API-pynkunu GetModuleHandleA.

OCHOBHYIO CJOXHOCTh MpPEACTABISCT BOCCTAHOBICHHE TaONHMIBI WMIIOpTa (MHOTHE
YIAKOBIIMKH €€ 3aTUPaloT Tocie pacrnakoBkH), PE-3aromoBka ¢ Tabmuied cekimmid (ymakoBIIUKH
W37eBaeTCs HaJ HEH TOXKe) M, BO3MOXKHO, aTpUOyTOB CTPaHMI[ NaMSTH, KOTOPBHIE YHMAaKOBIIMKH
MoauuIupyoT Kak XoTiT. K cdacTpio, Bce 3TH Omepamuy HETPYAHO aBTOMATH3HPOBATbh M YKE
CYIIECTBYET MHOXECTBO YTHJIUT, OCBOOOXKIAIOIINX XaKepoB OT OpeMeHu pydHoro tpyzaa. K tomy xe,
JUISL WCCIIIOBAHHMS TIPOTpaMMBl HMMETh pabOTOCIOCOOHBIH JaMIl COBEpIIEHHO Heo0s3aTeabHO!
JlocTaTouHO MPOCTO CHATH MOJHBIA JaMII Mpolecca U 3arpy3uTh ero B nu3accemoiep. UtooOsr IDA Pro
CMOTIJIa pacro3HaTh HMMeHa (YHKIMH, COOTBETCTBYIOIIAas OWOJIMOTEKa CHUTHATYp JAOJDKHA OBITH
3arpy’keHa Bpy4HyIo. A st pacno3HaHusi API-pyHkimii cregyer mogkmouuTs map-dain kaxmon u3
DLL. B ocrampHOM e Au3acceMOIMpPOBAHME TAMIIOB NaMATH HUYEM HE OTJIMYAeTCsl OT aHajIHu3a
OOBIYHBIX TpHIIOXKEeHUH. KoHeuHo, yrakoBaHHBIH (aiiin He MOXET ObITh MOAM(HUIIMPOBAH U 3aMEHHUTh
7x wHa EB y Hac HaBpsn JM TOIyYMTCS, MOITOMY, MNPHUXOAWTCA IHMOO MHCaTh TEHEPATOPHI
PETUCTPAIIIOHHBIX HOMEPOB/KIII0OUEBHIX (aiiiioB, 1100 npuberarb K MOMOIIY OH-TaiHOBBIX I1aTYEPOB,
npaBsmux oopa3 Qaiiia B mamMsaTH Ha JIETy.

HeKOTOpLIe YHOaKOBUOIMKU BHEAPAIOT B (bai/'ln Pa3JIMYHBIC AHTU-OTJIAAOYHBIC MCXaHU3MBbI,
NEePEeKOMITMIIMPYIOT 3aIUTHBIE TPOLEAYPhl B P-KE€OJA, HMCIHOJNB3YIOT JWHAMHYECKYIO MIH(POBKY M
JIETIaf0T MHOXKECTBO JIPYTHX HEXOPOIIHX BEIIEH, B pe3ylIbTaTe 4ero pasmMep ¢aiina ToIbKO BO3pAcTacT,
a YIaKOBIIMKH IPEBPAIIalOTCS B MPOTEKTOPHL. 3aTpyAHSET JIM 3T0 aHanu3? B kakoii-to mepe nma. Bo
BCSKOM CIlydae JI00OBas aTaka CTAaHOBHTCS HEBO3MOXKHOW M Xakepy HPUXOJHUTCS MCKaTh OOXOAHBIE
ITyTH, OTHAKO, PEIKUH ITPOTEKTOP 00XOAUTCS €3 OMMOOK U Y JIETalbHBIX MOJIb30BATENEH IOSBISIOTCS
npobiemsl. [IporpaMMa oTKa3bIBaeT B PErHCTPAlMU WM KOH(IMKTYET ¢ APYTMMHU NPUIIOKECHUSAMA. A
BOT 3TOTO JIOIMYCKAaTh HU B KOeM ciydae Henb3si! KoHQIMKTHBIE M3NEpKKHM 3a4acTyi0 NMPEBBIIIAIOT
yOBITKM OT xakepcrBa. J10Oyro MOMyNSpHYIO NMPOrpaMMy BCE PAaBHO B3JIOMAIOT M BBUIOKAT KPIK.
3amuTa IMIIb YyTh-4yTh YBEIMUUBAET 3TO BPEMs, HO PEIKO MOACTETUBACT MPOAAXKHU.

Kopoue, x ymakoBke (hailioB cieayeT MOAXOAWTH C TOJOBOW, TO Jyd4mie Bcero ¢ailin He
yHakoBbIBaTh. TOXe caMOe MOKHO CKaszaTh U Mpo pacnakoBKy. HexoppekTHas pacrnakoBKa MPOSIBIISET
ce0s MIIIOKaMH, BBICKAKMBAIOIINX B CAMBIX HEOXKHIAHHBIX MecTax. [IpaBMiIbHBIC XaKephl MOJIb3YIOTCS
TOJBKO TEHEPATOPAMH WJIN TIPABKOH B TTAMSTH.

OCHOBHbIe aHMuUos1a00YHbIe huWKU

B uncrom Bulle aHTHOTIAJOYHBIE IPUEMBI HUKOMY HE MHTEPECHBI, BEIb IOMUMO OTJIaI4HKA B
pacHopsHKEHHH Xakepa ele HMMeeTcsl M Jau3acceMOnep, MO3TOMY, Ul JOCTHKEHHS JKEIaeMOro
pe3yibTaTa MpHEMBl IPOTUB OTJIaJ4MKa IPUXOIUTCS KOMOMHHMpOBAaTh C TIpHEMaMu IIPOTHB
mm3accembOnepa. Kpyde Bcex cpybaer namsaccemOnep AMHAMHUYECKas YIIAKOBKa/pacliakoBKa M
3acOpEeHHe JIMCTUHTa "MyCOPHBIMU" KOMaHJaMH.

Ha npuknagHoM ypoBHE peanu3ylOTCsl NPOCTEHIINE AaHTHOTJIAAOYHBIE IPHEMBL 3aMep
BPEMEHH BBINOJIHEHHUS Tpynn koMaHa mHCTpykuuedr RDTSC, "pasmaspiBaHue" 3alIUTHOTO KOAA IO
HECKOJIBKUM CJIO’KHOB3aUMOJICHCTBYIONIMX APYTr C JIpYroM IIOTOKOB, aHanu3 cogepxumoro PEB,
pa3nuuus B 00pab0TKe HEKOTOPBIX THIIOB MCKIIOYEHUH u T. A. IIpu 3TOM, pearnpoBaTh Ha cam (akt
HaJIM4Ksl OTIAI4MKa B CHCTEME KAaTEeropu4ecKH HemomycTHMMo. Kaknplii monb30BaTelb B IIPaBe
Jep>xaTh Ha cBoed MammHe soft-ice m padortats ¢ HuM! [Iporpamma moinkHa OJOKMPOBATH TOJNBKO
AKTUBHYIO OTIAJKY!

Ha ypoBHe HyneBoro kojblia BO3MOXHOCTEH HAMHOTO OOJIbIIE-H-HOITOMY, HO BMECTE C TEM
BBIIIIE PUCK YIrpOOHUTH ONEPalMOHHYIO CHCTEMY, IIOMeNIaB paboTe MOCTOPOHHUX NPHIIOKEHHH, Yero



ONATh-TaKU JONMyCKaTh Henb3d. HenokyMmMeHTHpoBaHHBIE BO3MOXHOCTH JIOJKHBI HCIIOJIB30BaThCA
TOJILKO TOTZAA, KOT/Aa IO APYroMy IPOCTO HE MONydaeTcs, HO Aa)ke TOTAa CIeAyeT MpeaycCMOTPeTh
"pe3epBHBINA" BapHaHT, HA TOT CJIydail €CIM B KOHKPETHOW ONEPalMOHHONW CHUCTEME UTO-TO OKaXKETCS
He Tak. Benp mporecTHpoBaTh MporpamMmy Ha BCeX KOH(HIYpalHsx NPaKTHUYECKH HEepeajbHO H
KOHQIUKTEI MOTYT BBUIE3TH OTKyAa yromHo! 3amafHblii jke TOJb30BaTeNlb (B OCOOEHHOCTH
KOPHOPAaTHBHBINA) OMMOOK HE NPOINACT W OJMH-SOUHCTBEHHBIH IPOKOJI MOXKET 3aKPBITh BBIXOA Ha
PBIHOK HaBCeTAaA.

K TomMy ke, aHTHOTJIaJOYHbIE NPHEMBI CEPHE3HO 3aTPYIHSIOT ITyCKO-HAIAAKy. Bor,
HarpuMmep, B TOTOBOW MporpaMMe MPOUCXOANUT COOH 10 TaKUM-TO aJpecaM, HO B OTJIQJIOYHOI BepcHH
Bce paboraet HopManbHO. Yto nenats? [IpaBuiibHO, 3amyckaTh OTJIQAYHMK U OTIAXHUBATh IPOrpaMMmy B
JBOUYHOM BHJE. BOT TyT-TO mporpammuct u "moOmaromaput" ceOst 32 MOIIHBIE AHTHONAI0YHBIC
npuemsl! ['opUT chavya, KIMEHTHI pyrarorcs, 1ied pBeT Ha ce0Oe BOJIOCHI... a XaKepbl TeM BpeMeHEeM
MBIOT THMBO M XadaT TPOrpaMMy B CBOOOZHOE BpEMS, paaysch KaXIOMy HOBOMY IIpHEMY, Kak
30JI0OTOMY CaMOPOJIKY.

Pazymeercsi, HUKTO He NPU3BIBACT OTKAa3aThCsl OT AHTU-OTIAIKH BooOmie! Mcronb3oBath ee
MOYKHO, Jla)kKe HY)KHO, HO OYCHb OCTOPOXKHO, B3BEIINMBAas BCE BO3MOXKHBIE MOCIEACTBHSA M ITOOOYHBIC
3¢ EKTHI, B TPOTUBHOM CiIydae OHa IIPEBPATUTCS B OPYIKHE, HAIPaBJICHHOE Ha CBOETO CO37aTellsl.



