MoeM cpannbl YUCTO-YUCTO-HYUCTO
W ugeanbHbIN cepBep Ansa ngeanbHoOMn
channonomomnku

KpHC KaclepCKH, aka MBIIIbX, a.k.a. nezumi no-email

aIMHHHCTPATOPbl HAKONMJIM OTPOMHBIN ONBIT MO BO3IBHKCHMI0 W JKCILIyaTAllHH
"0MKeTHBIX" (ailJIOBBIX cepBEPOB, CpeIH KOTOPHIX ¢ 0OJIbIIUM OTPHIBOM JHIMPYIOT
cepBepa Ha 0aze MS W2K3, craBmuM craHgapToM Je-pakTo. HMKCHI B 3TOH PoOJH
CMOTPSATCH HEAOCTATOYHO YOeIHTEJbHO, JAOCTABJIAS TeXHUYECKOMY MePCOHATY Ky4y
npodsem. BnpoueM, W2K3 Toske He naeas u 4TOObI PACKPBITH €r0 MOTEHIHAJ, 2 320THO
MOMOYb HAYHHAIOIIMM AIMHHHCTPATOpPaM H30ekKaTh KJIACCHYECKHX OIIHO0K, W ObliIa
HANKNCAHA 3TA CTAThHS

gegedeHue

JlokanpHblE CETH HayMHAIUCH C (alIoBBIX cepBepoB. VMMM ke OHM NO CyTH nAena u
3akoHYIIHCh. JJoctatouno mHorue cumar nmox SQL, WEB, etc, HO B (aiiioBEIe cepBepa MCIIONB3YIOT
emte OoJjblile HApOIy: J0Ma, B oduce, B KOPIIOPATUBHON Cpelie M TaK Jajiee, BIUIOTh JI0 TJI00aIbHBIX
pacIipeielIeHHbIX CHCTEM C Ky4Yeil TOYeK JOCTyIa MO BCEMY MHPY. 3aHMMAaThCs INI0OATM3MOM MBI HE
OyzeM, MepesioKHUB pelieHre mpodieM MIaHeTapHOro Maciutada Ha 4yXHe IUIeYd. B KOHIle-KOHIIOB,
uMest IeHbTM, MOXHO KYIHTh Jydlllee 00OpyJOBaHWE, HAHATh JYYHIMX CHECLHHAIHCTOB: UHXCHEPOB,
aJIMAHUCTPATOPOB, "OENBIX XakepoB"...

BozaeurayTh TOOPOTHEIN (halIOBEIA CepBep B paMKaxX CKPOMHOM JIOKAIBHOW CETH TOpasio
CJIO)KHEee. BIO/KeTHBIM BapuaHT yXe JaBHO CTall CHHOHUMOM '3TO, KOHEYHO, JEPbMO, HO UYTO BHI
XOTenH 3a Takue aeHbru?". Kak roBoputcs, He Bce TO HKpa, uTo yepHoe. Ho Benp 1 He Besikast MKpa —
yepHasi! UeM CTpeMUTBCS pa3oObITh JCUIEBYI0 M MAapIIMBYIO YEPHYIO MKPY, HE Jy4lle JIH 33 Te JKe
caMbl¢ JICHBIU HACTAXKIAThCS TOOPOKAYeCTBEHHOM KpacHO?!

Pucynok 1 ukpa. 11 cka3zajq — HKpa! 1 HIKAKUX KOMIbIOTepoB!!!



nomMmoltlika manasi

Bremrane sxectkue mucku ¢ Ethernet-maTepdeficoM akTHBHO TECHAT IMOTHOLICHHBIE (aiijIOBEIC
cepBepa, Bo3IBUTaeMbIe Ha 0a3e BbImeneHHBIX PC, BCTpedasich HE TONBKO B JOMAITHUX CETAX, HO U B
oucax campIX pa3HBIX KOHTOD.

HocronHcTBa: HHM3Kasg IeHa (OCOOGHHO B TepecueTe Ha OAWH TUrabaiit), BBICOKas
MacITabupyeMocTh (3aKOHYMIIOCH JUCKOBOE IPOCTPAHCTBO? MPOCTO MOKYNaeM eIle OAWH BHHT U
BTBHIKAaEM B IOPT), OTHOCUTENbHAs O€3rII0YHOCTh (paboTaloT OHM MO CHIIBHO ype3aHHbIM Linux'om,
KOTOPBI, KaK W3BECTHO, HE 3aBUCACT), MPEIEIbHO HU3KOE JHEpromoTpedicHue (a, CIeqoBaTelbHO,
6onee nemesas UPS, obecnieunBas ux OecriepeOOMHBIM MUTAHUEM, B OTCYTCTBHH KOTOPOT'O TOBOPUTH O
COXpaHHOCTH HWH(POPMAIM MOXHO TOIBKO B TICPCHOCHOM  METa(QHU3MYECKOM  CMEICIE),
HENPUXOTIMBOCTE (BHEIIHHE XECTKHE AWCKHA HE TPEOYIOT HHKAKOTO OOCITYXKHBaHHSA, HY pa3Be HTO
MIEPUOANYECKH TIOJINPOBATh TIOBEPXHOCTh, J]a pa3 B HECKOJBKO JIET MEHSITh Maciio B ITOJIIUITHUKAX ),
HEBOCIIPHMMYNBOCTH K OOJBITMHCTBY Xakepckux aTak (Linux BooOIe HAMHOTO JydIlle 3aIllnIIeH, YeM
Windows, uToObl TamM Hu yTBepxkaaia Microsoft). [I1roc ko BceMy BBINICTICPCUUCICHHOMY:
KOMITaKTHOCTb (OYE€Hb BaXKHOE 00CTOSTENBLCTBO ISl MUHH-O(UCOB M JIOMAIIHUX CETEH).

Hemocratku: monHast HEyNpaBiIsieMOCTh (BHEIIHMH OWCK MpeACTaBiseT "Bempb B cebe',
paboTaromIyio Ha aBTOMIJIOTE U HE JKENAIONIYI0 MOJYUHATHCS BOJIE aJMHHUCTPATOPa), HEBO3ZMOXKHOCTh
3amycka aHTHBHpYca BHYTpH "KOpoOku" (a BHE "KOpOOKH" aHTUBHPYC ChEOACT BCIO IMPOIYCKHYIO
CIOCOOHOCTh JIOKABHOM CETH), MPAKTHYECKH HETPEOAONMMBIC TPYIOHOCTH C OOHOBIICHHEM sIpa H
HaJIOXKEHUEM 3aIuIaToK Ha Hero u Ha "CamOy" (Linux, KOHEYHO, ITyKa XOpoIIasi, HO JbIPEl B HEM BCe-
TaKy OOHAPYKHBAIOTCS, M €CIIM MX HE JIaTaTh, "KOPOOKa' MOXKET 3apa3nuThCsl BUPYCOM WIIH PYTKHTOM,
KOTOPOT'O COBEPIICHO HEPEalbHO BBHIKOBBIPATH M KOTOPHIM 4acTO BEJAET K Kpaxy CHUCTEMBI, BBIHYKAAs
aJIMUHUCTpaTopa pa3oupaTh "KOpOOKY", BBITSATMBAs OTTYJa KECTKUN JNUCK, MOJAKIOYas ero k PC —
€CJI, KOHEYHO, pPa3pabOTYNKH NOCIETHETO HE OTOAPATN HHTEPEHCHBIA pa3beM, UTO JOBOJIBHO YacTo
ciy4aercs). B aTy ske KOp3WHY MOMAAal0T ammapaTHble 0TKa3bl camoro nucka (u Benb RAID Ha 6aze
BHCIIIHUX JKECTKMX JHUCKOB HHUKAaK HE OpPTaHM3Yelh), CIOKHOCTH pPE3CPBHPOBAHUSA H IIOMCKA
nH(pOpPMAIINHU, CBS3aHHBIE C OTCYTCTBHEM CIYyXO0 WHICKCHPOBAHUS W JKYypPHAJIHPOBAHUS, KOTOPHIC
OIAITh-TakM He padotatoT yepe3 Ethernet. IIpo pasrpannuenue nocryna (BepHee, OTCYTCTBHE TAKOIO)
MBI BOOOIIIE JTaske HE TOBOPHM.

B o01miem, BHEITHUE KECTKHE JUCKH HE CaMBbIii TUIOXOHM BapHaHT M Kak (pailjIoBbIC cepBepa Jyis
JIOMAIIHUX CceTed M HeOoNbIINX O(pHCOB (T/I€ BCe PaBHO HUKTO HE 3a00THTCS HHM O pa3rpaHHYCHUH
JOCTYTIA, HA O PE3epBUPOBAHNHN) OHH BITOJHE mpremieMbl. Kakoii cmbicn craButh PC, ncnonp3ys ero B
pexuMe "BHEIIHEro XKeCTKOro aucka"?! A BeJb MIMEHHO B TaKOM pEXHME OOJBIIMHCTBO (hailloBBIX
cepBepoB U pabortaer! Ilepexom Ha BHEIIHWE KECTKHE AWCKA B TOM CIIydae SKOHOMHT ICHBIH H
YBEITMYMBAET HAICKHOCTh, COKpAIlas KOJIMYECTBO OTKA30B M 3aTPyHOHAA aTakd Ha cepep. Uto
KacaeTcst OOJIBIINX KOPIOPATUBHBIX CETEH, TO TaM BHELIHHE KECTKHE JUCKH MOTYT BIIOJIHE YCIIECLIHO
"CUMOMOTUTB" ¢ HACTOSIIUMHK (alIOBBIMH CEpPBEPAMH, WCIIONB3YSCh VIS XPAHEHUS pPas3JelsieMbIX
JTaHHBIX, HEKPUTUYHBIX K Pa3pyILICHUIO.
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Pucynok 2 Baemnmii :kectkuii auck ¢ Ethernet-untepderiicoM co CHATOM KpbIIKOM

rnomolika 6onbwas

Bozasurnyts cepBep MoxHO M Ha ocHOBe PC. OcobeHHO, ecinm 3TO cepBep — (ailoBbIil.
Emy HM Kk yeMmy OoOJIbIIME IPOLIECCOPHBIC MOIIHOCTH (MHOTOIPOIECCOPHBIE MAallMHBl HUYYTh HE
YBEIWYHUBAIOT OBICTPOJNECHCTBHS), M30BITOK ONEPATUBHOM MaMsITH NpeBpamaercss B OCCIIONEe3HBINH
Gamact, a ckopocTHele RAID-koHTpoiepsl ynuparoTcsi B OyTHIJIOYHOE TOPJIBIILIKO TOHKOW BUTOM
napel. CHIMCOK HEHYXXHBIX BeIIeH MOXKHO IPOAOJDKAaTh OECKOHEYHO, a OECKOHEYHOCTh INTyKa



KOBapHasi, IOATOMY JIy4llle OCTAaHOBHMBIIMCH Ha (OPMYJHMPOBKE: HETpeOOBATEIHHOCTh K anmapaTHON
koHpurypauuu. Coiiner odoe (Hy, NPaKTHIECKH ) JTI000€ JKee30, YTO eCTh IO PyKOH.
OpnHaKo, TyT BCe-Taku HEe 00XOAMUTCS O€3 TOHKOCTEH. ..

PucyHnok 3 00s1b1110i1 COJIMIHBII cepBep

rmra OuMThb Ui He OUTL?

HauunonaneHbIM cTanzapToM Ae-pakto ctai ctameradbutheiid Ethernet. ['uradursiii yxxe naBHO
HE HOBOCTB, HO OOJIBILIOTO PACIIPOCTPAHEHHMsI OH TaK M HE MOJYYHII, @ BCE TIOTOMY, YTO Pa3HUILY MEXKIY
JIEeCSITUMETa0UTHBIM H cTramerabutHeiM Ethernet'om momp30BaTeNn MOYYBCTBOBAIM Cpa3y — BCE
JieTaeT U HUYero He TopMo3uT. KoHeuHo, "neraer" — B MEPEHOCHOM CMbICE. JIOKaNbHBIN KECTKUI
JIICK peasibHO ObICcTpee. A ceTh MeaieHHee. UTo u3MeHseT Nepexo] Ha TUradUTHBIE KaHaIIbI?

A =nuero! Jluck — ObvIcTpee, ceTh — MemieHHee. He neraer, HO W He TopMo3uT. /[a,
KOHEYHO, B THTa0OUTHBIN KaHaJI BMELIAETCs HAMHOTO OOJIbIIIE JaHHBIX M B KPYITHBIX CETSX pa3HHUIA BCe-
TaKH BBHIITUPAET HAPYXKY, OAHAKO, 3TO JIOJDKHA OBITH AEHCTBUTENBHO KPYIHAS M CHJIBHO 3arpy)KEHHas
CCTb, HHAYC BBIMIPHIII B TMPOU3BOJAUTCIHLHOCTH MOXKHO Saq)HKCHpOBaTB TOJIBKO C IIOMOIIBKO
xporometpa. Ho! KpymHble cetu cTpositcst coBceM 1o apyroi cxeme. OHU pa30MBAIOTCs HA CETMEHTHI,
aJIMAHUCTPATOPHI 3a00TATCS 0 OaaHCHPOBAHWUH HATPY3KH. ..

Kopoue, B 99% ciydasx NOpaBWIBHO CIIPOEKTUPOBAHHAS CETh HE HCIBITBIBAET OCTPOI
MOTPEOHOCTH B TMIaOWTHBIX KaHajlaX. A HENpaBWIFHON M ruraburta Oyner Mano. YUWTHIBas, 4TO
rurabutHast MHQpacTykTypa TpeOyeT ONpeleleHHBIX HMHBECTHIMH, Kak B 00OpyIOBaHHWE, TaK U B
TOIOJIOTUIO CaMOHM CeTH, LeNecoOOpa3sHOCTh €€ MCIOJIB30BAHUS — IPEIMET OCTPBIX JHCKYCCHH,



KOTOpBIC MBI OOOWJEM CTOPOHOI, OCTABIINCH BEPHBIMH CTAPOMY-I00pOMY CTa-METaOUTHOMY
Ethernet'y.

C maTpuuen u 6e3

®daitoBOMy cepBepy To3ape3 Hy)KHA MaTpulla M3 HECKOJBKHX JUCKOB, OObEIWHEHHAs B
o6mmiit RAID — BOT Takue MbIC/M ecTh Y Hapona. Kakoit xe 3to daiinosslii cepsep 6e3 RAID'a?! U
3a4eM TOr/a BOOOIIEe HYXHBI MaTpuibl?! OmMOOYHOCTh 3TOTO MHEHHS 1Ooporo cTouT. RAID'sI oHn
BOOOIIIE MITKO TOBOPSI COBCEM AJISI APYTOTO MPEAHA3HAYCHBL:

a) yBEIMYEHHsI TIPOIYCKHOW CIIOCOOHOCTH JMCKOBOTO BBOJA/BBIBOAA (aKTyalbHO JuIsi 0a3
JaHHBIX, CTAaHIUH [I(PPOBOro BHIEO-MOHTa)Ka, COBEPIICHHO HE aKTyaIbHO A (hailJIOBBIX CEpBEPOB);

0) paboTel ¢ (aitnamu/pasgenaMu O4eHb OOJBIIOTO pa3Mepa (HbIHE BOOOINE HE aKTyalbHO,
MOHTHpYeMbIe (halIoBblE CUCTEMBI M OIPOMHBIE 00BbEMBI COBPEMEHHBIX BHHYECTEPOB JICNIAIOT CBOE
JIeTI0 — W YeM JIanbliie, TeM OoJblie);

B) cepBepa KpUTHYHBIE K OTKa3y B OOCIY)XKHBAaHHM C OKHOM BOCCTAHOBJICHHS MEHBIIE Haca
Wik Jaxke BooOmie 6e3 TakoBOTO (TOT ke camblii (yHKIHOHaN oOecrieunBaeT mporpaMmubii RAID
mwiroc hot-plug Ha nemeBom 6romxeTHoM IDA SATA).

RAID'sI (B oOmem ciydae) NpakTHYEeCKH HE YMEHBIIAIOT BEPOSTHOCTU IIOTEPH JIAHHBIX,
MTOCKOJIbKY, OTKa3 >KECTKOTO JMCKa IajeKo He €AMHCTBEHHas (M Jake He camas JacTas) NpHYMHA
aBapuu. bomee Toro, B 9 w3 10 ciydaeB BHHYECTEp yMHpaeT HE Cpa3ly, a IOCTENEHHO.
Jluarnoctuyeckre YTHIMTHI ITO3BOJISIOT NPEJBUIETH BO3MOXKHBII BBIXOJ] M3 CTPOSI 38 HECKOJIBKO JTHEH,
Henenb, a To W MecsaneB. K Ttomy ke, RAID'sI Bce paBHO HE OTMEHSIOT HEOOXOIUMOCTDH
pe3epBupoBaHus (IOCKOJIBKY, HE MPEJOTBPAILIAIOT JOTUYECKHE Pa3pyLICHHs, XaKePCKUEe U BUPYCHBIE
aTaKM), a €CJIA y HAC eCTh CBEXKHI O7KaI — Tak i HaMm HykeH RAID?!

Hemessie RAID's1 (0coOOE€HHO Te, YTO BCTPOSHBI B MATEPUHCKYIO IIIATy) — BechMa
BpenoHOCHass mTyka. OHH cozepKaT MHOXECTBO OHIMOOK, NPHBOISIIIMX K BO3MOXKHBIM ITOTEPSM
JaHHBIX W CJIABSTCS BHE3AHBIMM OTKa3aMH, a HAWTH IUIATy C COBMECTUMBIM WM HIACHTHYHBIM
RAID'om He Tak-To npocto. Buenrane RAID'sI (KOHTpOIIIEPHI, BCTaBIsIEMbIE B CJIOT) Oojiee HaJIeKHBI,
OJTHAaKO, OIOJPKETHBIE MOJIENTM BCE PABHO IIIIOYAT, & CTOMMOCTB JIOPOTUX COM3MEpPHMa CO CTOMMOCTBIO
Bcero ceppepa B 1enoM. Cmbica?!

A xak Ha cuer mporpammHoro RAID'a?! Mnes, koHe4YHO, 3aMaH4YMBasi, HO BUHYECTEPHI,
MOCAKEHHBIE HA pa3HbIE MOPTHI KOHTPOJUIEpa, MJagyT HAMHOTO OONBIIMH BBIUTPHII B
MIPOU3BOANTEIBHOCTH, €ciy (Daiiibl, 3ampamyBacMble IONB30BATEISIMH, PABHOMEPHO PacIpeieiIcHb
MEXIy HUMH. Tak 4To 4eM OoJplie y Hac BUHUECTEpOB, HE OOBEAMHEHHBIX B MATPHILy, TEM BHIIIE
MIPOU3BOANTEIBHOCTD, TIPUYEM, PEAIFHO BBIIIE, & HE 110 XPOHOMETPY (XMHT: BUHYECTEPH MEIUICHHO
uiyT Gaiinabpl, HO OBICTPO HX 4YHTAlOT, a noToMy mnapauienbHelii RAID He yBenmmuuBaer
MPOU3BOUTENBHOCTH, TOT/1a KaK Iapa He3aBUCUMBIX JKECTKUX JIMCKOB — BIIOJIHE).

CKYynoWw nnaTtuT ABaxnabl

Mudos! mpo TO, 4TO, ECKaTh, CYIIECTBYIOT B MHpe (ailloBble CHCTEMBI, HE MOAICPKAHHBIC
(dparMeHTalMu, HEMEUICHHO pa300JayaloTcs, Kak TOJNbKO 3TH (ailioBble CHCTEMBI MPUOOPETAIOT
romyIsipHOCTh. @parmenTanus ObiTa ecTh M OyAeT, OT ITOTO HUKyJa HE yilmemb. A IOCTOHHBIX
(hparMeHTaTOPOB... TM, OCOOCHHO C y4eToM OOJBIIOT0 KOJIHYEeCTBAa OTKPHITHIX (paiiIoB Ha cepaepe...
Kopoue, Bcakmii pasmen oOpedeH W3HAdalbHO OOpedeH HA  HEYKIOHHYIO  JIerpajanuio
npousBoautensHoctd U mog NTFS enie Her nedparMeHTaTOpOB, CIIOCOOHBIX BOCCTAHOBHTH OOJIBHOTO
Ha 100%. EnquHcTBEHHAst Mepa — pedopMaT ¢ MOBTOPHOW 3aIMBKOH (hailyioB, BpeMEHHO COXPaHEHHBIX
B ipyrom mecte. Ho 3T0 ciauIKoM pagukaibHO.

3aMeaUTh POCT TEMIIOB MajeHus mpomsoauTenbHocTH ( (¢) M.C. T'opbaueB) momoraer
NpaBWIBHBIA BBIOOp pa3mMepa kiactepa. Uem Oonbine — TeM jdyudiue. /la, KOHEUHO, C yBEIMYEHHEM
pa3Mepa KiacTepa BO3pacTaloT U IIOTEpH JUCKOBOTO MpocTpaHcTBa, T.K. NTFS He ymeer ucnons3oBatsb
mycteie xBocTel KimactepoB (UFS, momnepxuBaemass FreeBSD,— ymeer), omHako, IHCKOBOE
MIPOCTPAHCTBO CTOMT KOIIEHKH, a HHU3Kas NMPOM3BOAMUTEIHLHOCTH KOMITBIOTEpa 000pAauYNBaETCsl HU3KOH
MIPOU3BOAUTENEHOCTBIO TPYAA, BBIIETAsl B ICCSTKH U JaXKe THICAYH pyOIIei.

BO3BpaT K NepBOObLITHO OGLMHHOMY CTPOIO

B npesHue BpeMeHa Hapo[ XKW B IIElIepax U BCE WICHBI IUIEMEHU 3HalIU Ipyr Apyra. Ilotom
Hapoj pa30exayicsi 10 KBapTUpaM, CO BCEMU MaHbSIKaM{, HACHJIbHUKAMHM W IIPOYMMH XaKepaMw,
KOTOpbIE TaK 3amu(ppPOBATUCH, YTO UX U HE BBIKYMUIIb. CHCTEMBI 0€30MMacHOCTH, CTPOTas MOJHTHKA
pasrpaHuyeHyst 1ocTyna. I pymsl, napoiy, IpUBWIETHH. . .



Bot Tonbko oducel — 3TO Te ke caMble Memephl, TOIBKO ¢ eBPOPEMOHTOM. M MOHATHS Tam
nepBoObITHOOOIMHHEEIE. KTO Tporan moii daiin u Bech BeiTporan?! Kro cwen mMoit 6yrepOpon, yTsaHya
YallHUK W HCIUcall Beck Mapkep?! BepHure waitnuk Ha Mecto! U ¢aitn moii otnaiite! Kak 3to Tak:
access denied?!

benneni agmuauctpatop! OH BCIO HEAENIO IUIAHHMPOBAI CHCTEMY PasTPaHWYEHHS IOCTYTIA.
Ara, Mama u KaTtsi — oHEM y Hac B OyXrajTepud W IOTOMY WICHBI OZHOW Tpymmbl (OHH BOOOIIE
JecOUSHKY 1 pabOoTaroT MOMEPEMEHHO TO C OJJHOTO, TO € APYrOro KOMIIBIOTEPa, a Jallle BCero Booouie
HHUKaK He padoTaoT, a umyT cede moOoBHHI Ha love.mail.ru). A Bor Capa oHa yXe NaBHO HE... B
CMBICJIE OHA BOOOIIE IIAPUT B KOMITBIOTEPAX, Web-an3aiiHe W NHIIeT ABMKOK JJIsl CaliTa KOMIIaHUU Ha
gucrom PHP. 3auem eit qoctym k ¢aitnam Mamu u Katu?! Beinenum ee B oTaenbHyo rpymmy!

A BoT Tenieps bopuc (oH y Hac BooOIIIe IOpPUCT) XOYET BUJACTh Ha caiiTe KOMITAHUH KPAaCcHBBIC
rpaduky, BU3yanusupymoiue otdeTHocTh Mamm ¢ Kareil. Uro nmemaer Capa? IlpaBunbHO, nuHaer
aJIMAHUCTPATOpa, YTOOBI OH el fai... B cMmbicie aoctym. K daiimam. Toxxe camoe memaer u bopuc. B
pe3ynbTare, paHO WIX MO3[HO, HO B MCTOPMYECKOM IUIAHE HEW30EXKHO , MBI MPUXOAUM K ITOTHOMY
YPaBHEHMIO B IIPaBaX ¢ HE3HAYMTEIHHBIMH MCKIIOUSHUSIMH JUTS aJMHUHHICTpaTopa (M, BO3MOXHO, XOTh
1 MaJOBEPOSTHO, HEKOTOPBIX JPYTHUX, IPUOIMKESHHBIX K HEMY, JIHII).

Pasrpannyenue noctymna peanbHO HEOOXOIUMO JIMIIh OYeHb OOJBIIMM KOMIaHUsM. Bo Bcex
OCTaJIbHBIX — 3TO TOJIOBHAas Ooib B 4YUCTOM BHIE. Bmecro Toro, uro0bl 3anumarbcs DELow,
COTPYIHHUKH OETaroT IO OT/AEIaM B MOMCKAX JIMII, MMEIONIHMX JOCTYI K JaHHOMY (hairy. Jlake eciu 310
apxuB, KOTOPBIA Ha TEPBBIN B3MVIAA, HY)KEH TONBKO TOMY, KTO 3aHMMAaeTCs pE3EpBHPOBAHHEM H
KOTOPBIH JKENaTeIbHO 3aIUTUTh OT OECKOHTPOIBHOTO AocTymna. Ho, yBEI, )U3HEHHBIEC PEATUH TAKOBBI,
YTO U apXHUB HYXEH BCEM, ITyCKai HE MOCTOSHHO, @ BPEMS OT BPEMEHH.

Koneuno, nonsitue KOH(OUACHIMAIFHOCTH HUKTO HE OTMEHSUI M JJaJIEKO HE BCEM COTPYAHUKAM
10 JONTY CITyOBbl TO3BOJIEHO BUIETH (aiiibl cBomx cocenei. B teopun. Ha mpaktuke ke, ecau B
KOMIIAHUU 3aBelCi BpEAUTENIb — OH UX YBUAUT JaXKe €cId aJAMUHHCTPATOp BO3IABUTHET
MHOT'OCTYIIEHUaTYI0 CUCTEMY 3allUThl. Eciau ke Bpeaurenei HeT — OT KOro HaM TOrJa 3aIluIaThes?!
Bomnpoc puropuueckuii, 4eTKOro OTBETA HE UMEIOUIMM. YMHBIE aJMUHHCTPATOPbl OTIUYAOTCS OT
TIIYIBIX TEM, YTO HE 3aHUMAIOTCS CaMOJESTENbHOCTBIO, @ Pa3aloT COTPYJHHUKAM IIpaBa, CITyIIEHHBIE
BBIIIECTOSIINM PyKOBOACTBOM, KOTOPOMY M MPHXOIMTCS OTIyBaThes 3a Bee pazbopkn Mamm, Capsl n
Bopuca.

KBOTbI

Tak Bce-Taky — KTO yBEJ HaIl JIOOMMBIN YaifHUK? YKe BTOpOW JeHb BeCh OTJEN 0e3 yaro.
Hy o xakoif mpon3BOANTEIBHOCTH TPYAA TYT MOXKET UATH peub?! HarmsiHoe cBUAETeNnbCTBO TOTO, YTO
€CJIM KPecllo He MIPUBS3aTh LIEMbI0, TO CTOUT TOJILKO OTOPBAaTh CBOI 3a], KaK OIYCKaTh €ro OyIeT yxe
He kyzna. [loromy kak kpecio Kro-To crami. Pasoupaiicss morom kto. TOYHO Tak M C JAUCKOBBIM
MPOCTPAHCTBOM. B oTiHMYHMM OT pa3rpaHUYEHHUs TOCTYTIA, TUCKOBBIE KBOTHI — BEJIMKOE 10!

BuHuecTepbl OHHM, KOHEYHO, OYeHb OOJbLINE, HO BCE-TAKM HE PE3WHOBBIC. A TI0JIb30BATEIH
OHH JKE€... TO CO3JAIOT Kydy KONHMH OJHOTO M TOTO k€ (haiia, pacCOBAHHOTO II0 PAa3HBIM ITalKaM, TO
MIPUTAPaHAT HECKOJIBKO TUTabaiT dororpaduii B crmie Mama ¢ Kareit mokopsiror Kpeim. IIpo My3sIky,
KIIMITBI ¥ IOPHYXY MBI BOOOIIE He ToBOpUM. [laxke ecny aJIMUH BBIJICITHII IO 3TO JIeTI0 HeNbIi pa3zaen,
TI0JIb30BATEINH JIIOOAT JIepKaTh (hailyibl B COCTOSHUM TTOJTHOTO Xaoca.

B uem npobnema?! A npobiaema-To B pe3epBHpOBaHHH, OOBIYHO OcyliecTBiIsieMoM Ha DVD,
00bEM KOTOPBHIM HAMHOTO MEHbILE 00BbEMa KECTKHX JHCKOB M IOTOMY COXpaHEHHE BceX (aiiioB
cepBepa BbIJIETACT B KOIEEUYKY, CHOCOOCTBYsl ObICTpoMy pa3opeHHio ¢upmbl. C Apyroil CTOpOHHBI,
00beM pealibHO HY)XHBIX (DAiJIOB He TaK yX M BEJIHK. | TaBHOE — HE pe3epBUPOBAThH BCSIKHH Mycop. A
TO y Marmm HOBas Cylep-MeranucKenpHas KaMepa, /1a eIie U ¢ 3alnChio BUJIEO.

Uro0b! NpUIIEMUTH OeCIpeIeNbHIL KaK Pa3 U Hy>KHBI KBOTHI. X04eT Mailra 3aJIuTh Ha cepBep
cBou Qortorpadum — mMyckail 3TO JenaeT IoJ MMEHEM ro3epa XHmapb (B CMBICIE CBAJIKA BCAKHX
HEHY>KHBIX Bemed, Tuna Kyua, mo-anrnuiicku heap), a mon padoune Qaitiipl eif BBIAEIUT MAKCHMYM
rurabaiT — 3a0/1HO U TyOJIUKaThl (haiIoB cO BpEMEHHBIMU KOIMSMH MOYAJISIET.

Urpbl TeHen

Kax myume Bcero mpoBomuTh pesepBupoBaHue. Pasymeercs, mo pacnucanuto. Korma Bce
MOJB30BATENIM  YUUIM, 3aKpbUld Bce (ailil M HUYTO HE MellaeT WX KomnupoBaHuH ((ailibl,
OTKpBIBa€MbI€ Ha 3aIiCh, OOBIYHO OJIOKUPYIOTCS). BOT TobKO HepeasbHO 3T0. KTO-TO, OTKPBUT Ky4y
(haitstoB ¥ yIIen JOMOM, OCTaBUB KOMITHIOTEp BKIFOUEHHBIM. Mmu ¢upma paboTaer B Tpu cMeHEHL [la
MaJIO JIX €Il 4To...
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PucyHok 4 TeHu uc4e3a10T B 0JIieHb

Bot cnenmansHo s storo B S2K3 peanm3oBaHO Tak Ha3zeiBaeMoe "TEHEBOE KOMUpoBaHWE'
(shadow copies). Ecnu roBopuTh mpocTo — TO 3TO ()OHOBOE KONMPOBAaHHUE, OCYIICCTBISICMOE Ha
CEKTOPOM YpOBHE (BOOOIIE-TO, KIACTEPHOM, HO KOTO 3a00TAT STH MEJIOYH) M paboTaromiee B TECHOM
B3aumoyeiictBun ¢ NTFS Tak, uto xomupyrorcs naxe Qaiibl
3a20JIOKUPOBAHHBIC OT COBMECTHOT'O UTCHHS.

OTKPBITBIC Ha 3alucChb U



Backups (R:) Properties

General I Toolz | Hardware I Sharing
Security Shadow Copies | Hucta
Shadow copies allow uzers to view the contents of shared folders
az the contents exizted at previous points intime. For information an
required client software, click here.

Select a valume:

‘-.r"u:ulume| Mest Run Time | Shares | Ilzed |
=IC\ Dizabled 1]
2040942007 00:30 1 119010 kB an B:%
Enable Dizable | Settings. .. |

— Shadow copies of selected volume

15/09/2007 00:30 Create Now
18/09/2007 00:30 [ |
17/09/2007 00:30

16/09/2007 00:30 elete Moy |
15/09/2007 00:30 —|

Eewert...

k., I Cancel Spply

Pucynok 5 Bk/I04eHHe TeHeBOro konuposanus B S2K3

TeneBoe KonMpoBaHUE TOAJCPKUBAET MHOXKECTBO PE3EPBHUPYIONINX MTPOTPaMM (B TOM YHCIIe
u mwratHas yrwiuta MS Backup) ¥ BHHKaTe B TeXHHYECKHME JACTANM pPeAlM3alMU ISl €ro
UCIIONB30BAaHUS B OOLIEM-TO M HE 00sA3aTeNbHO. A eclIM BCe-TaKH TaKO€ JKEeIaHHsS BO3HMKAET,
noxanyiicra!l Jlesem Ha caiit Microsoft ¥  yMTaeM TEXHHYECKYI0  JOKYMEHTALUIO:
http://www.microsoft.com/windowsserver2003/techinfo/overview/scr.mspx (1 He Kamyemcs, 4TO Ha
anriuiickom! Ha o ona u Texandeckas JlokymeHTaIms).
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File  Action  “iew Help

- | BmERE| 2

Event Viewer [Local) Application 352 event(s)
4] Application Tupe | Date | Time | Source | Ca =
| Seculy Enor 8/5/2008 435:38PM V5SS Ma_
System €9 Enar 8/5/2008 435IMPM WSS Mo

Q Error /58,2003 4:35:38PM EventSystem [6L
@ Information  8/5/2008 43538 PM wmbools Mo
Q Errar 5/5/2003 4:35:38 PM EwventSustem (51
@Infnlmatinn Event Pmpertles
@ Infarmation

@ Information Event |
€y} Infnrmat!nn Diate: Sourcer WSS
@ Information Time: 43538 PM  Categony: Mone

_t |
@ Infarrnation Tope: Efar Event|D: 8193 ;l

@ Infnlmat!nn User M
@ Infarmation

g

. Computer: 52K3VH
@ Information
@ Infarmation Drescription:
@ Information

’ olume Shadow Copy Service ermorn Unespected emor calling routine
@ Infarmation CoCreatelnstance. hr = 0xB0040206.

" Froor
4 i Far more information, see Help and Suppaort Center at

http://go. microzoft. comdfwlink fevents. azp.

Data: @ Butes © Words

ooo0: 24 z0 43 &6f 64 65 3a Z0 - Code: ﬂ
ooog: 57 5Z 54 BT LE B4 45 43 WRETWRTIC
o0lo: =20 30 30 30 22 37 37 20 aoooz7 7o LI

QK. I Cancel | Lpply |

Pucynok 6 BHumanmue! cry:k0a TeHeBOro KOMUPOBAHHS He CBOOOAHA OT OIIMOOK M HHOT/AA He
3anmyckaercs! npu4yeM, 00 3TOM MOKHO Y3HATh TOJILKO M3 ’KypHAaJa!

060poHHas nHnunaTea ABE

Ao66pesuarypa ABE pacmmmdpoBeiBactes kak Access Based Enumeration u npeacrasmiser u3
ce0s ceKblOpHYIO (hUuy, CTOSIIYIO Ha cTpaxke Oe30macHOCTH JaHHbIX. Kak u ciiefyer u3 ee Ha3BaHusl,
ABE mno3BouisieT ckpbIBaTh caM (hakT CYLIECTBOBAHHUS pa3/IeliieMbIX PECYPCOB OT ONPEENICHHBIX IPYII
MI0JIb30BATENEH, BKIIOUasi aHAHUMYCOB (TO €CTh BCEX MPa3/IHO IIATAIOMINXCS XaKePOB).

TeopeTndecku 3TO yCIOXKHSIET B3JIOM, IOCKOJIBKY, XaKepy HEOOXOANMO HE TOIBKO IOA00paTh
Iapojib K Pecypcy, HO €lle M yrajaTh UMs caMoro pecypca (HampuMep, UMs MK ¢ pa3/esiieMbIMU
JOKyMeHTaMH). BmpodeM, Kak IIOKa3plBaeT MPAKTHKA, aIMUHHUCTPATOphl CKJIOHHBI J1aBaTh
paszenseMbIM pecypcaM BIIOJIHE TIpeJicKa3yeMble nMeHa, a noromy ABE He ecTh maHanest.

C npyroii cTOpOHBI, KOT/Ia MOJIb30BATEIh HE BHJIUT PECYPCOB, K KOTOPHIM OH HE MMEET IIpaB
JIOCTyIa, OH U HE HEPBHUYACT, U HE 3aJaeT IJIYNbIX BOIPOCOB aJIMUHUCTPATOPY (THHA: a MoYeMy y
MeHsl He OTKpbIBaeTcsi nanka Top-Security?!), Tak uto ucnonb3oBanue ABE naxxke B MUPHBIX LEJsX
BechMa mepcnekTuBHO. [logpobHee 06 ocobeHHoCTsIX Hcmonb3oBanusd ABE MoxHO mpounTs Ha Giiore
Microsoft: blogs.microsoft.co.il/blogs/erikr/archive/2008/06/28/access-based-enumeration-abe.aspx



E,: Server Manager
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i, Server Manager (SERVER) Share and Storage Management
= i‘: Foles

= §2 File Services Shares |"u"|::nlumes I
} P 24| Share and Storage Ma £ ertries
ii| Features
=] Jm Diagnostics | share Ma... | Protocol | Local Path
12 Event Viewer ]
= B Relizbility and Performance = Protocol: SMB (4 items)
& Lgw Monitoring Tocls g8 ADMIMS SME C:\Windows
BB Performance Monits
Ce SME Cih
W nelisbiity Monitor 38 i
4 Data Collector Sets
[ Reports @ IPcs SME
PucyHok 7 ynpagJeHue pa3iesieMbIMH pecypcamMu
3aKsiro4eHue

Koneny cratbu eme He oO3HayaeT KoHHA Bcex mpoOieM. C BO3IBHXKEHHEM cepBepa (He
00s13aTeNnbHO  (haiIoBOro) mpoOsieMbl TOJNbKO HaduHaroTcsi. COOCTBEHHO TOBOpS, aJMHHUCTPATOP
MIPEICTAaBIACT co000i OMOKOMMIBIOTEP, OOCITYKMBAIOIINI ApyrHe OMOKOMITBIOTEpPHI (IIOJIb30BaTelei),
HY ¥ IOIyTHO PELIAIONIMH CTOUT JIM BBUIMBATH BOAY M3 YaiHHKA Yepe3 BEHTHIILMOHHBIC OTBEPCTHS
cepBepa MM MyCKall MOKa KHMBET. A BOT KOTIa OKOHYATEIBHO JOCTaHYT — TOYHO BEUIbET. [IoKa ero

YHHAT, OH XOTh HeMHOro oTnoxHeT. "Ero" —arto agmmuuctparopa, "oH" — B cMbIcie cepep. Mmu
Hao0opoT?



