o6xopn 6paHAMay3pOB CHAPYXU U USHYTPU

KPHC KacllepCKH aKa MBILIbX no-email

00IBIIMHCTBO (ecIM He BCe) KOPINOPATHBHBIX ceTeil oOrpaieHbl MO IepUMeETPY
HEJEMOKPATHYHO HACTPOCHHbIMH OpaHAMAay3paMH, 3alIMIIAIIMIAX BHYTPEHHHX
NoJIb30BaTe/ied 0T caMHuX ce0sl M OTHYTMBAIOIIMX HAYMHAIOUIMX XaKePOB BMecTe ¢ Kyuei
BOMHCTBYIOIIMX MAJ0JETOK. MeKAy TeM, /I ONBITHOINO B3JOMINMKA JaKe
Ka4yeCTBEHHbIH U IPAaMOTHO HACTPOEHHbIH OpaHIMayl?p — He mperpaja.

esedeHue 8 6paHAMay3pbl

Bpanamayap (oH xe firewall) B o0meM ciydae mpeacTaBisieT co0ol COBOKYITHOCTh CHCTEM,
o0ecreunBaONIMX HA/UIEKAIINH YPOBEHb pa3rpaHUUYCHUS JIOCTYIA, JOCTHUTAEMBIH ITyTEM YIpaBICHUS
NpOXOoAsMM TpadUKoM 1Mo OoJjiee WM MeHee T'MOKOMY Habopy KpuTepueB (IIpaBHJI IOBEICHUS).
Kopoue roBopsi, OpanaMaysp IpoOIycKaeT TOJBKO Ty 4YacTb Tpaduka, KOTOpas SBHO pa3pelieHa
aJIMHHUCTPATOPOM U OJIOKHPYET BCE OCTAJIBHOE.

Ha pblHKe AOMUHHMPYIOT JABa TuUNa OpaHAMAaydpOB — HaKemHbvle OUIbMPBL, TaK XKe
HaspIBaeMble MUTI0O3aMu (puibTpanmu maketoB (packet filter gateway), u mpozpammusie npoxcu
(application proxy). IIpumepom mepBoro mx Hux sisercs Firewall or xommanmm Check Point, a
BToporo — Microsoft Proxy Server.

[lakeTHple  QUIBTPHI  MOJHOCTBIO  MPO3PAauyHBl s TOJb30BaTelNed M BechbMa
MMPpONU3BOAUTCIIbBHBI, OJHAKO, HCIAOCTATOYHO HaJCKHBI. CDaKTI/I‘IeCKI/I, OHM MPECACTABIIAIOT C060ﬁ
Pa3HOBHJIHOCTH MapIIpyTH3aTopa, MPUHUMAIONIET0 MNaKeThl KaKk HM3BHE, TaK M W3HYTPH CETH, U
pELIAIONIEro Kak C HUMHU MOCTYIHTh — MPOMYCTHTh JANbIIE WIM YHUYTOXHUTh, IPH HEOOXOAUMOCTH
YBEJOMHB OTIIPABUTEJNS, YTO €ro MakKeT CI0X. BOJNBIIMHCTBO OpaHAMay3pOB TOTO THIA paboTaeT Ha
IP-ypoBHe, mpudeM MOTHOTA MOAJEp KKK [P-TpoToKoIa M KauecTBO (pUIBTpAlMi OCTABISIOT XKENATh
JTy4IIero, MO3TOMY AaTaKyIOIIMH MOXET JIETKO MX oOMaHyTh. Ha nomMamrHuX KOMITBIOTEpax Takwe
OpaHIMaysphl elle UMEIOT CMBICI, HO NPH HAJIMYMH AaXe IUIOXOHBKOTO MapIIpyTH3aToOpa OHU JIMIIb
YIOPOXKAIOT CUCTEMY, HHYEro HE JaBas B3aMEH, T. K. T€ K€ camble NMpaBwia (QUIbTPAlMH IaKETOB
MOYKHO 33/1aTh U Ha MapupyTtusarope!

[IporpaMmHBIE TIPOKCH TIPEICTABISIOT COOOH OOBIYHBIE MPOKCH-CEPBEPA, IPOCITYIIHBAIOIIUC
3a/aHHble MOpTHl (Hampumep, 25, 110, 80) m mommepXWBarOIIWe B3aMMOJCHCTBHE C 3apaHee
OTOBOPEHHBIM IIEPEYHEM CETEeBBIX CEPBHCOB. B oTnmunu ot GpuinbTpoB, nepenatomux [P-makers "kak
ecTh", TPOKCH camocTosiTenbHO cobupatoT TCP-makeTsl, BBIKYCHIBAIOT W3 HHUX II0JIB30BATEIHCKUE
JAaHHBIC, HAKJIEHBAIOT Ha HUX HOBBIM 3aroJIOBOK, M BHOBb Pa30MpAaroOT MOMy4YeHHBIH makeT Ha I[P, mpu
HEOOXOJMMOCTH OCYILIECTBIISII TPAaHCISIMIO aapecoB. Ecim OpaHaMaysp He COJEP)KUT OIIMOOK,
00OMaHyTh €r0 Ha CETEeBOM YPOBHE YK€ HE yJacTcs, K TOMY >K€ OH CKpBIBACT OT aTaKyIoOIIEero
CTPYKTYpPY BHYTPEHHECH CETH — CHAPYKHM OCTACTCs JIUIIb OpaHaMaydp. A JUIs JOCTHXKCHHS HAUBBICIICH
3aIIMIIEHHOCTH, a]MUHUCTPATOP MOXET OpPraHu30BaTh Ha OpaHAMaydpe JOMOIHUTEIbHbIE TPOLEAYPHI
aBTOPU3AIMU M ayTeHTH(UKAIMK, HAOPachIBAIOIIMECS Ha MPOTHBHUKA €IIE€ Ha JANBHUX pyOexax
000pOoHBL. DTO OBUIM TOCTOMHCTBA. A TeIlepb MOTOBOPHMM O HeHocTaTkax. IIporpamMMHBIE TPOKCH
KpaiiHe HeyJIO0OHBI, TOCKOJIbKY OIpPaHWYMBAIOT MTOJIb30BaTEIeH B BRIOOpE MpriioxkeHuid. OHK paboTaroT
HaMHOTO MEJAJICHHEE MAKETHBIX (MIBTPOB U 30POBO CHIDKAIOT NPOM3BOAMUTEIHHOCTh (OCOOEHHO Ha
ObIcTphIX KaHanax). [ToaTomy, riaBHEIM 00pa3oM MbI OyJieM TOBOPUTH O MAKETHBIX (HILTPAX, OCTABHB
MIPOTrpaMMHBIE TIPOKCH B CTOPOHE.

BpanamMayspsl 000MX THIIOB OOBIYHO BKJIIOYAIOT B ce0st Oosiee MM MEHee KacTPHPOBaHHYIO
BEPCUIO cucmembl onpedenenusn emopiycenuii (Intruder Detection System wmu cokpaineHHo [DS),
AHATM3UPYIOILYI0 XapaKTep CETEBBIX 3alPOCOB M BBIABIIAIOUIYIO MOTEHIMAIBHO ONACHBIC ACHCTBUS —
oOpalieHre K HeCYyIIEeCTBYIONIMM TMOpTaM (XapaKTepHO IJis CKaHUpoBaHUs), makeTsl ¢ TTL paBHBIM
eMHMLE (XapaKTEePHO Ul TPACCHPOBKH) U T. 1. Bce 3TO CyIIecTBEHHO 3aTpyIHSET aTaKy W Xakepy
TIPUXOIUTCS IEHCTBOBATh OYE€Hb OCTOPOJKHO, MOCKOJIBKY 000N HEBEPHBIM IIAr TYT K€ BBIAACT €T0 C
ronoBoil. OnHAKO, WHTEJICKTyaIbHOCTh WHTEIPHUPOBAHHBIX CHCTEM pPACIO3HABaHUs JOCTATOYHA
HEBEJMKa ¥ OOJBIIMHCTBO yBaXKAIOMNX ce0sl aIMIHUCTPATOPOB MEPEKIIaIbIBACT 3Ty 3aady Ha IUICUH
CICIIMATM3UPOBAHHBIX MTAKETOB, TAKUX HarpuMep, kak Real Secure ot Internet Security System.

B 3aBucuMocTH OT KOH(HIypalMu ceTH, OpaHaMaydp MOXKET OBITh YCT@HOBJIEH Kak Ha
BBIJICTICHHBIII KOMIBIOTEpP, TaK M JEIUTh CHUCTEMHBIE pecypchl ¢ KeM-HHOyzap eme. llepcoHanbHbIe
OpaHMayaphl, ITUPOKO pacrpocTpaHeHHble B Mupe Windows, B MoaBisifolieM OONBIINHCTBE CIyYacB
YCTaHaBJIMBAIOTCSA HEMOCPEACTBEHHO Ha caM 3allMINaeMblii Kommbiotep. Ecian 3To makeTHbIH GuibTp,



peau30BaHHBIN 0e3 OMIMOOK, TO 3AIUIEHHOCTh CUCTEMBI HUYYTh HE CTPagaeT U aTaKoBaTh €€ TakK e
IIPOCTO/CIIOKHO, KaK ¥ Ha BbIZEIEHHOM OpaHamayspe. JIokaibHbIe IpOrpaMMHbBIE MPOKCH 3alUIIAIOT
KOMITBIOTEp JIMIIb OH HEKOTOPBIX THIIOB aTak (HampuMep, OJIOKHPYIOT 3aCBUIKY TposHOB uepe3 IE),
OCTaBIISIsl CUCTEMY HOJNHOCThIO OTKpbITOil. B UNIX-mogoOHbIX cucTeMax makeTHbId (HIbTPBI
MPUCYTCTBYET H3HAYAIbHO, a B INTATHBIH KOMIUIEKT IIOCTaBKH BXOAWT OOJBIIOE KOJIHIECTBO
pa3sHOOOpa3HBIX MPOKCH-CEPBEPOB, IIOITOMY, 03a00YMBATHCA NPHOOPETCHHEM JOMIOTHUTEIHHOTO
MIPOTPaMMHOTO 00ECIIeYeHHUS HEHYKHO.

aTtaKkyeMbli aTakymoumm

Pucynok 1 y3e, 3aiuuiieHHbIi OpanaAMay3poM, YyBCTBYeT cedsl CJI0BHO 32 KHPIHMYHOI CTeHOii

omyez20 3awuwiaem u He 3awuuwiaem 6paHomayap

[NakeTHble GUIBTPHI B 00IIEM ClTydae IO3BOJISIOT 3aKpbIBaTh Bee BXoasiue/ucxomsmue TCP-
HOPTHI, MOJHOCTBIO WJIM YaCTHMYHO OJIOKMPOBATh HEKOTOphIe MPOTOKOJbI (Hanmpumep, ICMP),
MpENSATCTBOBATh  YCTAHOBKE COEAMHEHMA ¢ JaHHbIMM IP-ampecamum u 1. a. IIpaBuiibHO
CKOH(HUIypHpOBaHHAsl CETh [OJDKHA COCTOSTH IO MEHBIIEH Mepe M3 JBYX 30H: a) BHyTpPEHHEH
KOpPHOpaTHBHOW ceTH (corporative network), orpaxaeHHOH OpaHIMay>poM M HaceJIeHHOI pabounmun
CTaHIMSAMH, CETEBBIMH IIPHHTEpPaMH, intranet-cepBepamu, cepBepamMH 0a3 JaHHBIX W HPOYHMHU
pecypcamu momo0HOro Tuma; 0) AeMumintapu3oBaHHO#M 30HBI (demilitarized zone wnm CoOkpamieHHO
DMZ), B KOTOpOii pacnojoXeHbl IyOJHYHBIE CepBepa, KOTOPHIE JODKHBI OBITH JOCTYIHBI U3
HNurepner (ﬁ). Bpannmaysep, HacTpoeHHBIH Ha Hambojee IpaKOHHUYECKHH YpOBEHBb
3alIMIIEHHOCTH, JJOJKEH:

Q 3aKphIBaTh BCE MOPTHI, KPOME TEX, YTO MPHUHAMIEKAT MyOINIHBIM ceTeBbIM ciryxOam (HTTP,
FTP, SMTP u . n.);

O m§axeTsl, NPUXOJSNIME HA 33JaHHBIA ITOPT, OTIIPABIATH TEM U TOJBKO TEM y3JIaM, Ha KOTOPBIX
YCTaHOBIICHBI COOTBETCTBYIOIINE CIIyKObl (Hanmpumep, WW W-cepBep pacroyioxkeH Ha y3iie
A, a FTP-cepsep Ha y3ne B, To maxer, nampasneHHsii Ha 80 mopr y3na B pomxen
0JIOKHPOBATHCS OpaHIMAYIPOM);

Q ONOKMpPOBaTh BXOISIINE COCIUHEHHS M3 BHEUIHEW CEeTH, HAlPaBJICHHbIE B KOPIOPATHBHYIO
ceTh (TIpaBma, B 9TOM Cllydae ITOJIb30BATEIHM CETH HE CMOTYT paboTarh ¢ BHemrHUMH FTP-
cepBEpaMu B aKTHBHOM PEXHME);

O OJoKMpOBaTH MCXOIAIINE coeanHeHnsT U3 DMZ-30HbI, HanpaBiIcHHBIC BO BHYTPEHHIOIO CETh
(uckmouast FTP- m DNS-cepBepa, KOTOpBIM UCXOIAIINE COSAMHEHIUS HE0OXOAUMEI);

O OJOKMpOBaTH BXOAsIINE coeAnHEeHUs 3 DMZ-30HbI, HalpaBieHHbIE BO BHYTPEHHIOIO CETh
(ecnu 3TOTO HE CHENATH, TO ATAKYIOIIMH, 3aXBAaTHUBIIMI YIPaBIEHHE OJHUM M3 IyOIMYHBIX
CEepBEpOB, OECIPENSITCTBEHHO MPOHUKHET U B KOPIIOPATUBHYIO CETh);

O OnokupoBaTh BXOJsIUE coequHeHHss B DMZ-30Hy W3 BHEIIHEH CeTH MO CIIy)KEeOHBIM
MMPOTOKOJIaM, YacTO WCIONB3YIOIUMCS it araku (Hampumep, ICMP, mpaBma, momHOe
omoxuposanne ICMP cozmaer Gomnpime mpoOIeMbl, B 9aCTHOCTH, MIEpecTaeT padoTaTh ping u
CTaHOBUTCS HEBO3MOXXHBIM aBTOMAaTHYECKOE OIpejeieHue HauboJee MpeArnoYTHTEILHOTO
MTU);

O OJOKMPOBATH BXOJSIIME/UCXOASIINE COSNMHEHHs ¢ TmopTaMu u/mim IP-agpecamn BHeNIHeH
CETH, 33JaHHBIMU aIMHHUCTPATOPOM;
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PrcyHok 2 THINYHAS CTPYKTYpa JIOKAJIBHOM ceTH

dakTiuecku poib OpaHAMaydpa CBOIAMTCS K OTPaXICHUIO KOPIOPAaTHBHOW CETH OT BCSKHX
JHOOOMBITCTBYIOLIMX HMIMOTOB, ONyxaronmx 1o mnpocropam HHrepHer. Tem He MeHee, MPOYHOCTh
3TOTO OTPaXICHUS TOJIBKO KaKymascs. ECIM KIMEHT KOPHIOPAaTHBHOW CETH HCHONB3YET YA3BUMYIO
BepcHI0 Opay3epa WIHM KIHEHTa IIEKTPOHHOH MOYTH (2 OONBIIMHCTBO MPOTPAMMHOTO 00CCTICUSHHS
ySA3BUMO!), aTakylolleMy JOCTaTOYHO 3aMaHUTh €ro Ha TposHU3MpoBaHHYyI0 WEB-cTpannuky wnmm
1ociIaTh €My ITMCBMO C BHUPYCOM BHYTPH M dYepe3 KOPOTKOE BpeMs JIOKaIbHas CETh OKaKeTcs
nopaxeHa. J{axxe eciu UCXosIInue COeAMHEHUs U3 KOPIIOPATHBHON CETH 3allpelleHbl (a Kak ke Torjaa
OeIHBIM TIOJNB30BaTENsIM MIapuThcd O MHTepHetry?), shell-kom cMOXeT BOCIHOJIB30BaThCS YKe
ycranoBneHHBIM TCP-coeqnHenneM, depe3 KOTOpoe OH M ObIT 3a0poIneH Ha aTaKOBAaHHBINA Yy3ed,
nepenaBas Xxakepy Opa3s/ibl yJJaJeHHOTO YIPaBICHUSI CUCTEMOH.

Bpanamaysp MOXeT W caM SBIsSeTCS OOBEKTOM aTakH, BEIb OH KaK M BCSKas CIIOXKHAs
mporpamMma, He o0xomuTcs 0e3 Aplp M ys3BHUMOCTeH. [[pIppl B OpaHmMayspax 0OHapyKHBAIOTCS
MIPAaKTHYECKHN KKIBIM IO/l M AAIEKO HE Cpasy 3aThIKAOTCs (0COOCHHO eciii OpaHIMaysp pealn30BaH
Ha "xene3HoM" ypoBHE). 3abaBHO, HO IIOXOW OpaHIMay3p HE TOJNBKO HE YBEIMYHMBAET, HO JIaKe
yXyaAIaeT 3alldIleHHOCTh CHCTEeMBI (B IIEpBYIO oOuepelb 3TO OTHOCHTCA K MEpCOHAIbHBIM
OpaHMayspam, NOMYJIIPHOCTh KOTOPHIX B MOCJIEIHEE BPEMsT HEOOBIUAHO BBICOKA).

ob6HapyxeHue u udeHmugukauyusi 6paHomayapa

3aJ0roM YCHENIHOW aTaku SBISIETCS CBOEBPEMEHHOE OOHapyKeHHe W HACHTH(HKALUsI
Opanamayspa (nim B Oosibliee oOIIeM cirydae — CUCTEMbl 0OHApYKEHHsI BTOPXKECHUH, HO B KOHTEKCTE
HACTOSINEH cTaThl MBI OyIeM UCXOIUTh U3 TOTO, YTO OHA COBMEIIIEHA C OpaHIMaydpOM).

BonbummacTBO OpanaMayspoB otOpachiBaroT naketsl ¢ ucredeHueM TTL (Time To Live —
BpeMs JKU3HH), OJOKHpYyS TE€M CaMbIM TpPacCHPOBKY MapIipyTa, d4eM W pa3o0jadaioT ceOs.
AHanorn4HeIM 00pa3oM MOCTYNAIOT W HEKOTOPBIE MApLIPyTHU3aTOPBI, OJHAKO, KaK YK€ TOBOPHIIOCH
BBIIIIE, MEX/Ty MapIIpyTH3aTOPOM M MAKETHBIM (DMIIBTPOM HEM NMPHHIMITHATIBLHON Pa3HUIIBL.

OTcnexnBaHue MapuIpyTa OOBIYHO OCYIIECTBIICTCS YTHIIMTOH traceroute, MoaAepKUBAIOIINH
TpaccupoBKy uepe3 nportokonasl ICMP u UDP, npuuem ICMP Gnokupyercst ropasno yamie. BoiOpas
y3€eJ, 3aBeJOMO 3allMINCHHBIH OpaHaMmayspoM (Harmpumep, www.intel.ru), monpoOyeM OTCIEIUTH K

HEMY MapIpyT:

Straceroute -I wwww.intel.ru
TpaccupoBka MapumpyTa kK bouncer.glb.intel.com [198.175.98.50]
C MaKCHUMAJIbHBEIM UYMCJIOM HOPBDXKKOB 30 :

1 1352 ms 150 ms 150 ms 62.183.0.180

2 140 ms 150 ms 140 ms 62.183.0.220

3 140 ms 140 ms 130 ms 217.106.16.52

4 200 ms 190 ms 191 ms aksai-bbnO-po2-2.rt-comm.ru [217.106.7.25]
5 190 ms 211 ms 210 ms msk-bbnO-pol-3.rt-comm.ru [217.106.7.93]

6 200 ms 190 ms 210 ms spb-bbnO-po8-1l.rt-comm.ru [217.106.6.230]



7 190 ms 180 ms 201 ms stockholm-bgwO-po0-3-0-0.rt-comm.ru [217.106.7.30]
8 180 ms 191 ms 190 ms POS4-0.GW7.STK3.ALTER.NET [146.188.68.149]
9 190 ms 191 ms 190 ms 146.188.5.33

10 190 ms 190 ms 200 ms 146.188.11.230

11 311 ms 310 ms 311 ms 146.188.5.197

12 291 ms 310 ms 301 ms s0-0-0-0.IL1.DCA6.ALTER.NET [146.188.13.33]
13 381 ms 370 ms 371 ms 152.63.1.137

14 371 ms 450 ms 451 ms 152.63.107.150

15 381 ms 451 ms 450 ms 152.63.107.105

16 370 ms 461 ms 451 ms 152.63.106.33

17 361 ms 380 ms 371 ms 157.130.180.186

18 370 ms 381 ms 441 ms 192.198.138.68

19 * * * [lpeBHIIEeH MHTepBaJl OXMIAHUA OJIA 3anpoca.

20 * * * [IpeBHIIEH MHTEpPBAaJl OXMIOaHMsS OJIsS 3anpoca.

JIuctuHr 1 TpaccupoBka MapuipyTa, yMHpawInas Ha 6paHaMayspe (MapmipyTuzaTope)

CMotpuTe, TpacCupoBKa JOXOAUT A0 y3na 192.198.138.68, a 3areM ymupaeT, 4TO yKa3bIBaeT
aubo Ha OpaHaMaysp, MO0 Ha HEAEMOKPAaTHUUHbIN MapuipyTtu3aTop. UyTh MO3Ke Mbl MOKaXKEM Kak
MOXKHO TPOHHKHYTh CKBO3b HEro, a MOKa BbIOEpeM JUIsl TPACCHPOBKU APYTrOi y3el, Harpumep,
WWW.Zenon.ru

Straceroute -I wwww.intel.ru
TpaccupoBKa MapmpyTa K distributed.zenon.net [195.2.91.103]
C MaKCUMAaJIbHBEIM UMCJIOM NPEXKOB 30:

1 2444 ms 1632 ms 1642 ms 62.183.0.180

2 1923 ms 1632 ms 1823 ms 62.183.0.220

3 1632 ms 1603 ms 1852 ms 217.106.16.52

4 1693 ms 1532 ms 1302 ms aksai-bbnO-po2-2.rt-comm.ru [217.106.7.25]
5 1642 ms 1603 ms 1642 ms 217.106.7.93

6 1562 ms 1853 ms 1762 ms msk-bgwl-ge0-3-0-0.rt-comm.ru [217.106.7.194]
7 1462 ms 411 ms 180 ms mow-bl-posl-2.telia.net [213.248.99.89]

8 170 ms 180 ms 160 ms mow-b2-geth2-0.telia.net [213.248.101.18]
9 160 ms 160 ms 170 ms 213.248.78.178
10 160 ms 151 ms 180 ms 62.113.112.67
11 181 ms 160 ms 170 ms <css-rus2.zenon.net [195.2.91.103]

TpaccupoBKa BaBepleHa.

JIMcTHHT 2 ycnenrHoe 3aBeplleHle TPACCHPOBKH ellle He eCTh CBU/IeTeJbCTBO OTCYTCTBUS
Opanamayspa

Ha 3T0T pa3s TpaccupoBKa NPOXOAMT HOPMaJIbHO. BEIXOAWT, 4TO HHMKakoro OpaHaMayspa
BOokpyr zenon'a Her? Urto x! OdeHb MoXeT ObITh, HO JUII yYBEPEHHOTO OTBETa HaM TpeOyercs
JononHUTeNbHas nHpopmanus. Y3en 195.2.91.193 npunaanexur cetn kinacca C (Tpu crapmmx Oura
IP-agpeca paBubl 110) u, ecam 3Ta ceTh He 3alMIleHa OpaHAMAaydpoM, OOJBIIMHCTBO €€ Y3JIOB
JOJDKHBI OTKJIMKATBCS Ha ping, 4TO B JAHHOM CIy4ae M TNPOUCXOIUT. CKaHMpPOBAaHUE BBIABISCT
65 oTkphITEIX  azapecoB. CrenoBarenbHO, JIMOO — MapuipyTH3aropa 3lech HeT, Ju00 OH
OecCIpeIATCTBEeHHO MPOIYCKaeT Halll ping.

[Ipu >kemaHUM MOYKHO TTOTIPOOOBATH MPOCKAHMPOBATH MOPTHI, OIHAKO, BO-TIEPBBIX, HAJIYHE
OTKPBITHIX ITIOPTOB €IIe HU O YeM He TOBOPHT (OBITh MOXET OpaHaMay3ep OJIOKHPYET JIMIIb OJWH TOPT,
HO caMBI{l HYXXHBIH, HanpuMmep, 3amuinaeT AbIpsaBeiii RPC oT mocsaratenscTB H3BHE), @ BO-BTOPBIX, IIPU
CKaHHPOBAaHMM Xakepy OyJeT TpyOHO ocTaTbcs He3ameueHHbIM. C Jpyroil CTOPOHBI, TMOPTHI
CKaHMPYIOT BCE KTO HE JICHb U a]MUHUCTPATOPHI yXKe JaBHO HE 00palaroT Ha 3TO BHUMaHHSI.

YTunuta nmap (TOmyJSIpHBINA CKaHEp MOPTOB TaKOW) MO3BOJIAET OOHAPYKHBATH HEKOTOPEIC
13 OpaHaAMaydpoB, ycTaHaBIuBas cTaryT mopta Bo "firewalled". Takoe MPOMCXOMUT BCSKHIA pa3, KOTAa
B otBeT Ha SYN, ymaneHHsid y3en Bo3Bpamaer ICMP maker tuma 3 ¢ xomom 13 (Admin Prohibited
Filter) ¢ neiicrButensHBIM [P-ampecom Oparamayspa B 3arooBKe (nmap ero He oToOpakaer, MUIIHTE
COOCTBEHHBIH CKaHEp WIM UCIONb3ys JI000H CHH(pAK CaMOCTOSATEIbHO IPOaHAIN3UPYHTE
Bo3BpamaeMeli maker). Ecimu BosBpatutcst SYN/ACK — ckanupyemsrii mopt otpeit. RST/ACK
yKa3bIBaeT Ha 3aKpBITHI WM 3a0JIOKMPOBaHHBIA OpaHnMmayspom mopt. He Bce OpaHmmayspbl
reaepupyror RST/ACK mpu mombiTke MOMKIrOueHUs K 3abnokupoBanHbiM mnoptam (Check Point
Firewall — renepupyer), Hekotopbie orcsutatoT ICMP coobmienne, kak ObUIO IOKAa3aHO BBIIIE, WIIH HI
XpeHa He MOChUIA0T BoOoOIIIE.



File  Miew

Help

Target(s): |www.insec:ure.curg H Scan

|| Exit

Scan | Discover |Timing ‘ Files ‘ Ciptions ‘

Scah Type Scanned Ports
| 5N Stealth Scan v ‘ | Mast Important [fasf] v |
Relay Host: | | Ranige: |
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[I1RPC Scan [ ]ldentd Info 03 Detection Version Probe

Starting nmap 32.49 { http:/Awuu,.insecure,org/mnapd ! at 2003-12-19 14:28 PST
Interesting ports on www,inzecure,org (205,217,153 ,530:

{The 1212 ports scanned but not shown below are in state: filtered:

PORT STATE SERYICE YERSIOH

22/tcp open ssh OpenSSH 3,10l (orotocol 1,993

20/tcp open satp gmail smtpd

D3/tcp open  domain  ISC Bind 9,2,1

113/top clozed auth

Device type: general purpoze

Running: Linux 2,4, K12,5.K

05 details: Linux Kernel 2.4.0 - 2,5,20

Uptime 212,119 days {zince Hed May 21 12:38:26 2003}

Mmap run completed -- 1 IP address {1 host up? scanned in 33.792 seconds

a80/tcp open http Apache httpd 2,0,39 ({Unix} mod_perls1,99_07-dev Perl/uG,6,12

|»

T

4]

Command: | nmap -s5 -5 -0 -F -Pl -T4 wwawinsecure.org

PucyHok 3 BHeLIHUI BUA YyTHJIMTBI NMap

BonpmmHCTBO OpaHIMayspoB NOANEP)KUBAIOT yIAJCHHOE YIpaBieHHe uepe3 MHTepHer,
OTKpbIBasg OXWMH WM Heckonbko TCP-mopTOB, YHHMKambHBIX JUIi Kaxngoro OpaHamayspa. Tax
nanpumep, Check Point Firewall orkpeiBaer 256, 257 u 258 moptei, a Microsoft Proxy — 1080.
Hexoropsle OpaHaMayspsl SIBHBIM 00pa3oM COOOLIAIOT CBOE MMSI M BEPCHIO POIPAaMMHOTO MPOIYKTa
py TMOIKIIOYECHHM K HUM Mo netcat (wam telnet), B ocobeHHOCTH 3TMM Trpemar Proxy-cepsepa.
[ocnenoBarenbHO OnpaniuBas BCe y3IIbl, paclooKeHHbIE BIIEPEIN UCCIEIYEeMOro X0CTa, Ha IPeaIMeT
MIPOCIYIINBAHUS XapaKTEPHBIX U1 OpaHIMAay>pOB IOPTOB, MBI B OOJBIIMHCTBE CIy4acB CMOXKET HE
TOJBKO BBIABUTH MX NMPUCYTCTBUE, HO M ompenenuts [P-angpec! Pasymeercs, 3Tu mopTel MOTyT OBITH
3aKpBITHl KaKk Ha caMoM OpaHamayspe (TpaBia, HE Bce OpaHIAMAaysphbl 3TO IO3BOJIAIOT), TaK W Ha
MIPEANIECTBYIOMEM eMy MaplipyTuzaTope (HO Torna OpaHaMay’poM OyJeT Hellb3sl YNpaBIsATh depe3

Wntepner).
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Pucynoxk 4 crpykrypa IP-nakera

CKaHUpoeaHue U mpaccupoeka Yyepe3 6paHOMmay3p

IIpsamast TpaccupoBka depe3 OpaHIMaysp 4allle BCEr0 OKa3bIBACTCSI HEBO3MOXHOW (KaKOMY
JIMUHUCTPATOPY MpPUSATHO PACKpbIBaTh WHTUMHBIE IOJPOOHOCTH TOMOJOTUM CBOUX CeTeH) U
aTaKyIoLEeMy IIPUXOJIUTCS IPUOETaTh KO BCEBO3MOXKHBIM YXHUILPEHHSM.

Yrunuta Firewalk npencrasmser coboil kimaccuueckuil Tpaccep, mocsutatoutuii TCP umm
UDP nakersl, ¢ TaKUM pacyeToM, YTOObI Ha y3Jie, CIICAYIONMM HEIOCPEICTBEHHO 332 OpaHAMaydpOM UX
TTL obpamancst B HOMb, 3acTaBisisa cucteMy rerepupoBath coodmenne ICMP TIME EXCEEDED,
Omaromaps uemy firewalk yBeperHO paboTaeT qaske Tam, TJie IITAaTHBIE CPEACTBA Y)Ke HE CIIPABIISIOTCS,
XOTSI KPEIKO 3aIlMINEHHBIH OpaHaAMay’p el KOHEYHO HEe MpOOUTh M aTaKyloIEeMy IPUXOIUTCS
HCIIOJIb30BaTh OOJIee MPOABUHYTHIEC AITOPUTMBI.

ByneM ucxoauTe U3 TOro, 4TO ¢ KaXJbIM OTHpaBiseMbIM [P-nakeTom, cucrema yBeIHMUUBaET
ero ID Ha enuHuMIy (Kak 3To0 yaiie Bcero u cirydaercs). C Apyroi CTOpoHBI, COTIACHO Crenu(pUKan
RFC-793, omnuceBaromieit TCP mpoTOKoJN, BCAKHA XOCT, TMOJYYUBIIMA TOCTOPOHHHMM TaKeT, HE
OTHOCSIIIMICA K ycTaHOBJIeHHbIM TCP-coennHeHusM, JOHKEH pearnpoBaTh Ha Hero nocbuikoid RST.
Jis peanm3anuy aTaku HaM MTOHATOOUTHCS yOaJeHHBIN y3el, He 00pa0aThIBarOIIuil B JaHHBIH MOMEHT
HUKaKOTO TMOCTOPOHHETO Tpaduka M TeHepUPYIOUINH TpelncKazyeMyro IocieaoBaTeasHocTs 1D. B
XaKepPCKHUX KyJlyapax TaKOM y3en HasbiBaeTcsi HeMbIM (dump). OOHapyXuTh HEMOH XOCT OYEHB
MIPOCTO — JOCTATOYHO JHIIb OTNpaBUTh €My ceputo IP-maketoB u mnpoanammsupoBath 1D,
BO3BpAILCHHBIH B 3arojioBKax. 3almoMHMM (3anuinem Ha Oymaxky) ID mocnexnero makera. 3atem,
BBIOpaB KePTBY, MOJAXOJNIYIO JUIsl aTaku, oTnpaBuM el SYN-maker, yka3aB B oOpatHoMm anpece [P
HEMHOTO y371a. ATakyeMbIil y3em, Aymas, YTO HEMOH XOCT Xo4eT ycTaHoBUTh ¢ HUM TCP-coenunenue,
orBetuT: SYN/ACK. Hemoii xoct, cnoBuB nocroponnuii SYN/ACK, Bozsparur RST, yBennunBas
cBoii cuetunk ID Ha emgmuumiy. OTnpaBUB HEMOMY XOCTy emie ofguH I[P-makeT, Xakep, CpaBHHB
MIPOAHAJIM3MPOBAB BO3BpALICHHBIH ID, CMOXKET y3HATh — MOCHUIAN JIH HeMoil XxocT xkepTBe RST-maker
vnu HeT. Ecnm moceutan, 3Ha4UT, aTaKyeMbll XOCT aKTUBEH U MOATBEpPXKIAeT ycTaHoBKYy TCP-
COEIVHEHUS Ha 3aJaHHbIi nopt. [Ipu kenaHWM, Xakep MOMKET IMPOCKAaHMPOBATh BCE MHTEPECYIOILIME
€ro MopThl, HE PUCKYS OKa3aThCsl 3aMEUCHHBIM, BeIb BBIUUCIUTH e€ro [P mpakTHuecku HEBO3MOMKHO —
CKaHHPOBAHUE OCYLIECTBIIAETCS "pykaMH'" HEMOro y3/1a U C TOUKU 3PEHHs aTaKyeMOrO BBINIIUT Kak
00bryHOe SYN-CKaHHpPOBaHUE.

IIpenmnonoxum, 4T0 HEMOM XOCT pacnosiokeH BHyTpu DMZ, a xepTBa HaXOAUTCs BHYTPHU
KopnopaTuBHOW ceTH. Toraa, ornpaBuB HeMOMY XOcTy SYN-TIakeT OT MMEHH JKEPTBBI, MBI CMOXEM
MPOHUKHYThH uepe3 OpaHAMay3p, IOCKOJIBKY OH OyJeM AyMaTh, YTO C HUM YCTaHABIMBACT COCIUHEHNE
BHYTPEHHHH XOCT, a COeIMHEHHs 3Toro tuma B 99,9% cimywasx paspemieHsl (ecinyd nX 3arpeTHTh,
MIOJIb30BATENN KOPIIOPATHBHON CETH HE CMOTYT pabOTaTh CO CBOMM k€ COOCTBEHHBIMH ITyOJIMYHBIMU
cepBepamu). EcTecTBeHHO, BCe MapLIpyTH3aTOpbl HA MYTH OT Xakepa K HEMOMY XOCTY, HE JIOJDKHBI



OJI0KMPOBATh MAKET C MOASIbHBIM OOPAaTHBIM apecoM, B IPOTHBHOM ClIydae MakeT yMpeT 33J0Jro 10
TOro0, KaKk 100epeTcs 10 MeCcTa Ha3HAYeHHUS.

Yrunuta hping kak pa3 u peanusyer CleHapuil CKAHHPOBAHUS JAHHOTO THIIA, YTO JEJAeT ee
OCHOBHBIM OpPYAHUEM 3JIOYMBINIJICHHUKA JI HCCICAOBAaHHA KOPIOPATHBHBIX ceTeﬁ, OIrpa’XJACHHBIX
OpanaMay’poMm.

Kak BapuaHT, Xakep MOXET 3aXBaTUTb OJUH U3 Y3JIOB, PACIOJIOKEHHBIX BHYTpu DMZ,
HCHOMb3Ys UX KaK IUTALAapM JUIsl JaTbHEUIINX aTak.
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Pucynoxk 5 crpykrypa TCP-nakera

NPOHUKHOBEHUe 4Yepe3 bpaHOMayap

Co6opky ¢pparmenTupoBanHbix TCP-nakeToB mOIEepKUBAIOT TOJIBKO CaMble KaueCTBEHHBIC U3
OpaHIMayspoB, a BC€ OCTAJIbHBIC AHAIM3UPYIOT JIMIIb MEPBHIH (parMeHT, OecHpensTCTBEHHO
mporryckasi Bce octaibHble. [locnmaB cubHO ¢parmentupoBannbslii TCP-naker, "pasmasbiBarommii’
TCP-3aroyioBok 1o HecKoJbkuM [P-makeram, xakep ckpoer oT Opanamayspa Acknowledgment
Number ¥ oH He CMOXKET onpenenuTh npuHamiexkHocts TCP-nakera k coorBercTBytomeil emy TCP-
ceccur (OBITH MOKET OH OTHOCHTCS K JIETAJIbHOMY COEJMHEHHIO, YCTAHOBJICHHBIM KOPIOPAaTHBHBIM
mojp3oBareisiM).  Ecim  Tonmbko  Ha  OpaHaMayspe  HE — aKTHBHpOBaHa  Ommus  'pes3arh
(parMeHTHpOBAaHHBIE TIAKETHI', YCHEX XaKEPCKOW ONepalyy TrapaHTUpOBaH. biiokupoBaHne
(parMeHTHPOBAHHBIX ITAKETOB CO3/1ACT MHOXECTBO MPOOJIEM M TPEIATCTBYET HOPMalbHOW pabore
cetu. TeopeTHyeckn BOZMOXHO OJIOKMPOBATB JIMIIB TTaKeTH ¢ (parMeHTHpoBaHHBIM TCP-3aroioBkoM,
OJTHAKO, 3TO JaJieKo He BCSIKHH OpaHaMaydsp IOIAEP>KHBAET CTOJIb T'MOKYIO HOJMUTHKY HAacTPOWKH.
ATakM JTaHHOTO THIIa, KCTaTH TOBOpsi, Ha3biBaeMble Tiny Fragment Attack, oGnmanmaror upesBbyaiiHO
MOIIIHOW TPOHUKAIOIEH CTOCOOHOCTBIO M IOTOMY SIBJISIFOTCS] M3JIIO0JIEHHBIM IIPUEMOM BCEX XaKepOB.
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Pucynok 6 ¢pparmentanmusa TCP-nakeroB kak crnocod o6xona OpaHamMay3poB

ATaku C UCIONB30BaHMEM BHYTPEHHEH MapumipyTu3amun (OHa jK€ MapIIpyTH3alus OT
HCTOYHHKA WM source routing) HAMHOTO MEHee aKTyalbHBI, TeM HE MEHEE MBI BCE KE HX PACCMOTPHUM.
Kak wm3BectHO IP-mIpoTOKON MO3BOJSAET BKIIOYATh B MAKeT HMHAOPMAIMIO O MapHipyTusaruu. [Ipum
ornpaBke [P-makera »xepTBe, HaBs3aHHAs XaKEepOM MapIIPYTU3alMsl Yallle BCETO WTHOPUPYETCS M
TPaeKTOpUsl ~ MEepeMeIleHHss  IaKeTa  ONpeleNseTcsl  UCKIIOYMTEIbHO  IPOMEXYTOUHBIMHU
MapIIpyTH3aTOPaMH, HO OTBETHBIC MTAKETHI BO3BPAIIAIOTCS MO MapIIpyTy 0OpaTHOMY, YKa3aHHOMY B
IP-3aronoBke, 4To co3maeT OIArONPHATHBIE YCIOBHS Ul €ro MOAMEHBL. bojee ympomieHHBIH BapHT
aTakyl OrpaHMYMBaeTCs OJHOM JuIlb noaMmeHou [P-ampeca oTmpaBuTens, mochlias MakeT OT UMEHU
OJTHOTO WX BHYTPEHHHUX Y3JI0B. [ paMOTHO HaCTpOEHHBIE MapHIPyTHU3aTOPHI (M OONBIIMHCTBO KIOHOB
UNIX) GnokupyroT makeTsl ¢ BHyTpeHHeW MapmpyTtu3anueil. [laketsr ¢ mogmensaeiMu IP-anpecamu
MPEICTABISIOT HECKONBKO OONBIIYI0 MpoOJIeMy, OIHAKO, KAa4eCTBCHHBIH OpaHAMayd’p II03BOJISET
OTCEUBATH U UX.

Tabnuuel MapUIpyTH3aIMA MOTYT OBITh JIMHAMHYECKH HM3MEHEHBI IMOCBUIKOM COOOIICHUS
ICMP Redirect, mo3Bouisist (1o KpaiiHell Mepe TEOpEeTHUECKH) HANpPaBUTh XaKePCKUH Tpaduk B 00X0x
Oopannmayspa (cm. Tak ke ARP spoofing), omHako, B peaabHON JKHU3HHM Takue OE3HAICIKHO
MHCEKbIOPHBIE CHCTEMBI IIPAKTHUECKH HUKOT]a HE BCTPEYAIOTCs], BO BCSIKOM Cllydae ceifuac.

nobee u3-3a 6paHomayapa

[lonk30BaTeny BHYTPCHHEH CETH, OTPAXICHHOM MO TMEPUMETPY HEICMOKPATUIHBIM
OpaHIMay3poM, CEpPhE3HO OTPAHUYCHBI B CBOMX BO3MOXHOCTSX (IIPO HEBO3MOKHOCTH paboTel ¢ FTP-
cepBepaMu B aKTHBHOM peXHME MBI yXe ToBOpwiM). Tak »*e MOryT OBITh 3alpenieHbl HEKOTOPHIE
IIPOTOKOJIbI U 3aKPbITHI HCO6XO)II/IMI)IG BaM HIOPTHI. B xnmHM4ecknx ClIydasx aJJMUHUCTPATOPBI BEAYT
cimckn "depHbIX" [P-anpecos, 6I0KHUPys ZOCTYI K caiiTaM "HerenecooOpa3Hoil" TeMaTHKH.

[TockonpKy OpaHIMay3pBl paCCUYUTAHBI Ha 3AIIUTY H3BHE, a HE H3HYTPH, BRIPBATHCA H3-3a MX
3aCTEHKOB OYEHB MPOCTO, TOCTATOYHO JIUIIH BOCIOIH30BATHCS JIFOOBIM MOIXOAAIINM Proxy-cepsepoM,
HaxOJSIMMCSl BO BHEIIHEW CETH U €llle HE 3aHECEHHBIM aJMUHHUCTPAaTOpOM B "uepHbld cnucok". B
YaCTHOCTH, MOMYJISIpHBIA KiieHT 1CQ mo3BossieT 00MEHMBATHCS COOOIIEHUSIMH HE HAIpsIMYylo, a uepe3
cepBep (He 00s3aTe’IbHO cepBep KOMIAaHWM-pazpadoTuuka). CyIIECTBYIOT TBICSYM CEPBEPOB,
nojnepkuBatomux padory ICQ. Omum cymiecTBYIOT B 0ojiee MM MEHEe HEM3MEHHOM BHIE YKe
HECKOJIBKO JIET, APyTrue JUHAMUYECKU TO MOSBIAIOTCS, TO Mcue3atoT. U ecnu "monroxkurenei" ere
peasbHO 3aHECTH B CTOI-JIHCT, TO YCIEAUTH 3a CePBEPaMH-0THOJHEBKAMH aJIMUHICTPATOP TPOCTO HE B
cocTosHUH!

Tak e, BBI MOXeTe BOCHOib30BaThCcs mpoTokorom SSH (Secure Shell), m3nagampHO
CIPOCKTHPOBAaHHBIM JUTSI PabOTHI Yepe3 OpaHAMAay3p W MOANSPKUBAIOIINM MIH(ppoBaHue Tpaduka (Ha
TOT Ciydai, eciid OpaHIMaydp B3IyMacT UCKaTh B HeM "3amperneHHbie" cioBa Tuma "sex", "hack" u
T.1.). SSH-npoToK0a MOXET paboTaTh 10 JII000MY JOCTYITHOMY OPTY, HanpumMep, 80, 1 Toraa ¢ TOUKu
3peHust OpaHaMay’pa Bce OyIeT BBINIAACTh Kak JieraabHas pabora ¢ WEB-cepsepom. Mexay Tem,
SSH sBnsiercst b (yHAAMEHTOM Ui OCTAJbHBIX MPOTOKOJIOB, M3 KOTOPHIX B MEPBYIO OYEPEIh
XOTEeJNIOCh OBl OTMETHTHh MPOTOKON telnet, oOecmeumBaromuii B3aMMONEHCTBHE C yIAJICHHBIMHU



TepMUHaNamMu. 3aratie mopsimka 20$ 3a xoctur m0O0OMy MpoBaiifiepy BBl TOMYYHTE aKKayHT,
nogaepkuBaromuii SSH M mo3Bonsonuii ycTaHaBIMBaTh COCIUHEHUS C APYTUMH y3JaMH CETH
(6eCl'l.HaTHI)Ie XOCTHHTH 3TOH BO3MOKHOCTH qanie BCCTO JIMIICHBI MJIM HAKJIAAbIBAKOT HA HEC KCCTKUC
OTPaHUYEHUS).

Hakoner, MOXXHO BOCIIONIB30BaThCS  COTOBOHM  TeneoHWEH, TPAMBIM  MOICMHBIM
MOJKJIIOYEHHEM U MPOYMMH KOMMYHHKAIMOHHBIMH CPEACTBAMH, YCTAHABIHMBAIOIINX COCIMHEHHE C
mpoBaiiiepoM, B 00Xo1 OpanaMayapa.

>>>> CCbIJIKU N0 memMe

nmap

IlonynsapHBIA  CKaHEep TMOPTOB, TMO3BOJSIIONIMKA  OOHAPYXHUBATh  HEKOTOPHIE  THIIBI
OpannMmayspoB. becruaten. McxomHabie TeKCTH JOCTYIHBI. Ha caiite Mope TeXHUYECKOH MH(popMaIim
o ipobneme. http://www.insecure.org/nmap/

FireWalk

YTunura A TpacCUpOBKH CETH depe3 Opanamaysp, padotatomas Ha TCP/UDP nportokonmax
n ocHoBanHas Ha TTL. Becrutatha. http://www.packetfactory.net/firewalk. Ilepex ncmosszoBanuem

PEKOMEHJyeTCs O3HAKOMHUTCS C JOKyMeHTanue# http://www.packetfactory.net/firewalk/firewalk-
final.pdf.

HPING

Vrunura, peanusyrolas CKaHUPOBAHUE Uepe3 HeMOW xocT. MolHoe opyxue Uit
HCCIICIOBaHUS BHYTpEHHEW ceTH Mo-3a OpaHamay’poM. becmimatHa u XopomIo JOKyMEHTHpOBaHa
http://www.hping.org/papers.html

SSH-knueHT

Secure Shell xnueHT, HCIIOMB3yEeMBI TOIH30BATEIIIMA BHYTPEHHEH CETH UIS TPEOIOICHUS
3alpeToB M OTPaHWYEHUH, HAJIOKEHHBIX OpaHmMmayspoMm. becmaren. Pacnpocrpansiercs Bmecte c
HUCXOJHBIMA TeKcTaMu. http://www.openssh.com.

Fuck You

[ToapoOHsIi FAQ o OpaHamayspam AHTJTIMHCKOM SA3BIKE
www.interhack.net/pubs/fwfaq/firewalls-faq.pdf. Ero pycckuii mepeBon, He OTIHYAIOIICHCS OCOOOM
CBEXKECTBIO, JISKHUT Ha In.com.ua/~openxs/articles/fwfaq.html.

Firewalls

Koncmekr jeknuii mo OpanaMayspaM OT TadBaHbCckoro mpogeccopa Yeali S. Sun (ma
AHTIIMICKOM s3bIKe). http://www.im.ntu.edu.tw/~sunny/pdf/IS/Firewall.pdf

OpenNet

OrpoMHBIN TIOPTaI MO CETeBOH 0E30IaCHOCTH, COIepIKamlell B TOM YHCIe W MHPOPMAITHIO O
JIbIpax B MOIYJISIPHBIX OpaHaMayspax (Ha pyCCKOM M aHTIIMHCKOM s3bIke) http://www.opennet.ru

3aKJ/ilo4eHue

TexHnomoruu TIIOCTPOCHUA 6paHz[May3pOB HC CTOAT Ha MECTC W CIHCHHAJIIMCTBI II0
HH(l)OpMaHHOHHOﬁ 0e30I1aCHOCTH HE APCMITIOT. C KaXJIbIM JHEM XaKEPCTBOBATb CTAHOBUTCA BCC
TpyAHEC U TpyAHEC, OAHAKO, ITOJTHOCTHIO XaKEPCTBO HE UCUC3HECT HUKOrAa. Benp ma CMCHY 3aTKHYTbIM
AbIpaM MPUXOIAT Apyrue. I'maBHOE — HE CHUICTL CJIOKAa PYKHU, a TBOPUCCKU IKCICPUMEHTHUPOBATH C
6paHI[May3paMI/I, n3y4yaTb CTaHAApTbBl U CHGIII/I(l)I/IKaHI/II/I, n3y4arb ,HI/I3&CC€M6J'IepHLI€ JIUCTUHTU W
HCKaTb, UCKATh 1 €III€ pa3 UCKATh...



>>>> 8HOCKU

a

a

OpaHIMay>3phl OABEPKEHBI O0NIBIIOMY KonndecTBY DoS arak, Takux, HalpuMep Kak, 9X0-
mropMm win SYN-flood, KOTOPEIM OHH B IIPHHITAIIE HECTIOCOOHEI TPOTHBOCTOATE;

OpaHIMaysp 3TO — MapHIPyTH3aTOp, NPOCKU-CEBEp M CUCTEMa OOHApy>KeHUS! BTOPKEHHH B
OITHOM (hITaKOHE;

OpaHIMaydspbl HE 3alMIIAIOT OT aTak, a JHIIb OrPaKAAIOT JIOKAJIBHYIO CETh KUPIHYHBIM
3a00pOM, uepe3 KOTOPBIH JIETKO Mepelie3Th;

B OONBIIMHCTBE CIydacB depe3 KUPHNHYHYI0 CTeHy OpaHamays’pa MoxkHO mpoouts ICMP-
TOHHEIb, 00epHYB TNiepenaBaeMbie nanabie ICMP-3aronoBkom;

OpaHIMay3p MOXKHO aTaKOBaTh HE TOJIBKO U3BHE, HO U M3HYTPH KOPIIOPATUBHOM CETH;
pa3nu4aHbIe OpaHIMay3phl IO Pa3HOMY pearupyroT Ha HectaHgapTHele TCP-nakeTsl, mo3Bosss
HUAEHTH(UIMPOBATH ceOs;

OpanaMays3epsl, oTKpbIBaronye 53 mopt (cimyx6a DNS) He TonbpKo Ha mpueMHHKe (Harpumep,
Check Point Firewall), HO ¥ Ha HCTOYHMKE, TO3BOJSIIOT XaKepy HPOCKAaHHPOBATh BCIO
BHYTPEHHEIO CETh;

ySA3BUMOCTb IIPOrPAaMMHBIX IMPOKCH B OOIIEM ClTydae HEBEINKA U B OCHOBHOM OHH aTaKylTCs
yepes OMMOKHY TepenonHeHus 0ydepa;

HEKOTOpbIe OpaHIMay3pbl MOABEPKEHbI HECAaHKIIMOHHMPOBAHHOMY NPOCMOTPY (aiinoB uepes
mopT 8010 u 3ampocsr Tima http://www.host.com::8010/c:/ nnn http://www.host.com::8010//
ciry’)k6a DCOM Hyxnaercs B IIMPOKOM JHana3oHEe OTKPBITHIX IMTOPTOB, YTO CYIIECTBEHHO
CHIDKAET CTEIICHb 3aIMIIEHHOCTH CHCTEMBbI, 00€CCMBICIIIBAst OpaHaMayap.



