reHeTU4eCKumn pacnakoBLWUUK CBOUMU PYKaMU

KpHC KaclepCKu

nepBoe, 4YTO [eJjaeT Hccleq0BaTelb, KOraa OepeT B PYKHM HNPOrpaMMy: CMOTPHUT
YIAKOBAHA OHA MJIM HeT, M TYT ’Ke O0eKUT HMCKAThb NOAXOASIINNA PpPacnaKoBIIUK,
MOCKOJIBKY, 0OJIbIINHCTBO MPOrPaMM BCe-TAKH YIAKOBAHBI, 2 TOTOBbIE PACAKOBINNKHA
eCTh He JIJIsl BceX. 00001IMB CBOM ONbIT, AaBTOP NMpeiaraeT ajropuTM YHUBEPCATbHOTO
pacnakoBIIMKA, "'cCHUMAaIOLIEro' qake CJIOKHbIE MOJUMOP(HbIE MPOTEKTOPHI.

gsedeHue

Kak xurpo s Bac obmanyn! Hu o reHax, HM O XpOMOCOMax pedb 3[eCh HE WJET.
HckyccTBEHHBIH MHTEIIEKT OTABIXaeT Ha 33JBOPKaxX MCTOPHHU. genetic — B MEpeBOAE C IPEYECKOro
"oOmwmit". ['eHeTHYecKHi pacHaKOBIIUK — YHHBEPCAIbHBIA paclakoBUIMK OOIIMI Uit  Bcex
YIaKoBIIMKOB/MpoTekTopoB. Keratn rosops, "General Motors" 3To He "nBuratenu s reHepajioB', a
neuratenu BooOie. [loayBcTByiiTe pasHuiy!

Tax o uem >xe MbI Oynem rosoputh? Bee Gonbie u Oomblilie IporpaMM pacpoCTpaHsieTcs B
YIIaKOBAaHHOM BHJIE, © COBCEM HE IOTOMY YTO TaK OHHM 3aHMMAIOT MEHBIIE MECTa MM YCKOPSIOT
3arpy3Ky, Kak 3TO O0€MIaloT pa3pabOTYMKM YMAaKOBIIMKOB (Ha caMOM Jeie, yIMakoBKa MPUBOAWT K
3HAYUTEIBHOMY II€pEepacxoly MaMsTH U TOPMO3UT BCo cucteMy. IlogpoOHOCTH —B cTaThe "IaKoOBaTh
WIN HE MaKoBaTh'", AIEKTPOHHYIO KOITMIO KOTOPOH MOXHO OecruiaTHO ckadath ¢ ftp://nezumi.org.ru).
VY CoXKHUTH B3JIOM, 3aTPYIHUTh aHAIN3 — BOT JJIsl YEr0 Ha CaMOM JIeJIe MCIOJIB3YIOTCS YIIaKOBUIMKH,
B KOHEYHOM CYETE MPEBPATHBIIMECS B IPOTEKTOPHI.

OnHO U TOXE OPYXKHE UCTIONB3yETCs KaK IPOTUB XaKePOB, TAK U JIETAIbHBIX HCCIIEJOBATEIICH.
Bupycel, uepBH, TpOSHCKHE KOHHM IPAKTHYECKH Bcerga 0OpabaTBIBAlOTCS CaMBIMH IIOCICIHUMH
BEPCHSIMH TTOJIMMOP(HBIX NPOTEKTOPOB, /Ul KOTOPBIX PACIaKOBIIMKU €II¢ HE HAIMCAHBI, W MPEXIe
YeM AaHTUBHPYC HAydHTCS pAacIO3HAaBaTh 3apasy, NPOrpaMMUCTaM IPHUXOAUTCS MPOJENaTh
KoJIOCCaNIbHBIH 00beM pa®oTel. CyIIECTBYIOT W JIpyrHe MOTHUBBI, IMOOYXIAlOUIHE pacIaKkoBaTh
MIPOTrpaMMy: MHOTHE TIPOTEKTOPHI OTKa3bIBAIOTCS pab0TaTh B MPUCYTCTBHUM ITACCHBHBIX OTJIATYMKOB, HE
Jpy’KaT ¢ BUPTyaIbHBIMA MAIIMHAMU U SMYJIATOPAMMU. . .

Ho He 6yznem ¢uitocodcTBOBaTH HAa MOPAIBHBIE TEMBI, JTy4IlIE TIOTOBOPUM O JIeJIe.

npedeapumesibHbIU aHau3

[Ipexxne weM mnpucTynath K paclakoBKe, HE IOMENIaeT yOeIUThCS: a YNaKoBaHa JIU
nporpamma BooOmme? ['paduueckas Bepcust IDA Pro monnepxuBaeT crenuaibHYIO MaHENb "overview
navigator", MO3BOJISIOIIYI0 BH3YaIU3UPOBaTh CTPYKTYPY AHM3acceMOJICpHOro Kojma. B HOpMallbHBIX
nporpamMMax MalIMHHBIA KOJ| 3aHMMaeT 3HaYMTENIbHYIO0 4acTh OT 00wiero o0beMa, OCTajbHas 4acThb
MIPUXOIUTCS HA TaHHBIE (-).

PucyHnok 1 cTpykTypa HOpMAaJIbHOI, HEYIAKOBAHHOM NPOrPaMMBbl

B ymakoBaHHBIX IporpaMMax KOJa IPaKTHYECKH HET, M BCE MPOCTPAHCTBO 3aHATO TaHHBIMH
(_), 00BETUHCHHBIMU B OJIMH (MJIM HECKOJIBKO) OTPOMHBIX MAacCHBOB, KoTopbie IDA Pro He
CMOTJIa TU3acCeMOIPOBATh.

PucyHok 2 cTpyKTypa yIakOBaHHOM MPOrpaMMbI

Brpouem, Bu3yamu3aiusi — JOBOJIBHO pAacIUIBIBYATHIA KpuTepuil. CyIIecTBYyeT COTHH
npudnH, M0 KoTopeiM IDA Pro oTBepraer HeymakOBaHHBIH KOJ WIH, HallPpOTHB, PbSIHO Opocaercs
JIN3aCCeMONTMPOBaTh YIMAKOBAHHYIO CEKIHUIO, IMONydYass Kydy OECCMBICICHHBIX HHCTPYKIHH, TPUMEp
KOTOPBIX TIPUBEICH B H

01010072h imul esi, [edx+74h], 416C6175h
01010079hn ins byte ptr es:[edi], dx
0101007Ah ins byte ptr es:[edi], dx
0101007Bh outsd

0101007Ch arpl [eax], ax

0101007Eh push esi

0101007Fh imul esi, [edx+74h], 466C6175h



01010086h Jb short loc 10100ED
01010088h add gs: [ebx+5319Dh], cl
0101008Fh add [ebx], cl

JInctunr 1 npumep 6eccMBICIEHHOr0 (3aIIH(pPOBAHHOI0/yIIAKOBAHHOI0) KOAA

OCMBICIIEHHOCTh — BOT TJIaBHBIA kpuTepuit! Ecnm nuzacceMOnupoBaHHBIN KOJA BBITISIHUT
"mMKO" M HEICHO, €CIMi B HEM IPHCYTCTBYeT OOJIBIIOE KOJMYECTBO IPHBUICTHPOBAHHBIX
WHCTPYKIMIA — CKOpee BCETO OH yMaKoBaH/3ammdpoBan. Winu... 3To kKox, nmpenHa3HaueHHBIH COBCEM
IUIA APYTOTO TIporeccopa (Hampumep, OaliT-koa BHUPTyaldbHON MAIIWHBI), & MOXKET... TO XHUTPBIHA
00¢yckarop Takoi. B obmiem, BapuaHTOB MHOTO.

[MompoOyem B3rnsHYTh Ha Tabmumy cekuuii (B hiew'e 3to nmemaercs Tak: <F8> — header,
<F6> — ObjTbl). B HOpManbHBIX MporpaMmax NPUCYTCTBYIOT cekiuu ¢ nmenamu .text, .CODE, .data,
rdata, .rsrc u, 4To caMmoe IJIaBHOe, BUPTYyalbHbIH pasmep (VirtualSize) ko10BoW CEKLUHM NPaKTHYECKU
Bcerja cosnanaer ¢ ¢usmueckum (PhysSize). K mpumepy, B "biokHoTe", BXOmsleM B IITATHYIO
nmoctaBky NT, pasuuria cocraBiser Bcero 6600h — 65CAh == 36h 6aiit, 0OBSICHIEMBIX TEM, 4YTO
BHUPTYyaJIbHAs CEKIHUs, B OTINYNH OT (pr3muecKkoil He TpeOyeT BrIpaBHUBAHUS (-).

Pucynok 3 packinagka cexknmii HeynmakoBaHHOro (aiiyia

A Temepp ymakyeM Ham ¢aitn ¢ nmomombio ASPack (MM aHaJOrM4HOTO YNAKOBIIWKA) W
OCMOTpHM, 4TO 0T 5Toro M3MeruTcs (ENIIDHEE):

PucyHok 4 packiaaka ceKIMii ymakoBaHHOTo ¢aiina

Oro! Cpa3y nosBuinch cekiun .aspack u .adata ¢ UMeHaMu TOBOPSAIIMMHU CaMHMU 33 CeOs.
Bnpouem, umeHa ceKuMii MOKHO M U3MEHUTh — 3TO HE INIaBHOE. BupTyanbHbIl pazMep cekuuu .text
(7000h) B mBa pa3za oTmM4UaeTcs OT cBoero ¢u3udeckoro pasmepa (3800h). A BOT 3TO yke TOBOPHT O
mHoroM! Ha camom gene, cosmatemo ASPack'a ObUIO JIEHP MCIONB30BaTh "MPAaBIIIBHYIO" CTPATETHIO
MIPOTPaMMHPOBAHUSI BOT OH W BBIACIMI BHUPTYaIbHBIH pasMep 3abimaroBpeMeHHO. CyIecTBYIOT
YIaKOBIIMKH, "TpamOyromue" ynakoBaHHBIE CEKIMM TaK, YTO BHUPTYalbHBIH pa3Mep COBIAJaeT C
¢usnyeckum, a HeoOXoqUMas MaMATh JTMHAMHYECKH BBIIENSETCS B IPOLIECCE PACIIAKOBKH BBI30BOM
VirtualAlloc.

Eme MoxHO mnonpo0OoBaTh M3MEpsATh OSHTPONHIO (Mepy Oecropsiika WM CTYyNEHb
M30BITOYHOCTH) TTOONBITHOTO (aiina. [omymsapreni hex-penaktop HTE sto ymeer (-). Yem
Oosiplle 3HAUCHHWE SHTPONHUH, TEM BBINIE BEPOATHOCTb, 4TO (haill ymakoBaH M, COOTBETCTBEHHO,
Hao6opoT. OHAKO, 3TOT NPHEM cpadaThIBAaCT AATEKO HE BCETIA. ..

PucyHok S nmoacyer 3HTpOonuHu ¢ noMmoumbio pexakropa HTE

Tak e xoTenoch Obl 00paTuTh BHUMaHue Ha OecruiaTHyro yruwinuty PEID (http:/peid.has.it/),
ABTOMATHYECKH ONPEACISAIONIYI0 OOJNBIIMHCTBO MNOMYJISIPHBIX YIaKOBIIMKOB/IPOTEKTOPOB MO HX
CUTHaTypam (ﬁ), U JlaXkKe IBITAIOLIYIOCS HX paclakoBaTb. Brpodem, ¢ pacnakoBKOW zeina
O0OCTOSAT HEBAXHO W JIydIle BOCHOJB30BATHCS CIECIHAIN3UPOBAHHBIME PACHAKOBIINKAMH WITH
HaImcaTh CBOM COOCTBEHHBIH (TyTh IMOKE, MBI IIOKAKEM KakK).

Pucynok 6 BHemununii Bua ytwintsl PEID apromaTHyecku onpeaeasiiolui THII
YIaKOBIIMKA/NPOeKTOpa

pacriakoeKa u ee aJibmepHamuebl

[To3BombTe Aypankuii Bompoc. B cTpemiieHnn Kak MOKHO OBICTpee pacrakoBaTh MPOTPaMMYy,
MBI 3a4acTyl0 Jake He ycleBaeM 3agymartbes: a 3auem?! Cpasy jke CIBIIIy BO3paKeHHUS: MOJ,
YIIaKOBaHHYIO TPOrpaMMy HEBO3MOXKHO IM3acceMOiInpoBath. Jla, HEBO3MOXHO, Hy W 4To? 3aTo ce
MOXHO OTJIQKUBATh, HCIOJB3Ysl KIACCMYECKUII HA0Op TEXHHWK, IOJPOOHO ONUCAHHBIA B
"(hyHAaMeHTaIbHBIX OCHOBAX XakepcTBa' (JIEKTpOHHAst KONHs JeXHT Ha ftp://nezumi.org.ru). Bor Tyt
KTO-TO TOBOPHT, YTO HEKOTOpBIE YNAKOBIIMKM AaKTHBHO CONPOTHUBILIOTCS oTianke! UYro ik,
nonpoOyHTe 3amyCcTUTh Soft-ice yxke nocie TOro, Kak YIaKOBIIMK YK€ OTPabOTaeT CBOE M Ha dKpaHe
MOSBUTBCS TNaBHOE OKHO mporpammbl (NT, B oTinmymu oT 9X, MO3BOJACT IMyckaTh soft-ice B noboe
Bpems) wiM ycraHoBuTe HeoduimaneHbi matd IceExt (http://stenri.pisem.net/), CcKpbIBaromImit
OTJIaAYMK OT OOJIBIIMHCTBA 3aIUT.



Psn yrumut tina LordPE (http:/mitglied.lycos.de/yoda2k/news.htm) no3Bossiror cHuUMaTh ¢
NpOrpaMMBI JIaMII 110CJI€ 3aBEPILECHUS] PACHAKOBKH M XOTS IIOJY4YEHHBIH 00pa3 exe-dailia 3a4acTyio
OKAa3bIBAETCS BOIHUIOIINE HEKOPPEKTHBIM M pabOTAIONM HECTAOMIBHO [UIS JU3acCeMOIUPOBAHUS OH
BIIOJIHE NPUTOJICH, OCOOCHHO €CJIM €ero KCHOJIb30BaTh B CBS3KE C OTIAIYUKOM, IIOMOTAIOIIUM
"MOICMOTpPEeTh" 3HAYEHUST HEKOTOPBIX IEPEMEHHBIX Ha PAa3HBIX CTAIMAX MHUIIAATN3AITIH.

Ax nma! YmakoBaHHYIO IpOrpaMMy HENb3s MaT4UTh. 10 €CTh, JaK€ IOCIE TOTrO, KaK Mbl
HaliieM 3aBeTHBIN JX, OTKITFOYAIOMINN 3alIUTy, MBI HE CMOKEM MOIU(UIIMPOBATE YITAKOBAHHEINA (haii,
MTOCKOJIbKY HUKAKOro JX TaM, ectecTBeHHO HeT! BoT Ha 3TOT cimydvaii u ObUIH NpuIyMaHbl OH-TaifHOBBIC
nardyepbl (on-line patchers), mpassime nporpamMmy "HaieTy" HENOCPEICTBEHHO B OIEpPaTUBHOM
namsTH, MUHYs Juck. Kcratu roBopsi, Monudukanus ucronHseMoro ¢aiina — aypHoit ToH. Jlydme (1
YyecTHee) HUYEro He MPaBHTh, a MUCATh CBOW COOCTBEHHBINH I'C€HEPATOpP CEPUITHBIX HOMEPOB/KITIOYEBBIX
(aiinoB, oCHOBaHHBIH Ha UH(OPMALIUK, TIOUEPITHYTOM U3 KOPSIBOTO JaMma Wi "KUBOK" OTIaAKH.

Bo3HukaeT HEOTHO3HAYHAs CHUTyalus: C OIHOW CTOPOHBI, H30EXaTh pPACIAKOBKH B
OOJNBIIMHCTBE CIIyYacB BCE-TaKH BO3MOXKHO, HO C JPYroil — paboTaTh ¢ paciakoBaHHBIM (ailioMm
HaMHOTO yZi00Hee 1 KoM(opTHEE (XOTs OBl 10 YUCTO MICHUXOJIOTHIECKIM COOOPaKCHHUSM).

[TosToMy, yHUBepCaIbHBINA PACIIAKOBIIMK HUKOTIa HE TOMeEIIaeT!

asi20pumm pacrnakoeKku

Kak mumrytest pacmakoBmuku? 31€ch €CTh Pa3HbIC MyTH. XaKep MOXET AOJITO U My9UTEIBHO
M3y4yaTh AITOPUTM PabOTHI PaclakoBIIMKA B OTJIAAYMKE/IU3aCCEMOIIEPE, a IOTOM CTOJb K€ JOJITO U
MYYHTEIILHO pa3pabaThIBaTh aBTOHOMHBIN paclakoBIINK, KOPPEKTHO 00pabaThIBAIOIINI HCIIOIHAEMBIN
(aiin ¢ yaeTom criennprKu KOHKPETHON CUTYalUH.

A BOT Jipyroil myTh: 3amyckaeM Nporpammy Ha "»KHBOM'" mporeccope (WIH IO IMYIATOPOM
tuna BOCHS), onpenenseM MOMEHT 3aBepIlIeHHUs PaCaKOBKU U TYT K€ COXpaHsAeM o0pa3 maMsTH Ha
muck, popmupys u3 Hero PE-daiin. B pesynprare momydnTcs yHUBEPCAIbHBIN PAaCIaKOBIIUK, KOTOPBII
MBI H CO6I/IpaeMC$[ HanucaTtb, HO TMPEKIAC — HEMHOI'0 TCOpHUHU, JIA TEX, KTO C€HIC HE YMECT
pacnakoBbIBaTh MPOrpaMMbl "pykamu'.

8 nouckax OEP

Co3nanue pacnakoBinuka HayuHaercsi ¢ noucka OEP (Original Entry Point — Mcxonnas
Touka Bxoma). Ham gempoTekTop HMOMKEH KaK-TO ONPEAETNTh MOMEHT 3aBEpIICHHS
pacnakoBKu/paciiipoBKH "TOJOMBITHON" MpOTpaMMBbl — KOT/Ia PACHaKOBIIHWK BBIMOJHUI BCE, YTO
XOTel W YK€ TPUIOTOBWIICS IIepeiaBaTh YIpaBJICHHE PAclaKOBaHHOM NpOrpaMMe-HOCHUTENI0. JTO
camasi CI0)KHasi 4aCTh TeHETHIECKUX PACTIAKOBIIMKOB, TOCKOJIBKY OIPEACIUTh NCXOTHYIO TOUKY BXO/a
B 00ILIEM CiTydae HEBO3MOXKHO, BOT M IPUXOJUTCS NMPHOETaTh K Pa3IMYHbIM yXHIIpeHusM. Yaie Bcero
JUIL 3TOTO HCHOJB3YeTCsl IIOIaroBasi TPacCHPOBKA, KOTOPOH OUYEHb JIETKO IPOTHBOCTOATH (YeM
OOJIBIIMHCTBO YIIaKOBIIMKOB/TIPOTEKTOPOB M 3aHMMaeTcs). HeMHOrum Jyuiiie ¢ 3aaveii CrpaBiisiFoTCst
Tpaccepbl HyJeBOro Koiblia. CHpaBUTHCS C TPAMOTHO CIIPOSKTHPOBAHHBIM TPAcCEpPOM CPEICTBAMH
MIPUKJIQAHOTO YpPOBHA (a OOJBIIMHCTBO YIAKOBIIUKOB/TIPOTEKTOPOB pPAa0OTAalOT HMEHHO TaMm),
MpPaKTUIECKH HEBO3MOXKHO, OJHAKO, pa3pabOTKa SAEPHBIX TPAaCCEPOB — CIHIIKOM CIIOXKHAs 3ajada
JUISl HAUMHAIOIINX, TI03TOMY JIyYIlle UCIIOJIb30BaTh TOTOBBIH, pa3padOTaHHOTO IPYIIIOi JIEreH1apHOTO
Bomomgn ¢ He MeHee nereHmapuoro WASM'a. [IpaBna, koMMepueckas COCTAaBILIOMIAs O CHX IIOP
HesICHA U JIOCTYII K Tpaccepy eCTh He y BCeX.

Ha camom nene, nmpuberath K TpacCHpOBKE HHUKAKOH HEOOXOIMMOCTH HET — OIHUX JIMIIb
armaparHbIX TOYEK OCTaHOBa JIA Halen 3aaa4u 6yz[eT BIIOJIHE OOCTATOYHO. I/IHOFI[a MIPUXOUTCA
CJIbIIIaTh MHCHUC, YTO pa60Ta B armapaTHbIMM TOYKaMHM OCTaHOBa BO3MOXKHO TOJIBKO U3 pEXKUMa d1pa,
TO €CTh W3 JpaiiBepa. DTO HeBepHO. B "3ammckax MeIrpxa" (3MIEKTPOHHYIO KOIHIO KOTOPOW MOXKHO
cBOOOITHO YTAHYTH C ftp://nezumi.org,.ru) moka3zaHo Kak 3TO CAENaTh U C MPUKIATHOTO YPOBHS, Naxe
6e3 npaB agMuHHECTpaTOpa!

Ha mepBoM 53Tame B KadecTBE OCHOBHOTO 3KCIEPHUMEHTAIBHOIO CPEICTBA MBI Oyaem
ucnosp3oBath "brokHOT" w3 Kommiekta moctaBkd NT, moxaTblii pa3ivMuHbIMH YIAaKOBIIUKAMU
(KoTOpBIE MBI TOJBKO CMOXKEM HAWTH) M 3HaMEHUTHIH oTinamuuk soft-ice. Komuposanue mnocnemyer
notoM. YToObl mHcaTh KPacUBO U IO CTO Pa3 HE IEPENHChIBATh YK€ HAIMCAaHHOE M OTIaKEHHOE,
HEOOXOIMMO UMETh HEXWJIbIA OOCBOM OIBIT, IJIsI KOTOPOTO HaM U MOHAI00UThCs soft-ice.

JaMII 5KUBOW MPOrpaMMbl

Camplii mpocToil (M caMblif TMOIMYJISAPHBIA) croco0 OOpBOBI € YNAKOBUIMKAMH — CHSAMUE
0amna 3a00120 NOCie 3agepuenus pacnakosky. JI0KIaBIIICh IOSBICHHS ITTaBHOTO OKHA IPOTrPaMMBL,




xakep cOpacbIBaeT ee jaamil, npespamasi ero B PE-¢aiin. MHorma on paboraer, HO yaiie BCEro HeT.
ITompoGyem pa3obpatkcs mouemy. BozbMeM kiaccudeckuid "BaokHOT" (KOTOpOe B 3aIMUINEHHOCTH HE
OOBUHHIIL!) U, He YNAKOBbIBAs €20 HUKAKUMU YHAKOSUWUKAMU, TIOTIPOOYEM CHATH JAaMII C IIOMOIIBIO
OJIHOTO U3 caMbIX Jyumux mamiepos: Lord PE Deluxe (_).

PucyHok 7 cusitue gamna c padoraromero ""bioknora"

[Ipomecc naMnupoBaHMs NPOXOAWT YCHEUIHO, W oOpazoBaBmIMiCS (aitn nake 3amyckaercs
(BRI ). 1:0... oxasbiBaeTcs He coBceM paboTocrocoben! Mcues 3arooBOK OKHA I BCE TEKCTOBBIE
Haanucu B quanorax! Eciau Mel He CyMenu CHSTh JJaMIl ¢ TAKOTO IPOCTOro MPUJIOKEHHUs, Kak bIoKHOT,
TO C HACTOSIIIUMH 3allIUTaMH HaM U MoJIaBHO He cipaButcs! B yem xe neno?!

Pucynok 8 HopmaabHo paborarommuii "BioxkHoT" (cBepxXy) u TOT :ke camblii "' BiokHOT" mocJie
BCHSITHSI 1aMIIa — Bce TEKCTOBbIe CTPOKH HCYe3/IH

PaccnenoBanne MOKa3bIBAa€T, YTO HMCUYE3HYBIINE TEKCTOBBIE CTPOKH XPAHATCS B CEKIMU
pecypcoB W, cTaio ObITh, oOpabartwiBatorcs ¢(yHkumeir LoadString. 3arpykaem opuUrHHaIbHBINA
notepad.exe B IDA Pro (v mo060# npyroit mu3acceMOiep mo BKyCy) ¥ HaXOJUM IHKII, CYUTHIBAFOIIIUI
cTpoku mocpeactBoM ¢yukimu LoadStringW (cypdurc 'W' o3HavaeT, 4To MBI UMEEM JIEJIO CO
CTpokamu B Qopmare yHUKoZa). Ara, BOT 3ToT Iuki! Paccmorpum ero moBHuMMarenbHee (OynbTe
YBEPEHBI, TYT €CTh YEMY ITOYYHUTHCS):

01004825h mov ebp, ds:LoadStringW ; ebp - ykasaresib Ha LoadStringW
0100482Bh mov edi, offst off 10080C0 ;yxasaTenp Ha Tabiuly pecypcoB
01004830h

01004830h loc_1004830: ; CODE XREF: sub 10047EE+65,]

01004830h mov eax, [edi] ; TPpy3WMM OuUepenHON ykasaresme Ha UlD B eax
01004832h push ebx ; nBufferMax (mMakcuMasibHasa IJiMHa Oybepa)
01004833h push esi ; lpBuffer (yxazaTesnb Ha Oyodep)
01004834h push dword ptr [eax] ; nepenaeM M3BJIedeHHBM UID QyHKLMM
01004836h push [esp+0Ch+hInstance] ; hInstance

0100483Ah call ebp ; LoadStringW ; CuUMTHBaeM OYEepenHyI CTPOKYy M3 pecypca
0100483Ch mov ecx, [edi] ; Tpys3uM TOT xe cameli ulD B ecx
0100483Eh inc eax ; yBeJMUMBAaEM IJIMHY CUMTAaHHOM CTPOKM Ha 1
0100483Fh cmp eax, ebx ; ?cTpoka BJjesaeT B Oydpep?

01004841h mov [ecx], esi ; cCoxpaHsieM ykasaTenbs Ha 6ydep nomepx
01004841h ; craporo ulD(oH 6Gonblle He NOHaAZOBMTCS)
01004841h

01004843h lea esi, [esiteax*2] ; mos3mMuMsa IOJig cJenyluely CTpoku B Oybepe
01004846h jg short loc 100488B ; ecnu Oydep kOHUMIICH, TO 3TO OOJIOM
01004848h add edi, 4 ; HepexomuM K ciepyoumeMy ulD

0100484Bh sub ebx, eax ; yMeHbllaeM cBOOOIHOe MecTO B Oydepe
0100484Dh cmp edi, offst off 1008150 ; ?xonHel Tabmuibl PecypcoB?

01004853h J1 short loc 1004830 ; MOTaeM LMKJI IIOKa He KOHEell pPecypcoB

JIucTuHr 2 XUTPO OHTI/IMH3I/lp0BaHHblﬁ HMUKJ YTECHUS CTPOKOBLIX PeCypCcoB

B mnepeBome Ha pycckuit 310 3ByuMT Tak: "BiokHOT" Oeper ouepemHOW HIEHTHPHKATOD
CTPOKH W3 TaOJHIBI PECypcoOB, 3arpyXaeT CTPOKY, pa3MeInasi ee B JIOKAIBHOM Oydepe M CcoXpaHss
MOJIYYSHHBIH yKa3aTelb IIOBEpX... C€aMOro HICHTHU(UKATOpa, KOTOpPBIA yxke He HyxkeH! OTo
KJIACCHYECKHUH TPIOK C MOBTOPHBIM HCIOJIB30BAHUEM OCBOOOAMBIINXCS NIEPEMEHHBIX, N3BECTHBIN eIe
co BpemeH nepBeix PDP, ecnit He panbme. A BeI Bce Microsoft pyraere! "BiiokHOT" nucan He TITyTibIii
XaKep, 0epeKHO OTHOCSIIHIICS B CHCTEMHBIM pecypcaM U K MaMsATH, B 4aCTHOCTH.

JJis Hac ke 9TO O3HAYaeT, UTO CHATHIN ¢ "KUBOH" MPOrpamMMbI 1aMI OyIeT HEeTIOHOICHHBIM!
BMmecTo peanbHBIX HIEHTU(HUKATOPOB CTPOK B CEKLHH PECYpPCOB OKAXYTCS yKasaresJd Ha MaMmsTh,
HafpaBleHHBIE B "KOCMOC", HO BEAb 3arpy3udk pPECypcoB, IMPUBEICHHBIN , OXKHUJAAET
peanbHBIX UICHTU(PHUKATOP U K BCTPEUE C yKa3aTEeNsIMH MOpAIbHO HE roToB! OTO M €CTh Ta NMPUYMHA,
1o kotopoit PE-¢aiin, u3roroBneHHsli U3 Aamia, BeJieT ce0sl HeMpaBUIIbHO.

Brpouewm, Ob1BaeT n Xyxe. Bo MHOTHX mporpaMmax BCTpedaeTcsi KOHCTPYKT BUAA!

void *p = 0; // rmrobanbHas MHMLUMANIM3MPOBAHHAS [epeMeHHas
// (Ha caMoM mdejie NPUCBauBaThb HyJb HeOBA3aTeIbHO
// nockoJbKy BCe rJiofajibHele nepeMeHHbe "camm"
// OBHYJNANLTCHA NPM 3alyCKe IPOTPAMMEL)

if (!p) p = malloc(BUF_SIZE); // BHOeNUTE NaMsaATH, €CHIM OHa elle He BHAeJIeHa



JIncrunr 3 "3ammra' 0T JaAMIHMHTA )KUBBIX IPOrpamMM

OueBHIIHO, €CIM CHATH JaMIl C IIPOrPaMMBbl 70c/ie BBIJENCHUS MaMsiTh, TO NMPHU 3aIlyCKe pe-
¢aiina, MOJYYEHHOr0 M3 TAKOTO JaMIia, MaMsTh HAaBCETJa MEPEeCTaHeT BBIICNSATHCS, a B TIIOOATBHOM
MEPEMEHHON p OKaXXeTCs yKa3aTelb, JAOCTABIIMICA el B "HacieACTBO" OT MPEABIIYIIEro 3amycka,
OJIHAKO, COOTBETCTBYIOIIMI PETHMOH MaMATH BBLIENCH He OyAeT W mporpamma JIHOO pyXHET, MO0
3aje3eT B Uy’)KHe JaHHbIE, YCTPOUB TaM HACTOSIIMIT nepenosox!

CdopmynupyeM Il1aBHOE IPABUIIO: CHUMAMb 0AMN C HPOZPAMMBL MOIHCHO MOTILKO 8 MOUKe
6x00a! Ocrtaercst pa300paThCs: Kak 3Ty TOUYKY BXOJa OTJIOBHTb.

MOMCK CTAPTOBOI'0 KOJAA 10 CUTHATYPaM B MaMATH

HaumHaromme nporpaMMHCTBl CYHTAIOT, YTO BEINOJHEHWE MPOTPAMMBI HAYHWHAETCS C
¢yaxmrm main (ra Cu/Cu++) nnm nmpouenypsl begin (aa Ilackane), Ho 3To HeBepHO. IlepBEIM Bcerna
BBI3BIBACTCSI CTApTOBBIM Kox (start-up code), ycraHaBIMBalOMIMK TEPBUYHBIM  00pabOTIMK
CTPYKTYpPHBIX HCKIIOUeHUH, nHuuuanusupytommii RTL, Bei3biBatomuii GetModuleHandleA s
MOJIy4EHHUs JECKPUITOPA TEKYIIEro MOAYs U T. A. Toxe camoe otHocutes k DLL.

CymecTByeT OrpOMHOE MHOXXECTBO Pa3HOBHIOHOCTEHW start-up KOJOB, BBIOMpacMbIX
KOMIIISATOPOM B 3aBUCHMOCTH OT THIIA IIPOTPAMMEI, KIFOUYeH KOMIIIAIUK U T. A. VICXOIHBIE TEKCTHI
CTapTOBBIX KOJOB, KaK MPaBHUJIO, OTKPHITEL. B wactHOCTH, Microsoft Visual C++ XpaHAT WX B KaTajore
\Microsoft Visual Studio\VCI8\CRT\SRC nox nmenamu crt*.*. Beero nx okoso aecsrka.

Hixe (CHNBMMGEENEE), B KauccTBE NpUMepa, NPUBCICH OMH H3 CTAPTOBEIX KOIOB
xomnsitopa DELPHI:

CODE:00401EE8 start proc near

CODE:00401EE8 push ebp

CODE:00401EE9 mov ebp, esp

CODE:00401EEB add esp, OFFFFFFFOh

CODE:00401EEE mov eax, offset dword 401EB8

CODE:00401EF3 call @Sysinit@@InitExeS$Sqqgrpv ; Sysinit::InitExe ()
CODE:00401EF8 push 0

CODE:00401D9C @Sysinit@@InitExe$ggrpv proc near ; CODE XREF: start+B|p
CODE:00401D9C push ebx

CODE:00401D9D mov ebx, eax

CODE:00401D9F XOor eax, eax

CODE:00401DA1 mov ds:TlsIndex, eax

CODE:00401DA6 push 0 ; lpModuleName
CODE:00401DAS call GetModuleHandleA

CODE:00401DAD mov ds:dword 4036D8, eax

CODE:00401DB2 mov eax, ds:dword 4036D8

CODE:00401DB7 mov ds:dword_40207C, eax

CODE:00401DBC XOr eax, eax

CODE:00401DBE mov ds:dword 402080, eax

CODE:00401DC3 xXOor eax, eax

CODE:00401DC5 mov ds:dword_ 402084, eax

CODE:00401DCA call @SysInit@ 16395 ; SysInit:: 16395
CODE:00401DCF mov edx, offset unk 402078

CODE:00401DD4 mov eax, ebx

CODE:00401DD6 call sub 4018A4

JIuctuur 4 npumep craprosoro kona Ha DELPHI

Co0paB BHYNINTEIBHYIO KOJUICKIMIO CTAPTOBBIX KOMOB (WM BhIZAECpHYB ee u3 IDA Pro) mbt
nerko HaiineM OEP mpocTeIM CkaHMpOBaHHEM JamIia, CHATOTO C¢ ">KHBOH" MporpaMMel. 3arpyxaem
MOJyYSHHBIN 1amIl B hiew u, nepedupasi CUTHaTypbl BCEX CTAPTOBBIX KOJIOB, HAXOJIUM KOTOPBIH U3 HUX
"mamr". [lepBeIii 6aiiT cTapToBOrO KO/Ia M OyJeT TOYKoi Bxoaa B mporpaMmmy — OEP.

3anmomuHaeM ee aapec (B Moed Bepcum "brnokHoTa"! OHa pacmonoxeHa MO CMEIICHUIO
01006420h), 3arpykaeM yImakoBaHHYIO IIPOTPaMMy B OTJIAAYHK M YCTAHABIMBACM aIlapaTHYIO0 TOUKY
Ha WCIOJHEHHE 10 JaHHOMY ajpecy — "BPM 1006420 X" (6numanue! no ymonuanuio omuaoyux
cmasum movKy OCMAHO8A HA UYMeHue/3anuch, 4mo cogecem He 00Ho u mooice!). Omisa! OOOrHyB
pacrakoBUIMK, OTIAAYMK (WJIM Hall JamIiep, KOTOPbI MBI YyTh II03KE OTBKUMCS HAIUCATh)
BeInibIBaeT HerocpeacTBeHHO B OEP! Camoe Bpems cHUMath gamit!

napa nomyJisipHbIX, HO Heya4HbIX cnoco0oB: GetModuleHandleA u fs:0

Bubnuoreka curHatyp 3TO, KOHEYHO, XOpOLIO, HO CIMIIKOM XJomoTHo. HoBblie Bepcuu
KOMIIMJISITOPOB BBIXOZAT YyTh JIM HE KAXKAYIO AeKangy, K TOMY e pa3pa0OT4MKM 3a4acTylo cJerka
MOTUGDHIMPYIOT Start-up KO, OCJCIUISAS CHUTHATYpHBIH mouck. Yto Torma? J[ocTaTOYHO YacTo B 3THUX




CllydasiX PEKOMEHIYEeTCs YCTaHOBKa Touek octaHoBa Ha API-¢pyHkimio GetModuleHandleA
("BPM GetModuleHandleA X")u Ha QUIBTP CTPYKTYpHBIX HcKmodenuit ("BPM FS:0"). Ho ato
HE OYeHb XOPOLINE CIIOCOOBI M HIKE OY/ET OKa3aHOo IoYeMy.

Haunem ¢ ¢yakunu GetModuleHandleA, KoTopas IPUCYTCTBYET NMPAKTUYECKH B KaXKIIOM
CTapTOBOM Koje (WCKIIOYas HEKOTOphle accemOnepHble wiBpameHws). Haxmmaem <Ctrl-D> ms
BBI30Ba soft-ice, maem komaHny "BPM GetModuleHandleA X" (MOXHO Tak e JaTh
"BPX GetModuleHandleA", Ho B 3TOM cityuyae soft-ice BHenpuT B Hauaso GetModuleHandleA
mporpaMMHYI0 ToukKy octaHoBa CCh, merko oOHapyXHBaeMyl0 MHOTHIMHU 3aIIUTHBIMH MEXaHHU3MaMH)
¥ 3allycKaeM Hall MOJONBITHBIA "BIOKHOT", mpeaBapUTENbHO 3a)KEBaB €ro JIFOOBIM HE CIHUIIKOM
HaBOPOUYCHHBIM ymakoBukoM, HanpuMmep ASPack nimm UPX. [TockombKy, ycTaHOBKA TOYKHA OCTaHOBA
HOCHUT TJIOOANIbHBIA XapakTep, BCE MporpaMmmel, oOpamaromue K GetModuleHandleA, OyayT
BbI3BIBATH BCIUIBITHS OTJa[4MKa. BHHMATENbHO CMOTPUTE Ha HMs HpOrpamMMbl, OTOOpakaemoe
OTJIATYMKOM B TIPABOM HIKHEM YTIIY (-) — €CIT ATO He Halla mporpaMma, xmeM "x" wmm
<Ctrl-D> m1st BBIXOJA U3 OTJIAIUHKA.

[Tociie cepuu JNOXKHBIX CpadaThIBAaHWK, B yINIy HAKOHEL-TO TMOSBISIETCS HAlll 3aBETHBIH
NOTEPAD. Camoe Bpems cka3zaTb oTiaguuky "P RET", uroObl BBIOpaTbcsl u3 (YHKIHMH B
HETIOCPEJICTBEHHO BBI3BIBAIONINN €€ KOJ, OJJHAKO... 3TUM BbI3BIBAIOIINM KOJOM OKa3bIBAETCSI OTHIO/b
HE OKPECTHOCTH HCXOIHOM TOYKM BXOna, a Koj camoro pacmakosmuka! W mo OEP nHam eme
TpaccupoBaTh U TpaccupoBarb. OINpenesnuTh Hally JUCIOKALUIO TOMOXET KapTa mnamsaTH. Jlaem
koMaHxy "MAP32" U CMOTPUM, YTO CKaXKeT OTJIaAUHK:

Pucynok 9 ¢pynkuus 1010295h:CALL [EBP+F4Dh] 310 Ha camom nene GetModuleHandleA,
BBI3bIBaeMasi TAKHM 3aKOBBIPHCTHIM 00pa3oMm.

@aiin notepad.exe COCTOMT W3 HECKOJNBKHX CEKIHHA: .text (cXKaTblii KOJ WCXOIHOU
nporpammel), .data (ckaTble JaHHBIE HMCXOJHOM NPOrpaMMbl), .rSrc (CxKaTble Pecypchl MCXOIHOM
nporpammel), .aspack (ko pacrnakoBuiuka) u .adata (1anHble pacnakoBiiyka). CeKIus Kojia HCX0IHON
mporpaMMel 3akaH4unBaercs Ha agpece 100800h u Bce, 4To NEKUT HIKE — YyKe i He PUHAATICKUT. B
HameM ciydae (yHkuusi GetModuleHandleA, BbI3bIBA€TCS KOJOM, PACIIOIIOKEHHBIM MO aJpecy
1010295h, koTopeIii, Kak HETPYJHO YCTAaHOBUTb, NPHHAIJIECKHUT, CEKIMHM .aspacack — To ecTh
HETIOCPEJICTBEHHO camMoMy pacmakoBuiky u k OEP Hukakoro orTHomeHuss He HMeeT (ITOMHMO
pacmakoBiiuka, GyHkiuio GetModuleHandleA MOryT BBI3bIBATH M JUHAMHYCCKHE OMOIMOTEKH,
MOAKIII0YaEMble CTATHYECKOH KOMIIOHOBKOM, TO €CTh Yepe3 CEKLUI0 HMIIOPTA).

Brrxoanm u3 omnaguuka, Haxumas <Ctrl-D> no Tex mop, moka Bei3oB GetModuleHandleA
HE OKaXXEeTCSl BHYTPHU CEKLUH .text (eclu JeHb TONTaTh KJIABUATYpPy, MOXHO YCTaHOBHUTBH YCJIOBHYIO
TOYKY OCTaHOBa B cTwiie "BPM GetModuleHandleA X IF EIP < 0x1008000".

Ara! Bot, HaKOHEII, TOSBHJIIOCH YTO-TO TIOX0XKee Ha UCTHHY (_).

Pucynok 10 nogiaunnsblii Be13oB GetModuleHandleA u3 okpectHocreiit OEP

JlaHHBIH BBI30B AEHCTBUTEIBHO MOAIHHHBIA U, MpokpyunBas 3kpaH okHa CODE BBepx, Ham
ocTaeTcs BCEro JIMIIb HalWTH CTaHAapTHbIM nposor PUSH EBP/MOV EBP, ESP unu RET, KOTOPBIM
3aKaHYMBAETCs MpeAnIecTByomas npoueaypa. C BEICOKOH CTENeHbI0 BeposiTHOCTH 3T0 u Oyzner OEP,
Ha KOTOPYIO MOYKHO ITOCTAaBHUTh allIapaTHYIO TOYKY OCTaHOBA, 3aTE€M IIEPE3aIyCTUTL NPOrpaMMy €Ile
pa3 (He 3a0BIB IPU ITOM yNAIUTh TOYKY OCTaHOBA Ha GetModuleHandleA) U B MOMCHT BCILTBITHS
OTJIafuMKa cnenarb nporpamme paamim. Ilpy 3TOM cieayeT NOMHHTb, YTO JAJEKO HE Bcerja
GetModuleHandleA BBI3BIBACTCS HEIOCPEACTBEHHOTO W3 caMOro crapToBoro koxa! B wactHOCTH
DELPHI nomemaer GetModuleHandleA B ¢yHKkmmio @Sysinit@@InitExe$qgrpv, a BOT
OHA-TO YK€ U BBI3BIBACTCS CTAPTOBBIM KOJIOM! (_).

D10 3HauuT, yto JIs1 goctkeHus OEP, ¢ momenrta "moBimn" GetModuleHandleA Ham
NpUETCs PacKpyTHTh cTek (komanaa "STACK" B soft-ice), MOTHSBIIMCH HA OJUH WJIM JIBA YPOBHS
BBepX. Ho Ha CKOJIBKO KOHKPETHO MOJHUMATHCSA? UTOOB! OTBETUTH HA 3TOT BOIPOC, HAM HEOOXOAUMO
HCCIIeIOBAaTh COCTOSTHHAE CTEKa Ha MOMEHT BBI30Ba (haiiia.

Haem xomanmy "D ESP" ®m cMOTpuM (9YTOOBI [aHHBIE OTOOpakaluCh He OaWTamu, a

JIBOMHBIMHU CJIOBaMHU, HEOOXOAMMO cKa3aTh oTiaaquuky "dd"):

:d esp
0023:0006FFC4 77E87903 FFFFFFFF 0011F458 7FFDF000 YW X oo



tu *esp

0023:77E87903 E9470A0300 JMP 77EB834F

:u 77EB834F

0023:77EB834F 50 PUSH EAX

0023:77EB8350 E87A83FDFF CALL KERNEL32!ExitThread
:d fs:0

0038:00000000 0006FFE0 00070000 0006E000 00000000  «unveunneennnnn.
JIMCTHHT 5 cOCTOSIHME CTeKa Ha MOMEHT BbI30Ba (paiiia

Anpec 77E87903h (mmst HarMATHOCTH BBIEICHHBIH MOAYEPKUBAHHUEM), YKa3bIBACT KyIa-TO
BHyTps KERNEL32.DLL u komanga ("U *ESP") mo3BoiisieT y3HATh KyAa. Ara, 37€Ch PacIloiioKeH
Oe3ycioBHbII nepexon Ha PUSH EAX/CALL KERNEL32!ExitThread. To ects, Ha mpouenypy
3aBepmeHus nporpamMMel. Co Bpemen MS-DOS He Tak y)X B MHOTOe HM3MEHWIOCh. TaMm TOoXe Ha
BEpILIMHE CTEKa JIeXall aJpec BO3BpaTa Ha exit, IO3TOMY 3aBepluaTrbh paboTy MPOrpaMMbl MOXKHO HE
tonmpko 4epe3 API, HO u mpoctoit mHCTpyKImedn RETN. Ecnm ctex cOamaHCHpoBaH, OHa cpaboTaeT
npaBmibHO. Kcraty, napa agpecos Ha BepumHe creka 77E87903h/FFFFFFFFh no Gonu nHamomuHaet
TEPMUPYIONIHHA 00pabOTYUK CTPYKTYPHBIX HCKIIOYCHUH (TEPMHUPYIOMIUI — TO €CTh IOCICIHHNA B
[IENOYKe), KOTOPHIM OHA TI0 CYTH M ABISETCS MO0 CONEpKIMOe TBOWHOTO cioBa FS: [00000000h]
yKa3bIBacT Kak pa3 Ha Hee.

Cohopmynupyem emie oaHO npaBwio: npusnakom OEP  sagnsemcs  cumyayus
FS:[00000000h] == ESP && *ESP==77E87903h (ecTecTBEHHO, 3TOT aJpec BapbUpyeTcd OT
CHCTEMBI K CHCTEME M Ha Ka)XKJOH U3 HUX JOJDKEH BBIYUCIIATHCSA HHANBUAYAIBHO!).

KCTaTI/I, pa3 YK MBI 3aTPOHYJHN CTPYKTYPHBIC HCKIIOUYCHHA, HEC MCIHACT NMO3HAKOMUTHCA C
HUMH ntoOimke. TIpakTHdecky KaXIblii CTapTOBBIM KOA HAYMHAET CBOIO JIESTEINBHOCTh C YCTAaHOBKHU
CBOETO COOCTBEHHOTO (WIBTpa CTPYKTYPHBIX HCKIIOUYEHHWH, 3amuchiBasg B sf4eliky FS:0 HOBoe
3Ha4YeHHUE.

.text:01006420 55 push ebp ; € ucxomHaa ToOUuKa BXOXa
.text:01006421 8B EC mov ebp, esp

.text:01006423 6A FF push OFFFFFFFFh

.text:01006425 68 88 18 00 01 push dword 1001888

.text:0100642A 68 DO 65 00 01 push loc_10065D0 ; € "nHam" o6paboTunk
.text:0100642F 64 A1 00 00 00 0O mov eax, fs:0 ; € OepeMm cTapsli QUIILTP
.text:01006435 50 push eax

.text:01006436 64 89 25 00 00 00+ mov fs:0, esp ; € crTaBuM HOBHM QUIILTP

JIMCTHHT 6 yCTaHOBKA HOBOr0 (UJIbTPA CTPYKTYPHBIX HCKJIIOYEHUI B CTAPTOBBIM KoO/€

[TonpoGyem oTiIOBUTH 3TO coObiTHE?! A mouemy Obl M Her! ToJbKO HamO ydyecThb, YTO B
otimmaun oT API-QyHKIn#, MOMyCKaONMX yCTAaHOBKY TIO0ANBHBIX TOUYEK OCTAHOBA, TOYKA OCTaHOBA
Ha F'S: 0 JOMMKHA yCTaHABJIMBATHCS M3 KOHTEKCTA MOJOMBITHOTO MIPUIOKEHUSA. A KaK B HETO IOIACTh?

Heo6Xx0aMMO 1160 OCTAHOBHTHCS B TOUKe BXOJA B PAaclakoBIWMK (cM. Bpesky [CHICHGIENC
"), MO0 YCTaHOBHTH TOYKY OCTaHOBA Ha

GetModuleHandleA, HO0XAATbCA IIEPBOrO JIOXKHOI'O BCIUIBITHUS OTJIAAYUKaA, COBEPLUCHHOIO B
KOHTEKCTE Hauiezo TIPUIOXKEHHs (B IIPaBOM HIDKHEM YTy TOpHT notepad), 3aTeM yAaJIHTh TOYKY
ocraHoBa Ha GetModuleHandleA M yCTaHOBUTh TOYKY OCTaHOBa Ha QMWILTP CTPYKTYPHBIX
uckimoueHuii: "BPM FS:0". HeoOxomumo cpa3y MOIrOTOBUTh CE0Sl K 02POMHOM)Y KOJIUYECTBY
JIO)KHBIX CpabaThIBaHU (CTPYKTYpHBIC HCKITIOUECHHUS aKTHBHO HCIIOJIB3YET HE TOJIBKO PACIIaKOBIIHUK, HO
W cama OIepallOHHAs CHUCTEMa), M 4YTOOBl 3aKOHYHTh OTIAAKY [0 KOHIA CE30Ha, HEe0OXOIUMO
BOCIIOJIB30BAThCA YCJIOBHBIMHU TOYKaMMW OCTaHOBA, OrpaHHUYMB JWalla3OH Cpa6aTbIBaHHI>i oTj1ag4uKa
ceknueil .text. B Hamem cimydae aTo Oyzer BbIIAAeTs Tak: "BPM FS:0 IF EIP < 0X100800"
(mpenpIAyIIyl0 TOYKY OCTaHOBA IIEpel O3THM CJIeAyeT YIAIWTh), I0CHE€ Yero MOXKHO CMEJIo
OTHPAaBUTHCSI Ha KyXHIO M BapUTh ITAKETHBIH pHC, MOCKOJIBKY 32 KOMIIBIOTEPOM HaM JAENaTh yXKe
HEYero.

Pucynoxk 11 soBass OEP Ha 00pa0oT4nK CTPYKTYPHBIX MCKIIOYEHMIT

Jlaxxe HesamumeHHsli NOTEPAD.EXE BrIBanui OKHO oTiaguuKa ciycTs... 713.34 cexkyH/bI
(_), YTO HEMHOTWM Oojpmie 12 MuHYT. DTO XK€ meias BeYHOCTh s mporeccopa! ([ms
CHpaBKM: SKCIEPUMEHTH NpoBoawinck Ha VM Ware, 3amymeHHBIM MoA JApeBHHUM Pentium-
[T 733 MHz, coBpeMeHHBIE TIPOLIECCOPHI CIIPABISAIOTCS C ATOH CHUTyalmell HaMHOTO ObICTpee — Ha TO
OHH U COBPEMEHHEIE).



Ho kak Obl Tam HU OBLIO, MCXOJHAs TOYKA BXoJa HailjecHa! BoT oHa, pacmojioXeHHas MO
aznpecy 10006420h! Kak roBoputkcs, 6epu 1 Bi1acTByii!

no6o4HbIe IPGeKThl YIAKOBIIMKOB HUJIH No4eMy He padoTaeT VirtualProtect

OueBuIHO, YTOOBI PaCHaKOBBIBATh KOJIOBYIO CEKIHIO IPOTPaMMBI, YIAKOBIIMK JOJKEH NMETh
paspelieHre Ha 3amuch (OTCYTCTBYIOIIEE IO YMOJYAHMIO), a IO 3aBEpUICHUIO pACIIaKOBKH
BOCCTAaHABIIMBATh WCXOJHBIE aTpHOYTHI, 4TOOBI IporpaMma BBITJZENA TakK, Kak OyaTo ee He
ynakoBaju. [IoMUMO KOIIOBOW CEKIMHM, HEOOXOAMMO BOCCTAHOBHTH aTpUOyTHl cekiuu .rdata,
JOCTYIHOM, KaK M CIIEfyeT M3 €€ Ha3BaHMA, TOIbKO Ha 4reHWe. /i MaHumyssinuii ¢ aTpuOyramu
ctpanun;  Windows mpenoctaBiseT (yHKIMIO VirtualProtect. W 3T0 mpakTHYeCKH
€/IMHCTBEHHBIH IyTh, KOTOPHIM MOXHO 4TO-TO clenarb (He cuumras VirtualAlloc c duarom
MEM_COMMIT c xoTopbIM CBsi3aHa Ky4a MpoOiem).

JlormgHO TPEIIONOXUTh, 4TO (YHKIHMA VirtualProtect MODKHA BBI3BIBACTCS MOCTE
3aBEpIICHHs PacllakKOBKU B HEMOCPEACTBEHHOH Onm3ocTH oT nepenaun ynpasinenus Ha OEP. O3nauaer
Y 3TO, YTO YCTAHOBUB TOYKY OCTaHOBAa HAa VirtualProtect MHIL...

A Bot u Het! U3 Tpex Hayran B3aThIX ymakoBumkoB: ASPack, PE-Compact u UPX, Tompko
PE-compact BeBbIBa)I VirtualProtect uid MaHUIYIAIUHA ¢ aTpUOyTHl CeKIMH (1a U TO COBCEM
JUId APYTHUX IieJiel), a BCe OCTalbHbIe OCTAaBJIIM UX OTKPBITBIMHU Ha 3aIMCh JaXe MOCJe 3aBEepLICHUS
pacnakoBku! Bonutolee HapyiieHue crnienudukayui 1 HeyBaKeHHEe K HOpMaM XOPOILEero NOBeIeHHs!

/[a Bl cMOTpUTE Camu:

Pucynok 12 ucxoanbiii '"6;0kH0TE"

B neynakoBannom "biokxnote" (_) cexkuus .text MMeeT IpaBa Ha 4YTCHUE U
HCITOJTHEHUE (executable/readable/code), CEKIIHS .data - YTCHHE H 3aIHCh
(writeable/readable/uHunuanu3upoBaHHbple  JNAHHBIC), CEKIMS .ISIC - TOJBKO HA  YTCHHE
(readable/unnunanu3upoBaHublie gaHHbIe). Kopoye, Bce Kak B IPMIINYHBIX JOMaX.

Pucynoxk 13 "0g0kHOT", ynakoBanublii ASPack'om

Temeps ymakyem daitn ASPack'om. 3amycTiM ero u, DOKIABIIMCh OKOHYAHUS PACIIAKOBKU
(Ha 2KpaHe MOSBISETCA TIABHOE OKHO IPOTPAMMBI), CHIMEM C HETO IaMIl (d. Bor sto
Homep! Bce cexinu nmetot arpudyr C0000040h, To ecTh TakoH ke KaK y CEKIMU TaHHBIX — C ITPaBOM
Ha 3alMCh, HO 0€3 MpaB MCHONHEHMS. A BOT 3TO yXe Hexopomo! MaJio Toro, 4To B KOJIOBYIO CEKIIHIO
Terepb MOKET MUcaTh KTO YroJHO, TaK enie Ha npoueccopax ¢ NX/XD OGuramu daitn, 06padboTaHHbIH
ASPack'om ucronusarscst He Oyner!!! Cucrema BBIOPOCHT IpO3HOE MpENyNpPEXICHUE C HAMEKOM Ha
BUPYC U OOJBIIMHCTBO MOJIB30BATENICH MPOCTO COTPYT Takoi (haiiir OT rpexa Mmogaiblie, a 3TO 3HAYHT,
YTO CO37aTelb YHAaKOBAHHOW MpPOTpaMMBbI IOTepsieT KIHEeHTa (M MPaBWIBHO — HE 3a4eM ObLIo
makoBath!). K ToMy Xe, B mamsATH moO-TIpekHeMy OonraroTcs cekmmu .aspack u .adata xoTopsie
VIIaKOBIIHMK HE YIOCYKIICA "MOMIUCTUTE" . DTO, XOTh K HE CMEPTEIbHO, HO BCE-TaKH HE aKKypaTHO.

Pucynok 14 "6a0oxHoT", ynakoBanusblii PE-compact

A BoT PE-compact npenoJHOCUT HaM HACTOSIIUI CIOpIpU3 (_)! Cexiun .text u
.data 00beIMHEHEBI B OJITHY OOJIBIIYIO CEKITUIO c aTpudyTamu
(executable/readable/writeable/code/MHuIIMaNN3UpOBaHHbIE JaHHbBIC), a CEKIMs .ISIC, KOTOpas He
no/okHa (rmo crerdukanyu!) UMETh IpaBa Ha 3aluch, €0 BCe-Taku MMeeT. Kak roBOpHThCH, ¢
Oapckoro rieda HUYEro He Kalko. 3aTo cBOM coOCTBeHHBIE cekiuu PE-compact momumimaer BeckMa
aKKypaTHO.

Pucynoxk 15 "6aoknor", ynakosanusiii UPX'om

Yro ke kacaercs UPX'a (_), TO B IIeJIOM OH JBHXKeTcs mo mytu PE-compact'a:
KOJIOBYIO CEKLIMIO C CEKIMH NaHHBIX OH He OO0beAWHSET, HO aTpUOyThl MM Ha3HAa4yaeT Te )K€ Camble
(dTeHMEe/3aMNCh/UCTIONHEHKE), B TOOABOK KO BCceMy "3a0biBast" BEPHYTh UM HCXOIHBIC UMEHA (KOTOPHIC
BIIPOYEM, HUKTO He IpoBepseT). MckiitoueHne coBceM CEeKIHS .ISIC — HEKOTOPBIE IIPOrPaMMBbl TEPSIIOT
CIIOCOOHOCTH HAXOJWUTh PECYPCHI, €CITH 3TAa CEKIUs Ha3BaHa KaK-TO MHAYE.

Bepaukr — Bce ynmakoBIMKHM ragocte! Hu oaMH H3 HHX He COOTBEeTCTBYeT
cnenuukanusaM Ha PE-¢daiii, 3aT0 modounbix 3¢ (dekToB 0T ynakOBKH — XOThb OTOaBJIsAi!



(yAMBHTEJbHO KAK YNAaKOBaHHbIe (aiiibl eme yxurpsilores padorarh). Otcrona —
YCTAaHABJIUBATH TOUKY OCTaHOBA Ha VirtualProtect HMKaKkoro cMbicia HeT.

KOJI 3HAUCHHE
00000004h 16-0uTHBIE CMENTEHU KOIa

00000020h code

00000040h MHHUIMATU3UPOBAHHBIC TaHHBIE

00000080h HEHMHUIIMAJIN3UPOBAHHbIC JaHHbIC

00000200h KOMMEHTApHH WM JIPyTasi BCIOMOTaTeNnbHasi HHGopMamus
00000400h oBepIei

00000800h He MOAJISKUT 3arpy3Ke B IaMsTh

00001000h Comdat.

00500000h BBIPABHUBAHHE 110 YMOJYAHUIO

02000000h MOXKET OBITh BEIOPOIIIEHO W3 MaMATH

04000000h not cachable.

08000000h not pageable.

10000000h shareable

20000000h executable

40000000h readable

80000000h writeable

Tab6auna 1 pacmnpposka arpudyros cexunii PE-gaiina

YHHUBepcaJbHblil npuMeM noucka OEP, ocHoBaHHbII Ha 0ajlaHce cTeka

Bot MBI 1 TOZOOpaNKCh K caMOMy MHTEPECHOMY M YHHBEPCAJIBHOMY CIIOCOOY OIpPEACICHHS
OEP, KkoTophlii K TOMY J>K€ JIETKO aBTOMAaTH3WpOBaTh. YMAKOBIIMK (IaXe €clIM 3TO HE COBCEM
KOPPEKTHBIM YIAaKOBIIMK) MPOCTO 00s3aH MOCJIE PACIIAaKOBKH BOCCTAHOBHUTH CTEK, B CMBICIIE BEPHYThH
peructp ESP Ha ero 3akoHHOE MecTO, yKasblBalolllee Ha IEPBUYHBIA (QHUIBTP CTPYKTYpPHBIX
UCKITIOUYEHHH, YCTaHABIMBAEMbII CHCTEMOH 110 YMOIYaHUIO ( ). HekoTopsle ynakoBIuKu
eIl BOCCTAaHABJINBAIOT U PETHCTPBL, HO 3TO YK€ HE0Os3aTEeNbHO.

Bozbmewm, k mpumepy, ToT ke ASPack u mocMOTpuM B €r0 HaYasio (_):

tu eip

001B:01010001 60 PUSHAD ; COXPaHMTb BCE PETMUCTPE B CTEKe
001B:01010002 E803000000 CALL 0101000A ; ompenenmTb Tekyumit EIP
001B:01010007 E9EB045D45 JMP 465E04F7 ; cnpsaTanHele JMPS/POP EBP/INC EBP
001B:0101000C 55 PUSH EBP 7\ "oMmynaumsa" KOMAaHIE
001B:0101000D C3 RET ; / jmp 01010008h

JInctuHr 7 Touka Bxoaa B pacnakoBmuk ASPack

3ameuarensbHo! IlepBas ke KOMaHAa COXpaHSET BCE PErucTphl B cTeke. OYeBHIIHO, YTO
HETIOCPECTBEHHO Tmepe mepemadeit ynpasieHus Ha OEP oHu OyayT BOCCTaHOBJIGHBI KOMaHJIOM
POPAD, BBIIIOJIHEHUE KOTOPOW OYEHb JIETKO OTCIEAUTH, YCTAHOBUB TOUYKY OCTAHOBA Ha JBOWHOE

CJIOBO, JIeXKalllee BbIILIEC BEPXYIIKH cTeka: "BPM ESP - 4",
Pe3ynbTaT npeBOCXOAUT BCE 0KUIaHUS (_):
001B:010103AF 61 POPAD ; € Ha 3TOi KOMaHIe OTJAaIuMK BCIJIEHBAET
001B:010103B0 7508 JNZ 010103BA (JUMP )
001B:010103B2 B801000000 MOV EAX, 00000001
001B:010103B7 C20C00 RET 000C
001B:010103BA 6820640001 PUSH 1006420 ; € ampec OEP
001B:010103BF C3 RET ; € nepepaua ynpaesnenuss Ha OEP

Jluctunr 8 nepenaya ynpasienus Ha OEP

PacmakoBaB nporpammy, ASPack 3a00TJIMBO BBITAIKMBAET COXPAaHEHHBIE PETHUCTPhI U3 CTEKA,
BBI3bIBasl BCIUIBITHE OTJaJUMKa W MBI BHJIMM TPHUBHAIBHBIN KOJ nepeparomuii ymnpasieHue Ha OEP
"knaccuyeckuMm" criocoboM uepe3 PUSH offset OEP/RET. Ilomck MCXOQHOM TOYKM BXoja He
3aTpaTHi U aecatka cekyHa! Hy pa3se He kpacora?!

A Tteneps BozbpMeM UNX 1 mpoBepuM, yIOacTcs JIM HaM NPOBEPHYTH 3TOT TPIOK M HaJ HUM?
Benr MBI ke IpeTeHayeM Ha YHUBEPCANBHBINA IpuMeM!




001B:01011710 60 PUSHAD ; COXpPaHMUTB BCE€ PEeIrMCTPH B CTeKe

001B:01011711 BEOOD0O0001 MOV ESI,0100D000
001B:01011716 8DBEOO40FFFF LEA EDI, [ESI+FFFF4000]
001B:0101171C 57 PUSH EDI

JInctunr 9 rak HaunHaerca UPX

Bor on, yxe 3HaKoMbIif HaM PUSHAD (_), COXpaHSIOINI BCE PETUCTPHI B CTEKE
1 BOCCTAHABJIMBAIOIMN UX HEMOCPEACTBEHHO IEpeN Nepenadeit ynﬁaBneHml Ha OEP. [laem xomaHzmy

"BPM ESP-4" 1 BBIXOAUM M3 OTJIaJ4HKa, IIOKA OH HE BCILIBIBET ):
001B:0101185E 61 POPAD
001B:0101185F E9BC4BFFFF JMP 01006420 (JUMP 1)

Jluctunr 10 tak UPX nepenaer ynpasienue na OEP

A Bot n omimmuust! Ilepenaua ynpasneHus ocymecTBiaseTca koMmanaoid JMP 1006420h, rae
1006420h — ucxoxHas Touka Bxoja. [loxoxe, 4TO BCe yNakOBIIMKH pabOTAIOT MO OJHOMY U TOMY K€
AITOPUTMY U JIOMAIOTCS C PEAKTUBHONW CKOPOCTHIO.

Ho He 6yznem cmemnts. Bozbmem PE-compact u npoBepum CBOIO I0TaIKy Ha HEM.

001B:01001000 B874190101 MOV EAX,01011974
001B:01001005 50 PUSH EAX

001B:01001006 64FF3500000000 PUSH DWORD PTR FS:[00000000]
001B:0100100D 64892500000000 MOV FS:[00000000],ESP

Jluctunr 11 Touka Bxoaa B (aiiy, ynakosanusiii PE-compact

[Toxo neno (_)! PE-compact HHKakuX pPErdcTPOB BOOOLIEC HE COXpAHSCT, a
PUSH EAX WHCIONB3yeTCS TONBKO 3aTeM, YTOOBI YCTaHOBHTH CBOW 00pabOTYHK CTPYKTYPHBIX
uckimoueHuid. TeM He MeHee, HA MOMEHT 3aBEpLICHHsI PACHaKOBKU yKa3aTelb CTeKa JOJDKEH OBITh
BOCCTaHOBJICH, CJICIOBATEIbHO, TOUKA OCTaHOBA Ha "BPM ESP-4" Bce-Taku MOXKET cpaboTaTh. ...

001B:77F8AF78 FF7304 PUSH DWORD PTR [EBX+04]
001B:77F8AF7B 8D45F0 LEA EAX, [EBP-10]
001B:77F8AF7TE 50 PUSH EAX

Jlnctunr 12 neppoe cpadaTbiBaHHe TOYKH OCTAHOBA Ha esp-4

Tak, Hy 3TO CcpabaTbIBaHue (_) sBHO sieBoe (cyns no EIP, panomy 77F8AF78h,
Mbl Haxogutes rae-to BHyTpru KERNEL32.DLL, ucnone3yiomuM cTek A HYK] POU3BOJICTBEHHOM
HeoOxoaumoctn), gaBuM <Ctrl-D> He xenas 31ech O0JIbILE 3aJePIKUBATHCSL.

001B:010119A6 55 PUSH EBP ; € oTa KOMaHpa BHSBHBaeT BCIUIHNTHE
001B:010119A7 53 PUSH EBX
001B:010119A8 51 PUSH ECX
001B:010119A9 57 PUSH EDI

JIncrunr 13 Ky3smuu?! I'ie-to 3to s1?

Crnenyrolee BCIUIBITHE OTIaTIHKa (_), HUYYTh HE 0O0JIee OCMBICICHHOE, YeM
npesbayinee. SICHO TONBKO OMHO: B CTEK 3araikuBaetcs peructp EBP Bmecre ¢ kyuweir apyrux
peructpoB. Cyjs MO BCeMy, 3TO PACIAKOBIIUK COXPAHSET MX C OJHOH JIMIIh €My BEJIOMOM IENBI0.
Haeum <Ctrl-D> u x1em Jaibliie — 4TO HaM €IIe MOKaKyT?

tu eip-1
001B:01011A35 5D POP EBP
001B:01011A36 FFEO JMP EAX (01006420h)

Jluctunr 14 nepexox na OEP

A BOT Ha 3TOT pa3 (_) Ham nosesno! Peructp EBP BeiTankuBaercs U3 creka u
BCJI€ 3a 3THMM OCYIICCTBIISICTCS IIEPEXOJ Ha OEP IOCPEACTBOM KOMaHAbl JMP EAX. Mgl Bce-Taku
nocturim ee!!! BoT Tonbpko JI0kKHBIE cpabaThIBaHMsI HAMPATAIOT. DTO MBI, OMBITHBIC XaKepPhbl, MOXKEM
"BU3yanpHO" OTIMYMTH TAe mpoucxonuT nepenada Ha OEP, a rme mer. C aBromaruzaiiueil B 3TOM
IDTaHE 3HAYUTENBHO CIIOKHEE — Y KOMITBIOTEpa MHTYHIUS OTCYTCTBYET HAIpPO4Yb. A BEIb MBI BCETO
JUIIE Pa3BIIEKaeMCs C IaBHO ITOOEXKICHHBIMHU YTAKOBIIUKaMHU... [Ipo 60pp0y ¢ MpOTeKTOpaMu pedb
elle He ufer.

Bosemem Oomee cepbesHbii  ymakoBmuk FSG 2.0 by bart/xt (http://xtreeme.prv.pl/,
http://www.wasm.ru/baixado.php?mode=tool&id=345) u HauHEM €ro MbITaTh.



001B:01000154 8725B4850101 XCHG ESP, [010185B4]

001B:0100015A 61 POPAD
001B:0100015B 94 XCHG EAX,ESP
001B:0100015C 55 PUSH EBP
001B:0100015D A4 MOVSB

JlucTunr 15 MHoroodemapmas Touka Bxoaa B ynakosumuk FSG

PasouapoBanne HaunHaetcsh B nepebix ke komarnn (ERNMIMGINNEN). FSG nepenasnauaer
peructp ESP u xots 4epe3 HeKOTOpoe BpeMsi BOCCTaHABIMBAET €r0 BHOBb — 0CO0OW PajocT HaM 3TO
HE JOCTaBJIAET. YMAaKOBIIMK OYEHb MHTEHCHBHO HCIOJB3YeT CTEK, IO3TOMY TOUKAa OCTaHOBA Ha
"BPM ESP-4" BblJaeT MUJUIMOH JIOKHBIX CpabaThIBaHUH, MpUYeM OOJIBIIMHCTBO U3 HUX OTHOCSTCS K

ikt (CECRMNG ):

001B:010001C1 5E POP ESI
001B:010001C2 AD LODSD
001B:010001C3 97 XCHG EAX,EDI
001B:010001C4 AD LODSD
001B:010001C5 50 PUSH EAX
001B:010001C6 FF5310 CALL [EBX+10]

JInctuHr 16 gpparmeHT Koa, FeHEPUPYIOLIHIA J105KHbIe CPA0ATHIBAHUSA TOYKH 0CTAHOBA

Heo6x0a1Mo BHECTH KaKoe-TO AOTOJHUTENBHOE YCIIoBUE (K CHacThio, soft-ice moanepxuBaer
YCIIOBHBIC TOYKH OCTaHOBA!), aBTOMAaTHYECKH OTCEHUBAIOIIEE JIOKHBIC CPa0aThIBAHUS HIH XOTS ObI UX
gacte. [laBaiite momymaem! Ecnmm cTapTOBBIM KOJ YIIaKOBAaHHOM IPOrpaMMBl HAYWHACTCA CO
CTaHIapTHOI'O mnpoJiora THUIIA PUSH EBP/MOV EBP,ESP, TO TOYKa OCTaHOBa
"BPM ESP-4 IF * (ESP)= = EBP", orceerT Ky4y Mycopa, HO.. IpH 3TOM, OHa Oyzaer
cpabaTbIBaTh Ha JIO0OOM CTaHJAPTHOM IIPOJIOTE€ HYJIEBOTO YPOBHSI BIIOXKEHHOCTH, a BO-BTOPBIX,
yIaKoBaHHAs MPOTpaMMa MOXKET MMETh ONTHMH3MPOBAHHBIA Hpojor, B KotopoM peructp EBP ne
HCIIONIB3yeTCH.

A BoT gpyras uues: jomyctuMm, ympasienue Ha OEP  mepemaercs  uepes
PUSH offset OEP/RETN, TOrfa Ha BEpIIUTE CTEKa OKa)XeTCsA aJpec BO3BpaTa, YTO OMSATh-TaKU
JIETKO 3alporpaMMHPOBATh B YCIOBHOM TOUKe ocTaHOBA. Ellle ympaBineHne MOXKET MepeiaBaThCs 4epe3
MOV EAX,offset OEP/JMP EAX, 94TO TaKXe JIETKO MPOKOHTPOIHPOBATH M OTCICIUTH, HO BOT
npotuB "mpsAmbIX" koMaHAa JMP offset OEP wmnmu JMP [OEP] YyCJIOBHbIE TOYKH OCTaHOBA
6eccunbHbEl. K TOMy jk€ CIMIIKOM MHOTO BapHaHTOB Homydaercs. [loka ux mepebepems... JIoxHbIE
cpabatpiBanus Hen30OexHbI! [lonpoOyiite moBotoiite ¢ FSG... B Kakoi-TO MOMEHT KakeTcs, 4YTO
peLIeHus HeT, ¥ Hallle JeJo Tpy0a, HO 3TO He Tak!

Bce wu3BecTHBIE aBTOpY YHAKOBIIMKHM (M 3HAYMTENbHAs 4YacTh IPOTEKTOPOB) HE JKelas
nepeMenInBaTh ce0si ¢ KOJOM YIIaKOBBIBAEMOM MPOrpaMMBbl, Pa3MEIaeTcsl B OTJACIbHON CeKIMHU (MIIN
BHE CEKIIMH), PACIOJIOKEHHOI 10O mepes ynakoBbIBaeMOH Mporpammoi, nmbo mocie Hee! Koo
YNaKkosuWuKa cocpeoomoyen ¢ 00HOM ONpedeneHHOM mecme (HeCKONbKUX Mecmax) u HUKoz20a He
nepecekaemcs ¢ K00om pacnarkoewvieaemoil npozpammot! Bpone 661 oueBuanbli (akT. CKOIBKO pa3
MBI IIPOXOAWIIM MUMO HETO, Ja)Ke HE 3ayMbIBasICh, UTO OH NH0O360J1A€M AGHOMAMU3UPOEANb RPOUECC
noucka OEP!

BsrusieM Ha kapTy mamsti eme pa3 (SR :

MAP32
NOTEPAD-fsg 0001 001B:01001000 00010000 CODE RW
NOTEPAD-fsg 0002 001B:01011000 00008000 CODE RW

JIuctunr 17 1Be ceKMU yNAaKOBAHHON MPOrpaMMbI

MpbI BUIIUM JIBE CEKILIMHW, MPUHAAISKAIIME YIIAaKOBaHHOW mporpamMe. Cam uepT He MONMET
Kakasl M3 HUX CEKIIMS KOZa, a Kakasl JaHHBIX, TeM 00Jjiee YTO JOJDKHA OBITh €Ile OJHA CEKIMS — CEKIUs
pecypcoB, HO KOBAapHBIM yIMAaKOBIIMK KaKUM-TO 00pa3oM CKOMOMHHPOBAI HX OPYT C APYTOM, U MBI HE
3HaeM KakuM, BIPOYEM KOJ CaMOI0 PaclaKOBLIMKA, KaK Mbl YK€ BHJEIH, COCPEAOTOUYEH B panoHE
aapeca 10001xxh, To €cTh OTACTHHOMN CEKINH TS ceOs OH CO3/1aBaTh HE CTal.

YT0OBI OTCEATH JIMITHUE BCIUIBLITUS OTIAAUNKA, MBI COCPEIOTOUYMMCS Ha JUATa30HE apecoB,
MPUHAJISKAIMX YIIAKOBAHHON MpOrpaMMme, TO €CTh OT Havajla epBOM CEKLMU 0 KOHIIA MOCJIEAHEH,
ABTOMATHYECKH KOHTPONHUpYs 3HaueHne peructpa EIP Ha kakmom cpabaThIBaHUH TOYKH OCTAHOBA.

B manHOM ciydae, yclioBHas TOYKa OCTaHOBA OyNIEeT BBITIISIETH TaK (_) :

BPM ESP-4 IF EIP > 0X1001000 && EIP < 0X1011000



JIncrunr 18 "mMarndeckasi" nocjiefoBaTeIbHOCTh, NpUBoAAascs Hac k OEP

HeBepOHTHO, HO MocJI€ NpOAOJIKHUTECIBHOIO MOJYaHU (a OH H 6yz1eT MOJI4aTh, B€Ib CTCK
PpacnakoBIINKOM I/ICHOHBSiCTCﬂ O4YCHb I/IHTCHCI/IBHO), OTJIaJUUK HCOXHIAHHO BCIIJIBIBACT

HenocpeacTBeHHO B OEP ( )!

001B:01006420 55 PUSH EBP

001B:01006421 8BEC MOV EBP, ESP
001B:01006423 6AFF PUSH FF

001B:01006425 6888180001 PUSH 01001888
001B:0100642A 68D0650001 PUSH 010065D0
001BR:0100642F 64A100000000 MOV EAX,FS:[00000000]
001B:01006435 50 PUSH EAX

001B:01006436 64892500000000 MOV FS:[00000000],ESP

Jluctunr 19 OTCIOAA HAYUHACTCH paCHaKOBaHHLIﬁ KO/ MCXOAHOM nmporpamMmmbl

@anractukal!!! A Benp FSG manexo He caMblif c1a0bIii yIIaKOBIIUK, (PaKTHYECKH TPAHUIALITHA
¢ nporexkropamu. OxnHako, nanHas Meroanka noucka OEP mpuMennma u k mporekropaMm. Breipemsem
CEKINH, TIPUHAJUICKAIIIE YITAKOBAHHOW IPOTrpaMMe, U YCTaHABIMBAEM TOUYKY OCTaHOBAa Ha ESP - 4
B HMX TpaHunax. Jlaxe eciu CTapTOBBIA KOJ HCIOJB3YeT ONTUMH3HUPOBAHHBIA IMPOJIOT, MEPBEIA ke
peructp (JIOKanbHas MMEepeMEHHas) 3aTajKHBacMas B CTCK, BHI30OBET cpabaThiBaHHME OTiIafguuka. Eciu
Mbl monajieM He B camy OEP, To Oynmer rae-to oueHb-O4YeHb OJIM3KO OT Hee... A HaWTH Havaio
ONITUMH3MPOBAHHOTO TIPOJIOTA MOYKHO W aBTOMATOM!

Takum 00pa3oM, MBI MOJlydaeM B CBOM PYKM MOIIHOE OpY’>KHE€ MHOTOIEIEBOTO AEHUCTBHS,
KOTOPOTO JIETKO peanm3oBaTh B BUie uiarmHa K LordPE, IDA Pro wmm caMOCTOSATENEHONW YTHIIUTEI.
(Paspabomuuxkam ynaxKosuwjukoé Ha 3AMEmKY: 4moObl OClIenumsv 3MOm dAN2OPUmM, HUK020d He
omoensiime KOO pacnakoswuka om Kood npozpammul! nepemewiugatine ux 6 Xaomu4Hom nopsioke Ha
manep "wmschoeo pyrema", mozoa onpedenimoe OEP no oannou memoouxe yice He NOLYUUMbCS, HO
MemoouKu, ONUCAHHble 8blile, NO Npexchemy Oyoym pabomams, eclu, KOHEYHO He NPeOnpuHAmbs
NPOMUB HUX ONPEOENEHHBIX YCUTULL).

>>> gpe3ka Ymo deslamb ecsiu omsia04vyuK npocKakueaem
MOoYKy exo0a 8 pacrnakosujuk

bepem wucnonusemblit ¢aiin, 3arpyxaem ero B NuMega SoftICE Symbol Loader,
BHUMATEJIBHO YOEAMBIIHCH, YTO Topsyas jammouka ommms "Start at WinMain, Main, DIIMain"
aKTHBUPOBaHA (_), HO... [Ipu mombiTKe 3arpy3Kd MOPOrpaMMbl OTJIAAYMK KOBApHO
MPOCKaKNUBAET TOUKY BXO/Ia, IOJHOCTBIO YTPAuMBasl yIPaBJICHHE U KOHTPOIIb.

Pucynok 16 cuMBOJIBHBIN 3arpy34HK. XOPOIIasl MITYKA, HO He Bcerjaa padoraomasn

OTO M3BECTHBIA IMIOK soft-ice, ¢ KOTOpPbHIM OOpIOTCS MO BceM HampaBieHusM. Camblid
TIOMYJISIPHBIA (HO HE caMblif Jrydmnid) croco6 3axumodaercs Bo BHexpeHuu INT 03h (CCh) B Touky
BXO/Jia ITpOIrpaMMBlI.

bepem PE-aiin, oTkpbiBacM ero B hiew'e, Haxxumaem <enter™> Iuist mepexoja B hex-pexum,
teneps <F8> (header) u <F5> (mepexon k Touke Bxona B (aiin mnu cokpamerao EP, ve mytats ¢ OEP,
KOTOPYIO HaM eIlle IPEeACTOUT HaWTH). 3allOMUHAEM COJEpKUMOoe OaifTa moJ KypcopoM (3alliuChIBaeM
Ha OyMaXkke), IepexoJuM B pexXuM pepaktipoBanue no <F3> n mumem "CC". CoxpaHsieM W3MEHEHHS
o <F9> u BeixomuM. B camom soft-ice 1omkeH OBITH IPEIBAPUTEIFHO YCTAHOBICH PEKUM BCIUIBITUS
no INT 03 (komanna "I3HERE ON").

3amyckaem mporpamMMy (IpocTo 3amyckaeM 0e3 Besakux Tam loader'oB) u... momagaem B soft-
ice, KOTOPBIIl HEPEMEHHO TOJDKEH BCIUIBITh, MHAYE 3/IECh YTO-TO CHIIBHO HE Tak. Temepb HE0OX0anMo
BEPHYTh WCIPABICHHBIN OaliT Ha MecTo. DTO JeNaeTcs Tak: JaeM KoMmaHay "WD" s oToOpakeHUs
OKHa Jamra (eciii TOJIbKO OHO Y)K€ He O0TOOpakaeTcs Ha dKpane), 3areM "DB", uTo0bl OTOOpaXKeHHE
nuio mo OaiiTaM (HaYMHAIONMM — Tak yaoOHee) W roBopuM "D EIP-1". MuHyC OAWH MOSBHICS
0TTyAa, uTo soft-ice ocranasnuBaetcs nocne CCh, ysennuusas EIP Ha enunniy. /laem xomanny "E" u
penaKkTUpyeM aMIl B MHTepakTUBHOM pexknMme MeHsst "CC" Ha "60" (duncno, 3anucanHoe Ha OyMaxkke).
Ocraercsi  TonmbKO  ckoppektupoBats  peructp EIP, 49ro  ocymecTBisercs  KOMaHIOMH:
"R EIP = EIP - 1". Bce! Komanma "." (Touka) OOHOBISIET OKHO IU3acceMOiiepa mepeMenias Hac
B TEKYIIyIO HO3UIUIO. Teneps MOKHO OT/IaXKHBaTh!



Mennenno? HeynoOno? Kyua numnux omeparuit? Omnepamnuy — 3TO €pyHAA, UX MOXKHO
"moBecuTh" Ha  Makpocel (0naro, YTO OHM  OJHOTHIIHBIC), XYyXKE, UYTO HEKOTOPHIC
YIaKOBIMKH/TIPOCKTOPHl KOHTPOJHMPYIOT IIEIOCTHOCTH (aiiia, OTKa3bIBasCh 3allyCKaThCS €CIU OH
n3MeHeH. Kak ObITh TOrma?

A BOT BTOpoW cmocob. ['opa3mo Oomee smeranTHBIA. 3arpykaem mporpaMMmy B hiew,
nepexoJuM B hex-pexxum, xxmeM <F8> u BbIUMCIIsiEM afpec TOUKH BXoJa MyTeM ciokeHus Entrypoint
RVA (B namem cmywae — 10001h) ¢ Image Base (B namem ciygae 1000000h). IMomywaercs
1010001h. Ecriu cuntath JIeHb, MOXKHO IIPOCTO Haxath <F5>, aTo0bI hiew mepeHec Hac B TOYKY BXOJa,
coo0IIMB ee aapec (0JIHAKO, 3TO HE CpadaThIBaeT HA HEKOTOPHIX 3alUIICHHBIX (aiiax ¢ MCKaKeHHON
cTpykTypoii 3aromoska). OK, anpec EP momyden. BrizbiBaem soft-ice mytem Haxkatus va <Ctrl-D> u
yCTaHaBJIMBAaeM TOUYKY OCTaHOBa Ha s00yio API-dyHKIMIO, KOTOpPYIO BBI3BIBAET Halla Iporpamma
(oTkyma — HE CyTh BaXXHO). ot10 MOXET OBITH u GetModuleHandleA
("BPX GetModuleHandleA") u CreateFileA — na Bce uyTo yromHo! Beixommm u3 soft-ice u
3amyckam Hamry nporpamMy. OTiaguuk BCIUIBIBaeT Mo Touke octaHoBa Ha API. Yoeausmmch, uro
MIpaBbIii HIDKHUM YTONl OTpakaeT MMs HaIIero mporecca (€clu HET, BBIXOAMM M3 soft-ice m xaem
CJICAYIOLIETO BCIUIBITUS), YCTAHABIMBAEM alllapaTHYI0 TOYKy ocTaHoBa Ha EP, ormaBas xomaHmy
"BPX 0x1010001 X", rme — 0x1010001 agpec Touku Bxoma B PE-¢aiin. Berxogum u3 soft-ice u
nepesaryckaem IporpaMmy. hint: soft-ice 3amoMuHaeT ycTaHOBJIEHHBIE TOUKHM BMECTE C KOHTEKCTOM
OTJIXKMBAEMOW MPOTrpaMMbl M HE yJajseT UX Jaxe Iocie ee 3aBepiieHus. [Ipu moBTopHOM (M Bcex
MOCJIEIIONIMX) Tiepe3arnyckax, soft-ice Oyaer mocnyiHo ocraHaBiuBarbesi Ha EP B Touke ocraHoBa.
Hy pasBe 310 He 3m0poBO?!

Buumanue! [uuamuueckue Oubnuomexu, CmMamuiecku CKOMHOHOBAHHbIE C NPOSPAMMOL,
nonyuaiom ynpaegienue 00 EP!!! Omo noszeonsem sawumam npeonpunsame Hekomopule Oelicmeus euje
00 Hayana omnadku! Ilosmomy, ecau umo-mo udem He Max, NepebIM O€IOM Nposepbhie KOO,
codepacawutics ¢ DIIMain écex ounamuueckux 6ubnuomex.

3aKJ/1l0o4eHue

Bor Mb1 m Haymwmce Haxomuth OEP! Ocraercs camas MamocTe — COpPOCHTBH aMII
mporpamMmbl Ha Jck. Ho 3mech He Bce Tak NPOCTO, KaKk MOXKET II0Ka3aThcs BHAa4yaje W MHOTHE
YIAKOBIMKH/TIPOCKTOPBI 3TOMY BCSUECKH CONPOTHUBIIIIOTCS. B cienyromeii crarbe MbI ITOKaXeM Kak
pean30BaTh YHUBEPCAJIBHBIA Jamiep, OOXOMIIIMA B TOM 4YHCIEC M TNPOJBHHYTHIH MEXaHH3M
JMHAMHYECKOW IUQpOBKH, n3BecTHBIH mon uMeHeM CopyMemll — 3To korma Bcs mnporpamma
3amu(ppoBaHa U OTAEIbHBI CTPAHUIBI MAMATH pPacIIM(POBBIBAIOTCS HEMOCPEACTBEHHO IEpen HX
yIOTpeOICHUEM, a TOTOM 3alIH(POBBIBAIOTCS BHOBB. Tak jk€ Mbl KOCHEMCSI BOIIPOCOB BOCCTAHOBJICHHUS
TaOIUIIFI IMITOPTA U TIOTOBOPHM IO pacmakoBky DLL.

B koHeuHOM cueTe, MONYYHTCS MOUTHBIN TEHETHYECKWH PACIaKOBIIMK, OOXOISIINA Bcex
CBOMX KOHKYPEHTOB.



