reHeTU4eCKumn pacnakoBLWUUK CBOUMU PYKaMU

KPHC KacIllepCKH apreHTHHCKUI 00JI0THBII 600ep nezumi el raton aka HyTpsSK UOH MBILIBX, no-email.

TAHHAsl BepcHsi MPeHa3HAYeHA J1JIsi BHYTPEHHEIr 0
DeEH3NPOBAHNS! HE I

nepBoe, 4YTO [eJjiaeT Xxakep ### uccienoBaresb Koraa 0epeT B PYKH INporpaMmmy:
CMOTPHT YNIAKOBAaHA OHA MJIM HET, U TYT ’Ke 0eKUT HCKATh MOAXOASIIIMI PacaKOBIIHUK,
MOCKOJIBKY, 00JbIINHCTBO MPOrpaMM BCe-TAKH YNAKOBAHbBI, 2 TOTOBbIE PACNAKOBIINKHU
eCTh He /Il BceX. 00001HMB CBOIi ONBIT, MBIIIbX NMpeAiaraeT ajJropuT™M YHUBEPCAJILHOI0
PACNaKOBINHKA, '"CHUMAIOLIEro' aaxe CJIOXKHbIE MOJIUMOP(HBIC MPOTEKTOPHI.

geedeHue

Kak xutpo s Bac obmamyn! Hu o reHax, HM O XpOMOCOMax pedyb 3/eCh HE HJET.
HckyccTBEHHBIH MHTEIUIEKT OTABIXaeT Ha 33JBOPKax HCTOPHHU. genetic — B MEPeBOAE C IPEUYECKOro
"oOmmii". T'eHeTHMUecKMil pPacHaKOBIINK — YHHBEPCANBHBIA pPACHAKOBIIMK OOMMH s BCeX
yIakoBIIMKOB/MpoTekTopoB. Keratn rosops, "General Motors" 3To He "nBuratenu s reHepajioB', a
nmeuratenu BooOre. [louyBcTBYiiTE pasHUILy!

Tak o uem ke Mbl Oynem roBopuTh? Bce Goubiie 1 OoJbllie MPOrpaMM PaclpoCTpaHsieTCsl B
YIIaKOBaHHOM BHJIE, U COBCEM HE IOTOMY YTO TaK OHHM 3aHMMAIOT MEHBIIE MECTa MM YCKOPSIOT
3arpy3Ky, Kak 3TO 00eIaioT pa3padOTUMKH YIIAaKOBIIMKOB (Ha CaMOM JieNe, YIaKOBaHHAs Mporpamma
NPUBOAMT K 3HAYMTENHLHOMY MEpepacxoay MaMsTH U TOPMO3UT CHUCTEMY. IOJPOOHOCTH —B CTaThe
"MaKoBaTh WM HE IAKOBaTh", IEKTPOHHYIO KOIMIO KOTOPOH MOXKHO OECIIaTHO CKayaTb C MOETO
MBIIIBXUHOTO ftp://nezumi.org.ru). YCIOKHUTE B3JIOM, 3aTPYJHUTH aHAIN3 — BOT UL 9€Tr0 Ha CaMOM
JieJIe UCTIONB3YIOTCS YIAaKOBIINKH, B KOHEYHOM CUETE TPEBPATUBILHUECS B TPOTEKTOPEI.

OnHO ¥ TOXE OpYXKHE UCTIONB3yeTCs Kak MPOTHUB XaKepoB, TaK U JIETAIbHBIX UCCIIEOBATENICH.
Bupychl, 4epBH, TpOSHCKME KOHM NpPAaKTHYECKH Bcerja o0palbaThIBAIOTCS CaMBIMH IOCIECAHUMHU
BEPCHSIMU TOJIMMOP(HBIX MPOTEKTOPOB, JIsl KOTOPBIX PACHAaKOBIIMKH €Ille HEe HAIWCAaHBI, U MpPEeX.Ie
YyeM AaHTUBHPYC HAydHTCs pAacllO3HaBaTh 3apasy, MPOrpaMMHCTaM IPUXOAUTCS MPOJENaTh
KOJIOCCAJIbHBIA  00beM paboThl. CylecTBYIOT M Jpyrde MOTHBBI, MOOYXKIAIOIINE paclaKkoBaTh
MIPOTPaMMy: MHOTHE TIPOTEKTOPHI OTKa3bIBAIOTCS pab0TaTh B MPUCYTCTBUH ITACCHBHBIX OTJIATYNKOB, HE
Jpy’KaT C BUPTYaIbHBIMHA MAIIMHAMHA ¥ OMYISTOPaAMH. . .

Ho ne 6ynem ¢uitocodcTBOBaTH HAa MOPAIBHBIE TEMBI, JIy4IlIE IIOTOBOPUM O JeJIe.

npedsapumesibHbIl aHau3

IIpexnge wem mpucTymaTh K pAaclakoBKE, HE IIOMEHIaeT yOEIUThCS: a YHNakoBaHa U
mporpamma BoodOme? ['papudeckas Bepcus IDA Pro momnepxuBaeT crienuanbHYIO MaHEThb "overview
navigator", MO3BOJISIONIYI0 BH3YaJIH3HPOBATh CTPYKTYpy AHu3acceMOliepHOro Koxa. B HopMaibHBIX
IporpaMmax MalIMHHBII KOJI 3aHUMAaeT 3HAYMTENbHYIO 4acTh OT O0LIero o0beMa, OcTajibHas 4acTh

).

OpUXOAUTCA HA JaHHBIC

Overview navigator Scale: 1 pixel = 64 bytes: Range: 01001000-01009944

4
)

| Library function | Data
} M Fegular function Il Unexplored

M [nstruction W Extermal sumbal

Additional display:lm vl

PucyHok 1 cTpyKTypa HOPpMAaJIbHOM, HEYNIAKOBAHHOM NMPOrPaMMBbI

B ynakoBaHHBIX mporpammax Koja MpakTUYE€CKH HET, U BCE MPOCTPAHCTBO 3aHITO AAHHBIMHU
(_), 00bETMHEHHBIMHU B OIMH (MJIM HECKOJIBKO) OTPOMHBIX MacCHUBOB, mmoctaBuBinux IDA Pro B
KOHKPETHBII TYIIHK.



Overview navigator Scale: 1 pixel = 128 bytes: Range: 01001000-01014168

| Library function | Data
B Fegular function I Unexplored
W Instuction B Extemnal symbol

PucyHok 2 cTpyKTypa ynakoBaHHOM NPOrpaMMbI

wvila

Additional display: |yl

Bnpouem, Bu3yanmuzanus — JOBOJBHO pacIUIbIBUaTHId Kpurepuil. CylIecTBYeT COTHHU
npudrH, Mo KoTopbiM IDA Pro oTBepraer HeylmakOBaHHBIA KOJ WM, HAlPOTHB, PbSHO OpocaeTcs
JIN3aCCeMOTMPOBATh YIIAKOBAHHYIO CEKIIHIO, IOIy4ast Ky4dy OCCCMBICICHHBIX HHCTPYKIUH THIIA:

01010072h imul esi, [edx+74h], 416C6175h
01010079%n ins byte ptr es:ledi], dx
0101007Ah ins byte ptr es:[edi], dx
0101007Bh outsd

0101007Ch arpl [eax], ax

0101007Eh push esi

0101007Fh imul esi, [edx+74h], 466C6175h
01010086h jb short loc 10100ED
01010088h add gs: [ebx+5319Dh], cl
0101008Fh add [ebx], cl

Jluctunr 1 npumep 6eccMbIcIeHHOr0 (3alIM(POBAHHOT0/yNIAKOBAHHOI'0) KO/1a

OCMBICIIEHHOCTh — BOT TJIaBHBIA KpuTepuit! Ecnm nuzacceMONMMpOBaHHBIN KOJA BBITIISIHUT
JIMKO M HESICHO, €CJIM B HEM IIPHCYTCTBYET OOJIBIIOE KOJMYECTBO MPUBIICTUPOBAHHBIX HHCTPYKIIUH —
CKOpee BCEero OH yIakoBaH/3amm¢poBaH. Mnu... 3T0 Ko, MpeqHa3HAuYEHHBIH COBCEM ISl JIPYroro
npoueccopa (HampuMep, OaiiT-KoJ BUPTyalbHOW MallMHBI), @ MOXET... 3TO XHUTpPbIH 00QycKarop
Takoi. B obmiem, BapHaHTOB MHOTO.

ITompoOyem B3rsiHyTh Ha TaOauiy cekuuii (B hiew'e 310 nmemaercs Tak: <F8>— header,
<F6> — ObjTbl). B HOpMaNBbHBIX MporpaMMax MPHCYTCTBYIOT ceKiun ¢ nmeHamu .text, .CODE, .data,
rdata, .rsrc u, 94TO caMoe TJIaBHOE, BUPTyalbHBIN pazMep (VirtualSize) KomoBoil ceKIuu MpaKTHYECKH
Bceraa coBmagaer ¢ ¢uinueckuMm (PhysSize). K mpumepy, B "biokHoTre", BXoasieM B INTaTHYIO
moctaBky NT, pasauma cocraBiusier Bcero 6600h — 65CAh == 36h 0Gaiir, 0OBACHIEMBIX TEM, YTO
BHPTYa/IbHasi CCKIHs, B OTIHYMH OT (pU3HYECKOl He TpeGyer epaunBanys (ENMDHGE)-

1 . text ABAR65CA PRRA10AB BABRAGLAA ARBNAGHA 6BORAR20

PucyHok 3 packiagka cekumii HeynakoBaHHOro (paiia

A Tenmepp ynakyem Ham ¢aitn ¢ momompio ASPack (mnm ananmormdyHOro makepa) u
MIOCMOTPUM, YTO OT 3TOr0 U3MEHHTCS:



1 . temut APAA7000 PBNA10AR BARAJIBAG ABBRAGCEN COPBABALO

PucyHok 4 packiaaka ceKlMii ymakoBaHHOTro ¢aiina

Oro! Cpazy nosBunchk cekium .aspack u .adata ¢ IMeHaMu TOBOPSAIIIMMHU CaMHMU 32 CeOs.
Bnpouem, umeHa ceKuMii MO’KHO M U3MEHUTh — 3TO HE INIaBHOE. BupTyalbHbI pa3Mep cekuuu .text
(7000h) B mBa pasa oTiaMyaercs oT cBoero ¢guzndeckoro pazmepa (3800h). A BOT 3TO yke TOBOPHT O
mHoroM! Ha camom gene, cozmatemo ASPack'a ObIIO JIEHP MCIONBE30BaTh "MPABIIIBHYIO" CTPATETHIO
NpOrpaMMHUPOBAaHUsI BOT OH M BBLICNWI BUPTYaJIbHBIH pa3dMmep 3a0iaroBpeMeHHO. CylIecTBYIOT
YIaKOBIIMKH, "TpamOyromue" ynakoBaHHBIE CEKIIMM TaK, YTO BHUPTYalbHBIH pa3Mep COBIAJacT C
¢usnueckum, a HeoOXoouMasi MaMATh JTUHAMHYECKU BBIAENACTCA B IIPOLECCE PACIIAKOBKH BBI3OBOM
VirtualAlloc.

Eme wMoxHO mompoOoBaTh U3MEpATh OHHTpomuio (Mepy Oecrmopsiika WM  CTyNEHb
m30BITOYHOCTH) TTofonbITHOTO (paiima. [Tomymsapaeni hex-pegakrop HTE sto ymeer (| ). Uem
OoJipllle 3HAUCHWE SHTPOINHWH, TEM BBIIIE BEPOSTHOCTh, 4TO (paill ymakoBaH M, COOTBETCTBEHHO,
Hao6opoT. OZHAKO, 3TOT MPHEM cpadaThIBAacT AATEKO HE BCETIA. ..

EElht 0.9.0

information

Pucynok 5 moacuer 3uTponuu ¢ nomomsio pegakropa HTE



Tak e xoTenoch Obl 00paTuTh BHUMaHUe Ha OccruiaTHyto yruiuty PEID (http:/peid.has.it/),
ABTOMATHYECKH ONPEACISIONIYI0 OOJBIIMHCTBO HOMYJISIPHBIX YIAaKOBIIMKOB/IPOTEKTOPOB MO HX
CUTHaTypaMm (ﬁ), U Jaxe MBITAIIIYIOCS MX pacnakoBaTb. Brpouem, ¢ pacnakoBKOM [ena
00CTOST HEBaXHO U JIydllle BOCIOJb30BaThCS CIEUHAIU3MPOBAHHBIME PACHAKOBIIMKAMU HIIH
HaIMCcaTh CBOH COOCTBEHHBIH (TyTh IMOKE, MBI IIOKAKEM KakK).

PE PEiD v0.93 & A

File: | Dutunpack-tmpl MO TEPAD-asp. EXE E

Entrypoint:  [00010001 EF Section: |, aspack:
File Offset:  |0o00S001 First Bytes: |60,E8,03,00
Linker Info: [5.12 Subsystem: | Win3z2 G

| A5Pack 2,12 - Alexey Solodovrikow

| [ulki Scan I | Iask'-.-'iewerl | Cpkions I | Abouk || E ik I
¥ stayv on top

PucyHok 6 BHemnuii Bua yruauthbl PEID aBToMaTH4YecKkH onpene/siiomuii TUIT
YIaKOBIIHMKA/NMPOeKTOpa

pacriaKkoeKa u ee aJibmepHamuebl

[To3BosbTe Iypankuii Bonpoc. B crpemiieHnH Kak MOYKHO ObICTpee pacrakoBaTrh Mporpammy,
MBI 3a4acTyl0 AaXke He ycheBaeM 3aaymaTbes: a 3adeM?! Cpa3y jke CIBIIIy BO3PaXKEHUs: MOJI,
YIIaKOBaHHYIO IMPOTPaMMy HEBO3MOXKHO AmM3acceMOImpoBath. Jla, HEBO3MOXKHO, HY M 4TO? 3aTo ee
MOXHO OTJIQKUBATh, MCIOJB3Yysl KIACCHMYECKUIl HA0Op TEXHHWK, TIOAPOOHO ONMUCAHHBIH B
"(pyHImaMeHTaTBHBIX OCHOBAaX XaKepcTBa' (IJIEKTPOHHAS KOMHUsA JSKUT Ha ftp:/nezumi.org.ru). Bot Tyt
KTO-TO TOBOPHUT, HYTO HEKOTOpPHIE YIAKOBIIMKH AaKTUBHO CONPOTHBILIIOTCS oTnagke! Yrto K,
norpoOy#Te 3aImyCTUTh soft-ice yxKe nocie TOro, Kak yHakoBIIMK yXe OTpadOTaeT cBOE M Ha 3KpaHe
MOSABUTHCS TIIaBHOE OKHO mporpammbl (NT, B ommmumm ot 9X, mo3BoisieT myckarth soft-ice B mroboe
BpeMsi) wiaM ycraHoBuTe HeoduuuansHbiii mata IceExt (http:/stenri.pisem.net/), ckpbiBaromnit
OTJIaAYMK OT OOJIBIIMHCTBA 3aIlIUT.

Pan yrumur tama LordPE (http://mitglied.lycos.de/yoda2k/news.htm) mo3Boisiror maMmuTh
NporpamMMy TOCje 3aBEepUICHHs PACIAaKOBKU M XOTSI IOJYy4YEeHHBIH 00pa3 exe-(aiiia 3a4acTyro ocTaeTcs
BOIMIOIINE HEKOPPEKTHBIM W CHJIBHO IAAy4dM JUIS IHM3aCCEMOJIMPOBAHMSA OH BIIOJHE HPHUTOJCH,
0COOEHHO €CJIM €T0 HCIONB30BaTh B CBS3KE C OTJIAAYMKOM, ITOMOTAIONIMM '"TOJCMOTPETh" 3HAYCHUS
HEKOTOPBIX MIEPEMEHHBIX Ha PA3HBIX CTaUSIX WHULIHATH3ALNH.

Ax nma! YmakoBaHHYIO IpOrpaMMy HENb3s MaT4UTh. 10 €CTh, Jake IOCIEe TOro, Kak Mbl
HaMIeM 3aBETHBIA JX, OTKIIFOYAIOIIHMIA 3alIUTy, Mbl HE MOXEM MOTU(PHUIIMPOBATh YIIAKOBAHHBIN (aii,
TIOCKOJIBKY HUKAKOTo JX TaM, ectecTBeHHO HeT! BoT Ha 3TOT cityyaii n ObuiM NpHIyMaHbl OH-JIAITHOBBIC
nmatdepel (on-line patchers), mpamsmue mporpamMMmy "HayueTy" HEMOCPEICTBEHHO B OIEPATUBHOU
nmamsTH, MUHYs Tuck. Kcratu roBopsi, Monudukamnus ucronasemMoro daiina — aypHo# ToH. Jlyumie (u
YecTHEE) HHYEro He TMpaBUTh, a HANWCAaTh CBOM COOCTBEHHBI TEHEpPaTop CEpHIHBIX
HOMEPOB/KITIOUEBBIX (DANIIOB, OCHOBBIBAACH Ha MH(OPMAINH, TOUYEPITHYTOH M3 KOPSIBOTO JamIia HIIN
">kuBoi" oTHAAKH.

BosHukaer HeonHO3HayHAs CHUTyalus: C OIHOW CTOPOHBI, H30eXaTh pPAcCIaKOBKH B
OOJIBIIMHCTBE CIIy4aeB BCE-TaKM BO3MOXKHO, HO C JIpyroil — paboTaTh C pacHakOBaHHBIM (aijiomMm
HaMHOTO0 yo0Hee 1 KoMpopTHee (X0Ts ObI IO YUCTO NCHXOJIOTHYECKUM COOOPaKECHUSIM).

[TosToMy, yHUBEpCaIbHBIH PACTIAKOBIMK HUKOTIAa HE TOMEIIacT!

asi20pumm pacrnakoeKku

Kak numryres pacnakoBmuku? Hy TyT ecTh pa3Hble yTu. Xakep MOXKET A0JIFO U My4YUTEIbHO
U3y4aTh aJrOpUTM paboThl pacllakoBIIMKA B OTIaIYMKe/Au3acceMOiepe, a IOTOM CTOJb XK€ J0JIro U



MYYUTEIBHO pa3pabaThiBaTh aBTOHOMHBIH PACIaKOBIIHUK, KOPPEKTHO 00padaThIBAIOIINI NCTIOTHIEMBIIH
¢aiin ¢ yueTom criennprKy KOHKPETHON CUTYaLUH.

A BOT JOpyroil myTh: 3allycKaeM IpOrpaMMy Ha >KHBOM IIpoleccope (MM HOJ dMYJIITOPOM
tunna BOCHS), onpenensem MOMEHT 3aBepIIEHUs PACIIaKOBKU U TYT jK€ COXpaHsAeM 00pa3 maMsaTH Ha
mick, popmupys u3 Hero PE-daiin. B pesynprarte moryauTcs yHUBEpPCaTbHBIN paCIaKOBIIHUK, KOTOPHII
MBIl M COOMpaeMcCsi HamucaTb, HO MPEXIE — HEMHOIO TEOpHM, U1 TEX, KTO €IIe HE YyMEET
pacmaxkoBbIBaTh NIPOrpaMMsl "pykamu’.

8 nouckax OEP

Co3nanue pacnakoBinuka HauuHaercsi ¢ noucka OEP (Original Entry Point — Mcxoanas
Touka Bxoma). Ham gempoTekTop [OODKEH Kak-TO — ONPENCTUTh MOMEHT — 3aBEPLICHUS
pacmakoBKH/pacuIGpOBKH "MOJOMBITHON" TPOTPaMMBI, KOT/Ia BCTPOCHHBIH PAaCHaKOBIUK BBITOITHILT
BCE, UTO XOTeJI U y>Ke IPUTOTOBUIICS K Iepeade YIpaBJIeHHs pacliakOBaHHOMW IPOrpaMMe-HOCHUTEIIO.
3T0 camast CIIOKHAsl 4acThb T€HETHUECKUX PAaCHaKOBIINKOB, IIOCKOIBKY OIPENEIIUTh UCXOAHYIO0 TOUKY
BX0J1a B 00IIIEM Cilydae HEBO3MOXKHO, BOT U IMPUXOAUTCS NpUOEraTh K pa3IMyHbIM yXHIIpeHusM. Yaie
BCETO JIUIsl 9TOTO UCIIOJIB3YETCs MOIIaroBas TPacCUPOBKa, KOTOPOI OYEHb JIETKO NMPOTHBOCTOATH (4eM
OOJBIIMHCTBO YIIaKOBIIUKOB/IIPOTEKTOPOB M 3aHUMAETCS).

HemuoruM nydmie ¢ 3amadeil CpaBISsIFOTCS Tpaccepbl HyJeBOro Koiblia. CHpaBHTHCS C
TPaMOTHO CIPOEKTHPOBAaHHBIM TPACCEPOM HYJIEBOTO KOJbIA CPEICTBAMM NPHKIAJHOTO YpPOBHA (a
OOJNBITMHCTBO  YIAKOBITHUKOB/TIPOTEKTOPOB pabOTalOT WMEHHO TaM), MPAKTHYECKH HEBO3MOXKHO,
OJTHAKO, pa3paboTKa sIEPHBIX TPACCEPOB — CIMIIKOM CIIOXKHAS 33jaya Julsl HAYMHAIOMINX, [TOTOMY
JydIlle MCIOJIb30BaTh TOTOBBIN Tpaccep, pa3paboTaHHOTO IPyMIoii ereHapHoro Bomoau ¢ He MeHee
nerengapaoro WASM'a. IIpaBna, koMMepueckasi COCTaBISIONIAS O CHX MOP OCTAeTCsl HESICHOW U B
OTKPBITOM JIOCTYIIE Tpaccepa Her.

Ha camom nene, mpuberate K TpacCHpOBKE HHKAaKOH HEOOXOOUMOCTH HET — OIHUX JIUIIb
armapaTrHbIX TOYEK OCTaHOBa JJIA HaIeu 3aJa4u 6y}ICT BITIOJIHE AOCTATOYHO. I/IHOFlla IIPUXOIUTCH
CJIBIIIIATH MHEHHUE, YTO padoTa B almapaTHEIMU TOYKAMH OCTAHOBA BO3MOKHO TOJIBKO M3 PEXHMa A1pa,
TO €CTh W3 JIpaiiBepa. DTO HeBepHO. B "3ammckax MeIrpxa" (MIEKTPOHHYIO KOIHIO KOTOPOH MOXKHO
CBOOO/IHO YTSHYTH C ftp://nezumi.org,.ru) MokasaHo Kak 3TO cIejaTh M C NPUKJIAJHOTO YPOBHS, JaKe
6e3 npaB agMuHHECTpaTopa!

Ha nepBoM 3rame B Ka4yecTBE OCHOBHOTO OSKCIEPHMEHTAILHOIO CpEICTBa MbI OyzeM
ucrnons3oBaTh "BiokHOT" M3 koMIulekTa mocTaBKU NT, MOXaTeI paslIUYHBIMU YHAKOBHIMKAMHU
(xoTOpBIE MBI TOJIBKO CMOXKEM HAWTH) M 3HAMEHHUTHIN oTnamuuk soft-ice. KogmpoBanue mocnmemyer
notoM. YUToObl MHcaTh KPacMBO U IO CTO Pa3 HE IEPENHChIBaTh YK€ HAlMCaHHOE M OTIaXKEHHOE,
HE00XOANMO UMETh HEXWJIBII O0EBOH OIBIT, AJIST KOTOPOTO HAM U OHAIOOUTHCS soft-ice.

JAMII 5K BOH NPOrpaMMbI

Camblii mpocToil (M camblil MOMYJISAPHBIA) crocod OOpBObI C yNAKOBUIMKAMH — CHAMUE
oamna 3a00120 nocie 3a8epuleHusi pacnakosku. JJ0xKIaBIIUCh MOSBICHUS TIABHOTO OKHA IIPOTPaMMBbI,
xakep cOpackiBaeT ee gamm, mpespamias ero B PE-¢aiin. MHorma oH paboraeT, HO Yaile BCEro HeT.
IMompoGyem pa3obpatscs modemy. BozbMem kimaccndeckuid "BIokHOT" (KOTOpoe B 3aIUIIEHHOCTH HE
OOBHMHUILB!) U, He YNAKOGIBAS €20 HUKAKUMU YNAKOBUWUKAMU, TIOTIPOOYEeM CHSTH JaMI C TOMOILBIO
0JTHOTO U3 caMbIX Jiyumux namiepos: Lord PE Deluxe (_).



X [ LordPE Deluxe ] by yoda M=l E3

| Path | PID [ ImageBase | ImageSize [l=1 PE Editor
[ c:\program fileshwmwarehymware tookswmwa,.. 00000334 00400000 00016000 Break & Enter
n cwinnthspstem32hinternat. exe Qoooo 40 01000000 Q0007000 -

BBl c-\program fleshiarsiar. ove 00000384 00047000 T IFE
id:hunpack-tmpinotepad  dump Full.., Unsplit
@ d:lordpe. delusetlordpe. dump partial. .. 00036000 DuhiEes e
[Path  dumpregion. IgageSize [ o Ol

@ dhunpack-tmpinotepac active dump engine » (0070000
czhwinnthapstem32hntdll o 0074000 D
cohwwinnthapstem3zioom priority * lonaEoon
chwinnthapstem32ishiv. correct ImageSize 0044000 About
chwinnthspstem32hgdis load inta PE editar.... (kemp fils) 003C000 Iz‘ Exit

lnad into PE editar... (read only)

NOKHOT

burn process
a  Popmat  Cnpaska

refresh

PucyHok 7 cusitne namna ¢ pabdorarwiero ""bioknora"

IIporiecc namMmupoBaHus MPOXOAUT YCICUIHO, W 00Pa30BaBIIMUCS (hail Jaxe 3amyCcKaeTcs
( ), HO... OKa3bpIBaeTCs He coBceM paboTocmocoden! Mcues 3arojoBok OKHA U BCE TEKCTOBBIC
HaamucH B quanorax! Eciau Mbl He CyMeNd CHSITh JJaMIT ¢ TAKOT'O IMPOCTOr0 MPHIOKEHHUs, KaKk biIoKHOT,
TO C HACTOSIIMMH 3allIATaMH HaM | MToJIaBHO He crpaButcs! B wem ke neno?!



ﬂ Be3bIMAHHEIA - BnoKHOT I =]

Mafn Mpagka QopMat Cnpaska
el rataon =]

BROKHOT E
& TekcT B harne BeskiMAHHEIA BEIN MEMEHEH,

COXPAHHTE H3MEHEHHAT

Aa I Het OTHMEHS

.

] AW
] =] B3

dain Mpaeka dopmat  Cnpaeka
nezumi |=]

fAa | Het | OTHMEHA |

Kl 2

Pucynok 8 HopmanbHo padorarommii "BiaokHoT" (cBepXy) u TOT ke camblii ""BiokHoT'" mocie
BCHATHS IaMIIa — BCE TEKCTOBbIE CTPOKH MCYe3/1H

PaccnenoBanne IOKa3bIBa€T, YTO MCUE3HYBIINE TEKCTOBBIE CTPOKH XPaHATCS B CEKLIUH
pecypcoB u, craio ObiTh, OOpabarbiBatoTcs GyHkimed LoadString. 3arpyxaeM OpHrHHaIBHBIN
notepad.exe B IDA Pro (wmu mo60i#t npyroit mu3acceMOiep mo BKyCy) ¥ HaXOAWUM IHKII, CYUTHIBAIOIIINI
cTpokn mocpenactBoM ¢yHkiun LoadStringW (cyddurc 'W' o3nagaer, 4TO MBI HMEEM [EN0 C
YHUKOJIOBBIMH CTpOKaMu). Ara, BOT oH! PaccMOTpiM ero moBHUMaTenbHee (MBIIBX, YBEPSET, TYT €CTh
YeMy MOYUIHUTHCS):

01004825h mov ebp, ds:LoadStringW ; ebp - ykaszsaresip Ha LoadStringW
0100482Bh mov edi, offst off 10080C0O ;yxazarensr Ha Tabiuly PecypcoB

01004830h

01004830h loc 1004830: ; CODE XREF: sub 10047EE+65.]

01004830h mov eax, [edi] ; TPpys3MM ouepenHOM ykasarens Ha UID B eax
01004832h push ebx ; nBufferMax (MaxkcumasnbHas nnuHa Oydepa)
01004833h push esi ; lpBuffer (yxazaTenb Ha Oyodep)
01004834h push dword ptr [eax] ; IepemaeM M3BJIEYEHHHN UID QyHKUUM
01004836h push [esp+0Ch+hInstance] ; hInstance

0100483Ah call ebp ; LoadStringW ; CUMTHBaeM OuYepejHYI CTPOKYy M3 pecypca

0100483Ch mov ecx, [edi] ; Tpy3uMM TOT xe cameli ulD B ecx



0100483Eh inc eax ; yBeJMuMBaEeM IJIMHY CUMTaHHOM CTPOKM Ha 1

0100483Fh cmp eax, ebx ; ?cTpoka BiyesaeT B Oydep?

01004841h mov [ecx], esi ; cCoxpaHsieM ykasaTenb Ha 6ydep nomepx
01004841h ; craporo ulD (oH 6GoJblle HE MOHaZOBMUTCS)
01004841h

01004843h lea esi, [esiteax*2] ; mosuuMsa IS clenyouel CTpoku B Oybepe
01004846h Jjg short loc 100488B ; eciu Oydep KOHUMIICH, TO 3TO OOJIOM
01004848h add edi, 4 ; mepexomyM K cienymoumemy ulD

0100484Bh sub ebx, eax ; yMeHbllaeM cBOBOOImHOe MecTO B Oydepe
0100484Dh cmp edi, offst off 1008150 ; ?xoHen TabaMLE PECYypPCOB?

01004853h Jjl short loc 1004830 ; MOTaeM LMKJI [IOKa He KOHEl pecypcoB

JIMCTHHT 2 XUTPO ONTUMHU3MPOBAHHBIN LMK/ YTEHHUSI CTPOKOBBIX PecypcoB

B nepeBome Ha pycckuit 310 3ByuMT Tak: "BiokHOT" Oeper ouepemHOW HIEHTHUPHKATOD
CTPOKH M3 TaOJIMIBI PECYpCOB, 3arpy’kaeT CTPOKY, pasMellas ee B JOKAILHOM Oydepe n coxpaHss
NOJIYYeHHBIH yKa3arellb II0BEpX... C€aMoro HICHTHU(UKATOpa, KOTOpPBIA yxke He HyxeH! OTo
KJIACCUYECKUN TPIOK C MOBTOPHBIM HCIIOJIB30BAaHUEM OCBOOOIMBIINXCS TIEPEMEHHBIX, U3BECTHBIN elle
co BpemeH nepBeix PDP, ecnit He panbme. A B Bce Microsoft pyraere! "BiiokHOT" nucan He TTyTibIii
XaKep, OepexKHO OTHOCSIIHUICS B CHCTEMHBIM PecypcaM U K MaMATH, B YaCTHOCTH.

JJis Hac ke 3TO O3HAYaeT, YTO CHATHIN ¢ "KUBOH" MpOrpaMMbl 1aMn OyIeT HEeTOHOICHHBIM!
BMmecTo peanbHBIX HAECHTH(PHKATOPOB CTPOK B CEKLHHM PECYpPCOB OKAXYTCSA yKa3aTeJd Ha IaMsTh,
HampaBJeHHble B "KocMoc", HO BeAb 3arpy3ddK pPecypcoB, MPUBEICHHBIN , OXKHUAAET
peabHBIX WASHTU(HUKATOP U K BCTPEUE C yKa3aTeJsIMH MOPAJbHO He TOTOB! DTO M €CTh Ta NPUYMHA,
0 KOTOPOii, pe-daiisl, U3ArOTOBJIEHHBIH U3 JlaMIla, BeAET ceOsl HePaBUIBHO.

Bripouewm, ObiBaeT u Xyxe. Bo MHOTHX nporpaMmax BCTpedaeTcsi KOHCTPYKT BUAA!

void *p = 0; // rminobanbHas MHMLUMANIM3MPOBAHHAS epPeMeHHas
// (Ha caMoM gejle NPMCBaMBATL HYJb HEOOsS3aTeJIbHO
// THoCKONbKYy BCe rJyiofalibHble NepeMeHHEe "camm"
// OOHYJATCS MPM 3alyCKe IPOTPaMMbI)

if (!p) p = malloc(BUF_SIZE); // BHOENUTE NaMsaATH, €CIM OHa elle He BHAeJIeHa
Jluctunr 3 "3amuTa'" 0T JAMIHHTA )KUBBIX MPOTrPamMm

OueBHIIHO, €CIM CHATH JaMIl C IIPOrPaMMBbl 710c/ie BBIJENICHUS MaMsiTh, TO NMPHU 3aIlyCKe pe-
(aiina, MoJyYEHHOrO0 M3 TAKOTO JaMIla, NaMsATh HAaBCETIa IEPEeCTaHET BBIACNATHCS, a B IIOOATBHOM
MEPEMEHHOM p OKaXXeTCs yKa3aTelb, JAOCTABIIMICA el B "HacieACTBO" OT MPEABIIYIIEro 3amycka,
OJTHAKO, COOTBETCTBYIOLIMH PErHOH NaMsTH BbIAEJIEH He OyJeT W mporpamma JMOO pyxHeT, Jn0o
3aje3eT B Uy’)KHe JaHHbIE, YCTPOUB TaM HACTOSIIMIT nepenosox!

CoopmynupyeM IIaBHOE IPABUIIO: OAMRUIMb RPOZPAMMY MOMCHO MONBLKO 6 mouke éxooa!
Ocraetcst pa300parhCsi: Kak 3Ty TOUKY BXOJa OTIIOBHTb.

MOMCK CTAPTOBOI'0 KOJAA 10 CUTHATYPaM B MaMATH

Ha'—II/IHaIOIJ_[I/Ie IpOrpaMMUCTbl  CYHHUTAIOT, YTO BBIIIOJIHCHUC IIpOrpaMMbl HAYUHACTCA C
¢yrxmrm main (ra Cu/Cu++) nnm nmpouexypsl begin (aa Ilackane), Ho 3To HeBepHO. IlepBEIM Bceraa
BBI3BIBACTCS CTApTOBBIM Kox (Start-up code), ycTaHABIMBAIOUIMA TEPBUYHBIA  00pabOTUIHMK
CTPYKTYPHBIX HCKIroUeHWH, wHuUnmammupyrommii RTL, BenwemBatommii GetModuleHandle mis
MOJTy4eHHsI AECKPUITOpa TEKYIIEero Moxyis u T. 1. Toxe camoe otHOcuTcs K DLL.

CymecTByeT OTrpoOMHOE€ MHOXKECTBO Pa3HOBHIHOCTEH start-up KOJOB, BBIOMpaeMBIX
KOMITWJIAITOPOM B 3aBUCHMOCTH OT THIIa IIPOTPaMMBbI, KIII0YeH KOMIWISALUH | T. 1. VIcXOIHBIE TEKCTHI
CTapTOBBIX KOJIOB, KaK MPaBHJIO, OTKPHITEL. B wacTHOCTH, Microsoft Visual C++ xpaHsT ux B Katanore
\Microsoft Visual Studio\VC98\CRT\SRC nox nmeHamu crt*.*. Beero nx okosio aecstka.

Hwuxe, B kauecTBe mpumMepa, NPUBEIEH OJUH U3 CTapTOBBIX KoAoB koMnuistopa DELPHI:

CODE:00401EE8 start proc near

CODE:00401EES8 push ebp

CODE:00401EE9 mov ebp, esp

CODE:00401EEB add esp, OFFFFFFFOh

CODE:00401EEE mov eax, offset dword 401EBS8

CODE:00401EF3 call @Sysinit@@InitExe$qggrpv ; Sysinit::InitExe ()
CODE:00401EF8 push 0

CODE:00401D9C @Sysinit@@InitExe$qgqrpv proc near ; CODE XREF: start+Bp
CODE:00401D9C push ebx

CODE:00401D9D mov ebx, eax

CODE:00401D9F XOor eax, eax



CODE:00401DA1 mov ds:TlsIndex, eax

CODE:00401DA6 push 0 ; lpModuleName
CODE:00401DAS8 call GetModuleHandleA

CODE:00401DAD mov ds:dword 4036D8, eax

CODE:00401DB2 mov eax, ds:dword 4036D8

CODE:00401DB7 mov ds:dword_40207C, eax

CODE:00401DBC XOr eax, eax

CODE:00401DBE mov ds:dword 402080, eax

CODE:00401DC3 XOor eax, eax

CODE:00401DC5 mov ds:dword 402084, eax

CODE:00401DCA call @SysInit@ 16395 ; SysInit:: 16395
CODE:00401DCF mov edx, offset unk 402078

CODE:00401DD4 mov eax, ebx

CODE:00401DD6 call sub 4018A4

JIuctuHr 4 npumep craprosoro kona Ha DELPHI

CoOpaB BHYLINTEIbHYIO KOJUIEKIMIO CTaPTOBBIX KOMOB (Wi BhIAEpHYB ee u3 IDA Pro) mbt
nerko HaiieM OEP mpocTeIM CKkaHMpOBaHHEM JamIiia, CHATOTO ¢ '">KHBOH" MpoOrpaMMebl. 3arpyxaem
MOJIyYeHHBIN amIl B hiew u, nepedupasi CUTHaTyphl BCEX CTAPTOBBIX KOJOB, HAXOJIUM KOTOPBIH U3 HUX
"mamr". [1epBeIii 6aliT cTapTOBOrO KO/Ia M OyJeT TOUKoi Bxoaa B mporpaMmmy — OEP.

3amomuHaeM ee aapec (B Moed Bepcum "binokHoTa" OHa pacmonoxeHa MO CMEIICHUIO
01006420h), 3arpyxaeM yIakoBaHHYIO MPOTPaMMy B OTJIAAYUK M YCTAHABIMBACM aIlllapaTHYIO0 TOUYKY
Ha WCIOJHEHHE M0 JaHHOMY ajpecy — "bpm 1006420 X" (6Humanue! no ymonuanuro omuaoyux
cmasum mowKy OCMAHO8A HA UYMeHue/3anuch, 4mo cogécem He 00Ho u modice!). Omisa! OOOrHyB
paclakoBIIMK, OTIAA4YMK (WM Haml JaMIep, KOTOPBIH MBI 4YyTh IO3KE OTBAXHMCSA HAIHUCATh)
BernibIBaeT HenocpeacTseHHO B OEP! Camoe BpeMst manuth mporpamMmy!

napa nomyJisipHbIX, HO HeyJa4HbIX cioco00B: GetModuleHandleA u gs:0

bubnuoreka curHatyp 3TO, KOHEYHO, XOpOIIO, HO CIMIIKOM XjonoTHo. HoBele Bepcuu
KOMITHJIITOPOB BBIXOAAT YyTh JIM HE KaXAYIO NEKamy, K TOMY K€ pa3pabOoTUMKH 3a4acTylo CIErkKa
MOTUGPHIUPYIOT Start-up KO, OCJCIUISAS CHTHATYpHBINH mouck. Uro Torma? J[0cTaTOYHO YacTo B 3THX
CilydasgX pPEKOMEHAYeTCsl yCTaHOBKa Todek octaHoBa Ha API-¢pynkmmo GetModuleHandleA
("opm GetModuleHandleA X")u Ha QUIBTP CTPYKTYpHBIX HckmodeHui ("bpm FS:0"). Ho ato
HE 0YCHDb XOPOIIHE CIIOCOOBI M HIDKE OyIeT MoKa3aHo MoYeMy.

Haunem ¢ ¢pynkmmn GetModuleHandleA, KOTOopas IPUCYTCTBYET MPAKTUIECKHA B KaXKIOM
CTapTOBOM KoJe (MCKIIOoYas HEKOTOpble acceMOiepHble u3BpauieHus). Haxumaem <Ctrl-D> ns
BbI30Ba soft-ice, maem komanay '"bpm GetModuleHandleA X" (MOXHO Tak € JaTh
"bpx GetModuleHandleA", Ho B 3TOM ciydae soft-ice BHenpuT B Hayano GetModuleHandleA
nporpamMmHyto Touky ocranoBa CCh, jierko oOHapyXMBaeMyr0 MHOTHMH 3allIMTHBIMH MEXaHU3MaMH)
M 3alycKaeM Hall MOAONBITHBIN "BIOKHOT", mpenBapUTeNbHO 3aKE€BaB €ro JIIOOBIM HE CIIHIIKOM
HABOPOYEHHBIM yIakoBiinkoM, Harpumep ASPack min UPX. [TockonbKy, yCTaHOBKa TOYKH OCTaHOBA
HOCHUT TJOOANBHBIA XapakTep, Bce MporpaMMebl, obpamaromue K GetModuleHandleA, OyayT
BBI3BIBATh BCIUIBITHS OTJIQJAYMKA. BHUMAaTeIbHO CMOTpPHTE Ha HMS IIPOTPaMMBI, OTOOpaxkaemoe
OTJIAYUKOM B IIPABOM HMKHEM YLy (-)— €CJIM 3TO HEe Hallla Iporpamma, xmeMm "x" uiam
<Ctrl-D> g4 BbIX0O4a U3 OTIIAAYHKA.

ITocne cepun JIOXKHBIX cpabaTblBaHMH, B YIJIy HAKOHEN-TO IOSBIICTCS HAIl 3aBETHBIN
NOTEPAD. Camoe BpeMmsi cka3arh oTinamduky "P RET", 9rtoObl BBIOpaThCs U3 (YHKINH B
HETIOCPEICTBEHHO BBI3BIBAIOMINI €€ KOJ, OJHAKO... 3TUM BBI3BIBAIOIINM KOJOM OKAa3bIBACTCS OTHIOAD
HE OKPECTHOCTH HCXOJHOW TOYKHM BXoja, a koj camoro pacmakoBmmka! M mo OEP Ham emie
TpaccHpoBaTh M TpaccupoBarh. ONpPenenuTh HAIly IUCIOKAIMI0 ITOMOXKET KapTa MamsTH (Clerka
MOMsITasl ¥ TIOKyCaHHAas MBIIITbXEM, HO BCe Jke pazbopunBas). laem komanay "MAP32" U CMOTPUM, 9TO
CKaXXeT OTJIaUUK:



EAX=TEAEDDOD
EDI=0100F400
CS=001B DS=0023

001B:010102%90 ADD
001B:01010292 HOU
001B:01010294 PUSH
001B:01010295 |CALL
BE1B:0101029B TEST
001B:0101029D JNZ
001B:0101029F PUSH
001B:010102A0 CALL
001B:010102A6 HOU
001B:010102AC HOU

PAGE 0004
PAGEDATA 0005
PAGECONS 000B
INIT 0007
kmixer .rsre 0008
kmixer .reloc 0009
NOTEPAD-as. text 0001
NOTEPAD-as.data 0002
MOTEPAD-as.rsrec 0003

kmixer
kmixer
kmixer
kmixer

EBX=01006A8A
EBP=01010013
$5=0023

ECX=000BFFE® EDX=7TFCD348
ESP=0006FFA4 EIP=0101029B
ES=0023 FS=-0038 GS=-0000

ESI=01006650
odIsZaPec

EAX,EDX

EBX,EAX

EAX

[EBP+000BBF4D ]

EAX, EAX

o1010206

EBX

[EBP+000BOF51 ]

[EBP+00000545] , EAX

DWORD PTR [EBP+00000549],00000000

0008: BE1224A0
0023: BE135CEQ
0023:BE137520]]
0008: BE137660
0023: BE138060
0023: BE138420
0023: 01001000
0023: 01008000
0023: 0100A000

00013835
00001824
00000130
000009F6
000003Co
00000B38
00007000
00002000
00006000

CODE RO
IDATA RUW
IDATA RUW
CODE RW
IDATA RO
IDATA RO
IDATA RUW
IDATA RUW
IDATA RUW

NOTEPAD-as.aspack 0004 0023:01010000 00005000 IDATA RW

NOTEPAD-as.adata
comdlg32 . text
comdlg32 .data
comdlg32 .rsrc
comdlg32 .reloc
shell32 .text
shell32 .data
shell32 .rsrc

0005
0001
ooe2
0003
o004
0001
ooe2
0003

0023:01015000
001B: T6GAE1000
0023: T6BOBOOO
0023: T6BOFOOO
0023: T6B1BOOO
001B: 77561000
0023: TT6TCO00
0023: 77680000

00001000
00029D3A
00003668
0000Co00
000022B0O
0011A686
00003AES
00113000

IDATA
CODE

IDATA
IDATA
IDATA
CODE

IDATA
IDATA

Rl
RO
R
RO
RO
RO
R
RO

Pucynok 9 ¢pynkuust 1010295h:CALL [EBP+F4Dh] 310 Ha camom aesie GetModuleHandleA,
BbI3bIBaeMasi TAKHM 3aKOBBIPHCTBIM 00pa3oMm.

®daiin  NOTEPAD cocToMT U3 HECKOJBKHUX CEKI[HMH:

text (cxkaThIi KOJ HMCXOJHOM

nporpammel), .data (ckaTble JaHHBIE HMCXOJTHOM NpOrpaMMbl), .rSrc (CXKaTble Pecypchl MCXOIHOMN
nporpammel), .aspack (koz pacnakosiuyka) u .adata (naHHble pacnakoBiuka). Cekuust KoJa UCXOJHO
nporpamMMsbl 3akaHuuBaeTcs Ha aapece 100800h u Bce, 4TO JISKUT HIDKE — Y)Ke el He IPUHAIIeKUT. B
HameM ciaydae ¢yHkuus GetModuleHandleA, BBI3BIBaeTCS KOJOM, PAaCHOJOKEHHBIM IO alpecy
1010295h, KOTOpHIH, KaK HETPYIHO YCTaHOBWTH, MPHUHAIICKUT, CEKIHUU .aspacack— TO ecTh
HETIOCPEACTBEHHO camMoMy pacnakoBmiuky u k OEP Hukakoro oTHoOIIeHHMS He HMeeT (IIOMUMO
pacmakoBimka, Qyskimio GetModuleHandleA MOryT BBI3bIBATH U JHHAMUYECKUE OMOIMOTEKH,
MOAKIII0YaeMbIe CTATHYECKOH KOMIIOHOBKOM, TO €CTh Yepe3 CEKLHI0 HMIIOPTa).

Brexoanm u3 otnagunka, Haxnumas <Ctrl-D> mo Tex mop, moka Be3oB GetModuleHandleA
HE OKa)XeTCSI BHYTPH CEKIUH .text (eciu JIeHb TONTaTh KIABHATYPY, MOXXHO YCTAaHOBUTH YCIOBHYIO
TOUYKY OCTaHOBa B cTuiie "BPM GetModuleHandleA X IF EIP < 0x1008000".

Ara! Bot, HaKOHell, HOABUIOCH YTO-TO MOX0XKEE HA UCTHHY (_).



EAX=01000000 EBX=TFFDFOO® ECX-0006FFBO EDX=7TFCD170 ESI-00073038
EDI=FFFFFFFF  EBP=0006FFCO® ESP-0006FF30 EIP=-01006570 odI s ZaP ¢
CS=001B  D$=0023 $5=0023 ES=0023 FS$:=0038 G3:-0000

0023:0006FF28 01006570 00OROOOO 0OOOOOOO 00073038
0023:0006FF38 00000OOA FFFFFFFF 0OO011F458 TFFDFO0O
0023:0006FF48 TTF90C68 0OODT3038 00672428 00000000
0023:0006FF58 TTTDOOOO OOBT2A40 00000001 00000044

0E1B:0100656A CALL [KERNEL32!GetModuleHandleA]
BE1B:01006570 PUSH EAX

0e1B:01006571 CALL 0100299E

0e1B:01006576 MOU [EBP-68].EAX

001B:01006579 PUSH EAX

001B:0100657A CALL [01001168]

001B:01006580 JMP 010065A4

001B:01006582 MOU ERX, [EBP-14]

001B:01006585 MOV ECX, [ERAX]
001B:01006587 HOU ECX,[ECX]

NOTEPAD-as. text 0023:01001000 00007000
NOTEPAD-as.data 0023:01008000 00002000
NOTEPAD-as.rsrc 0023:0100A000 00006000
NOTEPAD-as . aspack 0023:01010000 00005000
NOTEPAD-as.adata 0023:01015000 00001000
comdlg32 . text 001B: TGAET1000 00029D3A
comdlg32 .data 0023:76BOBOOO 00003668
comdlg32 .rsrc 0023:76BOFOOO 0OOOCOOO
comdlg32 .reloc 0B23:76B1BOOO 0OOO22BO
shell32 .text 0R1B: 77561000 0O011A686
shell32 .data 0R23:7767CO00 OOOO3AES
shell32 .rsrc 0p23:77680000 00113000
shell32 .reloc 0R23:77793000 OOOOEA9D

Pucynok 10 nogiunnsiii Bb13oB GetModuleHandleA u3 okpectHocteiit OEP

JlaHHBIN BBI30B AECHCTBUTENIBHO MOAIMHHBIA U, Mpokpy4nBas 3kpaH okHa CODE BBepx, Ham
0CTaeTcs BCEro JIMIIb HAWTH CTaHAAPTHBIM nposor PUSH EBP/MOV EBP, ESP unu RET, KOTOPBIM
3aKaHYMBACTCs MpeAnIecTByomas npoueaypa. C BEICOKOH CTENeHb0 BeposiTHOCTH 310 U Oyzner OEP,
Ha KOTOPYIO MO>XHO IIOCTAaBUTh allapaTHY TOYKY OCTaHOBA, 3aT€M IEPE3aIlyCTUTh NPOrpaMMy €llie
pa3 (He 3a0bIB IPH 3TOM YAINTH TOUKY OCTaHOBa HAa GetModuleHandleA) W B MOMEHT BCIUIBITHS
OoTHag4yMKa chenaTb nporpamme jfamm. Ilpu 3ToM cieayer NOMHUTb, 4YTO OAJN€KO HE BCeraa
GetModuleHandleA BBI3BIBAETCS HEMOCPEACTBEHHOIO M3 caMOro craproBoro koxaa! B wactHocTH
DELPHI nomemaer GetModuleHandleA B ¢yHKkmmio @Sysinit@@InitExe$qgrpv, a BOT
OHA-TO YK€ U BBI3BIBAETCSI CTAPTOBBIM KOIOM! (_).

D10 3HaumT, uto JIa moctkeHus OEP, ¢ momenra "moBmn" GetModuleHandleA Ham
MIpUAETCS PAacCKPyTHTh cTek (komaHnaa "STACK" B soft-ice), HOAHSABIINCH HAa OAWH WM JBAa YPOBHS
BBepX. Ho Ha cKoJIbKO KOHKpETHO NogHUMAThCA? UTOOBI OTBETHTH Ha 3TOT BOIPOC, HAM HEOOXO0AMMO
HCCIIEIOBATh COCTOSIHME CTeKa Ha MOMEHT BBI30Ba (haiina.

Haem komanny "D ESP" u cmorpuM (4YTOOBI IaHHbIe OTOOpakanuch He Oaiitamu, a

JIBOMHBIMHU CJIOBaMH, HEOOXOMMO cKa3aTh omiaauuky "dd"):

:d esp

0023:0006FFC4 77E87903 FFFFFFFF 0011F458 7FFDF000 YW X oo
tu *esp

0023:77E87903 E9470A0300 JMP 77EB834F

:u 77EB834F

0023:77EB834F 50 PUSH EAX

0023:77EB8350 E87A83FDFF CALL KERNEL32!ExitThread

:d fs:0



0038:00000000 0006FFE0 00070000 0006E000 00000000 tveerunnnnnnennn
JIucTHHI 5 cocTOsIHMe CTeKa HA MOMEHT BbI30Ba (daiiaa

Anpec 77E87903h (nnsi HariasiIHOCTH BBLICIEHHBIA MOAYEPKHBAHHEM), YKa3bIBaeT KyAa-TO
BHyTppb KERNEL32.DLL u xomanma ("U *ESP") mo3BojseT y3HaTh Kyaa. Ara, 37€Ch PacriojiokeH
Oe3ycnoBHBIN mepexoq Ha PUSH EAX/CALL KERNEL32!ExitThread. To ects, Ha mporexypy
3aBepiieHus nporpamMMel. Co Bpemen MS-DOS He Tak yX M MHOroe HM3MEHWJIOCh. TaM TOXe Ha
BEpILMHE CTeKa JIexkal afpec BO3BpaTa Ha exit, HO3TOMY 3aBeplIaTh pabOTy HPOrpaMMbl MOXHO He
Toabko uepe3 API, Ho u mpoctoii mHCcTpyKimein RETN. Ecnu crek cOanaHcupoBaH, oHa cpaboraer
npaBwibHO. Kcratn, mapa anpecoB Ha Bepumae creka 77E87903hW/FFFFFFFFh no 6omm HamomuHaeT
TEPMUPYIOIHMHA 00pabOTIMK CTPYKTYPHBIX HCKIIOYCHHH (TEPMHUPYIOMIUN — TO €CTh TOCIEIHUN B
LIETI0YKe), KOTOPHIM OHa IO CYTH M SIBIISIETCS NOO Ccolep XuMoe JBoiHOro ciosa FS: [00000000h]
yKa3bIBaeT KakK pa3 Ha Hee.

Cohopmynupyem eme omHO mpaBwino: npusHakom OEP  agnaemca  cumyayus
FS:[00000000h] == ESP && *ESP==77E87903h (ecTecTBEHHO, 3TOT aJapec BapbUpyeTcid OT
CHCTEMBI K CHCTEME M Ha Ka)KJOH N3 HUX JOJDKEH BBIYMCIATHCS HHANBUAYAIBHO!).

Kcrarn, pa3 yX Mbl 3aTpOHYJH CTPYKTYpPHBIE HCKIJIIOYEHHS, HE MEIIAeT MO3HAKOMHTBCS C
HUMH noOioke. TIpakTHdecku KaxIblii CTapTOBBIM KOJ HAYMHAET CBOIO JIESTENBHOCTh C YCTaHOBKU
CBOEro coOCTBEHHOro (WIbTpa CTPYKTYPHBIX HCKIIOYEHHMH, 3amuchiBasg B s4eiiky FS:0 HOBoe
3HAYCHHE.

.text:01006420 55 push ebp ; € mcxomHas ToOUKa BXOHa
.text:01006421 8B EC mov ebp, esp

.text:01006423 6A FF push OFFFFFFFFh

.text:01006425 68 88 18 00 01 push dword 1001888

.text:0100642A 68 DO 65 00 01 push loc_10065D0 ; € "mam" 06paboOTUMK
.text:0100642F 64 A1 00 00 00 00 mov eax, fs:0 ; € Oepem cTapeni QUIIETDP
.text:01006435 50 push eax

.text:01006436 64 89 25 00 00 00+ mov fs:0, esp ; € cTaBuM HOBHM QUIIBLTP

JIucTHHr 6 yeTaHOBKA HOBOT0 GUIBTPA CTPYKTYPHBIX HCKJIIOYEHHH B CTAPTOBBLIM Ko/e

[ompoGyem otnoBUTH 3TO coObiTHE?! A mouemy Ovl m Her! Tompko Hamo ydecTs, 4TO B
omimuny oT API-(yHKIMIA, TOITyCKAIOIUX YCTaHOBKY IIIOOAIBHBIX TOYEK OCTaHOBA, TOYKA OCTAHOBA
Ha F'S: 0 JOIDKHA yCTaHABIMBATHCS M3 KOHTEKCTA MOJOMBITHOTO MTPUIIOKEHUS. A KaK B HETO ITOIAcTh?

HeobOxoxnMo 1100 OCTAaHOBHTHCA B TOYKE BXOJa B PACIAKOBINHK (CM. BpE3KY _
"), MO0 YCTaHOBHTH TOYKY OCTaHOBa Ha

GetModuleHandleA, OOXIaTbCsd MEPBOTO JOKHOIO BCIUIBITHA OTJIAYHKA, COBEPIIEHHOIO B
KOHTEKCTE Hauiezo TPUIOXKEHHs (B IIPaBOM HIDKHEM Iy TOpHUT notepad), 3aTeM yAaJIHTh TOYKY
ocraHoBa Ha GetModuleHandleA W yCTaHOBUTh TOYKY OCTAHOBA Ha (UIBTP CTPYKTYPHBIX
uckirodeHuit: "BPM FS:0". HeoOxommmo cpa3y NOATOTOBHTH ce0sl K O2POMHOMY KOIUYIECTBY
JIO)KHBIX CpabaThIBaHUil (CTPYKTYpHBIE HCKIIFOYESHHUS aKTUBHO UCIIOJIb3YET HE TOJIBKO PACIaKOBIIHUK, HO
U caMa OIlepalluOHHAs CHUCTEMa), W 4YTOObl 3aKOHYMTH OTIAAKYy A0 KOHLA CE30HA, HEOOXOIUMO
BOCIIOJNI30BAThCSl YCIOBHBIMKM TOYKAaMH OCTAaHOBA, OTPAHUYMUB IMAMNa30H CpadaTbIBAaHUM OTIaI4MKa
cekiyei .text. B Hamem ciywae 3To Oynmer BRINIAAETh Tak: "BPM FS:0 IF EIP < 0X100800"
(IpeAbLOyLIyI0 TOYKY OCTaHOBa Hepel 3THM ClelyeT YAaluTh), IOCIEe Yero MOXHO CMEJNOo
OTIIPABUTHCSI HA KyXHIO U BapuTh MAKETHBI pHC, MOCKOJIbKY 32 KOMIBIOTEPOM HaM JeNaTh YyiKe
HEYero.



EAX=000BFFE® EBX=TFFDFoo® ECX=00010101 EDX=FFFFFFFF  ESI=0011F458
EDI=FFFFFFFF EBP=0006FFC® ESP-0006FFB4 EIP-01006435 odI s Z aP c
C5=001B D3S=0023 $5:-0023 ES=-0023 FS-0038 GS-0000

0023 :0006FF28 CO502000 8115B020 81102740 00000000
0023:0006FF38 81102740 811028D0 BESESCE4 8042D6DS
0023 :0006FF48 8042D686 80OB4BCH 811028A0 81102740
0023:0006FF58 TTF41001 COS502000 0OOODOO83 81539F38

001B:0100641E JMP 01006415
001B:01006420 PUSH EBP

001B:01006421 MOV EBP.ESP
001B:01006423 PUSH FF

001B:01006425 PUSH 01001888
001B:0100642A PUSH 01006500
001B:0100642F MOV ERAX.FS:[0000000R0]
0O01B:01006435 PUSH EAX

L01B:01006436 MOV F$S:[ooooooee] ,ESP
001B:0100643D ADD ESP.-68

H
Break due to BPHMB H0O3B:00000000 RW DR3 (ET=614.48 milliseconds)
MSR LastBranchFromIp=00000000
MSR LastBranchTolp=00000000
bl
00) = BPX KERNEL32!GetModuleHandleA
01) BPHB #0O3B:00000000 RW DR3
:he 01

MSR LastBranchFromIp=00000000
MSR LastBranchTolp=00000000

tbpm fs:0 if (EIP < 0x2000000) ==
X ",
Break due to BPMB HOO3B:00000000 RW DR3 IF (EIP<0x2000000)( (ET=713.34 seconds)

1

-

Pucynoxk 11 sioBass OEP Ha 00pa0oT4nK CTPYKTYPHBIX MCKIIOYEHMIt

Jaxe nezamumenHsiii NOTEPAD.EXE BrIBanui OKHO OoTiIaguuKa ciycTs... 713.34 cekyHIIbI
(_), YTO HEMHOTUM Oojbpmie 12 MuHYT. DTO XK€ medas BeYHOCTh s mporeccopa! ([ms
CIpaBKH: SKCIEPUMEHTH TNpoBoawinck Ha VM Ware, 3amymeHHBIM TMon ApeBHUM Pentium-
I1I 733 MHz, coBpeMeHHBIE POLIECCOPBI CHPABIISIIOTCS C 3TOH CUTyalield HAMHOTO ObICTpee — Ha TO
OHH U COBPEMEHHEIE).

Ho kak Obl Tam HH OBLIO, MCXOJHAs TOYKa BXoja HaiizeHa! BoT oHa, pacrojioXeHHas MO
anpecy 10006420h! Kak roBoputbcs, Oepu u BIacTByii!

no6o4HbIe 3P GeKThl YIAKOBIIMKOB WU oYeMy He padoTaeT VirtualProtect

OueBuIHO, YTOOBI PaCHaKOBBIBATh KOJIOBYIO CEKIHIO IPOTrPaMMBI, YIAKOBIIMK JOJIKEH UMETh
paspelieHre Ha 3amuch (OTCYTCTBYIOIIEE IO YMOJYAHMIO), a IO 3aBEpLICHUIO pAaCIIaKOBKH
BOCCTAaHABIIMBATh MCXOJHBIE aTpHOYTHI, 4TOOBI IMpOrpamMma BBITJIZENA TakK, Kak OynTo ee He
ynakoBaju. [IoMUMO KOIIOBOH CEKLMHM, HEOOXOAMMO BOCCTAHOBHTH aTpUOyThl cekiuu .rdata,
JOCTYIHOM, KaK M CIIEyeT W3 €€ Ha3BaHWA, TOJIBKO Ha 4reHwe. [y MaHumyssinuil ¢ aTpuOyramu
ctpanunl Windows npenocrasisier Gpynkmuro VirtualProtect. M 370 mpakTHuecky eTUHCTBEHHBIN My Th,
KOTOPBIM MOXHO 4TO-TO caenaTth (He cuutas VirtualAlloc ¢ ¢marom MEM COMMIT ¢ koTopbM
CBsI3aHa KydJa Ipooiem).

JlornuHo mpeanonoxuTh, 4ro GyHkums VirtualProtect goipkHA BBI3BIBaETCSA  IOCIE
3aBEpLICHHs PacllakKOBKU B HEMOCPEACTBEHHOM Onn3ocTH oT nepepaun ynpasinenus Ha OEP. O3nauaer
JIM 3TO, YTO YCTAHOBUB TOUKY OcTaHoBa Ha VirtualProtect mbl. ..

A Bot u Het! U3 Tpex Hayrax B3arhix ynakoBmukoB: ASPack, PE-Compact u UPX, Tonbko
PE-compact Be3piBan VirtualProtect mms MaHUIyISIuil ¢ aTpuOyTHI CEKIUi (Ja W TO COBCEM IS
JpYTHX IIeJel), a BCE OCTANbHBIE OCTABISUIM MX OTKPBITBIMH Ha 3alllCh AK€ IIOCIE 3aBEPIICHUS
pacriakoBku! Bonmiomee Hapymenue crienuduKanuii 1 HeyBakeHne K HOpMaM XOPOILEero HOBeIeHHUs !

Jla BB cMOTpHTE CaMu:



[ PE Editor ] - d:unpack-tmp* notepad.exe [READ ONLY]

— P asic PE Hazdar laFarnnsbicn

Section Table ] ]

| N |y |

E| Mare Wlkzet WSize ROfzet RSize Flagz
BUIDOLEALD
.data 00008000 Q000944 0O0DECO0 Q000000 COo000040
NE: 0000000 Q000En00 00007200 Q0005400 40000040

T L
M agic: I 0108 Mur0fRvatindSizes: 000a0m o |LI|_I e

i

Pucynok 12 ncxognsiii "'6g0xH0TE"

B wneynmakoBanaom "bioknote" (_) cexkuus .text MMeeT INpaBa Ha 4YTEHUE U
ucnonuenue (executable + readable + code), cexius .data - urenue u 3amuch (writeable + readable +
MHUIHAT3UPOBAHHBIC JaHHBIE), CEKITUS .ISIC - TONBKO Ha uTeHHe (readable + MHMIIMANM3UpPOBaHHBIE
nanHbie). Kopoue, Bce Kak B IPUIMYHBIX JOMaX.

[ PE Editor ] - i docume~1%9335~1"%locals~1"temp'temp.dmp

— Basic PE Header Information N —

£ Section Table ] ]

M ame Wlkzet WSize ROfzet RSize Flagz
I} et 00001000 Q000000 00001000 Q000000 COO00040
c|.data 00008000 Q0002000 00008000 Q0002000 COo000040 :I

TEIC 0000000 Q000ED00 0000000 Q000ED00 COo000040 :I
B .aspack 0007 0000 Q000s000 0007 0000 Q000s000 COo000040
E|.adata 0001 5000 Q0007 000 0001 5000 Q0007 000 COo000040 :I
° |
F — |
M agic: | o0e MHurlfRvatndsizes: | TUOUUOTO] + 0 -] -

L

Pucynoxk 13 "0q0okHoT", ynakoBanHbiii ASPack'om

Teneps ymakyem daitn ASPack'om. 3amycTum ero u, J0XKIABIIMCh OKOHYAHHUS PACIIAKOBKU
(Ha SKpaHE MOSBISETCS TJIaBHOE OKHO TNPOTpaMMbl), CHUMEM C HEro JamIl (d. Bot 310
Homep! Bee cexkuuu umetot atpudyT C0000040h, To ecTh Takoil e KaK y CEKIMH JaHHBIX — C IIPAaBOM
Ha 3aIich, HO 0€3 MMpaB UCIIONHEHHSL. A BOT 3TO yke Hexoporro! Majo Toro, 9To B KOJOBYIO CEKIIHIO
Teneps MOXKET MHUCaTh KTO YTOJHO, Tak emie Ha mpoueccopax ¢ NX/XD 6uramu ¢aitn, o6paboTaHHBII
ASPack'om ucronusarscst He Oyner!!! Cucrema BBIOPOCHT TpO3HOE MpENyNpeXICHHE C HAMEKOM Ha
BHpPYC U OOJBIIMHCTBO IOJIB30BATEINICH MPOCTO COTPYT Takoi (ailir OT rpexa mojaiblile, a 3TO 3HAYUT,
YTO co3JaTeNb YNaKOBAaHHOW MNpPOrpaMMbI MOTepsieT KIMeHTa (M TNpaBWIBHO — HE 3adeM ObUIOo
nakoBath!). K Tomy e, B mamsaTu mo-mpexHeMy Oontarorcs cekuuu .aspack u .adata xoTtopble
YIaKOBIIHMK HE YAOCYKHICA "MOTIUCTUTE". DTO, XOTh U HE CMEPTENIbHO, HO BCE-TaKH HE aKKypaTHO.



[ PE Editor ] - d:'unpack-tmp* notepad-pe.exe [READ OMLY]

— Basic PE Header |nformation N —
£ Section Table ] ]
M ame Wlkzet WSize ROfzet RSize Flagz

L} J— Q0007 000 Q000Foo0 Q0000400 Q0004400 EQO000E0
S| rarc 00010000 Q0002000 Q0004200 Q0ao1coo EQO0O020 :I
: |
; |
° |
F — |
M agic: 01oe MumOfRvatndsizes: | TUOUOUTU - ] i

|

Pucynok 14 "0g0kHoT", ynakosannblii PE-compact

A BoT PE-compact mpenoIHOCUT HaM HACTOSIINHN CIOPIIPHU3 (_)! Cekmuu .text u
.data oObeMHEHBI B OJIHY OOJIBIIYIO CEKIMIO ¢ aTpudyTamu (executable + readable + writeable + code
+ MHUIHAIM3WPOBAaHHBIE TaHHBIC), a CEKIUs .Isrc, KoTopas He HOonKHA (1o crermdukannu!) uMeTh
mpaBa Ha 3aMuCh, €ro Bce-Taku uMmeeT. Kak roBopuThCs, ¢ 6apcKoro mieda HAYEro He JKAJIKO. 3aTo
cBou cobcTBeHHbIe ceknuu PE-compact moauuiiaer BechbMa akKypaTHO.

[ PE Editor ] - d:' unpack-tmp' notepad-upx.exe [READ OMNLY]

— Basic PE Header Information N —
£ Section Table ] ]
M ame Wlkzet WSize ROfzet RSize Flagz
It} P 00001000 Q000CO00 00000400 Q0000000 EQOOOOS0
g | LUP=1 Q000D 000 Q000S000 00000400 Q0004400 EDO000A0 :I
B NE: 0007 2000 | 0O00D4E DO | COo000040 :I
: |
° |
F — |
M agic: | 00e HurmlRvatndSizes: | TUOUUOTO] 0 -] -
L

Pucynoxk 15 "6a0knot", ynakosanusiii UPX'om

Uro xe kacaerca UPX'a (_), TO B IIeJIOM OH JBWXeTcs mo mytu PE-compact'a:
KOJOBYIO CCKIUIO C CCKHI/Iﬁ JaHHBIX OH HC O6'I)CI[I/IH5[CT, HO anI/I6yTI)I UM Ha3HA4YacT TC K€ CaMbIC
(dTeHne/3amnCh/ICIIONHEHNE), B TOOABOK KO BceMy "3a0bIBast’ BEpHYTh HM HCXOJIHBIC UMEHA (KOTOpHIE
BIIPOYEM, HUKTO HE NpOBepPsieT). VICKIIOueHnEe COBCEM CEKIUS .ISIC — HEKOTOPBIE IPOrPaMMBbI TEPSIOT
CIIOCOOHOCTH HaXOJUTh PECYPCHI, €CITH 3Ta CEKIUs Ha3BaHa KaK-TO MHAYeE.

Bepaukr — Bce ynakoBmuMkud ragoctb! Hu oOMH M3 HHX He COOTBETCTBYET
cnenuuxanusaM Ha PE-¢daiis, 3aT0 modo4HbIX 3¢ (ekToB 0T yNakOBKH — XOTh OTOaBJIsAI!
(YAMBHTEJBbHO KAK YNAKOBaHHbIe (aiiibl eme yxurpsiioress padorarh). Otcrona —
YCTaHABJIUBATh TOUKY OCTaHOBA Ha VirtualProtect HUKaKoro cMbicja HeT.

KOJI 3HA4YCHHE

00000004h 16-OuTHBIE CMEIIEHNS KOAa

00000020h code

00000040h MHUIMATU3UPOBAHHBIC TaHHBIE

00000080h HEHHUITHAIN3UPOBAHHBIC JTAHHbBIE

00000200h KOMMEHTApHH WM JIPyTasi BCIOMOTaTenbHasi HHQopManus
00000400h OBepJICH

00000800h He MOAJICKUT 3arpy3Ke B IaMsTh




00001000h Comdat.

00500000h BBIPAaBHUBAHUE 10 YMOJIYAHHIO
02000000h MOKET OBITh BEIOPOIIIEHO W3 MaMATH
04000000h not cachable.

08000000h not pageable.

10000000h shareable

20000000h executable

40000000h readable

80000000h writeable

Tab6umna 1 pacmndpposka atrpudyroB cexkunii PE-daiina

YHHBepcaJibHbIl npuMeM noucka OEP, ocHoBaHHBIN Ha 0ajlaHce cTeka

Bot MBI 1 TOZ00paIHCh K caMOMy MHTEPECHOMY M YHHBEPCAJIBHOMY CIIOCOOY OIpEeAeICHHS
OEP, koTopelifi K TOMy J>K€ JIETKO aBTOMAaTH3HpPOBaTh. YIAKOBIIMK (JaXXe €CIM 3TO HE COBCEM
KOPPEKTHBI YIAaKOBIIMK) MPOCTO 00s3aH IMOCJIE PACIaKOBKH BOCCTAHOBUTH CTEK, B CMBICIIE BEPHYTh
peructp ESP Ha ero 3akoHHOE MecTO, yKa3bIBalollee Ha IEPBUYHBIA (QUIBTP CTPYKTYpPHBIX
UCKJIIOYEHU, YCTaHABIMBAEMbIN CUCTEMOMN 110 YMOIYAHUIO (ﬁ). Hekoropele ynakoBUuku
ellle BOCCTAHABJINBAIOT U PETHCTPBL, HO 3TO YK€ HE0Os3aTeNbHO.

Bozemewm, k mpumepy, Tot ke ASPack 1 mocMoTpuM B ero Hayano (_):

ru eip

001B:01010001 60 PUSHAD ; COXPaHUTbL BCEe PEeIrMCTPH B CTEeKe
001B:01010002 E803000000 CALL 0101000A ; ompemenmuTb Tekymmy EIP
001B:01010007 E9EB045D45 JMP 465E04F7 ; cnpsaraHuue JMPS/POP EBP/INC EBP
001B:0101000C 55 PUSH EBP ;o\ "oMynauua" KOMaHIE
001B:0101000D C3 RET ; / jmp 01010008h

JInctuHr 7 Touka Bxoaa B pacnakoBmuk ASPack

3ameuatenbHo! IlepBast ske KOMaHIa COXpaHseT BCE PErucTpbl B creke. OueBHUIHO, YTO
HETOCPEACTBEHHO Mepen mepemader ynpasieHus Ha OEP oHu OyayT BOCCTaHOBJICHBI KOMaHJIOM
POPAD, BBINOJHEHWE KOTOPOM OYEHb JIETKO OTCIIEUTh, YCTAHOBUB TOYKY OCTAHOBAa Ha JBOMHOE

CJIOBO, JIEXKAIIEE BBIIIE BEPXYIIKH cTeka: "BPM ESP - 4".
PesynbraTt npeBoCXOAUT BCE 0KUIaHUS (_):
001B:010103AF 61 POPAD ; € Ha 5TOM KOMaHAe OTJIaAUMUK BCIUJIEIBAET
001B:010103B0 7508 JNZ 010103BA (JUMP )
001B:010103B2 B801000000 MOV EAX, 00000001
001B:010103B7 C20C00 RET 000C
001B:010103BA 6820640001 PUSH 1006420 ; € ampec OEP
001B:010103BF C3 RET ; € nepepaua ynpaeneHust Ha OEP

JlucTunr 8 nepenaua ynpasJienust Ha OEP

PacnakoBaB nporpammy, ASPack 3a00TIMBO BRITAIKWBACT COXpAaHEHHBIC PETUCTPHI U3 CTEKa,
BBI3bIBasl BCIUIBITHE OTJIaq4MKa W MBI BUJIUM TPHUBHAIBHBIN KOJ nepeparomuii ynpasieHue Ha OEP
"kmaccumdeckuM" crmocobom depe3 PUSH offset OEP/RET. Ilowck HMCXOMHOW TOYKH BXOJA HE
3aTpatun u gecsatka cekyHa! Hy passe He kpacoTa?!

A Tteneps BosbMeM UNX 1 mpoBepuM, yJoacTcs JIM HaM NPOBEPHYTH 3TOT TPIOK M HaJ HUM?
Benp MBI ke peTeHayeM Ha yHUBEPCAIBbHBIN TpUMEM!

001B:01011710 60 PUSHAD ; COXpPaHUTE BCE PEeruMCTPH B CTEKe
001B:01011711 BEOODO0O0OL MOV ESI,0100D000

001B:01011716 8DBEOO40FFFF LEA EDI, [ESI+FFFF4000]

001B:0101171C 57 PUSH EDI

JInctunr 9 rak HaunHaerca UPX

Bor on, yxe 3HaKoMblif HaM PUSHAD (_), COXPaHSIOIINI BCE PETUCTPHI B CTEKE

¥ BOCCTAHABJIMBAIOIINHA MX HETIOCPEACTBEHHO Iepen mnepenadeii ynpasieHus Ha OEP. Jlaem kxomaHzIy
"BPM ESP-4" 1 BBIXOZUM M3 OTJIaJ4HKa, IIOKA OH HE BCILILIBET ):

001B:0101185E 61 POPAD
001B:0101185F E9BCA4BFFFF JMP 01006420 (JUMP 1)




JInctunr 10 tak UPX nepenaer ynpasienune na OEP

A Bot u otnnuus! Ilepenaua ynpasnenus ocyuiecTsiaserca koMmanaoi JMP 1006420h, rae

1006420h — ucxomHas Touka Bxoja. [loxoxke, 9To BCe YHAKOBIIUKH PaOOTAIOT IO OJTHOMY H TOMY K€
ANTOPUTMY U JIOMAIOTCS KaK B HOYb MEPE] HCXOIOM (| ).

Ho ne 6ynem cmemmts. BossmeMm PE-compact n nmpoBepum cBOIO 10Taiky Ha HEM.

001B:01001000 B874190101 MOV EAX,01011974
001B:01001005 50 PUSH EAX

001B:01001006 64FF3500000000 PUSH DWORD PTR FS:[00000000]
001B:0100100D 64892500000000 MOV FS:[00000000],ESP

JInctunr 11 Touka Bxoaa B (aiii, ynakosannsiii PE-compact

ITnoxo amemno (_)! PE-compact HUKakHX PErHCTPOB BOOOINE HE COXpaHSET, a
PUSH EAX WCIOJIb3yeTCS TOJBKO 3areM, 4YTOObl YCTAaHOBUTH CBOH OOpabOTYMK CTPYKTYPHBIX
nckmodeHnid. Tem He MeHee, HA MOMEHT 3aBEPIICHHUS] PACIaKOBKM yKa3zaTeldb CTEKa JOJDKEH OBITh
BOCCTaHOBJICH, CJIEJOBATEIBHO, TOUKA OCTaHOBa HA "BPM ESP-4" Bce-Taku MOXET cpaboTarh. ...

001B:77F8AF78 FF7304 PUSH DWORD PTR [EBX+04]
001B:77F8AF7B 8D45F0 LEA EAX, [EBP-10]
001B:77F8AF7TE 50 PUSH EAX

Jluctunr 12 neppoe cpadaTbiBaHHe TOYKH OCTAHOBA Ha esp-4

Tak, Hy 3TO cpabaTbIBaHHE (_) sBHO neBoe (cyns mo EIP, paaomy 77F8AF78h,
™Mbl HaxonuTcs Tre-to BHyTpr KERNEL32.DLL, ncnonp3yonmM CTeK Ui Hy K. IPOU3BOICTBEHHOM
HeoOxoauMocTH), naBuM <Ctrl-D> He kenas 31ech OoblIe 3a/1epKUBATHCS.

001B:010119A6 55 PUSH EBP ; € »Ta xOMaHOa BHSHBaeT BCIUINTHE
001B:010119A7 53 PUSH EBX
001B:010119A8 51 PUSH ECX
001B:010119A9 57 PUSH EDI

Juctunr 13 Kysbmuu?! I'ne-to 310 1?

Crenyromiee BCIDIBITHE OTIaIIUKA (_), HUYYTh He OoJiee OCMBICIIEHHOE, YeM
npenapiaymee. SICHO TOJNBKO OIHO: B CTEK 3arankuBaercsi peructp EBP BMmecre ¢ kywel npyrux
peructpoB. Cyas mo BceMy, 3TO PACMaKOBIIUK COXPaHSET WX C OJHOH JHIIh eMy BEIOMOH ILENBI0.
Hasum <Ctrl-D> u xem manbpiie — 4To HaM emle MOKaxKyT?

:u eip-1
001B:01011A35 5D POP EBP
001B:01011A36 FFEO JMP EAX (01006420h)

JIuctunr 14 nepexoxg Ha OEP

A BOT Ha 3TOT pa3 (_) Hawm nosesnio! Peructp EBP BelTankuBaercs u3 creka u
BCJIe 3a 3TUM ocymecTsisieTcs nepexon Ha OEP mocpeactBom xomanasl JMP EAX. MBI Bce-Taku
nocturau ee!!! BoT Tonbko 70)KHBIE CpaOaThIBAHUS HANPSTAIOT. DTO MBI, OIBITHBIE XaKEPbl, MOXEM
"BU3yalbHO" OTNIMYMTH Tae npoucxonuT nepenada Ha OEP, a rme ner. C aBromaruzanueil B 3ToM
IIJJaHE 3HAYUTENBHO CIIOKHEE — Yy KOMIBIOTEPA C MHTYUIUEH CIIONIHOM Hampsr. A BeAb MBI BCErO
JIMIIb pa3BlIeKaeMCsl C JTaBHO MOOEXKICHHBIMH YIaKOBIIMKaMU... [Ipo 6ops0Oy ¢ MpoTekTopaMu pedb
ele He UfeT.

Bosemem OGomee cepbesHpiii ymakoBmuk FSG 2.0 by bart/xt (http:/xtreeme.prv.pl/,
http://www.wasm.ru/baixado.php?mode=tool&id=345) u HauHEM €ro MbITATh.

001B:01000154 8725B4850101 XCHG ESP, [010185B4]

001B:0100015A 61 POPAD
001B:0100015B 94 XCHG EAX,ESP
001B:0100015C 55 PUSH EBP
001B:0100015D A4 MOVSB

JIuctuHr 15 mHoroo0enapmas To4ka Bxoaa B ynakopuuk FSG

PazouapoBanne HauMHAETCS B IEPBBIX KE KOMAaHI (_). FSG nepenaznagaer
peructp ESP u X015 4epe3 HEKOTOpOe BpeMsi BOCCTAHABIIMBAET €ro0 BHOBb — 0CO00I PaocTH HaM 3TO
HE JOCTaBIISeT. YIAKOBIIMK OYEHb HWHTECHCHBHO HCIIOJB3YET CTEK, MOATOMY TOYKA OCTaHOBAa Ha



"BPM ESP-4" BbIJaeT MHUJUTOH JIOKHBIX CpabaThIBaHUH, MpUYeM OOJIBIIMHCTBO M3 HUX OTHOCSTCS K

wiorav (EREMCRMNG

001B:010001C1 5E POP ESI
001B:010001C2 AD LODSD
001B:010001C3 97 XCHG EAX, EDI
001B:010001C4 AD LODSD
001B:010001C5 50 PUSH EAX
001B:010001C6 FF5310 CALL [EBX+10]

JIuctuHr 16 gpparmeHT KoAa, FreHEPUPYIOLIHIA J10KHbIe CPA0ATHIBAHUSA TOYKH 0CTAHOBA

Heo0xoauMo BHECTH KaKoe-TO AOTOJIHUTENLHOE YCIIoBUE (K CHacThIo, soft-ice moanep:xuBaer
YCJIOBHBIE TOYKH OCTaHOBa!), aBTOMaTHYECKH OTCEHMBAIOIIEE JIOKHBIE CPadaThIBAaHUSI MM XOTs ObI X
yacte. [laBaiite momymaem! Ecimm cTapTOBBIM KOJ YIaKOBAaHHOM MPOrpaMMbl HAdWHACTCA CO
CTaHAApTHOT'O mmpoJjiora THUITIA PUSH EBP/MOV EBP,ESP, TO TOYKa OCTaHOBa
"BPM ESP-4 IF * (ESP)= = EBP", oTceeT Ky4y Mycopa, HO.. IpH 3TOM, OHA Oyzaer
cpabaTbiBaTh Ha JIOOOM CTaHJAPTHOM IIPOJIOTE€ HYJIEBOTO YPOBHSI BIIOXKEHHOCTH, a BO-BTODBIX,
yHakoBaHHas MPOrpaMMa MOXET UMETh ONTHUMU3UPOBAHHBIA MpoJIor, B KOTOpoM peructp EBP ne
HCTIONIB3YeTCH.

A BoT gpyras uues: gomyctuM, ympasienne Ha OEP  mepemaercs  uepes
PUSH offset OEP/RETN, TOra Ha BEpIINTE CTEKa OKaXETCsA aJpec BO3BPATa, YTO ONSATh-TaKU
JIETKO 3alporpaMMHUPOBATh B YCIOBHOM TOUKe OcTaHOBA. Elle yrpaBieHne MOXKET MepeaBaThCs yepe3
MOV EAX,offset OEP/JMP EAX, uTo Taxxe JIerko MPOKOHTPOJIMPOBATH U OTCIEUTh, HO BOT MPOTUB
"mpsimeix" koMaux JMP offset OEP umn JMP [OEP] ycnoBHBIe Toukn ocTaHOBa OeccriibHEL K Tomy
K€ CIWIIKOM MHOTO BapHAHTOB IIOJy4aeTCs. 3amapuIlbCs IOKa BceX HMX mepebepenib. JloxkHbIe
cpabatpiBanus Hen3OexHbI! [TonpoOyiite moBotoiite ¢ FSG... B Kakoi-TO MOMEHT KaKeTcs, 4YTO
pelIeHus HeT, ¥ Hallle JIeJIo Tpy0a, HO 3TO He Tak!

Bce u3BecTHBIE MBIMIBX'Y YNAKOBIIUKM (M 3HAYMTENbHAs 4acTh IPOTEKTOPOB) HE jKejas
nepeMeInBarh ce0sl ¢ KOJJOM YHNaKOBBIBAEMOW MPOIpaMMBI, pa3MeNaeTcs B OTACIbHON CeKUUH (MiIH
BHE CEKIWMH), PACIIONOKEHHOW 10O Mepel YHakoBhIBAEMOW mporpammoii, iubo mocie Hee! Koo
YRAKOGUWUKA COCPEOOMOUeH 6 0OHOM ONPeOeeHHOM Mecme (HeCKONbKUX Mecmax) U HUKo20a He
nepecekaemcs ¢ K00om pacnarkoewvieaemoii npozpammut! Bpone 661 oueBuaHbIi (akT. CKOIBKO pa3
MBI IPOXOAMIA MAMO HETO, JIaKe HE 3alyMBIBAsICh, UYTO OH NO360JIACH AGHIOMAMUSUPOSANb NPOUECC
noucka OEP!

BarnsHeM Ha KapTy maMsTH eile pa3 (_):

MAP32
NOTEPAD-fsg 0001 001B:01001000 00010000 CODE RW
NOTEPAD-fsg 0002 001B:01011000 00008000 CODE RW

JIuctuur 17 1Be ceKIIMU yNAKOBAHHON MPOrpaMMbl

MpbI BUIMM JIBE CEKIIMHW, MPUHAIISKAINE YITAaKOBaHHOW mporpamMe. CaMm 4epT He MOoUMeT
Kakasl U3 HUX CEKIIMS KOZa, a Kakas JaHHBIX, TeM 00Jjiee YTO JOJDKHA OBITh €Il OJHA CEKIMS — CEKI[Us
pecypcoB, HO KOBapHBIH YIIaKOBIIUK KaKHM-TO 00pa3oM CKOMOMHHPOBAI MX IPYT C APYTOM, U MBI HE
3HaeM KakuM, BIPOYEM KOJ CaMOI0 paclaKOBLIMKA, KaK Mbl YK€ BHJEIH, COCPEAOTOUYEH B pailoHE
aapeca 10001xxh, TO €CTh OTACTHHOMN CEKIINU TS CeOST OH CO3/1aBaTh HE CTal.

UT0OBI OTCEATh JUITHIE BCIUIBITHS OTJIQAYNKA, MBI COCPEIOTOYNMCS Ha AWANa30HEe alpecosB,
IIPUHAUICKAIMX YIIAKOBAHHOM IIpOorpaMMe, TO €CTh OT Haydaja IEePBOM CEKLMHU 10 KOHLA IOCIENHEH,
ABTOMATHYECKH KOHTPOIHUPYs 3HaueHue peructpa EIP Ha kakmom cpabaThIBaHHH TOYKH OCTAHOBA.

B manHOM ciydae, yCIIOBHas TOYKa OCTAaHOBA OyNET BRITIISANETH TaK (_) :

BPM ESP-4 IF EIP > 0X1001000 && EIP < 0X1011000
JIncrunr 18 "marndeckasi" nmocjiegoBaTe1bHOCTh, NpUBOAAmasicsa Hac k OEP

HeBeposiTHO, HO TIOCIE TPOMOKUTEIBHOTO MOJTUYaHHS (2 OH M OyJeT MOoJdarh, BEIb CTEK
PACTaKOBIIMKOM  HCIOJB3YETCs  OYEHb  HMHTEHCHBHO), OTIAAYMK HEOXKHJAHHO  BCIUIBIBACT
nHenocpencteeHHo B OEP (| )!

001B:01006420 55 PUSH EBP
001B:01006421 8BEC MOV EBP, ESP
001B:01006423 6AFF PUSH FF
001B:01006425 6888180001 PUSH 01001888

001B:0100642A 68D0650001 PUSH 010065D0



001B:0100642F 64A100000000 MOV EAX,FS:[00000000]
001B:01006435 50 PUSH EAX
001B:01006436 64892500000000 MOV FS:[00000000],ESP

JIuctuHr 19 orcroga HaYMHAETCA PACNIAKOBAHHBIN KO MCXOAHOI MPOrpaMMbI

®danractukal!!! A Benp FSG maneko He caMblii C1a0bIil YIIaKOBIIUK, (haKTHUSCKH TPAHAYAIIHIA
¢ nporexkropamu. OznHako, naHHas Meroauka noucka OEP mpuMennma u x mpotektopaM. Breipemsem
CEeKIIMH, PUHAATICKAIINE YITAKOBAHHOH MpOrpaMMe, M yCTaHABIMBAaEM TOYKY OCTaHOBA Ha ESP - 4
B MX rpaHunax. Jlaxxe €ciii CTapTOBBIM KOJ HCIOJb3yeT ONTHMU3UPOBAHHBIN MPOJIOT, MEPBBIA XKe
perucTp (JoKadbHas MepeMeHHas) 3aTaJKUBaeMas B CTEK, BBI3OBET cpabaThiBaHMe oTiaguuka. Ecmu
Mbl monasieM He B camy OEP, To Oyner rae-to oueHb-OYeHb OJM3KO OT Hee... A HaWTH Havaio
ONITUMHU3UPOBAHHOTO MPOJIOra MOXKHO M aBTOMaTOM!

Takum 00pa3oM, MBI TOJlydyaeM B CBOM PYKH MOIIHOE OpY>KHE MHOTOILEIEBOTO ACHCTBHS,
KOTOPOTO JIETKO peanm3oBaTh B Bune miarmHa K LordPE, IDA Pro mmm caMOCTOSTENEHONW YTHIIUTEI.
(Paspabomuukam ynakoGuwjuko8 Ha 3aMEMKy: 4moObl OCIenumv 9MOm al2OPUMM, HUKO20d He
omoenaime K00 pacnakosujuka om Kooa npozpammul! nepemewiugatime ux 8 XaomuuHom nopsoxe Ha
manep "msacnozo pyrema', mozoa onpedenams OEP no 0annoii memoouke yoice He NOAYYUMBCSA, HO
MemoouKu, onucaumuvie vlude, NO npedxcHemy 0Oyoym pabomamv, eciu, KOHeUHO He NPeOnpuHAmb
NPOmMuE HUX ONpeoeeHHbIX YCUnl).

>>> gpe3ka Ymo dennamb ecsiu omsiad4vyuk rnpocKakueaem
moyYkKy exo0da 8 pacrnakosu,uk

Bepem wucnonmusiemblit  ¢aitn, 3arpyxaem ero B NuMega SoftICE Symbol Loader,
BHUMATEJIBHO YOEJMBINKNCH, YTO Topsyas jammouka ommwms "Start at WinMain, Main, DIIMain"

AKTUBHUPOBAHA ), HO... Ilpn momBITKE 3arpy3kd MPOrpaMMBl OTIATUYUK KOBapHO
IIPOCKAKUBAET TOYKY BX0/1a, IIOJTHOCTBIO yTpauuBas YIPABICHUE U KOHTPOJIb.
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PucyHok 16 cMMBOJILHBIN 3arpy34MK. X0pOIIasi IITYKa, HO He Beerja padoTaromasi

OTO M3BECTHBIA TIMIOK soft-ice, ¢ KOTOpPBHIM OOpIOTCS MO BceM HampaBieHUsM. Camblid
MOMYJISIPHBIA (HO HEe caMbIil JMydmuii) cmoco6 3akmiogaercss Bo BHeapeHu:u INT 03h (CCh) B Touky
BX0/1a IPOTIPaMMBbI.

Bepem PE-gaiin, otkpeiBaeM ero B hiew'e, Haxkumaem <enter> Il epexoja B hex-pexxum,
teneps <F8> (header) u <F5> (mepexon k Touke Bxona B (aiin mnu cokpamenao EP, ve mytats ¢ OEP,



KOTOPYIO HaM elle NPEeICTONT HalTH). 3allOMHHAEM COJCpIKUMOe OaliTa oA KypcopoM (3ammchiBaeM
Ha OyMaKke), IepexoIuM B pexkuM penaktupoanue o <F3> u mumem "CC". CoxpaHsieM U3MCHEHUS
no <F9> u BeixoguM. B camom soft-ice nomkeH OBITh MIPEABAPUTENLHO YCTAHOBIICH PEXKUM BCILTBITHS
mo INT 03 (komanga "I3HERE ON").

3amyckaeM nporpammy (IIpoCTO 3amyckaeM 0e3 BCSKUX TaM JIOaAepoB) H... IomazaeM B soft-
ice, KOTOPBIII HEPEMEHHO JTOJDKEH BCIUIBITH, HHAYE 3/I€Ch YTO-TO CHIIBHO He Tak. Termepb HeoOXoanMo
BEPHYTh HCIPABJICHHBIN 0aliT HA MECTO. DTO AejaeTcs Tak: JaeM KoMmaHay "WD" mis oToOpakeHHs
OKHa Jamra (ecii TOJIKO OHO YK€ He O0TOOpakaeTcsi Ha dKpaHe), 3areM "DB", 4To0sl 0TOOpaskeHme
U0 mo Oaifram (HayMHAIOIIUM — Tak ynoOHee) W roBopuM "D EIP-1". MuUHyC OIUH IOSBUIICS
oTTyAa, uto soft-ice ocranasnuBaetcs nocne CCh, ypennuusas EIP Ha enununiy. /laem xomauny "E" u
penakTHpyeM AaMn B HHTEepakTUBHOM pexxume Mensis "CC" Ha "60" (uucio, 3anucanHoe Ha OyMaKke).
Ocraercss  TombKO  CKOppekTHpoBaTh  peructp EIP, 4ro  ocymecTBiseTcss  KOMaHIOM:
"R EIP = EIP - 1". Bce! Komanma "." (Touka) OOHOBJISIET OKHO Iu3acceMOiiepa mepeMenias Hac
B TEKYyILIYI0 IO3HLUIO. Ternepp MOXKHO OTJIaXHBAaTh IPOrpaMMy . Mcenno?
Heyno6no? Kyda nummunx onepannii? Oneparn — 3T0 €pyHZIa, UX MOXHO "TTOBECHTH" Ha MaKpOCHI
(bmaro, 4TO OHM OJHOTHIHBIE), XYXE, UYTO HEKOTOPHIE YMAKOBIIMKH/IIPOCKTOPHI KOHTPOIMPYIOT
LeJIOCTHOCTH (haiisia, 0TKa3bIBaAsICh 3aIyCKaThCs €Ciii OH n3MeHeH. Kak ObITh Torma?

Bor BTOpoii cmoco6. T'opa3mo Oosiee 3yeraHTHBIE M MEHee _ 3arpyxaem
(HempaBieHyr0) porpaMmy B hiew, nepexomum B hex-pexum, skmeM <F8> 1 BBIYHCIIIEM apeC TOUKH
BX0ja myteM cioxkerust Entrypoint RVA (B Hamem ciyyae — 10001h) ¢ Image Base (B Hamem ciyyae
1000000h). omygaercs 1010001h. Ecmu cumrtaTh J1eHB, MOXHO IIPOCTO HaxkaTs <F5>, 4ToOBI hiew
IepeHec Hac B TOYKY BXOJa, cooOmmMB ee aapec (OXHAKO, 3TO HE cpabaThIBaeT HAa HEKOTOPBIX
3alIMIIEHHBIX (ailax ¢ MCKaKeHHOW cTpyKTypol 3aroinoBka). OK, anpec EP momyden. BrisbiBacm
soft-ice myrem Hakatust Ha <Ctrl-D> u ycranaBiuBaeM TOuKy ocTaHoBa Ha .10Oyi0 APIl-QyHKumIO,
KOTOPYIO BBI3BIBACT Hamla nporpamMMa (OTKyAa — HE CYThb BaXHO). OJTO MOXeT OBITh U
GetModuleHandleA ("BPX GetModuleHandleA") u CreateFileA — na Bce 4TO yrojHo!
Beixoaum u3 soft-ice n 3amyckam Hairy nporpammy. OT/IagduK BCIUTBIBAET 0 TOUKE ocTaHOBa Ha API.
Y6eauBImINCh, YTO MPABBI HIDKHUN yrod OTpakaeT MMs HAIIETO IIporiecca (€CM HET, BEIXOAWM U3
soft-ice M kOeM CleAyIomero BCIUIBITHS), YCTaHAaBIMBAaEeM allapaTHYI0O TOYKy ocrtaHoBa Ha EP,
ormaBas komaHay "BPX 0x1010001 X", rme— O0x1010001 ampec toukm Bxoma B PE-daiin.
Brxoanm u3 soft-ice u mepesamyckaem mporpaMmy. hint: soft-ice 3amomMmHaeT ycTaHOBJICHHBIE TOYKH
BMECTE C KOHTEKCTOM OTJIAKMBAEMOH MPOrpaMMbl M HE yAAIAeT UX Jlake nocie ee 3aBepienus. [Ipu
ITIOBTOPHOM (M BCEX ITOCIEAYIONINX) Iepe3alycKkax, soft-ice Oyaer mociyniHo ocraHaBnuBarbest Ha EP
B TOYKe ocTaHosa. Hy pasBe 3To He 310poBo?!

Buumanue! [uuamuueckue Oubnuomexu, cCmamuiecku CKOMHOHOBAHHbIE C NPOSPAMMOL,
noayuarom ynpasierue 0o EP!!! Omo nozeonsiem 3auumam npeonpunsmes HeKOmopule 0eticmsus ewe
0o Hauana omnaoxu! Iloomomy, eciu umo-mo udem He Max, NepeviM 0eioM nposepvbme Koo,
codepacawutics ¢ DIIMain écex ounamuueckux oubnuomex.

3aKJ/TIl04eHue

Bor mbl m Hayunmnuer Haxoauth OEP! Ocraercs camast MajnocTb — COpPOCHTH Jamm
nporpamMmsel Ha guck. Ho 31ece He Bce Tak MPOCTO, Kak MOXET IIOKa3aThCsl BHAayajlle U MHOTHUE
YIaKOBIMKH/TIPOSKTOPBI 3TOMY BCSIUECKH COMPOTHUBIIIOTCA. B cienyroleit ctarbe Mbl MOKa)eM Kak
peann3oBaTh YHHBEPCAIbHBIA HaMIiep, OOXOISMIIMA B TOM YHCIEC W TNPOABHHYTHIH MEXaHH3M
TUHAMIYECKON mmQpoBKH, n3BecTHBIH mox mMmeHneM CopyMemll — 3To Korma Bcsi mporpamma
3amm(poBaHa W OTAEIHbHBI CTPAHUIBI MAMATH pPacIIN(POBBIBAIOTCS HEMOCPEACTBEHHO IEPen HX
yIoTpebJICHNEM, a TOTOM 3aIIH(POBEIBAIOTCS BHOBB. Tak e Mbl KOCHEMCSI BOTIPOCOB BOCCTaHOBIICHHS
TaOIUIIFI IMITOPTA U TIOTOBOPHM IO pacmakoBky DLL.

B koHeuHOM cueTe, MOIXY4UTCS ﬁ TCHETUYECKUH PAaCIaKOBIIUK, OOXOJSIINHA BCEX
CBOUX KOHKYPEHTOB.



