NpUuKnagHbie acnekTbl KOMMep4YeCKOoro B3Jsioma

KPHC KacIllepCKH, aka MBIIIbBX, a.k.a. nezumi, a.k.a. souriz, no-email

XaKepCcTBOBATh, CTA0WJILHO OCTaBasich Ha cB00O/e, M MOJy4Yasi MOCTOSHHBIA MPUX0J1 B
BU/Ie O04YepeJHOro MOArOHa JeHer — HAMHOI'0 HHTEpecHee, YeM IIUTH MIAPOBApPbl MJIHU
NPOTHPATh LUTAHbI B NbLILHOH KOHTOpPe, 00IIAfICh C JIIOAbMH, KOTOPbIX COBCEM He
X04eTcsl BU/1eThb, HO IPUXOJIUTCS, a BCe MOTOMY, YTO 00JILIIMHCTBO XOAUT Ha PadoTy He
U3 J100BHU, K Hell, a M0 HEOOXOAMMOCTH. XaKePhl OTHOCATCS K TeM HEMHOT0YMCJIeHHbIM
CYACTIIMBYUKAM, Ha KOTOPBIX 3TO MPAaBUJIO He PACPOCTPaHsAETCsl, HO KaK HAlTH ceds
cpeau 3Be3] U TepHMii?

geedeHue

MpibXx, oceBUIMH B cBoeld Hope (den), KOTOPYIO TOJUIaHACKHE KOJUIETH OKPECTHIIN
"nmaboparopueii" (nezumi's lab), mOrpykeHHBI B MOIyMpaK TYCKJIO CBETSAIICrOCS MOHUTOpA (a 4To
JenaTh? TPo3a... BEIOMIO 3MIEKTPUIECTBO, IBYXKWIOBaTHASA yia oT APC Ha30iIMBO MHUKaeT, MPOTSHET
1M OHa JO yTpa? JOJKHA MPOTSHYTh — 3alllyTAAHEHBI BCE IIECTb KOMIBIOTEpOB U RAID-maTpunsl,
KpOME O/IHOTO), CBET — JUIS JKOHOMHH Oarapeil — BBIKIIOYCH, MBIIBX HA OLIYNb LIYPLIAT II0
KIIaBHAType, AaXe HE TIAAS Ha Hee: paboTaTh BCICIYIO — IPUBBIYHOE Jeno. [lorpeOeHHBIH mon
TpyJlaMd pacle4aToK W OOWTAromed HCKIIIOYHUTENIbHO B JIeOpsSX MAaIIMHHOTO Koaa (C peaKuMHu
BbUIa3KaM{ Ha TIOBEPXHOCTH), MEIIEPHBII I'PHI3YH ACINUTCS CEKpETaMH MOUCKa yNaJleHHON paboThl Co
B3JIOM IIPOTPaMM Ha ITOTOKe, 000011[ast BECh CBOH MHOTOJICTHUH OITBIT B 3TOW CTaThE.

Wt

Pucynok 1 MbI 6yaeM XaKkepcTBOBaTh, 0CTABasICh HAa CBOOO/IE

mexHuKa 6e3onacHocmu usiu cekc 6e3s rnpe3sepeamusa

[Ipexne, yeM roBOpUTH O BelllaX, I'PaHUYAIIMX C HapyLIEHHEM 3aKOHa, HEeIIoXo Obl
nonmuctate YK M O3HaKOMHTCA € IPaKTHKOH CyAONpPOHU3BOACTBA, OOPATUBILKCH, HAIpUMeEp, K
3HaKOMOMY JKYypPHAJIUCTy, BEIyIIEMYy KPUMHHAJIBHYI0 XPOHMKY B TOpPOJCKOH MaloTHpaxkKe.
HanmcanHoe mepoM — 3TO OJHO, @ BOT €T0 MpPaKTHYECKOE NMPHMEHEHHEe — coBceM apyroe. Cam mo



cebe YK 310 mpocro Ky4a cTpaHHMI] Al HYXXI JIMYHOW TMTHeHbl. B Gopr0Oe 3a BBDKMBAaHHE ropaso
Ba)KHEE 3HATh CTATUCTUKY PEalbHBIX CYAEeOHBIX PEIlICHHH IO TeM WM MHBIM jenam, a B YK oHa He
¢urypupyet u 100BITh €€, YuTasi MOMyIAPHYIO JIUTEPATyPy HEBO3ZMOXKHO.

KoMrmibroTepHble MPECTYIICHUsI BOOOLIE TPYAHOIOKa3yeMbl M NPAKTUYECKH HEHAKa3yeMbl,
€Cclii, KOHEYHO, HE TOBOPUTh O SBHOM BaHAAIN3ME, Kpake JEHET, TOProBIE _3aBEJOMO
BPEJOHOCHBIMH IPOrpaMMaMH U T.A. UTO KacaeTcs AEHET, TO OpraHbl MPAaBOIOPSAAKA BCEX Pa3BUTHIX
CTpax aKTHBHO COTPYIHHYAIOT APYT C JAPYIOM M XaKepbl MAIATCS C YIbTPa(HOIETOBOH CKOPOCTHIO,
I0CJIe YeTO HAaYWHAIOT OTMA3bIBAaThCs 110 BCEM CTAThsIM, KOTOPBIX HA MOMEHT NPEABSIBICHNAS HAMHOTO
OoutbIie OTHON M OOBIYHO TPEK/IE YeM MOCTYYaTh B ABEPH (caroramu), 4eJoBeKa O4eHb J0iro "macyt",
coOMpast 10Ka3aTesbCTBA €ro NPECTYITHOH eI TeIbHOCTH.

Tyt Ha ¢opyMax HEKOTOpbIE CMEIIHBIC JIIOAW OOCYXKIAIOT HE MEHEe CMEIIHBIE CIIOCOOBI
YHUUYTOXKEHHsI BUHTa B cilydae B3iTHsl Ha aboppax. [mymeie. He 3HaIOT, 4TO BUHT (Ha)ke U3BATHIN
Ha/UIeXalmuM  0o0pa3oM) HHYETO HE JIOKa3blBaeT, a BOT €ro YHHUYTOXXEHHE — KOCBEHHOE
MTONTBEPXKICHNE COOCTBEHHOW BHHBI (XOTS TYyT MOXHO OTMa3aThCs, CKazaB, 4YTO paboTan c
koH(uaeHIManbHONH WH(OpManueld, KOTOPYIO HeNmb3sl pasriamarb, IMOTOMY H COOPYAWI CHCTEMY
YHUYTOXXEHUsI BUHTA, a JIIOJICH B TIOTOHAX IPHHSUI 3a TEPEOJICThIX OAHANTOB, y>KE JaBHO OXOTSIIUXCS
3a BUHTOM, BOT U J]aJl KOMaHAy Ha CAMOYHHUYTOXEHHE).

Ho a1o0 Bce epyHna. ['oBopuTh 0 KpUMHHAIE MBI HE coOMpaeMcsi M yxK TeM Oonee He OyaeM
JaBaTh COBETOB Kak OOOMTH 3aKOH, MCHOJIB3Ys IOIpHl B YK mis coBepiieHHs MpecTyIUIeHUI pOTHB
YeJIOBEUEeCTBa, KOMITBIOTEPOB, MH(GOPMAIMA U BCEr0-BCETO-BCEro, YTO TOJBKO MOXeT ObiTh. Hu B
OJTHOM HOPMAaTHBHOM JOKYMEHTE TepMHHA "Xakep" HeT, Aa U caMo TOHATHE "XakepcTBa' pacTsHKIMOE.
Tem He MeHee, Haxke (GopManbHO HEBHMHHEBIE NesHHA (Bponxe HamrymeBmnero aena CKiIspoBa) MOTYT
TIOBJIEYb 33 COO0M manexo uayne nocueacTsusd. Kak nx nsbdexars?!

BoT HeckoJbKO IpaBWJI, IPU3BAHHBIX OOECHEUYHTh XAKEPCKYI0 O€30MacHOCTh, B YCIOBHAX
JMKOI mpuposl. Benb B peanbHON jXKU3HM (YHKIMH COXpaHEHHs HET, NPUBHUBKY OT CHELCIYX0 He
c/leNaeilb U Npe3epBaTuB HUKY/Aa He HaTSHEIb, a, 3HAYNUT, pUCK "3ajereTs” Bcerna ecthb. I1onHocThIo
HEeWTPaIN30BaTh €ro Hellb3sl, HO CBECTH YIrpo3y K MUHHUMYMY BIIOJIHE BO3MOXHO.

a) paboTtaiiTe TONBPKO Ha 3a pPyOSKHBIX KIHEHTOB, MJHUCIONUPYIONMXCA B CTpaHaXx,
HAIUIEBAaTENFCKH OTHOCSIINXCA K XaKePCTBY W HAXOIIIINXCA €CIM HEe B ONIIO3UINH C
Poccueii, To BO BCAKOM ciydae He MAyIIMe y Hee Ha NoBoxy, Hampumep: Kabyn, Hpam,
Henan, JIusan, IOxHoadpukaHckui OJ0K... U HEYEro TyT cMesThes. KoMIbloTepsl y HUX
eCTh W MOTPEOHOCTh B xakepax — orpomua! Kcratu, B FOxHoW Adpuke OCIbIXx HAMHOTO
OoJblie, a HErpoB Jaxke MeHble, ueM B CeBepHOW AMepHKe M xaiTek Tam umeercs. [axe
€CIIH CIIEICTY)KOBI KITaCCU(PHIMPYIOT HEKHE ACSHUSA Kak "MpecTymyIeHus", TO caM 4epT He
pa3deper 3aKOHBI KaKOH CTpaHbl [MOCTpagaid OOJbIlE BCEro, Ja M OHOPOKPATHUCCKON
BOJIOKHTHI TYyT HE MEpSHO, JakKe €CIIM JEeHCTBOBATH IIOJl CBOMM pEabHBIM WMEHEM, PHCK
"3ameTeTs" BCe paBHO HYJICBOH;

b) coTrpyaHnuaiiTe TONBKO ¢ KPYIHBIMH KOMIIAHUSIMH, 3 HE OTJCIbHBIMH WHAWBUIYYMaMH, H,
4yeM KOMITaHUS KpyITHEee, TeM MEHee 3HaYUM COBET (a), TIOCKOJIBKY, (UpMe, HYKTAIOIIUXCS B
XaKepCKUX YCIIyrax, ACIIeBlie HaHATh aJBOKaTa (a 4ero ero HaHMMaTh? IOPUIUUYECKUM OTaeNn
M TaK 3aHMMaeT IEeJbli 3TaX), 4eM OIUIaYMBaTh 3Ty K€ paboTy 3aHOBO, HaHWMas APYTOro
XakKepa, Ja U MOTOM, €CIIi 3aJepKaHHbIN "PecTymMHUK" OTKPOET POT, CKa3as, YTO OH MPOCTO
BBITIOJIHSUT 3a/1aHKe (PUPMbI, CaM He Belasi TOro, YTo TBOPUT — (upMe 10 J1H000MY MPHUIETCS
OTMA3bIBAaTHCS, & CAUHCTBEHHBIN CIIOCO0 OTMa3aTh cedst — 3TO ONpaBaaTh XaKepa, J0Ka3aB,
YTO HUKAKOTO IMPECTYIUICHUS BOOOIIE HEe OBIJIO M 3TO BCE 3JIOCTHBIC HAITAIKH KOHKYPEHTOB,
KOTOpBIM MBI CeHYac TpEABSIBHMM BCTPEUHBIH HCK 3a HApyIICHHWE IIAaTEHTHBIX NpaB,
MOpANBHBIA yIIep0 W VYIYIIEHHYI BBITOAYy. Tak dYTO, C JONMOJHHUTEIBHBIMA MEpaMu
MPEJOCTOPOKHOCTH, MOXKHO cOTpyAaHH4aTrh U co Illtatamu, He roBops yxe mpo Kwurait u
NPOYMMH a3MAaTCKUMH CTPaHaAMM;

C) BCceraa OTKa3bplBaiiTech OT 3aKa3oB, KOTOPHIE IYpPHO MAaxHYT, OCOOCHHO €CiH KIHUEHT
OTKPBITBIM TEKCTOM TOBOPHT, YTO 3a4eM €My IOTpeOOBajioch TPH TOHHBI TPOTHJIA HIH
SMYJTOP AT OAaHKOBCKHUX CMapT-KapT. ATO JH00 AeOMI (KIUEHT B CMBICIE), JTHOO JIOBIS Ha
JKUBIIAa (YTO BCTpEYaeTCs pexe, HO BCe-TaKh BCTpedaercs). McxomuTe w3 Mpe3yMIIIHd
HEBHHOBHOCTH, KOTOPYIO CO BpeMEH ee¢ AeKjIapalud HUKTO He oTMeHsul. Ecnm demoBeky
HY’)XeH KJIIABHATYPHBIX JIOTTEp, TO... a modeMmy Obl U HeT? UTo B 3TOM HE3aKOHHOTO TaKoro?
Hanpumep, s MOTy CTaBUTb Ha CBOIO COOCTBEHHYIO MAIlIMHY JIFOOBIE JIOTTEPHI, KAKUE TOJIBKO
3axouy. MoOKeT y MeHs NpOoBalbl B IMaMATH WJIM HHTEPEC MOCMOTPETh Kakas CBOJIOYb
ycTpanBaeT Ha paboueM cToje KaBapJak, BCAKHUN pa3 Korja s OTIydaiocs oT cBoero I1K?!
AIMUHHCTpPATOp JIOKAJIBHOM CETH, YCTaHABIMBAIOIIMI JIOTTepa, BO3MOXKHO, W COBEPILACT



NPOTUBONPABHOE JCHCTBHE, HO TYT HYKHO CIIy)XKEOHYIO WHCTPYKIHMIO YHTaThb M B JIIOOOM
cllydae, 3a 3TO JEHCTBHE OTBEYAeT OH, Ha HE CO3JATelNb JIorrepa. A €cii KTO-TO C MOMOIIBIO
Jlorrepa CTHIOPUT HOMEpa KPEAUTHBIX KapT, Mapoid M MPOUYI0 CEKPEeTHYI0 MH(POPMAIN0 —
BOT IIyCKal M OTBeYaeT IO BCEH CTpPOroctu 3akoHa. [IOCKOIBKY Jorrep HE SBISAETCA
BPEIOHOCHOW MPOrpaMMOM B YHCTOM BHJE (a Kak HACUET MakpocoB?! MaKpo-peKOpaepHl —
Hy 9€M OHH HE JIOTTEPhI), TO CO3JaTellb MPOrpaMMbl HUKAKOH OTBETCTBEHHOCTH HE HECET (TIpH
YCJIOBHH, YTO OH HE B CTOBOPE), XOTS IIOTPETIaTh HEPBHI MOTYT;

OllyDbg - kmn_06h.exe - [CPU - main thread, module km_06h]

File ‘iew Debug Plugins Options ‘Window Help

SlMx| wn| wijv] ¥4 4| 4 L|E[M|T|wH|c|/[K|B|R[.|5]| E|iF?]
8088755A8 8B45 18 HOU EAX,
888755AE 8938 Moy
888755688 31ca XOR EAX,EAX
808875582 .EB 8D JHP
3D C&BO0BBA CHMP EAX,
“ @F85 SFFBFFFF
89F8 HOU EAX,ESI
81CL4 BCOPOGAB|| ADD ESP,
88875507 SE POP ESI
5F POP EDI
5B POP EBX
5D POP EBP
C2 acea RETH
888755CE 83F8 @D CHMP EAX,
88875501 “ 8F85 4FFBFFFF
a8@8755D7 8B45 DA HOU EAX,
a88v55DA 35 F5 0008008 S0R EAX,
888755DF 89C1 MOU ECX,EAX
888755E1 81C1 DCoBOBAB|| ADD ECX,
888755E7 8B55 Ch HOU EDX,
888755ER 85D2 TEST EDX,EDX
888755EC BF98C2 SETS DL
B88755EF 8B5D CL HMOU EBX,
888755F2 BFAFDB IMUL EBX,EBX
888755F5 83E3 83 AND EBX,
8088755F8 83FB 82 CHMP EBX,
8088755FB BF92C6 SETB DH
888755FE 84D6 TEST DH,DL
88875600 BF45C8 CMOVHE ECX,EAX
88875663 894D EB oY
8088756 06 “E9 7AF9FFFF JHP
> 83F8 27 CHP EAX,
“ @F85 BAFBFFFF
8B75 B8 HOU ESI,
85F6 TEST ESI,ESI

PucyHnok 2 OJibra — o1MH U3 OCHOBHBIX HHCTPYMEHTOB XaKepa

minimal system request

Kakumu 3HaHUSMU/OTIBITOM/HaBBIKAMH JIOJDKEH 00JIafaTh Xakep Uil MPOIOJIKHUTEILHOTO
xaunHbs? B mepByilo ouepens 3TO s3BIK. Her, He accembnep, m nmaxe He Cu. AHITIHHCKHIA.
PasroBopusiii. be3 crnoBaps. HeobxonuMo He TOJBKO OETJI0 YHTATh CIOKHBIH TEXHHYSCKHHA TEKCT,
BHUKAs B HETO I10 X0y JeJa, HO M CBOOOJHO M3BSCHITHCS HA sI3BIKE B (popManbHON M HepOpMaTbHOM
nepenucke. Tak xe (ecnu pupma JeHCTBUTEIHLHO KPYITHAS), CIEAYET ObITh TOTOBBIM K JJTMHHOMN CepUU
MPOJIOJDKUTEIBHBIX TENe(QOHHBIX HHTCPBBI0. DUPMBI TOMEHbBINE, YTOOBI HE TPATHTHCA HAa 3BOHKH,
npeanouyntaror GTalk — pa30opuMBOCTh peur 4yTh MOXYKE, 3aTO BCE HEMOHATHBIC (HA CIyX) CJIOBa
MOXKHO BBECTU B OKHE TEKCTOBOTO uaTa. Toxe camoe OTHOCHUTCS K CJIOBaM, KOTOpPbIe Mbl 3Ha€M Kak
MUIITYTCS, HO HE MOXEM WX MPOU3HECTH. 3HAYUT, HABBIK OETIIOr0o MHChMa 00s3aTeNeH, IUII0C YMEHHE
BOCIIPUHUMATh pedb HA CIYX.
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Pucynok 3 GTalk — yno6Hoe cpecTBoO /151 6€CIJIATHOI0 TEKCTOBOI0/T0JI0COBOT0 YaTa

XoTs1, 4TO Kacaercs ciayxa, TO TYT Bce OT cobecenHHKa 3aBHCHUT. B gacTHOCTH, ci10BO Asia
WCIIaHIIBl TIPOM3HOCAT M0 OyKBaM — KaK OHO HamucaHo "Dcua" M yXKacHBIM PYCCKMH akKLEeHT UM He
nmoMexa. A BOT aMEPUKAaHI[BL... COBEPIIEHHO HE BBE3KAIOT, OTOMY YTO A3US y HHU3 3BYUYHT Kak
"Dika", 4TO OYSHb CHJILHO HAIpsraeT MoHAYaly, a HOTOMY Hepe]| IepBbIMU TeJe(OHHBIMI HHTEPBBIO
HACTOSITETIFHO PEKOMEHYETCSI MPOAYMaTh KaKHe CIIOBaM MOTYT BCTPETHTHCS B Pa3roBOpE, 3arsIHYTh B
CJIOBaph Ha MPEeIMeT TPAHCKPHUIIIUH, a JUIS HaJAEKHOCTH — IPOTHATh TEKCT HAa OJHOHM M3 MPOrpaMM-
roBopmitok. Cepsuc ImTranslator 3.2 (http://www.omniglot.com/links/translation.htm) BronHe cHOCHO
TOBOPUT Ha Ky4y SI3bIKOB M HEILJIOXO IIEPEBOJUT C KUTAMCKOTO HA aHTJIMICKUH.
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PucyHok 4 npaBuiibHO HacTpoeHHast XP cioco6a oTo0paskaet ueporju@sl rjie yroaHo




Kcrarn, o kutaiickom. [Ipu Bcem yBaskennu K Hapony IToaHeOecHOM, MOHATh X aHTIMHCKUHA
(KaK TUCBMEHHBIH TaK W YCTHBIM) HAMHOTO CJIOKHee, yeM KuTaickuid. K ToMmy ke KOBBIpSATBH
KHTalcKylo mporpammy 0Oe3 3HaHHA SI3bIKa — JIeT4e Ha SKOPHOW Ienmu moBecHuThcs. Kyda KHOMOK ¢
ueporiaudamMu U COBEPLICHHO HEMOHATHO Ha KaKyl M3 HUX HaXUMaTh. BIpouem, eciiu TOJIBKO TEKCT
HE TPEJCTaBIEH B IpaUIecKOM BHAE — €ro JETKO PHITHYTh JI000H MOIXOIIEH mporpaMmoit (Ha
XyIoW KoHer coimer u MS Spyxx, BXOISIINI ¢ INTaTHBIA KOMIDIEKT moctaBku MS Visual Studio),
TI0CJIE Yero 3arHarh B CJIOBaph, HAPUMeED, B y)ke yrnoMsHyTeli ImTranslator. ba3oBsix nepornudos He
TaK y>X ¥ MHOTo. OHH OBICTPO 3aITOMHHAIOTCS, NPaBJa, YTOOBI ONEpanMOHHAs CHCTEMa HayumsIach MX
0TOOpaXaTh ISl HEYHUKOJOBBIX MPOTpaMM, HEOOXOAMMO 3arpy3uTh S3BIKOBBIA MAKeT M MPaBHIBHO

HACTPOUTH JIOKAJIb, BIIPOYEM, 3TO YK€ TEMA OTACIIBHOT'O pa3roBopa.
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Pucynok 5 kutaiickuii stuff — monpo0yii ero 3axauurtp

Talickuii s13bIK HEpOrIM(pHUYECKOE MUCBMO HE HCIOJIB3YET M UX a30yKa HaMHOTO OJIMKE K
€BpOIEICKOM, XOTS C HENPHUBBIYKK BBINIAAUT ycrpamatome. COBpeMEHHbBIH MajalCKuid BooOIIe
UCIIONIb3YeT JIATHHUILY, TaK 4YTO EJUHCTBEHHBI OapbepoM B IOCTHIXKEHUHM $53bIKa OKa3bIBACTCS
CJIOBapHBIN 3arac U ero TOHaJbHAs MPUPOJA, IPU KOTOPOH JUINTENBHOCTh INIACHBIX UMEET pellaroniee
3Ha4YEHHE, 3a9acTyi0 MEHSIOIIee CMBICT ()pa3bl HA MPOTHUBONONOXKHBIM. Ho KO BceMy aTtomy OBICTpO
MIPUBBIKACIIb. . ..

A BOT apaOCKyI0 BSI3b MBIIIBX BCE HUKAK HE MOXKET OCHIINTh, OCOOCHHO €CIIH YUeCThb, YTO OHa
MIOCTPOEHA HA KOHIIETIIINH y3JIOB, AOITYCKAIOMINX CYIIECTBEHHYIO TPaHC(OPMAIIHIO CHMBOJIOB — BOT U
nonpoOy# pa30bepw, YTO TYT HamMCaHO, a pa3o0paTh HalO, MOTOMY Kak apaOCcKuil — BechbMa
TIOITYJISIPHBIN SI3bIK M HA HEM FOBOPHT /10 (hUra MoTeHIHAIBHBIX paboToaareseii.

KoHneuHO, MOXHO OTpaHHYUTHCS OJHUM JIHIIb AHTJIMHCKUM SI3BIKOM, HO CaMbIX '>KHPHBIX'
KJIMEHTOB MBI OTCEYEM, B Pe3yJIbTaTe Yero BO3HUKAET PE30HHBIN BONPOC — a He JIydIlle JIU IOTPaTHTh
BpeMsl Ha M3Y4YEHHE KHTalCKOro XOTs Obl Ha caMOM (yHIAMEHTAIbHOM YpPOBHE, 3aTPaTHB Ha 3TOTO
MeCSIL-IPYTOH, YeM KOPSIIUTHCS JIOITHe IO/l Ha JCHIEBBIX 3aKka3ax?! Bnpodem, kaxaslil pemaeT cam ¢
KeM €My JAPYXHTb, U 4TOo eMmy yuuth, OK, 3akpbiBaeM 3Ty TeMy M BO3BpallacMcCsi K S3bIKaM
MIPOTPaMMHPOBAHUSI.

Accembiep — 3TO MOHATHO. Xakep, He 3HAIOUIMK accemOnepa, 3To He Xakep. B ocHOBHOM,
KOHEYHO, crpoc Ha Xx86/x86-64 cHCTEMBI, OJHAKO, JOBOJBHO YaCTO MPUXOIMUTCS CTAJTKHUBATHCA U C
MHUKPOKOHTPOJUIEpAaMH CO CTEPTOM MapKHPOBKOHM WM 3aKa3sHBIMH YHMIIAMH C HEM3BECTHBIM HaOOpoM
KOMaH]] — JOKYMEHTAIMK 100 BOOOIIE HET, 100 OHA OTIAETCS TOJILKO MOJ CTPOTYIO MOJIKCKY 32
HEMEpEHBIE JICHBI'M W TOJBKO IOPUAMYECKHM JMIAM, Ja W TO He BceM. Kak ObITh, uTO nmenaTn?
OrTxka3zaTbes ot 3aka3a?! Hy, oTkazaTscst Ml Beera ycneeMm. CructeM KoMaH[ pa3paboTaHO HE TaK YK U



MHOTO M KpalHE MaJOBEpOSTHO, YTO 3aKa3HOW 4YWIl OyJeT MMETh YHHKAJIBHYIO CHCTEMY KOMaHI.
Ckopee BCEro 3TO OKAXKETCS IPOM3BOJAHOE OT YEro-TO XOPOLIO M3BECTHOTO C HEOOJBIIUM
KOJIMYECCTBOM )IeﬁCTBHTeHBHO HOBBIX PIHCprKHPIfI, Ha3HAUYCHUC KOTOPBIX BBIYUCIISICTCA
IBPUCTUYECKUM IyTEM U AU3aCCEMOJIMPOBAHUE TPOLIMBOK 3aKa3HBIX YHMIIOB BIIOJIHE PEalbHOE JIeJI0 —
rJIAaBHOE yMETh MHCATh NpoieccopHbie Moy it IDA-Pro 1 3HaTh s136IK OCHOBHBIX YHIIOB.

Ho accembmep — »T0 HmkHHH ypoBeHb. Ha BepXxHEM HaxXOAWTCS... HET, COBCEM HE
TIPUILTIOCHYTHIH cH, a Bce Oombie [lepn, [Tuton uim tuma toro. Bot eme Pyou nossuics, 94ro6sl emy
6buto mycto. Komy HyxXHa 3Ta, M3BMHHMTE 3a BblpakeHue, xpeHb?! Beab Toxke camMoe MOXKHO
peanu3oBath u Ha Cu gaxe ¢ 00nbmoN A((EKTUBHOCTHIO. YBBI... €CIIH KIUCHT XOYET IMOYYUTh
nporpamMMmy Ha [IMTOHE, MPUXOAMTCS IMOJCTPAUBATHCS I0J €ro TpeOOBaHHS WIIM... IOCIATh TaKOTO
KJIHEHTA B JieC, Tya rae Jocd. M Bce ObLIO OBl XOPOIIIO — J1a TOJBKO JKEIAIONIUX MOJydHTh proof-of-
concept Ha Ilurone (Ilepnme, PyOu) c KakabIM TroJoM CTaHOBUTCS Bce Oouibllie W OOublIe...
WuTteprperupyemMblie S3bIKH MPEACTABISIOT COOOW SIBICHHWE, C KOTOPBIM HEJb3sl HE CUYHTAThCA,
0COOCHHO, €CITM BCIIOMHHATH MPO PETYJISPHBIC BBIPAKCHUS, HCIOJNb3yeMble B TOM YHCIIE U JUIs
CHTHATYpPHOTO TIOMCKa MaljBapH. BromHe pacrpocTpaHeHHOE SIBIEHHE — TOSBHJIAch MallBaph,
KOTOPYIO [TOKa HUKTO HE JIOBUT, & MBI YK€ PACKOBBIPSUTH €€ M FOTOBBI IIPEUIOKUTh TOTOBBII IETEKTOP,
BOT TOJIBKO €CJIM y KIIMEHTa UMEETCSI CBOSI COOCTBEHHAsI CHCTEMa OOHapy)KEHHUs] BTOPKEHUH, OCHOBHAS
[lepne/Ilurone, TO Hall CUIIHBIA MOJYJIb OCTaHETCSI HEBOCTPEOOBAHHBIM, ITyCTh OH PabOTaeT B CTO pa3
ObIcTpee, HO... B 4y)KOH MOHACTBIPh CO CBOUM YCTaBOM HE XOJIST.

C npyroit cTopoHbl — Henb3s 00bsITh HeOOBsiTHOE. Jlyulie 3HaTh cBOE J€0 (M Jenarh ero
XOpOIIIO), Ye€M XBaTaThbCsi 3a BCE MOAPSI M KOCSYUTHh KaK MbSHBIA MIMATOYKIAJIHK, [OIPHIBAs
KOCSIKAMH CBOIO PEITyTaIMIO U OTJIABIMBAsI TOJBKO TE 3aKa3bl, OT KOTOPHIX OTKA3AJIMCh BCE OCTAJBHBIE,
yBaXkaroye ce0st Xakepsbl.

3/1a4Hble Mecma aHOezpayHOa

I'me mckats 3axas3sl?! Xopommuii Borpoc. B MuTepHeTe, a rae e eme! Hy 310 moHsTHO, 9TO B
WntepHere, a He B OpadyHOM areHTCTBE, HO BCE-TAKM HENb3s JHM TOKOHKpeTHee? Kak Ha cuer
xakepckux popymoB? Tam ke Tyccyercst Tonma Hapoaa! Botr nmernHo, gto "tonmma" u 9ro "Tyccyercs'.
B ocHoBHOM mzer criomHOHM Tpern. bpoaat mo ¢opymy pasHble Joau ¢ NMpockOol: maiiTe JeHer Ha
TpaBHILAIy OT IeTeNnena U BeayT ceOsl Tak, Kak OyJTO MBI IIBITaEMCs UM 4TO-TO NpoJaTh. Tak 4To 3TO
Jaxxe He BapuaHT. [loMCK KpsKOB, NPOCHOBI B3JIOMaTh YeW-TO TOYTOBBIA SINUK/BEO cepBep WU
HATOYMThH Tpabep mapojei... B aTom TyxiioM omyTe HOpManbHas pbiOa He miaBaeT. XOTs, HE BCE
¢opymbr  ommHakoBel.  Ha  https://www.openrce.org/,  https://www.reverse-engineering.net/,
http://www.woodmann.com/ BCTPEYalOTCS BECbMa CEPHhE3HBIC 3aKa3UWMKH, OOBIYHO pPa3MEIIArOIIUe
OOBSBJICHUS B KOMMEPUYECKHX pa3/iesiaX ¥ MO3UIHOHUpPYIommue ceOst Kak (GUpMBI TI0 6€30MaCHOCTH.

CrnoBo "¢upma" — xmodeBoe. drupma 3TO HE JIOCHh U HE UTOJIKA B cTore ceHa. OHa oo ecTh
(u Torza o Heit 1erko codpaTh OOUIMPHYIO HHPOPMAIHIO, TOPBIBIINCEH B TyTIIE), JIN0O... 3TO HE PUpMa,
a Hac MPOCTO Jypayar, TO €cTh pa3BOJT Kak JI0xoB. Miu 3Ta, ¢ mo3BoJIeHUs cKa3aTh, "Gupma" TOIBKO
BYEpa 00pa3oBaach U MOTOMY UAET JIECOM.

KaznpoBele areHTCTBa IpU BCEi CBOEH OECIIONIE3HOCTH MHOTJA AAIOT XOopomwui yioB. Toxe
camoe oTHocuTcs K pazzmeny "Jobs" Ha Security Focus, omHako, HaMHOTO BBITOJHEE BBIXOIUTH Ha
U3BECTHbIE (UPMBI HANpPSIMYyI0, CMOTPETh YTO OHM INHIIYT B pasJelie careers Ha CBOMX CalWTax U
MpeaaraTb CBOM YCIIYI'M, YTO Ha3bIBaeTCsS M3 MEPBBIX PyK B TEpBbIe pyKH. [IpocTo 3amevaresbHO,
€CITH 4acTh NepcoHaa (pupMBI yKe 3HaeT Hac 10 IMocTaM Ha (JOpyMax M He MPOCTO 3HAET, & HAXOANUTCS
B TEIUIBIX JIPY’KECKUX OTHOIIEHHSX, YTO CYIIECTBEHHO YIIPOIIAET MOJTyUYSHHE 3aKa30B.

CoOCTBEHHO TOBOpSI, OCHOBHAsI 4acTh 3aKa30B HAXOJUTCS 4epe3 3HAKOMBIX M C TeYCHHEM
BPEMEHH pacTeT B TE€OMETpHYECKoil mporpeccud. KosmuecTBO mpemiokeHuid B3PHIBOOOPa3HO
YBEJIMYMBAETCs, IMO3BOJISII HaM BBHIOMpaTh HambOosiee BKYCHbBIE, COOJa3HUTENBHBIC, MHTEPECHBIC W
nutarensHbie. [IpaBna 3To Oyaer He ceiiwac. U maxke He 3aBTpa. A o4eHb cwibHO "moToM'". HaumHaTth
BCeT/Ia CJIOXKHO, HO JIaKe TI0X0e HAavyajIo 3a4acTyi0 000paunBaeTCs OUeHb YJa4HbIM KOHIIOM.
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Ha XaKepCKOM PbIHKe

Bor MBI OpommM cpemm creiakeli ¢ TOBapoM, TO HBIPSIS B MOMIMONBHBIC CKIAIBI, TO
BBIHBIPUBAs Ha3aJ K OCJICIUIEHHBIM BUTPUHAM Mera-kopropauuid. KTo Bce 3T Moy U 4yero UM oT Hac
HykHO? VIckarenel K3KOB, BUPYCOB, TPOSIHOB M IIPOYEH HEYHCTH MBI (KaK YK€ TOBOPHIIOCH) OTOpOCHM
cpasy. Ilycte ¢ HUMH HMerOT cexc apyrue. Hac mHTepecyroT cepbe3HbIe MPEeIIoKEeHU OT CePbEe3HBIM
KOMITaHWH, 3aHUMAIOIMXCSI JIETaJIbHBIM OU3HECOM.

AHanmm3 KOMMEPUYECKOro IMPOrpaMMHOTO OOecredeHHs Ha IpeaMeT IOWCKa YKpaIeHHBIX
(parMeHTOB KOJa WM HECAaHKIIMOHHUPOBAHHOTO WCIIOJIB30BAHUS IIATEHTOBAHHBIX AaJTOPUTMOB —
BeChbMa MOMMyJSApHAs TeMa W CYMMBI TaM (PUTYPHPYIOT ¢ TpeMs HYISIMH C3aId U ABYMS IU(ppaMu
cnepenn. U Bce 3T0 B moiutapax, eciu He B eBpo. C IOPHINIECKON TOUKH 3PSHHUS, 3aKOHBI psifa CTpaH
3alpelaroT Iu3acceMOIMpoBaTh KOJ, €CIM Ha TO HET COOTBETCTBYIOLIETO pa3pelieHusi OT
npaBooOnanarens. 3ameuarenbHo! Y HAc CTHIOPWIIM ajrOPUTM M TEIeph F03al0T ero 0e3 BBIIIATHI
OTYHCIICHUH, a MBI Jake€ HE MOXEM HUX NpHIeMHTb. To ecTh emie kak moxeM! Ilo poccuiickum
3aKOHaM Ju3acceMOJIMpOBaHUE BO3MOXKHO W 0e3 IOJIydeHHsl pa3pelleHusi, IM0ITOMY 3arajHble
KOMIIAHWW OYCHb YaCTO HAHUMAIOT PYCCKUX XaKepOB, YTOOBI TOKOBEIPATHCS B KOJI€ KOHKYPEHTOB.

Haiitn noxumieHHpI OMHAPHBIA MOAYIH (JaXKe XOPOIIO 3alpsATaHHBIN) — MHUHYTHOE JIeIO,
JTaKe €CIIM OH CIIeTKa M3YPOJIOBaH. A BOT C TIOMCKOM AJTOPHTMOB JieJia 0OCTOAT _TOpa3lo_ CIOXHEe.
Xakep HaxOJIUTCSl B KPOMEIIHOM TbME COBEPLIEHHO HE MOHUMAs OTKYJa HAYMHATH JBM)KEHUE U YTO
MMEHHO CIIeJlyeT MCKaThb. ANTOPUTM (IIaTEHTOBAHHBIN) 3TO JK€ BEIb HE IOLIAroBasi CTpaTerust U
BapHaHTOB peaM3alliy TYT HAMHOTO OOJIbILIE OJHOTO M BCE OHM 3aBsI3aHBI Ha MaTeMaTHKy. Ha Huzkom
YPOBHE (ypOBHe OTACJIbHBIX MAaIlIMHHBIX KOMaHI[) TYT JIOBUTHb COBEPHICHHO HEYErO. HpI/IXO)Z[I/ITCH
abCTparupoBaThCs OT JICTAJICH U PUCOBATH 3allyTaHHBIC TUATPAMMBI, 0TOOPAXKAFOIIUE X0/ BBITOIHCHHUS
MIPOTpaMMEbI B HarAgHOH ¢opme. BoT TyT-TO BCce mareHTOBaHHBIE (M HEMATEHTOBAHHBIE) aJITOPUTMEI U
BBIIUIBIBAIOT. .. EC/IM, KOHEYHO, XaKEp PaclO3HAET UX CPEIU HAarPOMOXKIECHUHN KBaJpaTUKOB U IayTHUHBI
CTpeNoveKk. 3ajada 3Ta CIIOKHAs, HO XOpOIIO OIUTaYrBaeMasi M IpeACTaBIomas codoi HacTosIee
HCIIBITAHUE, YTO PEAIbHO IPUTATUBAET U 3aBOPAKHUBAET.

[Mocne storo "mombem" OMHAPHOTO KOJAa JIO KOMITMJIMPYEMBIX HCXOJHHUKOB ITOKa)KETCS
JeTckoit 3a06aBoii. BOT ToNbKO He Ha/lo MBITATHCS CIVIABUTH KIIMEHTY pe3ynbTar pabotsl Hex-Rays nim
Apyroro JAEKOMITUJIATOpPA. BO-HepBLIX, O9TO HE €CTb HUCXOAHBIE TCKCTHI, BO-BTOPbIX, OHH HEC
KOMITMJIUPYIOTCS, a €CJIN Jake U KOMIIMIMPYIOTCA 10 TIporpaMMa MajaeT enle npu 3amycke. Koneuso,
HUKTO He TpedyeT cHabXaTh KaXAYI CTPOKY KOMMEHTApPHAMH, HO PEKOHCTPYHPOBAHHBIN MCXOIHBIN
TEKCT JOJDKEH OBITh MOHATEH  IMPHUKIAJHOMY MPOTPAMMUCTY, a KOMIHIISATOPH! (ONTHMHU3HPYIOIIHE)



JMr00ST peanu30BaTh BBIICICHHE NaMATH uepe3 yMHOXeHHe (y KomaHabl mul JIETKO OTJIOBUTH
NeperoJIHeHne, Npeodpa3oBaB yKas3aTenb K HyJI0, CUTHAIM3UPYIOMIEMY O TOM, YTO Ha IaMsiTh Hac
o0oMani) WiIK BEIOPACHIBaTh MCKIIOYEHHE C MTOMOIIBIO JCICHHUS, IPUYEM HE Ha HYJb, a ONSATh-TaKU
MyTeM HepernojHeHus. B MCXOAHOM KOJie HU YMHOXEHHS, HU JIeJICHHs] TIOHSATHOE JIeJI0 HE HOYeBaJIo.
Tam ObuIO TpUBHANbHOE BETBIEHWE — IIPOBEPKAa yKa3zaTelsl Ha PaBEHCTBO HYII0. BoT Tosmbko
COBPEMCHHBIE IIPOIECCOPHI BETBICHUS HE JIOOST M KOMIMIISITOPHI CTPEMSITCS HM30aBUThCA OT HHUX
Be3JIe, TJI€ 3TO TOJIBKO BO3MOXHO. Ho 310 yke neranu. B mienom, pydHast JIeKOMITISALIUS TPOTPaMMBbI —
JIeTI0 TIpocToe (a MOTOMY M CpPaBHHUTEJIFHOE HHM3KO OIUIAYMBAEMOE), HO OTHHMAIOIIEE Kydy BPEMEHH,
YTO JIeJIaeT ero MaJONPHUBIIEKATEIILHBIM 3aHITHEM IS OTIBITHBIX XaKEPOB.

WHorpa, BMecTo mHojabeMa MNpOrpaMMbl O HUCXOJHBIX TEKCTOB IpejaiararoT "pumnaHbe"
OMHApHOTO KOAa C TOCHenyomuM Oo(OpPMIICHHEM €ro B BHJE JIUHAMUYECKOW OuMOIHOTEeKe C
JIOKyMEHTUPOBAaHHBIM UHTEP(EHCOB, TO €CTh C ONIMCAHUEM NPOTOTHUIIOB BeeX (yHKIMiA. OruiaunBaeTcs
3TO emIe XyKe, OJHAKO, Tpe0yeT CPaBHUTEILHO HEMHOTO BpeMeHH. Ha Bompoc — KoMy 1 3a4eM MOXKET
MOTPeOOBATHCS PUNATH KO — JIydIlle Jake HE UCKaTh OTBeTa. | 0pa3go BakHEE TO, YTO PUIIAHBE CaMO
mo cebe He HAaKa3yeMO M IPaBOHAPYIICHHE COBEPINAT TOT, KTO WCIIONB3YeT PUIHYTHIH KO B CBOMX
MIPOIYKTaX, a HOTOMY YaCTHBIM TPeOOBaHMEM 3aKa34uMKa CTAHOBHUTCS MIM(POBKA KOJA.

OCOOHSIKOM CTOST TECTHI Ha MPOHUKHOBEHHE M MOUCK ysi3BUMoOcTeld. C OIHON CTOPOHBI, 3TO
CaMbli JIETaJbHBIH BUJI XaKEPCKOH [ESITEJIbHOCTH W3 BCEX BO3MOXKHBIX, C JIPYrodl »Xe... €CiH
MepeyrCIICHHbIE BBIIIE CMOCOOBI AAalOT rapaHTHPOBAaHHBIM MPUXOJ, TO 3/€Ch OIUIAYMBAIOTCS TOJBKO
HalJICHHbIE JIBIPbI, KOTOPBIX MOXET He ObITh BOOOILE, a BPEMsi Ha MMOUCK YOUTO CTOJIBKO, YTO MPOCTO
JKaJKo craHoBHUTCS. Kopode, IOpIpel — 3TO AJIsl a3apTHBIX WTPOKOB. Ecnm oTBIEUYbCA OT HeraTuBa U
MIOCMOTPETh Ha MHP IJIa3aMH ONTHMHUCTA — IBIPBI €CTh MPAKTUYECKH BE37IC M OUYE€Hb MHOTHE M3 HHUX
HaxoJiTcsl OyKBaJIbHO 32 CYMTAHHBIC MHHYTHI (M 3TO HE NPEYBEIHMUYCHHE), OCOOCHHO €CIIM METOANKA
TIONCKa yKe 0TpabOTaHa, U Mbl IMEEM peabHbIN 0O0EBOM OIBIT.

Tak >ke HEIIOXO WAYT Ha PBIHKE PEKOHCTPYKLHUH CETEBBIX NMPOTOKOJIOB C MHTepdericamu
JUHAMHYecKuX Oubnmorex, ¢QopmaroB ainoB u 1. CylecTBYIOT UENbId  (UPMBL,
CTeUAIM3UPYIOIINE Ha CO3JIaHUU WTPOBBIX YMTOB M OOTOB. J/lymaio, HE CTOMT OOBSCHSITH, YTO OHH
OCTPO HYXJIAIOTCSI B XaKEPCKOHW MOMOIIM, MPaBaa, COTPYAHMYATh C HUMH... Hy OuYeHb HyaHO. Kak
MUHUMYM, TpeOyeTcs TOJICTHII MHTepHeT-KaHal, MO3BOJIIOMINI POKAYNBATE THTA0AaHTHI CBEXKUX UTP.
HrpoBoii cepBep, pacHoN0KEHHBIN TOe-TO TaM, TpeOyeT K cede 04eHp Oepe’KHOro OOpaIleHus U MpH
MOJI03pEeHNH B XakepcTBe Ha [P azxpec BbicraBnsiercss 0aH, MHOT/AA 3aXBAaTBHIBAIOIIUKA BCIO ITOJICETh
MIpoBaiiepa, a BCSAKME TaM IPOKCH 3a0aHephl yXKe JaBHO. BOT M MPUXOANTCS IOIB30BAThCS YCIYTaMH
pa3HBIX NPOBai/IEPOB, NMpUBJIEKask K 3TOMY 3aHATHIO JIpy3€H CO BCEro MHpa, YCTaHaBJIMBas Ha UX
KOMITBIOTepax (M C WX corJjlacusi) TOHHENbHblEe Npokcu. Bech HepHeT Bce paBHO He 3a0aHMIIb, HO
pacxojbl... motpaueHHoe Bpems... M Bce 310 3a kakue-to 10k B Mecs?! A HMEHHO Ha TaKylo CyMMy
MOYKHO PacCUUTHIBaTh, paboTasi Ha MOCTOSHHONW OCHOBE.

3aKJ/TIl04eHue

Bort Takoii y Hac, 3HauuT, 0030p mosyuutcs. He ciuiikoM npuObLIBHBIHN, HO 3aTO JIeraibHbIH
U COBCEM HE KPUMUHAJIbHBIN. BBUIE3TH U3 MOATONBS U MEPEBECTU CBOKO XaKEPCKYIO JESTEIbHOCTh Ha
KOMMEpUYECKHE PENbCHl — BIIOJHE BO3MOXHO. 3aka3sl OymyT. W mx Oynmer mHoro. W HuKakoro
kpuMuHana. [IpaBna, mocsie BBIMOJHEHHS HEKOTOPHIX BUAOB padoT (BIoOJHE JierabHbIX B Poccun) B
CIIA MoxHO OyZeT BheXaTh TOJBKO Uy4elIOM WM TYIIKOW. ITO, OXKAIyH, S AMHCTBEHHOE CEPhE3HBIH
HEIOCTaTOK XaKepCKOH AesTenbHOCTH. [Ipruem, cCOBEpIIEHHO HEBO3MOXKHO y3HATh 3apaHee MMEET JIN
KTO-TO B HITaTax Ha Hac 3y0 wim Her. VHOrjga XakepoB XBarTaroT cpa3y IpH CXOJe C caMoiera, U
HA4YMHAIOT NPEbABIATH, 1aXe €CIH OHU CI0Ja HE XaKepCTBOBAaTh MPUEXANH, & IPOCTO NMOTYCCOBATHCA
Ha KOH(epeHLInH.

Ha sror ciyy4aii... HeT, aIBOKaTOB Mbl OCTaBHM T'OJUIMBYJICKMM OOEBHKaMH, & CAMH B IEPBYIO
odepesb 3alOMHUM Tene(oHbl POCCHICKHX MOCOIBCTB, Ky/Aa CIEAYET MEPBBIM IEIOM 3BOHUTH HPHU
3anepxkanuu (B CILA, kak M3BECTHO, 33/Iep)KAaHHOMY pa3pelaercs c/eaTh OAuH Teine(OHHbIIT 3BOHOK
W JydIIe BCEro 3BOHMUTH B IMOCOJBCTBO, YEM JOMAIIHHUM, KOTOPBIX C Mepermyry MoxkeT u CBSATOH
Konpparnit xBatutsh). Bripodem, 31eck HeT yHUBEpCaIbHBIX ITyTEH M HY)KHO CMOTPETH TIO CUTYyaluu. A
CHTyalls TaKkoBa — WJIM XaKepcTBO WM Ameprka. COBMECTHTh 3TH JIBE BeIIM Oe3 pucKa s
3JI0POBBSI — 3TO HY)KHO HEPEaIbHO KPYTHIM IIEPIEM OBITh.
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