nepexsaTt 6MbnunoTe4YHbIX pyHKUMM B linux u bsd

KPHC KacllepCKH aka MBIIIbX, no fucking e-mail

KaK Yy3HaTh Kakue (PYHKIUU BbI3bIBaeT MOAONbITHAsE mporpamma? B windows
CyllecTBYeT WeJblii apceHaJ IINMHOHCKUX cpeacTB, HO linux-xakepam Bech
HHCTPYMEHTAPUI NPHUXOAMTCS pa3padaTbiBaTh CAMOCTOAITENbHO. cefyac MbIIBX
MOKAMXKET KaK OCYIIECTBJIsIETC MepexBaT M moaMeHa (!) cucTeMHbIX M OUOJIMOTEYHBIX
¢ynxnnii B linux nu *BSD

gsedeHue

[Ipu Bceit HemoxoxecTn windows Ha linux MeXIy HAMH MOXXHO BBIACIUTH OOIIME YEpPTHI.
O6e cucreMbl 00pa3yroT "cIOEHbIH MUpor" U3 OMOMMOTEK pa3IMYHBIX YPOBHEH Mepapxuil. SnepHble
¢yukuun windows NT cocpenorouensl B aiinie ntoskrnl.exe, 10CTym K KOTOPBIM OCYIIECTBISIETCS
yepe3 npepsiBanue INT 2Eh (NT 3.5x, NT4.x, W2K) unn uepes INT 2Eh/sysenter (XP, Longhorn). B
linux mis Toit ke menm wucmons3yercs npepbBanue [INT 80h (x86 BSD wmcmonp3yer ruOpuaHbIA
MeXaHu3M, oJJTHOBpeMeHHO nojepkuBas kak INT 80h, tak u call far 0007h:00000000h).

Snpo peammsyer  Oa3oBble  (PYHKIMHM  BBOJA/BBIBOJA,  paclpeielCHUs  MaMATH,
CO3JJaHUS/3aBEPIICHNST TIPOLIECCOB WM T. 4., mpuueMm ecimn NT mpemocTaBisieT HU3KOYPOBHEBBIE
noyaOpuKaThl, HaJ KOTOPBIMH €lle NMPEACTOUT ropaborars, siiepHble GyHKIMM linux'a (oHM ke
"CHCTEeMHBIC BBI3OBBI" WJIM MO-aHTIHHCKK sys-calls) BmosHe 1o3abenbHBl. TeM He MeHee MpsMbIe
oOpallleHHusi K SIpy € NPUKIAIHOTO YPOBHS BCTpEUAIOTCs peaKo. BMecTo 3TOro mnpuiioKeHus
MPE/IOYHUTAIOT HCIOIB30BaTh CUCTEMHO-HE3aBUCHMYIO OMOMHoTeKy libc.s0.X — OTmaNieHHBINH aHaIor
KERNEL32.DLL u3 windows. Ota 6ubnnoteka 3arpyxaercsi B (GU3HUECKYIO aMATh BCETO OAWH pas,
a 3aTeM TPOCNHpPYyeTcs Ha aJpecHOW MPOCTPAHCTBO BCEX HCIOIB3yeMBbIX ee TmpoieccoB ("so"
pacmudpoBsBacTcs Kak "shared object [file]", a x — HOMep Bepcun, Hanpumep, "libc.so.6").

[ommmo libe, cymecTByIoT u Apyrue OnOIHOTEKH, HampuMmep, libncurses.so.x, oTBedaromas
3a yIpaBleHHE KypcOpOM M OTPHCOBKY IICEBAOTpadMKHM B TEKCTOBOM pexume (“"anamor"
USER32.DLL). bubnmoTrexn MOTyT MOJKIIIOYAThCS KaK Ha cTaauu 3arpysku elf-chaiina gepes tabmuiry
CHMBOJIOB (aHaJOr TaOJMILBl MMIOpPTAa), TaK W AMHAMHUYECKH MO XOAY BBIIOJIHEHHS IIPOIPaMMBbI
nocpezacTBoM Bbi3oBa ¢ynknmii dlopen/dlsym (ananor LoadLibrary/GetProcAddress cooTBeTCTBEHHO).
Haxkonen, Bcsikast mporpaMma COJIEpKUT OOJBbIIOE KOJMYECTBO HEIyONMYHBIX HE JKCIOPTHPYEMBIX
(YHKIMA, KOTOPBIE TaK ke TpeOyeTcs MepexBaThIBaTh.

B mrateli komriekt moctaBku (out form box) Hekotopbix UNIX'oB BxomsT naBe
"xakepckue" yTmimuTel truss m krace (B LINUX — strace), ciensmuie 3a CHCTEMHBIMH BBI30BaMH W
senymwe noapotusii log (EHNNMMGIMENN). K coXaleHMIo, 3T YTHIHTHI €CTh HE HA BCEX CHCTEMAX, H
JaXe TaM TJe OHM €CTb, /I pELICHHs IIOCTAaBIEHHOM 3a7add OHU HENPHUIOIHBL: MHOTHE
O6ubmoTeynble GyHKIUKM 00pabaTHIBAIOTCS JIOKAIBHO U JI0 siApa IpocTo He noxonasaT. K tomy ke strace
paboraer uyepe3 MexaHW3M ptrace, a OH HepeHTaOeneH (T.€. HE MO3BOJISIET TPACCHPOBATH YXKe
TpaccupyeMble IIPOrPaMMBbl) U C KOTOPBIM YCIIEIITHO CPAYKAFOTCsl MHOTHE 3aLUTHBIE MEXaHU3MBI, YEPBH
Y yNakoBIIMKH. HakoHel, B HEKOTOPBIX CITydasiX MIPUXOAUTCS HE TOJIBKO MIMHOHHUTH 33 BBI30BAMH, HO H
"monMuHATE" gyxue (GYHKIMH, 3aMCHSISI UX Ha CBOM.

Kaxk sto crenats?

mmap (0x0,4096,0x3,0x1002,-1,0x0) = 671657984 (0x2808b000)
break (0x809b000) = 0 (0x0)
break (0x809c000) = 0 (0x0)
break (0x809d000) = 0 (0x0)
break (0x809e000) = 0 (0x0)
stat (".",0xbfbff514) = 0 (0x0)
open(".",0,00) = 3 (0x3)
fchdir (0x3) = 0 (0x0)
open(".",0,00) = 4 (0x4)
stat (".",0xbfbffdd4) = 0 (0x0)
open (".",4,00) =5 (0x5)
fstat (5,0xbfbff4d4) = 0 (0x0)
fentl (0x5, 0x2, 0x1) = 0 (0x0)

~ sysctl(Oxbfbff38c, 0x2,0x8096ab0, 0xbfbff388,0x0,0x0) = 0 (0x0)
fstatfs (0x5,0xbfbff3d4) = 0 (0x0)
break (0x809£000) = 0 (0x0)
getdirentries (0x5,0x809e000,0x1000,0x809%a0b4) = 512 (0x200)

getdirentries (0x5,0x809e000,0x1000,0x809a0b4) = 0 (0x0)



lseek (5,0x0,0) = 0 (0x0)

close (5) = 0 (0x0)

fchdir (0x4) = 0 (0x0)

close (4) = 0 (0x0)

fstat (1,0xbfbff104) = 0 (0x0)

break (0x80a3000) = 0 (0x0)
write(1,0x809f000,158) = 158 (0x9e)

exit (0x0) process exit, rval = 0

JlucTunr 1 odpasen oryera truss

3 (Bx3)
B (BxA8)
4896 (Bx1888)
671582336 (Bx28B65888)
672026624 (HBx28B8e5888)
672047184 (Bx28Beaddf)

(BxA)

(BxH)

(BxA)

(BxH)

(Bx8)

(BxH)

(Bx8)

ppen("/usr-1ibslibc.s0.4",8,827757775684)
fstat(3,Bxbfbffb54)
read (Bx3, BxbfbfebZ4,8x1888)

Map (BxB, 626688, 8x5,8x2,3,8x8)

map (BxZ28He5HAA, 20480, 8x3,8x12, 3, 8x7f088)
Map (Bx28HeabBB, 819208,8x3,8x1812,-1,8x8)
lose(3)
cigaction(SIGILL,Bxbfbffbac,Bxbfbffb94)
sigprocmask(Bx1,Bx8, Bx2885bcic)
cigaction(SIGILL,Bxbfbffb94,BxA)
cigprocHask(Bx1, Bx2885bbed, Bxbfbffbd4)
lsigprocrmask(Bx3,8x2885bbfH, 8xA)
fstat(l,BxbfbffBab)

readlink("/etc/mal loc.conf",Bxbfbff888,63) ERR#Z2 'No such file or director

map (BxA, 4896, Bx3, Bx1882,-1,8x8)
break (Ax884bBAA)

hreak (AxBB4cBABA)

ioctl1(1, TIOCGETA, Bxbfbffadd)
hello, world?
rite(l,8x384bAAA, 14)
sigprocHask(Bx1, Bx2885bbeld, Bxbfbffbcc) A (BxA)
lsigprocrmask(Bx3,Bx2885bbfH, 8xA) H (A=)

exit (Bxe) process exit, rval = 3584

6721290824 (BxZ268feBB0)
B (BxH)
B (BxA)
B (BxH)

14 (Bxe)

Pucynok 1 nporpamma "hello,world", mox "muxpockonom" truss'a

0630p 803MOXKHBLIX MEmMoAo08

YcnoBuMcs  paccMaTpuBaTh yHHUBEpPCAIbHBIE METOJWKM IlepexBara, He TpeOyromue
MoAM(DUKAIMU HHU TOJAONBITHOTO (aiina, HU sapa M pabdortaromme nox soboir UNIX-nomoOHo#H
CHCTEMOM (BO3MOHO, C HEOOJIBILIMY TEPEAEIKAMHU).

Haunem ¢ kmaccuku, To ecTh u3gaieka. OIUH M3 cCaMbIX MOMYJISIPHBIX METOJOB IEepexBaTa,
AKTUBHO MCIIOJb3YeMbIii 1M0J windows, W Ha3bIlBaeMblid "MeTOHOM MoOAM(HUKANMA [TaGJIHIbI]
MMIIOPTA" BBINVISIINT TaK:

Q co3maeM oriamounsiii mporece BeizoBoM fork()/exec()/ptrace(PTRACE _TRACEME [B BSD —
PT TRACE ME, B panpueiiieM BSD-00wsBieHHs OymeT NPHUBOAWTCS dYepe3 CIENI|) WA
MOAKIIOYaeMesl K yxe 3anymnieHHoMy mnpoueccy 4yepes ptrace(PTRACE ATTACH/PT ATTACH,
pid, 0, 0);

Q uepe3 ¢yukuuio ptrace(PTRACE PEEKTEXT/PT READ 1, pid, addr, 0) untaem riobaibHyIO
tabnuny cmemennii (global offset table unu got) — aHasor TaOIULBI UMIIOPTA;

Q mocpenctBom  Qymkmunm  ptrace(PTRACE POKETEXT/PT WRITE I, pid, addr, data)
MoIUHUIHIPYEM yKa3aTelu Ha Hy)KHbIe HaM (YHKIWH, 3aMeHss uxX Ha offset thunk, rme thunk —
Ham 00pa0oTYMK, BHEIPCHHBIH B aJPECHOE MPOCTPAHCTBO Mpolecca TeM WIW HHBIM ITyTEM
(marmpumep, ipu nomontu toid ke PTRACE POKETEXT/PT_WRITE I);

O KOHTPOJb 32 JAWHAMUYECKH 3arpy’kaeMbIMH OHMOJIMOTEKaMH OCYLIECTBISETCS IyTEM
nepexsata Qynkiuil dlopen/dlsym, skcmoptupyemsiMu libdl.so.x, HO ¢akTHUECKH
peanm3oBaHHBIX B libc.so.x (Tam onu HazpBaroTes _dl open/_dl_sym cOOTBETCTBEHHO);

o HenyOmm4HBIE ~ (QYHKOIMH  caMOW  MpOTpaMMBI W CTAaTHYECKUX  OMOIHOTEK
NepexXBaThIBAIOTCS IyTeM BHEJpPEHMs KoMaHabl jump thunk B MX Hayalio (€CTECTBEHHO,
OPHUTHHAIILHOE CO/ICPKMMOE HY)KHO TJIe-TO NPEBAPUTENILHO COXPAHUTB) C IMOUCKOM MO
CHTHATYypaM WJIH C IPUBA3KOH K (PMKCHPOBAHHBIM afpecam;

Q orcoemunsemcs ot mporecca uepe3 ptrace (PTRACE DETACH/PT _DEATACH, pid, 0, 0),
MO3BOJISISL €My TIPOJOJDKUTH HOPMAIBHOE BBINOJHEHHE, HO TEleph YKe C HMCHpaBICHHON"



riio0anbHOM Tabnuiel CMeIeHNnH, BhI3bIBarONel (DYHKIMH Yepe3 Hall xakepckuil thunk, koTopsrit
MOJKET IPOTOKOJIUPOBATh BBI30BBI, MyXJIEBAaTh C apryMEHTaMH WIN Jake MepeaBaTh ypaBleHUue
TOJUTOKHBIM (DYHKIIHSM;

Meton "mommpukamum wMmmoprta' JETKO pealn3yeTcs, HalekeH, HO... He CBOOOJEH OT
HepoctatkoB. B windows ¢yakmun ReadProcessMemory/WriteProcessMemory He TpeOyroT oOT
mmporecca, 4ToO0bl OH HAaXOJUTCS IO OTIAJKOW M TOIONMBITHOMY HPWIOKEHUIO OYEHb TPYIHO UM
MpOTUBOCTONATh. WX linux-aHaioru sBJISIOTCS YacThi0 OMOJIMOTEKH ptrace, 00JIOMaTh KOTOPYIO OUYCHb
nerko (cM. Moo crathio NGIONONONEN DN, o11yGIMKOBaHHYI0 B XaKepe ¢ roj
Ha3zan). K ToMy e MOMONBITHBIN MPOIECC MOXKET BBIPBATHCSA W3 jam mmuoHa. s 3toro emy
JIOCTATOYHO TOPOJUTH JOUEPHUI MPOoIece WM clenaTh cede exec(), 4ToObl mepe3anycTuThes. B aTom
cllydae CHCTEMHBIN 3arpy34MK IEpedyMTacT UCXOIHBIN 00pa3 elf-paiina ¢ aucka u Bce M3MCHEHUS B
got'e OyayT morepsiHbl. UTOOBI 3TOTO HE MPOU3OIILIO, HAII HIMHOH JOJDKCH CJICJUTh 32 BCEMH
MOTEHIMAIBLHO OMACHBIMU (YHKIMAMHE, ITyCKall ¥ [EHOW yCloXHeHHs peanusanuu. U nocienanee (HO
caMoe TJIaBHOE) OrpaHWYCHHWE, — IMHOHAX HOCHT CYry0O JIOKaTBHBIH XapakTep W MOXET
KOHTPOJIUPOBATH TOJBKO JIOYEPHUE MPOLIECCHI MM MPOLIECCHI, SIBHO MepelaHHbIe eMy Ha "cheneHue".

A BOT pyroil NOmyJsipHBIN MpUEM, Ha3bIBAEMbII METOIOM "MOAMeHBbI ONOJIMOTEeKH", TaK XKe
M03aMMCTBOBaHHBIN M3 Mupa wWindows:

Q co3maeM "obepTky" (Wrapper) BOKpYT MHTepecylomeii Hac OMOIMOTEeKH, SKCIIOPTUPYIOMIEH Te ke
camble (DYHKIUH, YTO U OHA;

O opWrHHaJIBHYIO OMONINOTEKY IEPENMEHOBBIBAEM WM JIOKHMM Ha B JIpyroe MecTo;

O ¢(yHKUMH-00EPTKH ONPEAEISAIOT WICHTHOUKATOP BBI3BIBAIOLIEIO WX IpoLecca W eCld 3T
JeWCTBUTENBHO "nX" MpOIIecC, COBEPIIAIOT 3apaHee 3alulaHupPOBaHHBIC ACHCTBUS (ITUIIYT BHI30B B
log, moaMeHsIOT apryMeHThl WJIM KoJa Bo3Bpara W T. a). Kak onpexenuts id mpouecca? Oto
JIETKO — Belb (PYHKIMU-00EPTKH BBI3BIBAIOTCS M3 KOHTEKCTa HCIONB3yEeMOIo MX Ipolecca U
pelLIeHUe 3a/1a4M CBOJUTCS K BBUICHEHHMIO HACHTH(HUKATOpa TEKYIIEro Mpolecca, BO3BpaliaeMoro
¢byaxameit getpid,

Q ¢yskmus-obepTka mepenaeT yHpaBiICHHE OPUTHHAIBHOW (YHKIIMH OCHOBHOW OWMONMOTEKH WIH
CBOEi COOCTBEHHOW MOTIOKHON (PYHKINY;

3a BHEWIHEH NPOCTOTOI pealu3aluy TaKOro MOAXOAa KpPOETCs IEeNbli BOpOX Ipoliem.
Co3natb 00EpTKH BOKPYr BCeX "CHUCTEMHBIX" OMOIMOTEK BPYUHYIO NMPAKTUUECKH HEPEabHO M ITY
padoTy HEOOXOIUMO aBTOMATH3UPOBATh, HAIIMCAB HECJOXHBIA mapcep so-(PaijioB M KOJOTCHEPATOp.
He o0s3arensHo reHepupoBaTh ToTOBbI elf-paiin — mnpome co3pate Cu-nporpamMmy U
OTKOMITHIJIIPOBATH €€ gCc.

"I'moGanpHOCTE" TIEpexBaTa BO3JACHCTBYET Ha BCE MPOIECCH U KpuBas "oOepTka" pymIuT OCh
TakK, YTO TOJBKO JAMITBI JIeTAT. J{aBaiiTe He OyaeM TporaTh CUCTEMHBIE OMOIMOTEKH, a BMECTO 3TOTO
m3MmeHuM nepemeHHyro LD LIBRARY PATH B okpyxeHun '"mogomelTHoro" mpouecca. Ona
CIELUaJIbHO MPEAYCMOTPEHa Ha TOT CIIy4ad, €CJM OTIENBHO B3STOMY IPHJIOKEHHIO TpeOyeTcs
MIPEAOCTAaBUTh CBOW Habop OMOMMOTEK (CTaTHUECKMH W AMHAMUYECKHH 3arpy3ddKd CHadana HILyT
6ubnnoreky B myTsx, ykazaHHbIXx LD LIBRARY PATH, u Tonpko ecnu Tam ee HE OKa3bIBaeTCs
nepexomar k (ainy /etc/ld.so.conf, a 3atem x myTsim — /lib u /usr/lib), HO ecnu "HOAOMBITHBIN"
TIPOIIECC TIOTBITAETCS 3arpy3UTh OMOMMOTEKY MO aOCOMIOTHOMY IYTH, OH CMOXKET BBIPBATHCS M3-TIOJ
HamIero KOHTposs!

[epcriekTUBHEE BCErO OCYLICCTBIATH IEPEXBAT IyTeM NPSAMOil MoAM(HKAIMM HaAMATH
nojoneITHOrO Oe3 obpaienus K ptrace. Kak ato MoxxHO caenars? [IepBbIM B rojoBy NpUXOAUT (aiin
/proc/<pid>/mem, onmHako, B OOJBIIMHCTBE CHCTEM OH HEIOCTYNEH Jaxe root'y W INPHUXOAUTCS
CITYyCKaTbCsd Ha YPOBCHbL AApa, YTO CUJIIBHO HaIpATracT. XaKepCKI/Ie HUCTOYHHUKH YIIOMHHAIOT O JBYX
JIpyrux uHTepecHbIX (aitnax: /dev/mem (00pa3 ¢usnueckod MaMsATH KOMIIBIOTEPA 10 TPAHCISLHU
BHUPTYaJBHBIX anpecoB) u /dev/kmem (00Opa3 BupTyansHOU mamsatu sapa). Paitn /dev/kmem oOsraHO €
MIPUKJIAJHOTO YPOBHS HELOCTYNEH M HUKAKUX OMONMOTEK MPUKIAJHOTO YPOBHS 31€Ch HET, II0ITOMY
HaM OH COBEPIIEHHO HEMHTEPECEH, a BOT /dev/mem MBI pacCMOTPHUM IOTIOIpoOHEE.



/dev/imem

Urenne pokymeHtammy ("man mem'") Tmoka3bpiBaeT, uro aitnm /dev/mem umeercs
mpaktrdeckn Ha BceX UNIX-momoOHBIX cHCTeMax, a € ero BAPYT HEeT, OH MOXKET OBITh CO3IaH B
710001 MOMEHT CJICAYIOLIIMMHU KOMaHIaMU:

mknod -m 660 /dev/mem c 1 1
chown root:kmem /dev/mem

JluctuHr 2 co3nanue (paiiia-ycrpoiictpa /dev/mem, mpe1ocTaBJIsIOIIEro 10CTyN K pusnieckoi
NaMATH KOMIBIOTEPA ¢ MPUKJIATHOTO YPOBHS

3neck: 660 — mpaBa goctyma, /dev/mem — umMs ¢aiina (MoXeT OBITH JIOOBIM, HaNpHMeEp
/home/kpnc/nezumi), "c"— THm ycTpoHcTBa (CHMBOIBHOE YycTpoicTBo), "l 1"— ycTpoiicTBO
(pusnueckast mamsrp). Daiin /dev/mem (WaM Kak BBl €ro Ha30BETE) CBOOOJHO JOCTYNEH C
NPUKJIJIHOTO YPOBHS, HO TOJIBKO JUIS TOOt, YTO €CTh CaKCh.

Crpykrypa ¢aiina npeneiapHO mpocta — JIMHEHHbIE CMELICHHsI COOTBETCTBYIOT (PU3NYECKUM
azgpecam. Jlomycrum, Ham u3BecTHO, uTo 1o aapecy FFFFh:FFFOh Bo Bcex BIOS'ax xpanuTcs komania
Tepexo/ia Ha 3arpy309HbIi KO, a 3a HUM (KaK ITPaBWIIO) JISKHUT JaTa co3/1aHus npommBku. [lepeBoaum
"caagKyro Tapouky" cermMeHT:cMemeHHe B JmHeWHbId BHA (linear == seg* 10h + offset), momyuaem

FFFFOh. 3t0 1 O6yner cmenienue B daiiie.

me - homedkpne - Root Midnight Commander - Konsole

CeaHc Mpaeka BuA 3aknagkd HacTpoika Cnpaeka

’__| M| hMidnight Commander ‘ | Shell | /| Root Midnight Commander Homep 2 IiHootM\dmngommanderI
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Pucynoxk 2 urenne coaepaxxumoro BIOS'a gyepes daiin /dev/mem

OCHOBHOM KaMeHb TIPETKHOBEHHMS B TOM, 4YTO ONEpaTUBHAs MaMsITh KOMIIBIOTEpPA
ucnonb3yercss UNIX'oM Kak K31 ¥ IIOTOMY OJIMH U Te k€ (PU3NUECKHE CTPAHUIBI B Pa3IMuHOE BpEeMs
MOTYT COOTBETCTBOBATh Pa3MYHBIM BHPTYaJbHBIM ajapecam. Ho ato He mpobiema. MoxHO HaiiTh
KaTaJIOT CTPAHUL] U BBIIIOJHHUTH TPAHCIALMIO BPYUHYIO. YKa3aTelb HA TEKYIIUH KaTaJlol XPaHUTBCS B
peructpe CR3, mombITka J0cTyna K KOTOPOMY € IPUKIATHOTO YPOBHS BO30YXIAeT MCKIIOUYEHHUE, HO
MIOCKOJIbKY KaTaJOI MMEET IIOBOJBHO XapaKTEpPHYIO CTPYKTYpy (ONHCaHHYIO B JOKYMEHTAaLlMM Ha
MIPOIIECCOP), €T0 JIETKO HANUTH IPOCTHIM CKAaHUPOBAHUEM (HH3HUECCKON TAMSTH.

YacTb BUPTyaIbHBIX CTPaHMUII, MPUHAISKAIINX [IPOLECCY, MOKET OBITh BBITPYXKEHa Ha JIUCK
n torna B Qaitne /dev/mem ee He okaxkercs. IIpym XpoHHUYECKOM HEIOCTAaTKE ONEPaTUBHON MaMsTH,
3HAYUTENBHBIN IIPOLEHT aJpPEeCHOr0 NPOCTPaHCTBA IpoLEcca MONaAaeT Ha JUCK U XOTS COBMECTHO
UCTIONIb3yeMbIe OMOJIMOTEKH BBITECHSIOTCS B MOCJIEAHIO OYepelb, OHU BCE-TAaKU BBITECHSIOTCS



(0COOCHHO PEIKO HCIOb3yeMble (PYHKIIUH). ITO 3HAYMUT, YTO MPEXKIEC YeM KOBBIPATHCS B /dev/mem
HEOOXO0JMMO 3arpy3UTh COOTBETCTBYIOIIYIO (DYHKILMIO B aMsATh. A Kak 310 ciaenars? Hy, Hanpumep,
MIPOCTO BEBI3BIBATH €€. BRI30B (yHKINN HE TapaHTHUPYET 3arpy3KH BceX MPHUHAAISKAIINX i CTpaHuIl,
HO HaMm 3toro u He Hajmo! JlocraroyHo, yTOOBI 3arpy3wiiach IepBas CTpaHMla (a OHa HaBEpHsKa
3arpysutcs!), 9To0bI BOTKHYTH B Ha4ao (YHKIIMK jump Ha cBoii thunk.

Jus meltrpanu3amu MoO009HBIX PPEKTOB 0OBIYHO (HYHKIMIO BBI3BIBAIOT C WHBAIWIHBIMH
apryMeHTaMH, 4yToObl OHa 3aBepIIIach Oe3 BBIOJIHEHMS, OJJHAKO, 3TO I'PSA3HBIM TPIOK, Ha KOTOPBIH
BeJIyTCS JAJNEKO He Bce PyHKUMH. B yacTHOCTH, gets yIIOpHO 0XXKMIaeT BBOJA € KIIABUATYPHI JaXke €CIIU
B KayecTBe yKaszareys €il mepeaarh Hysb. Eciu mamsaTh, npuHajuiexamas (yHKIWH, JOCTYIHA Ha
yreHue (a B linux/BSD oHna noctynHa), HaM 10CTaTOYHO MPOCTO IIPOYUTATH HECKOJIBKO OalT OT Hayasia
(YHKIMH — 3TO TapaHTHPOBAHHO 3arpy3WT MPHUHAUISKAILYIO € CTpaHHIy B (PU3MYECKYIO MaMsITh.
CoOCTBEHHO TOBOpS, Ul MOWCKAa IIepexBaTbiBaeMoil (yHKuMM B /dev/mem Ham Bce paBHO
moTpeOyeTcst ee CUTHATYpa, TaK YTo 0e3 YTEHUS 3/1eCh He OOOUTHUCH.

Bech Bompoc B ToM, Kak ompeaenuth aapec ¢pyHKun? CymecTByeT IO MEHbIIEH mMepe IBa
ITyTH: TTOJYYNUTh yKa3aTelb cpeacTBaMH si3bika Cu wim BbI3bIBaTh dlsym. B o0onx ciydasix pe3ynbTaTsl
OyIyT pa3iM4Hbl, YTO CICAYFOLIAs MPOrpaMMa U MOATBEPIKIACT:

#include <dlfcn.h>

int a; unsigned char *x;

x = (unsigned char*) gets;

printf ("\nx = gets:%08Xh", x) ;

for (a=0;a<0x60;a++) printf("$02X ",x[al, (a%0x10)?"":printf ("\n%08Xh:", (a+x)));

x = dlopen("libc.so.6",RTLD NOW) ;
printf ("\n\nbase libc.so0.6:%08xXh", x) ;
for (a=0;a<0x60;a++) printf("$02X ",x[al, (a%0x10)?"":printf ("\n%08Xh:", (a+x)));

x= dlsym(x,"gets");

printf ("\n\nglsym(, \"gets\") :%08Xh", x) ;

for (a=0;a<0x60;a++) printf("$02X ",x[al, (a%0x10)?"":printf ("\n%08Xh:", (a+x)));
printf ("\n");

JInctuur 3 nporpamma get_addr.c, onpegensiomas aapec GyHKuun gets

Komnunupyem ("gcc get addr.c -o get addr -1d1") u 3amyckaeM IOJIy4eHHBIH
(aitn Ha BemonHeHue (ko4 -1dl moakmogaer 6ubmmotexy dl, sxcoprupyromryro ¢pyakunn dlopen u
dlsym). Ha MBIIIIBXMHOM KOMITBIOTEPE PE3yJIbTAT BBITJISANT TaK:

x = gets:08048364h

08048364h:FF 25 A8 98 04 08 68 08 00 00 00 E9 DO FF FF FF
08048374h:FF 25 AC 98 04 08 68 10 00 00 00 E9 CO FF FF FF
08048384h:FF 25 BO 98 04 08 68 18 00 00 00 E9 BO FF FF FF
08048394h:FF 25 B4 98 04 08 68 20 00 00 00 E9 A0 FF FF FF
080483A4h:00 00 00 00 00 00 00 00 00 00 00 00 31 ED 5E 89
080483B4h:E1 83 E4 FO 50 54 52 68 90 86 04 08 68 30 86 04

base libc.so0.6:400179E8h

400179E8h:00 CO 02 40 D8 79 01 40 30 B5 15 40 6C 66 01 40
400179F8h:88 77 01 40 10 7C 01 40 00 00 00 00 30 B5 15 40
40017A08h:80 B5 15 40 78 B5 15 40 50 B5 15 40 58 B5 15 40
40017A18h:60 B5 15 40 00 00 00 00 00 00 OO0 00 00 00 00 0O
40017A28h:68 B5 15 40 70 B5 15 40 40 B5 15 40 48 B5 15 40
40017A38h:38 B5 15 40 00 00 00 00 00 00 00 00 98 B5 15 40

glsym(, "gets") :4008CE60h

4008CE60h:55 89 E5 57 56 53 83 EC 2C 8B 75 08 E8 AC 4D FB
4008CE70h:FF 81 C3 AF E7 0C 00 C7 45 EO 00 00 00 00 8B 93
4008CE80h:5C 9C FF FF OF B7 02 25 00 80 FF FF 66 85 CO 75
4008CE90h:0E 8B 83 34 02 00 00 85 CO OF 85 07 01 00 00 OF
4008CEAOh:B7 02 25 00 80 FF FF 66 85 CO OF 84 E3 00 00 00
4008CEBOh:8B 42 04 3B 42 08 OF 83 C8 00 00 00 OF B6 08 40

JInceTunr 4 pe3yabTat padoTsl nporpammsl get_addr

VYkazarenb Ha QyHKIHIO gets, cyas mo anpecy (08048364h), cmoTput Ha cekiuio .plt, To ecTh
HaxoJuTCsl Bo "BiaseHusx" Tekymiero npouecca. [lepseie Oaiitel ¢pynkiuu pasasl FFh 25h A8h 98h
04h 08h, uto coorBercTByer komanae JMP [080498A8h]. Brixomur, 3to eme He cama QyHKuus, a
TONBKO Tepexonauk K Heit! Anpec 080498 A8h xpaHuTCS B IBOMHOM CIIOBE JIEKAIIUM B III00ATBHOM



tabnuue cMemenui (got). Momudukanus plt/got odecneunBaet nepexsar GyHKIUH JHIIb B TIpejienax
TEKYILEro MpoLecca, YTO C OJHOI CTOPOHBI OYEHB JaKe XOPOLIO, HO C PYroi — BeChMa XPEHOBO.

bazoseiii ampec Oubauoreku libc (400179E8h) snexutr B HENOCPEACTBEHHOW OJM30CTH OT
uctuHHOTrO aapeca ¢yukiuu gets (4009CE60h), Boszspamaembim dlsym. B riasa cpa3sy xe 6pocaercs
knmaccudeckuit mposor 55h/89h ESh (PUSH EBP/MOV EBP,ESP), koTopslit MBI 1 OyeM MaTdIuTh s
repexBara, HO criepBa pa3depemMcs kak padoTarts ¢ /dev/mem.

me - homeskpnc - Root Midnight Commander Homep 2 - Konsole

CeaHc [lMpaeka Bua 3aknagky HacTpodka Cnpaska

{—/#ftp:knoppix@192.168.7.1
Pasmep |Bpems npaeku Hma Pazmep |Bpema npaeku
/kpnc 4096 |Map 16 2005 |/.. -BBEPX-
/lince 4096 |Map 17 2005 | /Doom Installer
/module 4096 |Anp 1 2005 |/Legacy
/temp 4096 | Anp 29 2005| | /qtetris e 23
#demo I flue 25
#demo—h j Oumbka 0 fne 29
demo—hj.c 734720 | 0kt 20
#gcl lpocmoTp HeBo3MOKEH: HeoBwMHbIA (ain 12290 | fAus 24
#hello 146 | fne 24
hello.c 139414 | fue 25
xicl 25| fue 23
#kmem 12511 | Aue H #kmem.c 226 | flus 23
#kmem. c 519 flne 3 #1libc-2.3.2.idb 10704K | dne 26
#mike maree™l Ram.mp3|/614848|Asr H #libc-2.3.2.50 1244080 | Hue 24
#1ibd1-2.3.2.idb 180374 |dus 25
®pt 13432 | fAue H #1ibd1-2.3.2.s0 9872 | ue 25
#pt.c 1986 | flne H #oorwiz.dll 690912 fne 21
#test—mem 12154 | Hue H #oorwiz.dll.pecZbac 258048 | Hue 20
test-mem.c 126 | fine H #pt 13432 | flus 24
user.h 2687 | OkT #pt.c 1986 | dne 24

—nezumi /Doom Installer

flue 27
Iue 28

0
0
0
0

’__| M Midnight Commander ‘ | shell | | Root Midnight Commander Homep 2 I [l Root Midnight Commander |

@29,

2801108

1 ""@‘j \ié ,‘(.5 E E‘:& m ’;{A & mc; - home/kpn - Root Mid A@@EAEA s

Pucynok 3 Midnight Commander He Mo:keT mpocMoTpeTh ¢aiin /dev/mem

/dev/mem 310 HeoObIuHBIH ¢aiin. Eciu B Midnight Commander'e moaBecTn k HeMy Kypcop U
HaxaTth <F3>-— HU XpeHa He BblizeT (1 He BoimeT)! Toxe caMmoe NMPOU3OHAET €CIIM IOIBITATHCS
MPOCMOTPETh APYroil (haiiyl, mpeacTaBisIonuil ycTpoiicTBo /dev/mem (Hanpumep, paHee CO3IaHHBIH
Hamu /home/kpnc/nezumi). HekoTopble HCTOYHHMKH YTBEPKAAIOT, 4yTo pyHKIMs fopen obmaMbIBaeTcs ¢
OTKpeITHEM /dev/mem © HYXHO [03aThb HH3KOYPOBHEBBIE (YHKIMH OIEPAIIMOHHON CHCTEMBI:
open/read/write. Mpiurbx npoBepwi: Ha KNOPPIX (ocHoBan Ha Debian) u FreeBSD ¢ynkunu
fopen/fread/frwite pabotatoT HOpMaITBEHO, HO, BO3MOXHO, Ha IPYTUX CHCTEMax OHU BEHYT ceOs He Tak,
M03TOMY He OyJeM BBICAKUBATHCS U CIETIAEM KaK TOBOPSIT.

Marnenbkuii Hi0aHC — 00 4.5 BSD (6onee ceeixcue eepcuu ne npoeepan) read ecezoa
6o36pauiaem NOZUMUGHBLI pe3yiabmam oOadce ecau mope, muvgy, /dev/mem yixce Konuucsa,
ROIMOMY 3AKNA0bIBAMBCA HA 8036PAU4AEMOE ee 3HAYEHUE HENb3A.

#include <fcntl.h>
#define PAGE_SIZE 0x1000

int fd;
char buf page[PAGE SIZE];

// orkpeiBaem /dev/mem Ha UTeHME U 3aNuUCh
// (nmompoGhHee cMm. "man 2 open")
if ((fd=open("/dev/mem", O RDWR, 0))==-1) return printf("/dev/mem open error\n");

// mnepeMmemaeMcs B Hadajyio (HeoBa3.)
if (lseek(fd, 0, SEEK SET) == -1) return printf("/dev/mem seek error\n");

// umraem 0x1000 Gamr B Oydep
if (read(fd, buf page, 0x1000) != 0x1000) return printf("/dev/mem read error\n");



JIucTuHr 5 ¢pparmMeHT nporpamMmsl, 1eMOHCTPUpYIOLIeli padoTy ¢ ¢aiiiom /dev/mem

Kcrati roBOpsi, KOHCOJNBHBIA IIECTHAALUATCPUYHBIA pemakTop hexedit W3 KOMILICKTa
nocraBkd KNOPPIX mokassiBaet /dev/mem BIIOJHE HOPMabHO, a BOT rpaduueckas Bepcus khexedit,
[03aMMCTBOBaHHAsI OTTY/1a K€, HE IIOKA3bIBACT HU XPEHA.

[l file:idevimem - BHHAPHEIH pesakTop KDE
©akn Opaeka Buo  JokymedTel 3aknagkd Cepedc  HacTpoWka  Cnpaeka

= WL W ;i e = —

# 1 EEHs ARSI EMRA?)

IEm

0000: 0000

Pucynok 4 penakrop khexedit He MoxkeT mpocMoTpeTh (aiii /dev/mem

A naBaiiTe TpoBeneM HEOOIBIION IKCHEPUMEHT! DKCIEPUMEHTUPOBAHHE — 3TO OCHOBHOE
3aHATHE MBIIIBX'ell (TOcie Tramka, KOHEYHO). Bo3bMeM Kakylo-HHOYIOb PEOKO HCHOIB3yEMYIO
oubnroreynyto GyHKIHIO (HampuMep, gets) M OTIaTIuM ee TI0 TTOJTHOH IMporpaMMe, BHEJPUB B HAYAJIO
6aiit C3h, coorBercTByromeld MammHHOM mHCTpyKimn RETN, a motoM BBI30BEM €€ M ITOCMOTPUM
MIOJTYYMJIOCH JIN Y HAC WK HET.

3amyckaem IDA PRO, 3arpyxkaem libc.so.6, nepexonum k ¢ynkimu gets (<Ctrl-G>, "gets",
<ENTER>) u cMoTpuMm Kakue GaifThl pacroyioxens! B Hayasie ¢pyHkimu (utodsl IDA PRO orobpaxana
MAIIMHHBI KOJ PSAAOM C HMHCTPYKUMSAMH HeoOxonmmo B MeHio Options BwIOpaTh myHKT "Text
representation” u B mosie "Number of opcode bytes" noctasuts "7"). Ecnu et IDA PRO, comepkumoe
(YHKIMM MOXHO ONPENETUTh C TOMOINBI0 HAaIIeH MpOrpaMMBbI, NPHBEACHHON B i Ha
MBIITEXHHOM KoMmrbioTepe nepBbie 10h Oaiit ¢pyrkmmu gets Bermsaaar tak: 5S5h 89h ESh 57h 56h 53h
83h ECh 2Ch 8Bh 75h 08h E8h ACh 4Dh FBh.

IDA View-A
: Attributes: bp-hased frame

public gets ; weak
gets proc near

var_38
var_3J4
var_30
var_2C
var_28
var_24
var_20
var_1C
arg_ 0

. text:00060E60

. text:000GOE6L

. text:00O6OE63

. text:00060E6E

. text:B0OEOEES

. text:00BOBLEGL ,
.text:B00GOEGS L0 +~arg_01
.text:BODEOESLC sub_15C1D

. text:00060ETL o loc_CE7RE+1)
. text:00Q6OETT [ebp+var_201

. text:00060F 7E , Lebx-
.text:000GOESL ,

. text:000COEST .

. text:0006OESC s

. text:BOOEOESF loc_6BE9F
. text:00O6OEIL , Lebn+ ]
. text:0006OEYT ,

. text:00060E99 loc_60FA6

. text:00060EIF

. text:0006OEIF loc_60E9F:

. text:00060E9F

. text:B0OGOEIF

. text:D0O6OEA2 FF .

. text:D0Q6OEAT s

. text:0B00EOEAA 00+ loc_60F93

. text: 00O6OEBD

.text:B00GOEBO loc_6OEBO:

. text:00060EBD ,
.text:00060EB3 3 !

. text:0006OEBS 00 00~ loc_60F84

. text:00060EBC 8 ,

DOOGOEED: gets

Flushing buffers. please wait...ok
F1 Help C Code D Data N Name Alt-X Quit F10 Henu

Pucynok 5 ¢ynkxuus gets B nmuzaccemoiaepe IDA PRO



OtkpeiBaeMm /dev/mem B hexeditor'e ("$hexedit /dev/mem"), maBum <Ctrl-S> (search) u
BBOJIIM Ty MOCJICIOBATEIEHOCTh 0e3 cypdukca 'h' u 0e3 po0esoB:
"5589E557565383EC2C8B7508ESACADFB". Penaktop mojgyMaeT HEMHOTO M BBIJACT pe3ysbTar. Y
MbIIbX'a QyHKIMS gets oOHakuIach B mamatd no aapecy 6BASE60Oh. 3t1o ¢dusndveckuii aapec u oH
HemocTosiHeH. JlaHHasi CTpaHMIA MOKET MHOTOKPATHO BBITECHSTHCS M3 MaMSTH W 3arpykaTbCs MO
COBEPIICHHO IPYTHM aIpecaM.

me - home/knoppix - Root Midnight Commander - Konsole

CeaHc [lMpaeka Bua 3aknagky HacTpodka Cnpaska

’__| M| Midnight Commander ‘ | shell | [ Root Midnight Commander Homep 2 IiRootM\dningommanderI

053,

2401105

“)_rg‘@‘j é 1‘1»5 E fb"& m ;,‘ 3 * @ mc - home/knoppix - Root | ‘:g%@‘ﬁ‘m

Pucynok 6 penaxrop hexedit Hamen pyHkuuio gets mo ee curHatrype

Haxmem <Ctrl-S> eme pas, 4ToObl yOemuThCs, YTO JTAaHHOE BXOXK/IEHHE — EANHCTBEHHOE.
Ecnu vickomasi mociie1oBaTeNIbHOCTh MPUCYTCTBYET B MAMATH IO HECKOJIBKHM aJpecaM, 3TO 3HAYMT,
4yro n0O0 MpOM30ILIa KOUIM3Ms (COBHAJeHUE C Jpyrod (QyHKOMHA) W TOrja HMCKOMYIO
MOCJIE/IOBATENILHOCTh HEOOXOAMMO YIUIMHUTH €lIe Ha HECKOJBbKO OalT, MMO0 B MaMATh 3arpy’KeHo
HECKOJIBKO OMOIHMOTEK, comepKalluxX ONHY W Ty e peanuzanuio GyHKium gets (wiam OmOIHOTEKa,
SKCIOPTHUpPYIOIIas gets, Tomaja B AMCKOBBIA KO3II) M TOTJAa HaM HYXHO OOpaTWTh BHHUMAaHHE Ha
wiaamme 3 6aidTa: y Hameld GyHKIuKM QU3HYECKHe U BUPTyalIbHbIC agpeca OyIyT paBHBL, OCKOJBKY,
aapec Hadana cTpaHunbl Bcerma kpateH 1000h. Ecnam ke HEM OmHOTO BXOXKIEHHS HE HalIEHO —
¢GyHKIUS gets OTCYTCTBYET B NaMsITH (He 3arpykeHa OMOimoTeKa Wiy CTpaHuNa BBITECHEHA Ha JIUCK) U
TOT/Ia MBI OyZIeM JIOJDKHBI ee 3arpy3uTh. Jlpyras IpuurHa — UCKOMask OCIIEI0BATEILHOCTD TIEpeceKiIa
TPaHMIy CTPAHMIBI AMSTH, a, KaK MBI YK€ TOBOPWJIH, TIOPSAOK CJICJOBaHUS (PM3MYECKUX CTPAHHMI] HE
COBIAJAECT C BUPTYaJIbHbIM. B 1naHHOM ciyyae, BCe XOpOIIO: MEXAy HayajuoM gets M KOHIIOM
¢bu3HIecKoit CTpaHHMIIBI PACIIOIOXKEHO
PAGE_SIZE - (addres_of func % PAGE_SIZE) = 1000h — (4008CE60h%0x1000) == 1A0h 6aiit, uro
Oonee, 4eM IOCTATOYHO IS IMOUCKA, HO YTOOBI MBI CTAJIM J€NaTh, €CIH ObI 3Ta JUCTAHIMS PaBHSIACH
BCEro HECKONBKUM OaiTtam?! A HUYEro — IMPOCTO MCKAX OBl (PYHKITHIO B MAMSTH HE C Hadajla caMmoit
¢yHKIMM, a ¢ Hayaja INpUHauIexameid el crpanunsl, To ecth: if (!memcmp(dlsym(lib name,
func name) & OxFFFFF000, buf page)). B sTom cnydae Ham nOCTaTO4YHO, YTOOBI MEXAY HadaaioM
GYHKIMM ¥ KOHIIOM CTPaHUIBI OBbLIO BCEro 5 0alT, HEOOXOMUMBIX I BHEAPCHUS KOMAaHIIbI
jump thunk. A ecnm stux Oalt Her? Torma HeoOXoauMO MO0 HCKAaTh CIEAYIOIIYIO CTPAHUIY U

BHEJIPATHCA B CEpelUHY (DYHKIUH (HO 3TO caMblil TSDKKHM BapHaHT M 3[IeCh OH HE pacCMaTpHBaeTCs),
au60 craButh B Hadano ¢yHkiuuun CCh M JIOBHTH HCKIIOYEHHE M3 siapa (



Kopoue roBopsi, Bce mpoOnembl periaeMbl, TaK 4TO HE OyJAeT BBICAXKHMBATHCS, a JIydlle
MOATOTOBUM TECTOBYIO IpOrpamMMy, KOTopas OyleM BbI3bIBaTh (yHKUUIO gets. OauH W3 BapHaHTOB
peanu3ayy BEITIAIUT TakK:

char buf[666];
while (strcmp (buf, "exit")) printf(".",gets (buf));

JlucTuHr 6 TectoBasi nporpamma demo.c, HCnoJib3yeMasi JAJs IKCepUMEHTOB ¢ GyHKIMi gets

He Bbixozst n3 hex-pexakropa, orkomnuiupyeM ee ("gcc demo.c -o demo") u 3amycTum
Ha BemonaeHue ("./demo"). IlporpaMma BEIIONHSETCS KakK M IOJOXXEHO — OXKHAAET BBOAA C
KJIaBHATyphl M BBIXOIUT IO "exit". A BOT Kak Mbl ee xakHeM! M3meHsieMm mepBbid OaiiT QyHKInM Ha
C3h, coxpansiem u3MmeHnenus no <F2> u 3amyckaem ./demo emie pa3. Ha stoT pas, dyskims gets
HEMEJICHHO BO3BpAllaeT yIpaBjieHHUs He oOpalnas HUKAaKOro BHUMAaHHs Ha KJIaBUATypy M OIKpaH
3aMOJTHACTCS] CTPOMHBIME psAAaMu Touek. Ypa! Y Hac momy4usnocs!

Pucynok 7 310 He 3Be31HO¢ He0O U He MATPHIIA, 3TO — Pe3yJIbTAT YCINEIIHOr0 Xaka pyHKIUH
gets nog FreeBSD

Mopaundukanus gets BO3/IEHCTBYeT Kak Ha YK€ 3alylIeHHble, TaK ¥ Ha B IOCJIEICTBUH
3aIlyCKaeMble IPOIECChl, MPUYEM TMpoLEecCy OYEHb CIIOKHO OOHApyXWTh, YTO €ro XakHyunu!
(npumeuanue: eciu gets ysrce HaxXo0UmMca 8 0HCUOAHUU 68004, mo 3amena 55h na C3h ne npusooum K
HEMEeONeHHOMY B8bIX00Y U3 (PYHKYuU u pe3yiomam OyOem 3amemen MONLKO NPU ee Creoyioujem
6b1306¢).

BozHukaeT Bompoc: HaCKOJBKO 3TO HanexkHO? UTo mpowmsoiimeT, ecnu Moau(UIIupoBaHHAS
CTpaHHIIa B PE3yJIbTaTe HEXBATKH IMAMSTH OTIPABUTHCA B HM3THAHUC WIH KaKOH-HUOYIh IPOIECC
TIOTBITATHCS 3aTPY3UTh XAaKHYTYIO OHOIHOTEKy emie pa3? ['apaHTHpyeT JH ONepallioHHAs CHCTeMa
HEMPOTUBOPEUUBOCTh cutyaruu? JlokymeHTamus (cM. "man mem") He JaeT OTBETa Ha MOCTABIEHHBIH
BOIIPOC M 3TO TPaBHJIBHO, TMOCKOJIbKY MOJM(MUKAIMS CTPAHUI] OTCICKHBACTCI HE CaMOM
OTICPAIMOHHON CUCTEMOH, a mporeccopoM. [Ipu mr000M 3ammcu B CTpaHUI] (HE BAXHO KaKUM ITyTeM
OHa MPOHU30IILJIa — XOTh HHCTPYKIMEH mov, XOTh yepe3 /dev/mem), mporieccop ycraHarnuBaeT dirty-
(hiar, coobmrasi oneparMOHHON CHCTeMe, YTO TPU BBITECHEHUH CTPaHUIIBI €€ CIIeAyeT cOpachiBaTh Ha
IUCK, YTO OIepaluoHHas cucrtemMa # fAenaer. ChemmanbHOro 00paboTymKa IS TIOANCPKKHU
"XaKHYTBIX" CTpaHUI] HET, OHU 00PadaTHIBAOTCS TaK JK€ KaK OCTAIbHBIC (TO €CTh, TaK KaK HaM HAJO).
Huxako# mpomecc He MOXeT '"mepe3arpy3uTh' XaKHYTYIO OHMOJIHOTEKY, MOCKOJBKY OIEpalioHHas
crcTeMa He BUJIUT HUKAaKOW HEOOXOJIMMOCTH CYMTBIBATh C MEJICHHOTO JIMCKA TO, YTO Y)K€ HAXOIHUTCS
B ONEpPAaTHUBHOW TNaMsTH. TeopeTHdecKku, ecid BCE MPOLECCHl BBIFPY3IT MOIU(PHUIUPOBAHHYIO
O6uONMHOTEKY, CIyCTS KaKoe-TO BpeMs OIlepallMOHHAs CUCTeMa ACHCTBUTEIHHO BEIOPOCHUT €€ U3 MaMsITH
U IIpYU NIOBTOPHOM 3arpy3Ke HadyHET APBIraTh AMCKOM. Torja Hail Xak MOMIET JIECOM, HO 3TO KpalHe
MAaJIOBEPOSITHAS] CUTYaIlUs, KOTOPOH K TOMY K€ MOXKHO TIPOTHBOCTOSITH IyTeM riepexBara dlclose.



OOBeIMHUB BCE BHINICCKA3aHHOEC, MBI CMOXKEM pPEajM30BaTh ABTOMATHUYCCKHI Tmardep,
BHEJIPSIONINIA JTFO00H KO B MPOHM3BOJIBbHBIC QYHKIUH. )i IPOCTOTEI MBI OTPaHUYUMCS BHEJPECHUCM
C3h B Hauyao. VicXoqHbIi TEKCT, MpeaiaraeMblii MBIIBX'€M BBITJISIIUT TAK:

#include <stdio.h>
#include <fcntl.h>
#include <dlfcn.h>
main(int ¢, char **v)

{

#define PAGE SIZE 0x1000 // pasMep CTpaHMUH (HE MEHATH!)

#define MIN SG SIZE 0x10 // pasMep CuUTHATYpPH IJIS [IOUCKA

#define LIB NAME "libc.so.6" // nepexpaTeBaeMas OubIMOTEKa IO YMOJIYaH.
#define FNC NAME "gets" // mnepexBaTeBaeMas OGYyHKUMS 10 yMOJIYaHUO
#define MAX MEM (512*1024/4) // Makc. pasMep ¢mz. namaTu (miisg BSD)

int a, fd;

unsigned char *p;

int f=0; char *p_ lib, *p_fnc;

int fuck_a; char fuck[]="-\\|/";
unsigned char page buf[PAGE SIZE];

// ompernejnseM 4YTO NAOUUTH
if (c<3) p 1lib=LIB NAME,p fnc=FNC NAME; else p lib=v[1l],p fnc=v[2];
printf ("patch %$s::%$s\n",p lib,p fnc);

// omnpemerngeMm ampec byHKUMM IJIS NaTda
p = dlopen(p lib,RTLD NOW);if (!p) return printf("%s not found\n",p lib);
p = dlsym(p,p_fnc); if (!p) return printf("$s not found\n",p fnc);

// BBIUMCIISEM PacCTOSHME IO KOHLA CTPAaHMULE
if (((unsigned int)p)%PAGE SIZE < MIN SG SIZE)
return printf("can't find func! too close to end of the page!\n"\
"decrease MIN SG SIZE and try again!\n");

// orkpeBaem /dev/mem
if ((fd=open ("/dev/mem",0 RDWR,0))==-1) return printf("/dev/mem open error\n");

// mnepememaeMcsa B Hadajio (Heoba3.)
if (lseek(fd, 0, SEEK SET) == -1) return -1;

// vmem B /dev/mem Hamy QYHKIIMIO

while (fuck a<MAX MEM)

{
// uMTaeM MO OOHOM CTPAaHulle NOKa He OOoMAeM OO KOHLAa
if (read(fd, page buf, PAGE SIZE) != PAGE SIZE) break;

// KpyTMM XOIO, Cco3maBas BUOVMMOCTL OYPHOM HEesSTeJIbHOCTM
printf(":%c\r",fuck[(++fuck_a)&3]);

// cpaBHMBaeMm comexumoe ¢u3. mamaTy C nepeemy MIN SG SIZE Oavramm -1y
if (!memcmp (&page buf[ ((unsigned int)p)%$PAGE SIZE],p,MIN SG SIZE))
printf ("$s fouind at $08Xh\n",p_ fnc,
(a=lseek (fd, 0, SEEK_CUR))-((unsigned int)p)%PAGE_SIZE, f++);
}

// BEIXOI, €CJM HaumeHO 2 uau 6ojilee BXOXIESHMM
if (--f) return printf("-err:don't know which page i have to fix\n"\
"increse MIN SG SIZE and try again!\n");

// BBIXOI HE HAaWUIEHO HY OIHOTO BXOXICHUS
if (f) return printf ("-not find\nincrease physical memory and try again\n");

// TIATUUM

printf ("OK\n\nbefore patch:\n");

// mnepeMemaeMcsa Ha CTPaHILy Haszaz IJia dTeHusa Oybepa
if (lseek(fd,a-PAGE SIZE,SEEK SET)==-1) return -1;

if (read(fd,page buf,PAGE SIZE) != PAGE SIZE) return -1;

// neuaTaeM OPUIMHAJIBHOE COIEPXMMOEe
for (£=0;£f<0x10;f++) printf("%02X ",page buf[ ((unsigned int)p)3¥PAGE_ SIZE+f]);

// craBum C3h (ret)
if (page buf[ ((unsigned int)p) %PAGE SIZE]==0xC3)
page_buf[ ((unsigned int)p)%PAGE SIZE] = 0x55;



else
page_buf[ ((unsigned int)p)%PAGE _SIZE] = 0xC3;

// TnepememaeMcsa Ha €FpaHEyYCTPAHMIY Ha3al IJid 3anmucu dydepa
if (lseek(fd,a-PAGE_SIZE,SEEK SET)==-1) return -1;
if (write(fd,page buf,PAGE SIZE) != PAGE SIZE) return -1;

// meuaTaeM OTNAYEHHOE COIEPXMMOEe

printf ("\n\nafter patch:\n");

if (1seek (fd,a-PAGE SIZE,SEEK SET)==-1) return -1;

if (read(fd,page buf,PAGE SIZE) != PAGE SIZE) return -1;

for (£f=0;£f<0x10;f++) printf ("%02X ",page buf[ ((unsigned int)p)3%PAGE_SIZE+f]);
printf ("\n\n");

JIucTHHr 7 aBTOMaTHYeCKHi epexBaTYMK Mem.c, BHeAPSIOMWUHA B HAYAJI0 QYHKIUM gets
KOMaHAy retn

Heckonbko 3ameuannii K mporpamMMe: JUIsi YMEHBIIEHHS KOJMYECTBa KOJUIM3UH U YCKOPEHHS
MOMCKA, CpaBHEHHE BENETCS C MPHUBA3KOM K CMEUICHWIO BHYTPH CTpPaHHUIBI (32 3TO OTBEYaeT
koHcTpyknus page buf[((unsigned int)p)%PAGE SIZE]). 3arpy3ka crpaHun B mamsTbh HPOUCXOIMT
aBTOMAaTHYECKU 3a c4eT paboTsl memcemp. CrenuanbHO 3a00TUTBCS 00 3ToM He Hagmo. IIporpamma
o0pabaThIBaeT CUTyalluy, KOrJa UCKOMas MOCIEeJOBATeIbHOCTh BCTPEUAECTCS B MaMATH 0oJiee OXHOTOo
paza wmimm "paspesaercs" CTpaHHMIEH HamomoiamM. B 3TOM cilydae, OHa COBETYeT YBEIHYHUTH
(ymenpumts) koHCTaHTY MIN _SG_SIZE, oTBewarontyro 3a pa3Mep CHTHATYPHI, U TIOBTOPUTH TOIBITKY
eme pa3. EcrecTBeHHO, B aBTOHOMHOM Koje (Hampumep, Kojae 4epBsi) HEOOXOIMMO OpraHH30BaTh
JONOJHUTENbHBIA LMKJI, KOTOPBIM 34eCh HE II0Ka3aH, 4ToObl HE 3axJaMisTh JIMCTHUHT
BTOPOCTETIEHHBIMHU JICTAISIMHU.

Kommmmpyem mporpammy ("gcc mem.c -02 -o mem -1d1") u 3amyckaeM ee Ha
BBINOJTHEHUE. [lepBBIA KIIFOW KOMAaHIOW CTPOKM — UM OMOMMOTEKH, BTOPOH — MMS (DyHKIWH,
KOTOPYIO HY)XHO XakHyTh. [Ipm 3amycke 0e3 apryMeHTOB XauuTcsi (QYyHKIUS gets M3 OMOIMOTeKH
libc.so0.6. Ecin B Hauane GpyHKimu yxe crout C3h, mporpamMma mbITaeTcsi BOCCTAHOBUTH CTaHIAPTHBIN
nposior ¥ numier 55h, To ecte paboraer kak Tpurrep (IOMBITKA Xaka (YHKIMH ¢ HECTaHAAPTHBIM
MIPOJIOTOM 3aKOHUUTHCS IIAYEBHO).

UHBEeKYuUs1 Kooa

Knaccuuecknii anroputm BHeApeHus shell-koma BBEITISIINT Tak: cOXpaHIeM HECKOJBKO OaiiT
MepexBaThIBAeMOM (YHKIIMM W CTaBUM jump Ha cBoil thunk, KoOTOphIli Aemaer 4TO 3aayMaHo,
BEITIOJTHACT COXPaHCHHBIC OAWTHI U MEpenacT YIpaBICHUE OPUTHHAIBHOW (DYHKIIUH, KOTOpPAs MOXKET

BBI3BIBATHCSI KaK MO jump, Tak ¥ mo call (moapoGHee 3TOT BOMPOC PACCMOTPEH B CTAThe
MY o5:1con11107i  Xarcpo),

Camoe cnoxHOe — BBIOpaTh MecTo s pasmerneHus thunk'a. 3To momkHa OBITH TAMATH
JOCTyIHasi BCEM IIpoIeccaM, a Takod MaMsiTH B HaIleM pacrnopsbkeHnd HeT! Mbl 3HaeM, 4To
"mononbITHaS" OGHOIIMOTEKa 0TOOpaXkaeTcst Ha aJpeCHOE NMPOCTPAHCTBO BEEX-KAXKIIOr0 MPOLECCoBa, HO
3TO TPOCTPAHCTBO yxe 3aHsATo! Hackpectw mapy necaTkoB OaiT, OTBEJECHHBIX I10J BBHIPABHHBAHHE
BIIOJIHE peaJIbHO, TOJIBKO HaM 3Toro He XBaTUT! [IpUXoauTcst XUTpUTh.

Camoe mpocroe: pa3MecTHTh KO/ IepeXBaTiMKa B KaKOW-HMOynb "HeHyxHOH" (yHKumnu,
HarpuMmep, gets, a B Ha4aJlo BCeX NepexXBaThIBAeMbIX (DYHKIMH BHEJPUTS. .. HET, HE jump, NOCKOJIbKY B
9TOM Cilydae IepeXxBaTuMK He CMOXET ONpe/eNnTh OTKYyJa IpHIIen BbI30B, a call gets. BuyTtpu gets,
IepPEeXBaTYMK BBITAIIKMBAET M3 CTEKa aJpec BO3BpaTa, YMEHBIIAET ero Ha mHy KomaHxsl call (B 32-
pa3paIHOM pexuMe — 5 6aiT) U moTyJaeT HCKOMBIN yKa3aTenb Ha GyHKIUIO. 3Has yKa3aTelb, MOXKHO
ornpenenuTh UM PyHKIMU — B 3ToM HaMm nomokeT ¢yHkuus dladdr n3 GNU Extensions. B POSIX
OHa HE BXOJWT, HO MOJiepkuBaeTcs npakTudecku Bcemn UNIX'amu, Tak 94TO Ha 3TOT CYET MOXKHO HE
BonHOBaThCs. (Ilpumeuanue: nanomunaem, wmo npu HeOpPeHUU 8 gets, PAGHO KAK U Jiobyio Opyeyo
QYHKYUIO, MbL MOJICEM Nepecekamby 2PaHuybl CMpanuy, NOCKOIbLKY 3a KOHYOM MeKywelu Cmpanuybl
HABEPHAKA HAXOOUMCS COGCEM NOCMOPOHHAA 00acme namamu! ecau dce 603HUKAem HeoOX00UMOCMb
MOOuPuyuposams PyHKyuio gets yYeaukom, HeoOXo0o0uUMo HAlimu 8ce npuHaoaexcawjue el CmpaHuybl,
mem Jice CambiM MemoOOM, KOMOPLIM Mbl HAWIU NEPEVIO U3 HUX).

IIpo6aema B ToM, uTto dladdr HaxomuTcst B 6ubmmoteke libdl.x.s0, KOTOpOit MOXKET 1 HE OBITh
B IAMATH KOHKPETHO B3ATOTIO IpOIecca, a €clIM OHA TaM €CTh, TO XPEH 3HAET 10 KaKOMY aJpecy
3arpy»eHa. HekoTopble Xakepsl yTBEepXKIaroT, 9To B thunk-Koae MOXXHO MCTIOIB30BATh TOIBKO MPSIMBIE
BBI3OBHI sizipa uepes unrepgeiic INT 80h, a Bce ocTanpHble QyHKIMU HeaocTynHbL. Ha camoMm zene ato



He Tak! Kak mokaseiBaer num3accemOnep, dladdr sto Bcero nmmbs "oOeptka" Bokpyr _dl addr,
peanu3zoBanHoil B libc.so.x, a oHa-TO jocTynHa HaBepHska! BOT Toiabko Ha 0a30BbBIi ajpec 3arpys3ku
3aKJIaAbIBATHECA HU B KOEM CJIyda€ HCJIb3s U BBI3OB JOJIKEH 6BITB OTHOCUTCJIIbHBIM.

HpOCTeﬁmaﬂ noanporpamMma reHepaiiui OTHOCUTECIIbLHOT'O BbI30Ba BBITVIAJIUT TaK:

unsigned char buf code[]={0xE8, 0x0, 0x0, 0x0,0x0}; // call 00000h
call r(char *lib name, char *from, char *to, int delta)

{

unsigned char *base, *from, *to;

base = dlopen(lib name,RTLD NOW); if (!base) return -1;

from = dlsym(base,from); if (!from) return -1;

to = dlsym(base,to); if (!to) return -1;

* ((unsigned int*)&buf code[l]) = to - from - sizeof (buf code) - delta;

return 666;

}

JInctuHr 8 moanporpaMma reHepupyeT OTHOCHTEIbHBIA BLI30B H MOMELIaeT ero B rJ100aJIbHbIH
O0ydep buf code, lib_name — ums1 xakaemoii 6udHOTEKH, from — uMs1 GyHKIMHU, U3 KOTOPOIi
OyzeT ocylecTBIAATHLCA BbI30B (HampuMep, gets), to — uMs GyHKIUH, KOTOPYIO HY:KHO BBI3bIBATh
(Hanpumep, write), delta — cmemenne nncrpykuun call ot Hayana thunk-kona

Oynkuus call r BRI3BIBaeTCS W3 MPOTPAMMBI-MHCTALIATOPA (HANpHUMep, HAlmled mem.c) H
TeHEpUPYET OTHOCHUTENBHBIN BbI30B call o anpecy from Ha anpec to. OHa MOXKET HCIIOJIB30BATHCS VIS
BBI30Ba JFOOBIX (QyHKIHNI, a He Topko _dl addr.

MogepHusupyeM nporpaMMy mem.c ¥ OTIaTduM (yHKIUIO gets Tak, 4TOObI OHa BHIBOJMIIA
cuMBoJa "*" Ha sKpaH. MblI OyneM BbI3bIBaThH (QYHKUIWIO write 3 Oubnauoreku libc co ciemyommmu
napamerpamu: write (1,&"*",1). OOparute BHMMaHue Ha KOHCTpyKuuio &"*"— wmbI
3aTaJKMBaeM B CTEK CHMBOJN "*" W mepemaeM (YHKIHH €ro yKa3aTelb. A UTO €Ile OCTAaeTCs Ienarh?
CermeHT naHHBIX Bedb HepocrtyneH! Ilpuxoantes mcronb3oBath crek! Ilpw kenmaHuM Tylda MOXKHO
3aTOJKaTh HE TOJNBKO oAuH cUMBOJI, HO U ASCIIZ-cTpoky (TonbKO He 3a0yJbTe MOTOM BBITOJKHYTH
00paTHO — HEKOTOpHBIE 3a0BbIBAIOT, B PE3YJIBTATE YETr0 UMEIOT HecOaTaHCUPOBAHHBIN CTEK U IOJIy4YaloT
segmentation fault).

// Hauasio thunk-xoma
// BaTajkyBaeM B CTeK apryMeHTH OGyHKUuM write,
// HO caMy OQyHKLUMIO eme He BH3LHBAeM, T.K. HE 3HaeM ee ampeca

unsigned char buf pre[]={ 0x6A,0x2A, /* push 2Ah */
0x8B, 0xDC, /* mov ebx,esp */
0x33, 0xCO0, /* xor eax,eax */
0x40, /* inc eax */
0x50, /* push eax */
0x53, /* push ebx */
0x50 /* push eax */

}i

// coma 3anMcCHBAEeTCs CIEeHEPVPOBAHHBI OTHOCUTEJILHEI BHB0B OQYyHKUMM write
unsigned char buf code[]={0xE8,0x0,0x0,0x0,0x0};

// women thunk-xomna

// BHTaJIKMBAaeM aplyMeHTH M3 CTeKa BMeCTe C CMMBOJIOM "*"

// v BO3BpamaeMmcs 0 ret

unsigned char buf post[]={
0x83,0xC4,0x10,/* add esp,10 */
0xC3 /* ret */
}i

// Bybep B koTOpBlM OymeT 3ammcaH cobpaHHBE thunk-kom B cliemyomei NOCJIeIOBATEJIbHOCTN
// buf pre + buf code + buf post
unsigned char buf dst[sizeof (buf pre)+sizeof (buf code)+sizeof (buf post)];

// TeHepupyeM OTHOCHUTEJIbHEI BHB30B write
call r("libc.so.6", "gets", "write", sizeof (buf pre));

// cobupaem thunk-xon

memcpy (buf dst,buf pre,sizeof (buf pre));

memcpy (buf dst + sizeof (buf pre), buf code, sizeof (buf code));

memcpy (buf dst + sizeof (buf pre) + sizeof (buf code), buf post, sizeof (buf post));



// TATUUM

// craBmMm C3h (ret) mam BOCCTaHaBIMBAEM CTAHIAPTHHI NPOJIOT OOPaTHO
//if (page buf[ ((unsigned int)p)%PAGE SIZE]==0xC3)
//page buf[ ((unsigned int)p)$PAGE SIZE] = 0x55;

//else page buf[ ((unsigned int)p)%PAGE SIZE] = 0xC3;

// wonmpyeMm thunk-konm noBepx byHkuuM gets
memcpy (&page buf[ ((unsigned int)p) $PAGE SIZE],
buf dst,sizeof (buf dst));

JIucTHHT 9 MOIePHU3MPOBAHHBII BAPHAHT MPOrpaMMBbI Mem.c, BHeAPSOIMii B HaYa 0 gets
BbI30B write(1,&"*",1);

Kommumpyem nporpammy u yoexmaemcs, 9To oHa paboTaeT, BIUIOTHYIO IPHOIIMKas HAC K
CO3JJaHUIO TIOJHOLIEHHOTO IepexBaTyhka. YyThb-4yTh ycloXHHB thunk-kox, MbI cMOXeM HE TOJBKO
3araxMBaTh HKpaH, HO ¥ COXpaHsATh log B (haiin!

[IporpamMmmupoBaTh B MAaIIMHHBIX KOJIaX OY€Hb HEYJOOHO ¥ BO3HUKAET ECTECTBEHHOE XKEJIaHUe
3anelictBoBath CH M JIpyrue si3bIKM BBICOKOro ypoBHs. M 310 BnonHe Bo3MokHO! ITockonbky thunk
KOJl BBI3bIBAETCSl B KOHTEKCTE BBI3BIBABIIIErO €r0 IPOIECcCa, OH MOXET 3arpy’aTh CBOM COOCTBEHHBIE
IUHaMu4eckrne OubamoTexw, Be3bBast dlopen/dlsym. Ha mammHHOM KO/ TATIIETCS JHITH KPOXOTHBIH
3arpy3ulK, a OCHOBHOW KOJI MEpPEXBaTYMKa COCPENOTAuYMBACTCS B AWHAMHYECKOH OuOMmMoTeKe,
KOTOPYIO MOXXHO Harucath 1 Ha Cu.

Kcraru roBops, oTka3siBaThesl OT (DYHKIMH gets COBEpPIICHHO HEOOS3aTeNbHO U MBI MOXEM
nepeHecTu ee (PyHKIMOHAJ B Hally AWHAMU4YecKylo Oubnmoreky! Toibko mepeHOCHTh HEOOXOAMMO
MMEHHO (YHKIMOHAJ (TO €CTh MEPeHnuCchiBaTh (DYHKIUIO 3aHOBO), @ HE MBITaThCsl KOIMUPOBATH KO —
gets BeI3BIBaeT "cBou" MOA(GYHKIMM MO OTHOCHUTENBHBIM afpecaM. [Ipu mepemMerneHuu ee Tela Ha
JPYroe MECTO OHH MU3MEHATHCS U. .. 3APABCTBYH, segmentation fault!

me - fhomedkpne - Root Midnight Commander - Konsole

’_| M| hidnight Commander ‘ | Shell | /| Root Midnight Commander Homep 2 -.HDUtM\dmghtCOmmanderI

T & mc - Mome/kpnc - Root Mid ‘QEB‘E‘E: :

310105

PucyHok 8 pe3ysbTat padoThl Ko/a, "'BIPBLICHYTOr0" B gets (3Be310YKH M TOYKH HAYT KOCSIKAMU
3a cuet Oydepusanum)



nepexeam ¢hyHKUUl He 80 CHe, a Hasiey

Camoe CIIO’KHOE B MEpexBaTe — 3TO ONPEIEIUTh TPAaHMIBl MAIIMHHBIX WHCTPYKIUI, TOBEpX
KOTOPBIX 3aIMCHIBACTCSI KOMaH/a TIEpexoa Ha nepexsBartiynk (oH xe thunk, pacmonoxxeHHbI B Hamiem
ciryyae B Tene QyHkuuu gets). I[lo-xopomemy, [ist pemmeHns 3Toi 3a1aun Tpedyercsl HannucaTh MUHHU-
nu3acceMOiep, HO... 3TO K€ CKOJIBKO BCEro IucaTh mpuzaercst! A MokHO ym 6e3 Hero o0OHTHCH?
Mo3xHo!

B navane OonbIIMHCTBA OMOIMOTEUHBIX (YHKIMH pacIiojoXeH CTaHAApTHBIM HpOJIOr BHIA
PUSH EBP/MOV EBP,ESP/SUB ESP,XXXh (55h/89h ESh/83h ECh XXh), narommii HaMm [T
0alT — HeoOXOANMBIH MHHUMYM JUIi BHenpeHus! BerpeuatoTcst u apyrue, ciierka BUJOW3MEHEHHBIC
mponoru, Hanpumep: PUSH EBP/MOV EBP,ESP/PUSH EDI/PUSH ESI (55h/89h E5h/ 57h/ 56h);
PUSH EBP/MOV EAX, OFFFFFFFFh/MOV EBP, ESP (55h/B8h FFh FFh FFh FFh/89h E5Sh);
PUSH EBP/XOR EAX, EAX/MOV EBP,ESP (55h/31h COh/8%h E5h). Xopommii mnepexBaTduk
JIOJDKEH MX YYUTHIBATh.

Takum 00pazom, Halll HepeXBaTUUK JIOJDKEH MIPOBEPHUTH NEpBbIe 5 0ANTOB NepexBaThIBAEMOI
(YHKIUM W, €CIM OHU COBIAJAIOT CO CTaHAAPTHHIM (MJIM CJIETKa ONTHMH3MPOBAHHBIM) IPOJIOTOM,
CKOITMPOBATh 3TOT IPOJIOT B CBOE TEJIO M BHIIIOJIHUTH €r0 Mepes nepeaadei ypaBIeHUs OPUTHHAIBHOH
¢yHKIIMA. A Kyga ero MOXXHO ckonmupoBaTh? CerMeHT MJaHHBIX, KaK YXe TOBOPWIOCH, HaM
HEIOCTYIIeH, CTEK TPOraTh Henb3s (Tepen mepeiadeid ynpapieHHS Ha (YHKIMH OH JOJDKEH OBITh
BOCCTaHOBIICH), @ CETMEHT KOJa 3allpelIeH OT MOAH(pHUKALINH.

CymecTByeT 10 MEHbBLIE MEpe TPH PEIICHHUS: BO-TIEPBBIX, MBI MOXXEM BBI3BIBATH (DYHKILIUIO
mprotect, IPUCBOMB KOJOBOW CTpaHuIle aTpuOyT writable, (HO 3TO HekpacuBO), BO-BTOPBIX, TPOTaTh
CTEK BCE-TaKM MOJKHO: 3a0pachiBacM MpOJIOI Ha BEPXYIIKY, 3a0pachiBaeM TyAa )K€ KOIHIO BCEX
apryMeHTOB (@ CKOJIBbKO Y (DYHKIIMH apryMEHTOB? J1a XpEH €ro 3HAET, BOT M MPUXOJUTCS KOITHUPOBAThH C
3armacoM) W mepenaeM eil ympaBiieHHe Kak HH B 4eM He ObIBajio (HO ATO y)K€ He MPOCTO "HEKpacHuBo',
9TO BOOOIIE YPOACTBO). B-TpeThuX, MBI MOXKEM MOCTYIHTH TaK:

// "komyexkuusa" pasHOOOPA3HEIX POJIOTOB NJIS CPaBHEHMs
unsigned char prolog 1[]={0x55h,0x89,0xES5, 0x83,0xEC};
unsigned char prolog 2[]={0x55,0x89,0xE5,0x57,0x56};

// Bybep B KOTOpPEW OyImeT 3ammMcaH CIeHEePVPOBAHHEIT KO
unsigned char buf code[1024];

// omnpemnesisieM ampec NepexBaThBaeMOM QyHKLMM
p = msym(base, fnc name);

// ecnu B Haualle NIepexBaTHBAaeMON OYHKLMM paclojioxeH prolog 1
// BHempseMm B ee Hauayno call Ha prepare prolog 1
if (!memcmp (p,prolog 1,sizeof (prolog 1))

call r(base, fnc name, "gets", 0);

// ecmu B Haudajle NepexBaTEBaeMO} OYHKLUMM PacrojoxeH prolog 2
// BHempseMm B ee Hauano call Ha prepare prolog 2
if (!memcmp (p,prolog 1,sizeof (prolog 2))
call r(base, fnc name,"gets", offset prapare prolog 2-offset prepare prolog 1);

JIuctunr 10 ¢pparMeHT NpPOrpaMMbI-MHCTAJLUIATOPA, AHAJIM3UPYIOLIel MPOJOr nepexBaTbIBaeMoil
(yHKuuHU U ycTaHaBANBaKONIIEH 00padoTUYMK C COOTBETCTBYIOLIUM MPOJIOTOM

; // 3anocuM HOoMep "Hamero" mpoJjiora B perucrtp EAX,
; // 4TOOBI NepexBaTuMK 3HaJl KakKoM eMy [IPOJIOT SMYyJIMPOBAaThb
; // BHUMAHME! sToT kom 3acupaeT EAX 1 He paGoraer Ha fastcall-dyHxumsax,
; // LS NOOOEepXKM KOTOPHIX PErMCTPHl TPOT'ATh HeJb3s, a HOMEep MpoJjiora KJacTb Ha CTeK,
; // BOCCTaHaBJMBASA e€r0 Iepel Nepelaudel yNpaBJIEHUS OPUIMHAJIBHOM OGYyHKIMM
prepare prolog 1:
MOV EAX, 0x1
JMP short do_begin

prepare prolog 2:
MOV EAX, 0x2
JMP short do_begin

prepare _prolog n:
MOV EAX, 0x2
JMP do begin

do_begin:



// OCHOBHOM KOI NEPEXBATUVKA

// IOEJIAEM UTO 3AIYMAHO

// [ESP+4]+5 comepxuT ampec BH3BAHHOM OYHKLIUM

// 3TO TIOMOXET HaM OTJMUMTEL MepexBadeHHbe OGYHKUMM OPyT OT IpyTa

// TEPEIAUA YIIPABJIEHVA NEPEXBAUEHHOV ®YHKIUM
// C SMYJIAUVEN EE "POLHOI'O" IPOJIOT'A

DEC EAX

JZ prolog 1

DEC EAX

JZ prolog 2

prolog 1: ; // smynupyem BEIIOJHeHMe mnpojsiora Tuna PUSH EBP/MOV EBP,ESP/SUB ESP, XXX
PUSH EBP
MOV EBP,ESP
SUB ESP, byte ptr [EAX] ; BepeMm XXh m3 namaru
INC EAX ; Ha cJjlen. MallMHHYKD KOMaHIy
JMP EAX

prolog 2: ;// smynupyem BEIIOJHEeHMe npoJsiora Twuna PUSB EBP/MOV EBP,ESP/PUSH EDI/PUSH ESI
PUSH EBP
MOV EBP, ESP
PUSH EDI
PUSH EST
JMP EAX

JIncrunr 11 6a30BbIii KoJ NepexBaTYNKa (PACIOJI0KEHHBIH B gets), Moiep:KNBAIOIIHIA
HECKOJIBKO Pa3JIHYHBIX NPOJIOTOM

[TporpamMMa-MHCTALISITOP — AHAIM3UPYET IPOJOT  MepexBaTbiBaeMOH (QYHKIMH U, B
3aBHCHMOCTH OT pe3ysibTaTa, BHEApsAeT B ee¢ Havyamo Jmbo call prepare prolog 1 mubo
call prepare prolog 2, rtme prepare prolog X — MeTka, pacmonokeHHas BHyTpu thunk-kona,
MOMeEIIeHHOr0 HamMu B (yHkuuio gets. Komanma call 3amumaer 5 0afiT ¥ moTtoMy B akKypar
HakianeiBaetcss Ha komaHmy SUB ESP,XXh Tak, uro XXh oka3piBaeTcs mpsSMO 3a €€ KOHIIOM.
I[Mosromy, coxpamsare XXh B Teme camoro mepexBarumka He HyxHO!!! Komanmma SUB ESP,
byte ptr [EAX], Be3biBaemast n3 thunk-xona smynupyer Beimonaenne SUB ESP,XXh na ypa!

[MpuBenennsii npumep moptur peructp EAX m paboraer tompko ¢ cdecl u stdcall
¢yukumsimu. [lepexBar fastcall-pynkumu, nepenmatomux aprymeHtsl uepe3 EAX, mo atoit cxeme
HeBo3MokeH. OpnHako, opurnHambHbIH EAX MOXHO COXpaHATh B CTEKE M BOCCTaHABIIMBATh
HETIOCPEJCTBEHHO IMepes IepeJauci yNmpaBiIeHHUsl INepexBaueHHOW (YHKLIUH, HO B 3TOM Ciydae
JMP EAX mpunercs 3amenuts Ha RETN, a Ha BepXyIIKy cTeKa MpeIBapUTEIIEHO MOJIOKHUTh afpec st
nepexoa.

Bort, cobcTBerHO TOBOpSI, U Bee. CKeJeT mepexBaTynKa YCIEeNTHO cOOpaH W TOTOB K padore.
Ocraercst mormcars "00EBYI0 HAYMHKY". DTO MOXET OBITh W JIOITEP, IPOTOKOIUPYIOIINI BHI3OBBI, U
AHTHU-TIPOTEKTOpP, OJIOKMPYIOIINH BBI30BBI HEKOTOPBHIX (QYHKIMH (Hanpumep, ynaneHue ¢aiina), u
Makpo-MallinHa, "nojcoBbiBaomas” (QYHKIUSIM KJIaBHaTYpHOTO BBOAA TOTOBBIC JAHHBIC H... J]a BCE
YTO yroaHo!

>>> gpe3ka npobrieMbl cmabunbHocmu

CKOHCTPYHMPOBaHHBII HaMH NEpPEeXBaTUMK JOBOJBHO KalpH3€H MO HAType U NMEPHOANYECKU
najaer 0e3 BCSIKMX BUIMMBIX npuuuH. [louemy sTo mpoumcxomaut? Paccmorpum ¢ynkumio func co
crangaptHeiM mposiorom Buaa PUSH EBP/MOV EBP,ESP. Jlonyctum, mnporiecc A BBITOJHMIT
komanny PUSH EBP u Tonbko cobupaics npuctynute K BeimodHeHnto MOV EBP,ESP kak Obun
MIpepBaH CHUCTEMHBIM IIAHHMPOBIIMKOM M YIIPaBJICHHWE TOJYYWJI Hall mpouecc B, ocymecTsisrommii
nepexBar ¢yHknuun func mytem BHeApeHHs B ee Hadano wmHCTpykmmu call. Korma mpomecc A
BO300HOBHT cBOe BbInonHeHue, komauasl MOV EBP ESP tam yxe u He okaxkercsi, a Oyner Topyarb
XBOCTOBasi 4acTh OT call mpy BBHIMOIHEHNN KOTOpOH Bce moiner B pasHoc. KoHe4HO, BEpOATHOCTH
TaKOro COOBITHSI MCYE3alollle Mana, HO B 0CO0O OTBETCTBEHHBIX CIIydasXx C HeEil Bce-Takd CTOUT
CUUTAThCA.

YroOsl "obe30macuTh” mepexear, HeOOX0UMO COKPATUTh [UTMHY BHEAPSEMON HHCTPYKIIUH 10
onHOTrO Oaifra, HO... Takux MHCTpyKIMi npocto Het! To ecth kak 310 Her? A INT 03h (CCh) Ha uT0?
TpamunmnoHHO OHAa WCHONB3yeTCsl AUl OpPTaHW3alMH TOYEK OCTAaHOBA M HA INPHKIATHOM YPOBHE
3aIIMIIEHHOTO PEeXHMa BO30Y)KAaeT UCKIIFOYEHHE, KOTOPOE JIETKO MEPEXBATUTD U3 spa, a TOUYHEE U3



3arpyxaemoro Moayiisi. O6 3toM yxke mucanock B crathe "Handling Interrupt Descriptor Table for fun
and profit", omy6aukoBanHOH B 59 HOMepe phrack, Tak 4To He Oy/eM MOBTOPSTHCS.

3amernm, uto CCh KOHIIMKTYET ¢ HEKOTOPBIMU 3alUTHBIMA MEXaHU3MaMHU U, ECTECTBEHHO,
C OTinamyMkamu, moatoMy Jyuure BHeApsaTe He INT 03h, a kakyro-HuOyzap '"3anpeuieHHyo"
onmHoOaiitoByro komanay tuma CLI (FAh), B030OyXmaromrylo HCKIIFOYCHHE, KOTOpOE MBI Oyaem
OTJIaBIINBATb.

>>> gpe3Ka mo4YKu ocmaHoea

OTnaguukd MOTYT YCTaHaBIMBATh IIPOTPaMMHBIE TOYKH OCTaHOBA HA OWOIMOTECYHBIE
¢byskuum, BHenpsisi B ux Hadaigo komanay INT 03h (CCh). B stom ciydae Haml mepexBaTdMK He
CMOJXKET PAaCHO3HATh IIPOJIOT, YTO HE ECTh XOPOIIO.

Brixon oueBmaeH — cpaBHHBATH TONBKO 2, 3#f, 4if m 5# GaifTel mposora, UTHOpPHPYs 1i
6aiiT. A uyTO Henath ¢ TOo4YKoi ocranoBa? Ecnm 3ammcarte call moBepx Hee, To oHa Oynmer 3aTepra u
OTIIaAYNK IIOTEpSET KOHTPOIb 332 (DYHKIMEH, 4TO B HEKOTOPHIX CIy4asX HEMpPHEMIIEMO M TOTJa
HEOOXOMUMO BHEIPATHCS CO 2ro Oaiita, HO B 3TOM ciydyae KoManaa call HOJHOCTBIO 3aTpeT
SUB ESP,XXh u XXh mpuzaercst cOXpaHsTh IJIe-TO B IpyTOM MecTe.

3aKJ/Tlo4eHue

Mexanusmbl niepexsata API-pynkimii moq windows XOpoIIo HCCIECHOBAHbI M MPEIIOKUTh
PaAMKaTbHO HOBBIA TPIOK JOBOJMBHO TpymHO. UNIX-cHCTEMBI HCCIICZIOBaHBI HAMHOTO XYK€ M TasT
MHO>KECTBO HEPACKPBITBIX BO3MOXKHOCTEH, MPHUTATMBAIOIINI XaKepOB M MPOYUX TBOPUECKHX JIIOJICH.
OnucaHHbIA MBIIIBX'€M CIOCO0 — HE eTUHCTBEHHBIN U, BEPOATHO, HE CaMblil yIOOHBIHN, K TOMY ke 710
"MPOMBIIITICHHOTO TPUMEHEHHU"' €My €Ille pacTh M pacTH. TeM He MeHee, B MBIIIbXUHBIX yTHIINTAX,
HaIMCaHHBINA Ha CKOPBIA XBOCT, OH BIIOJIHE HOpMaIbHO paboTaeT — Kak moj linux'om, Tak u mox BSD.



