XKY4YKHMN B NTEKTPOHHbLIX MUCbMaXx

KPHC KacllepcKu, no-email

3J1eKTPOHHAs MO4YTa Obl1a M OCTaeTcsd OJHMM H3 OCHOBHbBIM HMHCTPYMEHTOB XaKepa
(10€cTaTOYHO BCNOMHMHATH NMHCHMA C 3JIOBPEIHBIMH BJIOKEHHSMH WJIH IKCILIYyaTALHUIO
"nbIp" MOMYJISPHBIX MOYTOBBIX KJIMEHTOB). aTaKyIOLMe NPUMEHSIOT Bee 0oJiee U 0ostee
H30IIPEeHHBbIe TPHEMBI, 324ACTYI0 HeH3BeCTHbIC IIUPOKOI Ay TUTOPHH AIMHHUCTPATOPOB
H CHEIHATNCTOB MO 0e30MACHOCTH. CerOAHSA MBI IOTOBOPUM 0... CCBLIKAX HA KAPTHHKH
M NMOKA’KeM HA YTO OHH CIIOCOOHBI, 2 CIIOCO0bI OHM HA MHOro€!

gegedeHue

XOpoIIo MoJroTOBICHHAs! U MTpoyMaHHas araka ("TMOHEpoB" M BaHAAIOB MbI B pacyeT He
OepeM) HauMHAeTCs C TIIATENLHOrO cOopa MH(POPMAIMU O JKEPTBE, PEKOHCTPYKIMU TOIOJIOTHU
JOKJILHOM ceTH (eclu y JKEepPTBBI €CTh CETh), OINpPEACICHHMH THIAa W BEPCUIl HUCIOIBb3YEeMOTO
MPOTPAMMHOTO 00ECIeUeHHsI, BBIBICHHUS 3aIIUTHBIX KOMIUIEKCOB (CHaM-(MIBTPOB, OpaHIMAay3poB,
CHCTEM OOHAapYyXXCHHS BTOP)KEHHH, etc), a TaK e COCTaBJeHHSA Tpaduka pabOTBI >KEPTBHI IS
OCYIIECTBIICHNS aTakd B HanOostee "yano0HOoe" ¢ TOUKH 3peHus XaKepa BpeMsl.

CymecTByeT MHOXKECTBO YTHIINT, TO3BOJIAIOIINX CKAaHUPOBATh JIOKAJIbHBIE CETH, HE B3Upast Ha
OpanaMaysp (Harpumep, 3HaMEHUTBIH nmap), 0JHAKO, BCE OHM pabOTalOT TOJBKO C YIIEPOJICHHBIMU
(v HEeBepHO HACTPOCHHBIMHM) OpaHIAMayspaMH U, K TOMY >€, JIETKO pacllO3HAIOTCS CHCTEeMaMH
OOHapyKeHHsI BTOP>KEHHUH, YTO, €CTECTBEHHO, HE BXOJUT B IUIaHBI aTaKyOIET0, JKEJIAIOIIEro0 OCTaThCs
HE3aMETHBIM.

HeoxngaHHBIM XaKepCKUM MOJCIOPhEM OKa3ajach... 3JEKTPOHHas nodta. OTBedyas Ha
XaKepCKoe MUChMO (BIOIHE 0€300MIHOE CO BCEX TOYEK 3pEHUs), )KepTBa caMa TOTO He IMOJ03peBas,
BKJTIIOYAET B 3ar0JIOBOK OTBETA HE TOJIBKO JAHHBIE 00 YCTaHOBJIEHHOM NPOTPAMMHOM OOECTIedeHNH, HO
u Oosree "TOHKYIO" MHPOpMAaIUIO (HampuMep, HOMepa JOKaJIbHBIX TIOPTOB, MO CTPATETUH HAa3HAUYCHUS
KOTOPBIX, NPH JUIMTEIHHON MEPENHcKe, MOXHO BBISIBUTH HAINYNE TPAHCIATOPA CETEBBIX aJpEcOB WU
C/IeNaTh BBIBOJI O CTETIEHH 3arpY’KEHHOCTH Y3I1a).

bonee '"mpoxBuHyThIE" ~Xakepckue mucbMa, "3akopupoBaHHbie" B HTML-dopmare,
UCTIONB3YIOT Java-CKpUNTHI W CCHUIKM Ha BHEIIHHWE (TTOJKOHTPOJBHBIE XaKepy) Ppecypchl, 4TO
MO3BOJISIET coOpaTh HAMHOTO Oouble HHOOPMAIMKA U HE TpeOyeT OT JKePTBHI OTBETa — JOCTATOYHO
IMpOCTO MPOCMOTPETH IMUCBEMO (a B TIONYJEIPHBIX IIOYTOBBIX KIHMCHTAX MPOCMOTP BKIIOYCH I10
YMOJTYaHHIO ¥ OY€Hb MaJIo KTO U3 MOJIb30BaTENEH OTKIIIOUAET €T0).

Java-ckpunTel, oTHOcAIIEECS K "TSDKEIOW apTWwuiepuu’, MBI paccMaTpuBaTh He Oynem,
BOOPYKMBIIUCH OJHOM JMIIb "CHAlNepcKoll BHHTOBKON"' — BHEIIHUMM CCBUIKAMU HAa KapTUHKW,
BO3MOXKHOCTH KOTOPBIX CHJIBHO HEIOOIEHMBAIOTCA KaK XaKepaMH, TaK W CHenualicTaMy
6e30MacHOCTH.

>>> gpe3Ka cokpywasi 6apbepbi unu HTML-80 enoxeHusix

Outlook Express (M HEKOTOpBIE Opyrue IOYTOBBIC KIHEHTHI), oOpabartsiBator HTML-
COZIEP’)KMMOE JJIEKTPOHHBIX ITHMCEM BecbMa crienn(uueckuM o0pa3oM, Iomenias ux B "mecodHuny" c
MHUHHUMAaJIbHBIMU NPUBHJIETHSIMHU, KOTOPbIE B Jy4lIeM (JUIs Xakepa) cilydae COBIAJAIOT C IPUBHIICTHIM
yIalieHHbIX Internet-y3ioB, TO ecTh Java-CKpUNT HE UMEET JOCTYIa HU K KaKUM JIOKaJbHBIM (aiinaM u
JIaJIeKO He BO BCEX CIIy4yasX MOXKET YCTAHABIMBATh COCAMHEHHE JIaXKe C TEM CEPBEPOM OTKYJa OH OBLI
3arpy’eH, 4TO CYIIECTBEHHO 3aTPyAHSET aTaKy.

Coscem apyroe meno — HTML-cTpaHHIEl, OTKpPBIBaEMBIE C JIOKAJIBHOTO AUCKA. [I0CKOIBKY,
HHUKaKoro "y3nma-poauTens" 37ech HeT, Java-CKpunTy, Kak IpaBuiIo, J03BOJICHO YCTaHABINBATh JIFOObIE
TCP/IP coenuHeHHs (KOTOPBIM, €CTECTBEHHO, HE MPEMATCTBYET OpaHAMay3p), a Tak ke oOpamaTbes
(myckaii 1 He Ge3 OrpaHMYEHUI) K JOKaJIbHBIM (aiinaM. B mobom ciydae, JOKaJbHO OTPHIBAEMBII
HTML-g0KyMeHT, aBTOMaTH4ecKH IIONafaeT B 30HY "IOBEpeHHBIX y3sIoB", obnagaronryio (1o
YMOJTYaHHIO) HAMBBICIIMMH HpUBHIETHAMHU. CyIiecTByeT O0IbIIoe KOJINYECTBO aTakK, TEM WM HHBIM
00pa3oM BBIHYXIAOUIMM >kepTBY coxpaHutbh HTML-crpaHuily Ha JUCK M OTKPBITH €€, 4TOObI
MOBBICUTH YPOBEHb IPUBUIIETUN Java-CKpUIITOB.

HTML-BnOXeHUS — B 3TOM CMBICJIE HAeaIbHBI BapuaHT. UTOOBI MPOCMOTPETH COMIEPIKUMOE
BJIOKEHHS, €T0 HEOOXOANMO OTKPBITh, a IPH 3TOM _BCET/a IPOUCXOJUT KONMPOBaHUE Ha JHcK. axe
€CIIM KepTBa HE BHIOMpAeT OMIHIO "COXPaHUTH', MOYTOBBIA KiHeHT KomupyeT HTML-BnoxkeHue BoO
BpeMeHHBIN (aiii, nepeaasas ero Opay3epy CO BCEMH BBITEKAIOIIMMM OTCIOAA MociencTBusiMU. Kax



3alIMTUTHCS OT arak nomoOHoro Tuma? Ovens npocto — acconuuposats HTML/HTM-pacmmpenus
CO CIeUUaJbHBIM Opay3epoM, B HACTPOMKaX KOTOPOTO OTKIIIOYHTH IOJAEPKKY CKpUNTOB, ActiveX
KOMIIOHEHTOB U BCEro-Bcero-scero. Mmm xe (ecnu Opay3ep NOIAEPKHUBACT PA3IMYHBIC 3OHBI
6e3omacHOCTH, Kak, Hanpumep, IE) "ype3ats" npasa J0KaIbHOM 30HBI.

pykoeodsiwasi udesi

Buenpsem B HTML-nMcbMO CCBUIKY Ha KapTHHKY, PAcIOJOKEHHYHO Ha IOJAKOHTPOJIbHOM
xakepy WEB-cepBepe, u ornpasisieM ero »xeprse. B MOMEHT nmpocMoTpa muckMa, OYTOBBIA KIMEHT
(ecnm TONBKO B HEM HE OTKIIOUEHA 3arpy3ka KapTHHOK) oOparraercss k xakepckomy WEB-ceprepy,
nepenaBas B 3aroJIOBKe 3alpoca OTPOMHOE KOJMYECTBO "YyBCTBHUTENbHOH" wuH(popmarmu. [lmroc
TOYHOE BPEMsI OTKPBITHS IHChMa )KepTBOH, mumoc [P-anpec, mimoc eme MHOTO 9ero.

I'py6o rToBOps, BHEIpEHHas KapTHHKA B JAHHOM ciIydae paboTaeT Kak KJIACCHYECKUH
"cueTynk" HamomoOue Toro >xe SpylLog'a, cobuparomiero MHOXXECTBO MH(OpMAIMU, OJHAKO, HMEs
cobcTBeHHBIE Web-cepBep, MOXXHO BBISSBUTH HaMHOTO Ooibllle "MHTHMHBIX" JeTaneid, pacKpbITHE
KOTOPBIX CYIIECTBEHHO YIPOIIAET aTaKy.

Haunem co cmam-puinbTpoB, oOpabarhiBaronue rpaduueckue H300pakeHus (a, ¢ y4eToM
MOMYJIIPHOCTH TpadUUecKoro crmamMa, Takue (QUiIbTpsl MMONy4yaroT Bce Oonpimee W Oonbliee
pacnpoctpanenue). OueBUAHO, YTOOBI OTHCIUTH 3€PHA OT IUIEBEN, (QHUIBTP JODKEH 3arpy3wTh
KapTUHKY, CJIeAysl yKa3aHHOHW cchlike. Ecim (QuiIbTp yCTaHOBIICH HEMOCPEACTBEHHO HA ITOYTOBOM
cepBepe XepTBHl (wim mepex HUM), xakepckuii WEB-cepsep "moitmaer" GET-3ampoc cpasy  xe
1ociie OTIPABKU MHChMa (WJIM CIIYCTSl KOPOTKOE BpeMsl C yYeTOM odepean oOpaboTKH MuceM) aaxe
€CITH JKEpTBa CIIUT MEPTBHIM CHOM M HE 3a0O0THTCS O MpoBepke NouThl. Kak Bapuant, criaM-(QuiIbTp
MOXeT OBITh YCTAHOBJICH Ha JIOKAJIBHOM MalllMHE (MHTErPUPOBAaH B IOYTOBBIA KIIMEHT), paboTarolei
Ha "aBromuioTe" (TO eCTh OCTalouleiicsl BKIOYEHHON Ha HOYb) W 3arpyxarollei mucekma no POP3
MPOTOKOITYy Kaxble 3-5 MUHYT. MOET 1 XaKep pa3nuuuTh ABe 3Tux curyanun? KoHeuHo sxe Moxer!
Bremnuii ciam-uneTp MMeet cBoil coOctBeHHbI [P, orimuarommiics ot IP-ampeca kiueHTa, 4To
BBIJAET €r0 C TOJI0BOM!

[MockonpKy, mociemHee BpeMsi 0OHApYKEHO OTPOMHOE KOonmmdecTBO "IbIp" B rpadudecknx
OuOMMOTEKaX, TO AHTUBHPYCHI, YCTAQHOBJIEHHBIE HA TIOYTOBBIX CEPBEpaxX, OCYLIECTBISIOT
AaBTOMATHUYECKHH TIOMCK BHPYCOB B HM300paxkeHuWsx, Gopmupys GET-3ampoc Ha Xakepckuid cepsep,
npudem, 3toT GET-3ampoc ouens xapakTepHbiil. J[ist skoHOMEM TpaduKa aHTUBUPYCHI (KaK MPaBHUIIO)
3arpy’KaloT TOJBKO 3arojloBoK (Trze, COOCTBEHHO TOBOpS, M HAaXOHISATCS HCKaKEHHBIE OIS,
npuBoAAIMe K mepenonHeHuto Oydepa). OcrampHoe comepxumoe (aiima mX He HHTEpecyer, B
pe3ynbTare 4ero Mbl MmojixydaeM odeHb xapaktepHbii GET-3ampoc, Goiee TOro — yHHMKAJIBHBIN s
KaXJ0oro THIa aHTHBHpyca. IloCKoibKy, UIMHA 3aroyioBKa OOJNBIIMHCTBA TpaduuecKux ¢aiioB
BapbUpPYETCSl B OYEHb IIMPOKUX MpeneNnax, pasMep 3alpalinBacMoro OJ0Ka y BCEX aHTHBHPYCOB
pasnuueH, uto no3Bossiet oTnuuTh NOD32 ot KAV (Hanpumep). Toxxe camoe OTHOCHUTCS K cUCTEMaM
OOHapY>KEHHsI BTOPXKEHUH M MHOTHM OpaHIMayspaM, "CKpeIleHHBIX" ¢ aHTUBHpYcaMu. Mojia muxaTh B
OJIMH TPOAYKT Ky4y (DyHKI[HOHAJIa XaKepaM TOJIbKO Ha PYKY.

Tax ke MOXHO BBIIBUTH U Hanumuue Proxy-cepeepa, GET-3ampoc koToporo otiudaercst oT
GET-3anpoca "aucroro" mouyroBoro kiueHTa. "Xopommue" (B XakepCKOM CMBICIIE 3TOTO ciioBa) Proxy-
cepBepa naxe coobmarot BHyTpeHHuit [P-aapec xeptBel. Kpacora!!! A ecnu y skepTBBI Ha JIOKATHHOM
KOMITBIOTEPE yCTaHOBICHHI "OaHHepope3anku" (00BYHO paboTaromme Kak JOKaJlbHbIE Proxy-
CepBepHl), OHM TakK ke OyayT oOHapyxeHbl, mockonbky ux GET-3ampocsr otmmuaercs or GET-
3aIpOCOB MOYTOBHIX KJIIMEHTOB.

Ksmmpyronme Proxy-cepBepa pacnosHaroTcsi BooOlie aseMeHTapHO. Ecim MBI oTIpaBuin
MICHMO I10 HECKOJIBKUM aJipecaMm, IpUHaUIeKaIluM OIHONW GupMe, a KapTHHKa C XaKepCKOTro cepBepa
OKa3ajach 3arpy’keHa JIMIIb OJHaX/bI, TO, JIMOO OCTalbHBIE NMUCbMa HE OBUIM OTKPBITHI, JINOO Ke
KapTHHKa Obuia ckomupoBaHa. KcraTtu, [Janeko HE BCE COTPYAHUKH KOMIIAHHH IPOBEPSIOT
KOPPECIIOH/ICHITHIO CO CBOETO padouero Mecra. MHOTHE U3 HUX MCIIOJIB3YIOT albTePHATHBHBIC KaHAJIbI
BbIxoza B CeTb, /1a ¥ cama JIOKaJIbHast CeTh KOMITAHUH 3a4acTylo pa30nTa Ha HECKOJIBKO HE3aBUCHMBIX
CEeTMEHTOB M Xakep 0e3 Tpyaa BBLCHHT 4TO 3TO 3a cermeHTH!!! Brpodem, Ha mpakTuke, oOBIIHO
JOCTaTOYHO HAaWTH XOTs OBl ONHO ciaboe 3BEHO — COTPYJIHMKA, MPOBEPSIOLIETO KOPIOPATHBHBINA
SIIAK CO CBOETO JIOMAIIHEro KOMIbIOTepa (ECTECTBEHHO, HE 3amuiieHHoro). 3Has ero IP u Bepcuio
OTIEPALIMOHHON CHCTEMBI, XaKep 3alpocTO 3a0pOCHUT TyAa 3JIOBPEIHYIO MpOorpaMMmy, 3apakarollyio
JpyTHe MporpaMMbl (M CMEHHBIE HOCHTENH THNa (Jem-kapT), B KOHEYHOM CueTe MPOHHUKAMIHe Ha
pabodyIo CTaHIMIO, TTOAKIIOUCHHYIO K KOPIIOPATUBHOM JIOKAJIBHOH CETH.

C060p CTaTUCTHKU — ellle OJJHO XOpOollee MOJCIophbe A aTaku. OTIPaBiIsis CEPHIO THUCEM U
HaOmroqast BpeMs MX OTKPBITHS, XaKep IOCTPOHUT IOCTATOYHO TOYHBIM rpaduk pabOThl JKEPTBBI, YTO



caMo 10 ce0Oe He SBIISIETCS] OONBIINM CEKPETOM, HO B COBOKYITHOCTH CO BCEMH OCTAJIbHBIMH JTAHHBIMHU
Jaet Ooraryro MHILY K Pa3MBILIUICHUSIM.

Kcrarn, Outlook Express (i1 npyrue moOImyJsipHbIE TTOYTOBBIE KIMEHTHI/Opay3epbl) IO
YMOJTYaHHIO 3arpyKaloT TOJILKO 10 TPU KapTHHKHU 3a pa3, u cneaytonpe GET-3anpocs! ¢popmupyror
TONIBKO TOcTIe Toy4eHus: otBeTa oT WEB-cepBepa. JIroboe apyroe moBeieHHe yKa3bIBaeT HA TO, YTO
KapTUHKH 3arpy)kaloTcs HE IOYTOBBIM KIMEHTOM M HE Opay3epoM, a KaKHM-TO IPOTrPaMMHBIM
KOMIIJIEKCOM, PacIiONIOXKEHHBIM MEXAY HHUMH, THI KOTOPOTO MOXHO BBISIBUTH II0 XapakTepy H
congepxumomy GET-3ampocos.

Kcratu, o 6pay3epax 1 WEB-moure. [IpocTo mopa3utenbHO Kakoe KOJIMYECTBO HH(DOpMAIHH
opay3epsl nepenarot B GET-3anpoce!!! ocrarouno yacro moine Referrer cogepxut Bce HEOOXOMMEIE
JIAHHBIC I HECAHKIIMOHUPOBAHHOI'O BXOJA B YY)KYH TEKYIIYIO IOYTOBYK) CECCHUI0 — XaKep MOXKET
OTKPBITh MMOYTOBBIN SIIHUK KEPTBHI KaK CBOH COOCTBEHHBIN U JIeNaTh BCE, YTO eMy 3a01aropaccyanuTcs
(xoHEYHO, OJHOBpPEMEHHasi padoTa ¢ MByX pas3HbIX [P, xak mpaBwio, OIOKHpyeTcs, HO €CIH KepTBa
BBIXOANT U3 fAIIMKa He caenaB Logout, To ceccns eme OyAeT yaep>KUTCsS HEKOTOPOE BPEMS, TIO3BOIISI
XaKepy JOpBaThCs JI0 SIIUKA).

BbIsIBUTH HanWuMe TPAHCISATOPOB CETEBBIX aJpPECOB HECKOJBKO CIOXKHEE, HO BCE-TAKU
BO3MOXHO. /[l 3TOro HEOOXOAMMO TpOCIEeIUTh 3a HOMEpPaMM JIOKalIbHBIX IIOPTOB, XapakTep
Ha3HAa4YeHHsT KOTOPBIX IO3BOJISIET BBUIBHTH HE TOJBKO HAIMYUE TPAHCIITOpPA, HO TaK K€ €ro THI U
3arpy’keHHOCTh y37a (T.e. ckoimbko apyrux TCP/IP coenuHeHWI OCYIIECTBISETCS 3a E€AMHUILY
BpeMeHH). Bripodewm, TexHuka BeisasieHns NAT'0B — 310 oTAenbsHas Oonbiias Tema.

A BOT eme oauH HHTEpecHBIH (akT. OnepannoHHbIe CUCTEMBI ceMeiictBa Windows nMEroT
nmoBosbHO cinaberid DNS stub (re mytaTts ¢ DNS-ximeHToM, KOTOPBIi BOOOIIE MOKET OBITH OTKITFOUEH).
I'enepupyst noBonbHO mpenckasyemble Homepa UDP-noproB m maeHTH(UKATOpoB (IpH aKTHBHOM
DNS-knuenre, xoropsrii B Windows 2000 u Bplme BriodeH no ymondanuio, UDP mopt BooOmie
TIOCTOSIHEH), OHU JIOIYCKaroT BO3MOXHOCTH "moamsatus” DNS. Xakep reHepupyeT MoUI0KHbIH OTBET,
KOTOPBIM TeM He MEHee BOCIIPUHUMAETCS. CUCTEMOMN KaK MPaBUIIBHBIN U. .. TOCIEACTBUS HE 3aCTaBIISIOT
cebs xnate. ExuHcTBeHHAs mpobiemMa B TOM, 4TO B oTiudne oT DNS-cepBepoB, paboune CTaHIINH HE
TeHEePUPYIOT 00JbI0e KoaruecTBO DNS-3ampocoB B eIMHHUIY BPEMEHH U TOCIATh MOJIOKHBINA OTBET,
ormepenuB Hactosmuit DNS, mocratouHo tpyaHo. Eciam ToOmbKo... He HamW4KaTh NHCBMO Kyden
cchUTOK Ha KaptuHku! Torma... a BOT Torja... Jake CTpAIIHO CKasaTh, 4To mpoumsoiner. Hy, ecim
xepTBa BeIXOZUT B CeTh co cBoero nomamnHero I1K, To araka mpoBaimThCs Aake HE HAyaBILKCH,
MIOCKOJIbKY IITAaTHBIE KIMEHTHI reHepupyior He 6onee Tpex GET-3anpocoB ognoBpemenno. U xakepy
OyZeT OuYeHb TPYIHO YCIETh IOCIATh MOJIOKHBIA 3armpoc. A BOT €CJIM 3TO KOPIOpPAaTHBHAs CETh C
KoIMpyonmM Proxy winm aHtH-ciaM (QuIBTPOM, TO KapTUHKH 3arpykaroTcsi OOIIMM CKOIOM U
BEPOSATHOCTH TOTO, 4TO HOAAENbHBIM DNS-oTkinK OyaeT BOCIPHHAT KaK MPaBUIBHBIM 3HAUYHUTEIHHO
MOBBIIIAETCSI (ECTECTBEHHO, BCE KAPTUHKH JIOJKHBI OBITH PACIIOJIOKEHBI Ha Pa3HBIX y3JIax).

Homycrum, xakep nogaenan DNS-otkmuk. Uto Torma? A To, 9T0 aHTHBHPYC 3arpy3UT COBCEM
HE Ty KapTUHKY, Ha KOTOPYIO YKa3bIBaeT CChUIKA. I eciu ncxoHas KapTHHKA COAEPXKHT B cebe BUPYC,
AQHTUBHPYC €T0 HE TIOMMAaeT, 3aT0 ero MOHMaeT KepTBa, OTKPHIBAIONIAst MHCHEMO!

OO6pammato BHIMaHHE YMTATeIs, YTO BO BCEX BBIIICONMCAHHBIX CIIydasX OTBETa IOJIydaTelist
Ha XaKepcKoe MHChMO He Tpedyercs!
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>>> gpe3Ka Obipbl 8 06pabomyukax uzobpaxeHul

Jlucrast Security Focus, mpocTo He ycTaeilb HOpakaThCs KaK MHOIO IBIP COACPIKUTCS B
o0Opaborunkax rpadudeckux u300pakeHHid. B HacTOSImMIA MOMEHT YSA3BHMBI TPAaKTHYECKH BCE
¢dopmats: wmf, bmp, pic, gif, png, jpg, swf... 1 xoTs OOJBIIMHCTBO OHMIMOOK YK€ HCIIPABIICHO,
JIaJIeKo He BCE TOJIb30BATENN YCTAaHOBHIIM 3aIUTIATKH, YTO JIENACT MX YSI3BUMBIMH JUTS YAAJICHHBIX aTak.

IIpakTuka moka3biBaeT, 4TO JOKanbHbie aHTUBHpYchl (DrWeb, KAV, NOD32) o6pamiaror
BHMMaHHME JIMIIb Ha BJIOKEHMS, HO TIPOIYCKAIOT CCHUIKM Ha BHEIIHHE PECypchl. AHTHUBHPYCHI,
YCTaHOBJICHHBIC Ha '"MarucTpadbHBIX'" KaHaJax, MPOBEPSAIOT M TO, U APYTroe, OIHAKO, MCCIEIOBAHUE
MMPOBEACHHOC aBTOPOM, ITOKa3aj0, YTO TaAKUX aHTUBUPYCOB pa3 JiBa U O6quCH " IIOTOMY CCBUIKM Ha
3JI0BpelHbIe KApTHHKH pPabOTaOT MPOCTO IPEBOCXOJHO, a BOT BIOXKCHHUS AABSTCS JIOKAIEHBIMU
BHpycamu BecbMa 3(h(HEeKTHBHO.

>>> gpe3Ka noymoeblie pecypchbl C XXy4YKamu

CymecTByeT  JOCTaTOYHO  OOJBIIOE  KOJNMYECTBO  BIOJNHE  JIETAJNBHBIX  CITYXO,
MPEIOCTABISIONUX YCIAYTH BHEIPEHHUS JKYYKOB B MHChMa C LENbIO ONPEICICHUS] TOYHOTO BPEMEHHU
OTKPBITHS MUChbMa a0OHEHTOM (HE FOBOPSI yKe O MOATBEePKACHUU (aKTa yCIenHon goctaBku). Kak Bbl
MMOHUMAETe, ITa TEXHUKA PaIUKAJIbHBIM 00pa30M OTIMYAETCS OT CTAHIAPTHOW MPOIEAYphI 3apoca Ha
HOJIy4eHHEe — [0 YMOJYAHUIO MOYTOBbIC KJIMEHTHI BBIBOISAT IHATIOTOBOE OKHO Ha JKpaH, MO3BOJIS
MOJIB30BATEINIO TMOO MOATBEPANTD MOIYUYCHHE MUChMA, JTUOO0 CeNaTh BU, YTO OHO IO HEro He JOLLIO.

Bor mapa cceutok Ha momoOHble  pecypebl:  http:/www.didtheyreadit.com/ u
http://www.msgtag.com/home/ (Mexny mpouyum, OcCIIaTHbIC W PAOOTAIOIIME MO MPUHIIMITY Proxy-
cepBepa, TO €CTh MePEChUIAMOIIHIE THUChMAa CO CBOETO JIOMEHHOTO UMEHH).

om udeu 0o modenu unu nabopamopHas paboma N1

3akaH4YMBacM C TEOpPHEH W BIUIOTHYIO IMEPEXOJUM K MPAKTHYECKUM ODKCIIEpUMEHTaM. Mbl
OyaeM HCIosib30BaTh mo4ToBbIe mporpammbel Outlook Express m The Bat. K cosxaneHuro, mTaTHbBIM
00pa3oM HM OJIHA M3 HHUX HE IT03BOJISIET BCTABJIATH CChUIKM HAa KapTHHKH, O3 MPUCOSIUHEHUs CaMOii
KapTHHKH K THCHMY (4TO, €CTECTBEHHO, HE BXOIUT B HaIIM IiaHbl). OTcyTcTBHEe BeTpoenHoro HTML-
penakTopa NpeIrsTCTBYET JIEMEHTApHOH IpaBKe IOJeH, OZHAKO... He HYXXHO OBITh T'€HHEM, YTOOBI
00OHTH BCE 3TH OTpaHHUYCHUSI.

OK, 6epem Outlook Express, co3maem HOBoe mucemMo B HTML-dpopmare m BcraBisieMm
THIIEPCCHUTKY B TEKCT COOOMIeHHs (MMEHHO TMIEPCCHUIKY, a He KapTHHKY!). CoxpaHseM ero Ha JUCK
yepe3 MeHi0 Paiin/CoxpaHUTh Kak... U MOJIy4yaeM BIIOJIHE TEKCTOBOM .eml, KOTOPBI MOXHO ITPaBUTh B
TEKCTOBOM PEJIaKTOpe:

From: "Kris Kaspersky" <kpnc@sendmail.ru>

To: <kpnc@aport.ru>

Subject: test 666

Date: Sat, 26 Apr 2008 03:00:58 +0400

MIME-Version: 1.0

X-Priority: 3

X-MSMail-Priority: Normal

X-Unsent: 1

X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1506

—————— = NextPart 000 025C 01C8A749.C39D0D40
Content-Type: text/html;

charset="koi8-r"
Content-Transfer-Encoding: quoted-printable

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML><HEAD>

<META http-equiv=3DContent-Type content=3D"text/html; charset=3Dkoi8-r">
<META content=3D"MSHTML 6.00.2800.1515" name=3DGENERATOR>
<STYLE></STYLE>

</HEAD>

<BODY bgColor=3D#ffffff>

<A=20 href=3D"http://nezumi.org.ru/souriz/temp/love.gif">
http://nezumi.org.ru/souriz/temp/love.gif</A>
</FONT></DIV></BODY></HTML>

—————— = NextPart 000 025C_01C8A749.C39D0D40--



Jluctunr 1 nucsmo, coznannoe Qutlook Express, coxpaHeHHoe Ha TMCK U OTKPBHITOE B TEKCTOBOM
penakrTope (Bce email agpeca B 3arojioBKke — He/leiiCTBUTE/ILHbIE)

Haxogum cTpoky <A=20href=3D"http://nezumi.org.ru/souriz/temp/love.gif">
http://nezumi.org.ru/souriz/temp/love.gif</A> U IEPENUCHIBAEM €€ CIEAYIOLINM
obpazom: <IMG SRC=3D"http://nezumi.org.ru/souriz/temp/love.gif"/> He
3a0pIBaiiTe npo npedukc "3D" umHaue Huuyero He mosyuurtcs! Hekoropble Xakepbl BBICTABISIOT
pa3meps! kapTuHKH B 0x0 mukcernel, yToObI OHA He ObUIa BUIHA, HO 3TO HE €CTh XOPOIIO U CIUIIKOM
NoA03pUTeNbHO. JIydiie BcTaBUTh OOBIYHYIO KAPTUHKY, HAIIPUMED, CBOM JIOTOTHIT HJIM YTO-TO €LIe.

EctectBenno, Bmecto anpeca http:/nezumi.org.ru/ BBl JOJDKHBI YKa3aTh YTO-TO CBOE,
BO3BUTHYB coOcTBeHHBIIT WEB-cepBep (pexomenayro 6ecrutatasiit SMALL HTTP — smallsrv.com) ¢
JIOMEHHBIM MMEHEM, KOTOPOE MOJKHO 3apeTrHCTPHPOBATh JAKE MMEsl B CBOEM PACHOPSHKCHUH BCETO
mmp  guHamudecknd [P ¢ xnmnkuM  kaHanoM (OoJsibInast TPOIYCKHas CIIOCOOHOCTh HaM  He
MIOHAJI00UTHCSI, MBI XK€ HE CITaMOM 3aHUMAaeMCsl).

OtkpriBaeM MoudunupoBansbiid (aiin B Outlook Express'e (ai1s 3TOro 10CTaTO4HO JBaXK/IbI
HIENKHYTh TI0 HeMy MbIIKoi B [IpoBojHuMKe) U oTmpasisem ero aapecary. CMOTpUM Ha KOHCOJb
Hamero WEB-cepBepa, 0ToOpakaroIyro TeKyIIHUe 3anpockl (WK mbiTaeM JIor). [I0CKOIbKY, B TaHHOM
cilydae MBI OTChIIaeM (aitn camomy cebe, TO B MOMEHT MPOCMOTpa MOJTYYCHHOTO NHChMa, B JIOTE
cepBepa TYT XKe MOSBIAETCS HOBas 3aluch ¢ HammM [P-agpecom m mpounmMy mapamerpamu. Kerartnm,
oOpaTHTe BHMMAaHHWE, YTO IOYTOBBIE CIyKObI mail.ru m gmail.com He OCYIIECTBISIOT MPOBEPKY
BHEITHUX KapTHHOK HU IIPU OTIIPAaBKE, HU IIPU IIpHEME IHChbMa. A elle TOBOPST, YTO OHM 3alUIIAI0T
Hac ot cnama!!! Beixoaur, 4rto Besl 3ammra CBOAMTCS K BepeHHIo black-nmucroB IP-agpecoB (Hy u,
MOXKeT OBbITh, (PUIIBTpAU TEKCTOBOIO cozaep)uMoro). Eciu ke KapTHHKA 3arpyaeTcs ¢ BHELIHETO
pecypca, criamepaM JOCTaTOYHO MeHsTh [P-agpeca (Ui 4ero upeanbHO MOAXOAMT boot-net, TO ecTh
MOJIKOHTPOJIbHAS XaKepy CeTh MAIllMH ¢ BHeApeHHBIM back-door'om) u criam ¢cBOOOIHO MPOIAET CKBO3b
¢uneTpEI, paBaa, Harpy3ka Ha Ham WEB-cepBep cymiecTBEHHO BO3pacTeT, HO MCXOMSAMIMNA Tpaduk
00BprgHO OO0 OYeHb JemieB WK Boodmie O6ecruiateH, a 00peM Bxomsmmx GET-3ampocoB He Tak yx U
BEJIHK.

JlamHO, a KaK OCYIIECTBHUTH TOXxe camoe mpu momomu The Bat? B menro "Tools" BeiOupaem
Import messages/From .MSG/.EML-flies, u HaIlle MUCHbMO MOSBISCTCS B MAIMKE BXOISIIUX, OTKY/1a MBI
KonupyeMm ero B ucxogsiue u rosopuM "Send Queued Mail".

Kak u B mpensiaymeM ciaydae, cMoTpuM B jor WEB-cepBepa 1 1enaeM COOTBETCTBYIOIIHE
BBIBOJIBL.

npakmu4Yeckull npumMep amaku

PaccMOTpuM KOHKpETHBIN MpUMEP UCTOIB30BAHUS KYUKOB JIJISI PEKOHCTPYKIIUU TOIMOJIOTHU
CeTH U TOJY4YeHHs MPOYUX "MHTUMHBIX" MaHHBIX. JTO, KOHEYHO, HE aTaka, a TOJBKO €€ HadallbHas
(aza. Huuero HenerambHOTO MBI cOBEpIIaTh He cobmpaemcs. Bcece abcomotHo —3akonHO. Kceratw,
aHAJIOTHYHAS TEXHUKA MCIOJNb3yeTcs Kopropanueil Intel B ee MOYTOBOW pacChUike — BCE KapTHHKH
TaM MpeacTaBieHbl B BUe ccbUloK Ha BHemHud HTTP-cepep. Bo3moxkHO, 3TO caenano ¢ Lenbro
YMEHBIIIEHUSI 00beMa PacChUIAEMBIX MTHUCEM, BOZMOKHO, JUIS CISKEHH 3a rmoamucunkamu. Kto 3Haer?
Ho HukTO ’X¢ He mbITacTcs 3acyauTh Intel, MOCKONBKY, HHKAaKOTO COCTaBa IPECTYIUICHHUS B €€
IercTBHAX HeT. BoT Tak xke u ¢ HaMu.

O6BexToM HCCIIeI0BaHUI BBICTYIIUT HOILyJIsIpHAs AHTUBUPYCHAas cinyx06a
www.virustotal.com, BHH3Yy TJIaBHO# CTpaHMIBI KOTOPOI MbI BuauM ajpec info@virustotal.com. Bor
Ha HEro MBI W OTNPaBUM IHCHMO, CO3JaHHOE IO BBIIICONMMCAHHOW METOAMKE, TOJIHKO BMECTO
<kpnc@aport.ru> nocraBuMm <info@virustotal.com>. O0parHbIii azpec MOXeT OBITh JIOOBIM, 3TO HE
CyTh BaxkHO. [maBHOe, uTOOB OH He ObT B black-mmcte m cepBep-oTIpaBUTENs HE OTHOCHICS K
KaTeropum 3a0JIOKUpOBaHHEIX. JIydIie Bcero uCmoiap30BaTh cBoi cooctBeHHBIN SMTP-cepBep, kctaTi
roeops, B coctaB SMALL HTTP cepsepa BxonuT 3amedarensHbiii SMTP!

Uepes HECKOIBKO CEKYH] IIOCTIE OTIIPABKY MUChMa C JKy4YKOM MBI JIoBUM nepBbiii GET-3anpoc
ot moTmr 21

1->25/04 13:34:43 [81.26.151.146:2785>80] (tl 547)

GET /souriz/temp/love.gif HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; Lotus-Notes/6.0; Windows-NT)
Accept-Language: ru

Host: nezumi.org.ru

Accept: text/html

Accept: text/x-html

Accept: application/html

Accept: application/x-html



Accept: text/plain

Accept: image/gif

Accept: image/jpeg

Accept: multipart/*

Accept: application/x-x509-user-cert
Accept: application/x-x509-ca-cert
Accept: */*

!'->25/04 13:34:43 [81.26.151.146:2785>80] (tl 548)
!->HTTP 1in:408 out:8735 /souriz/ Time:130

Jinctunr 2 nepsoiii GET-3anpoc, noiimannsiii Hamum WEB-cepBepom

A crmycTs KOpOoTKOoe BpeMs — (MpUOIU3UTENBHO Yepe3 B¢ MUHYTHI) Haml WEB-cepBep soBUT
eme oqua GET-3anpoc ):

1->25/04 13:36:55 [85.62.90.20:54329>80] (tl 549)

GET /souriz/temp/love.gif HTTP/1.0

Host: nezumi.org.ru

Accept-Language: es

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE.6.0; Windows NT 5.1)
Via: 1.1 noname:8888 (squid/2.6.STABLE17)

Cache-Control: max-age=259200

Connection: keep-alive

1->25/04 13:36:55 [85.62.90.20:54329>80] (tl 550)
!->HTTP 1in:255 out:8735 /souriz/ Time:10

JIuctunr 3 Bropoii GET-3anpoc, noiimannbiii Hammum WEB-cepsepom

IMompoOyeM pa3obpaThcsi B 3TOM XO3SHCTBE, MOMYTHO OTMETHB, 4to IP-aapec camoro
virustotal'a paBen 74.53.201.162, a Tak e IpUBeIEeM HECKOJIbKO BrojgHe THNUIHBIX GET-3ampocoB ot
HU3BECTHBIX areHTOB _) [TepBoiit 3anpoc (_) COBEpPILICHHO HETUIIUYECH
HU JiU1st Opay3epoB, HU JJIsl TIOUTOBBIX KIIMEHTOB, HU Ui Proxy-cepBepoB, 4TO HABOIUT HA MBICIH — &
HE SIBISIETCSI 7K 3TO criaM-GuiabTpom? [10CKOIbKY, 3ampamBaeTcsi BCsi KapTHHKA IIETUKOM (pasmep out

COBIIQJIACT JI0 MOCJIEAHETO OaifTa), TO 3TO CKOpee MIMEHHO claM-(QHIbTp, a HE aHTUBHUPYC.
) — THITUYHBIA K3MIMPYIOMMHA Proxy (CpaBHHUTE €ro ¢

Bropoii GET-3anpoc
_I)). Kcratu, nepBblii 3ampoc HE MOT MPHHAIICKATh KIMUpYyIeMy Proxy, uHade ObI
BTOpOIi 3ampoc yke Obl He mosiBuiicsi. He Mor ObITh mepBbIid 3ampoc u npocto Proxy-cepBepom, 6o
pasHHIa BO BpeMEHH (~2 MUHYTHI) CIHIIKOM BEJNWKa IS "TIPOKCHPOBAHUS", HO BIIOJHE THIIUYHA IS
criaM-(puibTpa/aHTUBHPYCA Ha JJOBOJIBHO 3arpy)KEHHOM Y3II€E.

O6a GET-3anpoca 10CTaTOYHO XapaKTE€pbl W MO3BOJSIOT BBISBUTH BEPCHIO NPOTPAMMHOTO
obecrieueHns1, IS Y€T0 TOCTATOYHO 3aIlyCTUTh KaKOW-HUOYIb CETeBOH ckaHep, Hampumep, X-Spider,
cooOmaromuii HaMm, 4ro y3en 85.62.90.20 He orBewaer Ha 3ampockl, a 81.26.151.146 paboraer mox
ynpasinenueM UNIX'a, umeer kydy OTKpheITBIX moptoB (53, 80, 123, 443, 993, 2222) u comepxut
ys3BuMocTh B OpenSSH, mnpuBoxsmiy:0 K BO3MOXHOCTH BBIIOJHEHUS IIPOM3BOJIBHOIO KOZa
(_). Yo Xk, HEMJI0X0e Havyaso!

F)'_( 3amaual { DefaultOff.prf ) - XSpider 7.5 Demo Build 2000 _ O] x

Jiaﬁm Npaera Bua Mpogune CraHvposaHue Cepsuc OkHo Cnpaska
|IDE E|E|2&L 2> mr 08|

B =
MOADZNEHME HE CEPBEEHYID YAIBMMOCTE
BbInonHeHWe NnponssonbHoro koga (OpenSSH)

=t \Q CraHHpyembie socTel [ 2]
[ 95.62.90.20 offine ]
= k': 81.26.151.146 [ msk-gw.drweb.com ] [ 55 )
Sheo 517 udp-DNS Onncanne
{ @ perYpEmA KpaTKoe onvcaH1e
S0 B0/tep-HTTP
LoD AOCTYN K AMPEKTOPMAM Ha MPOCMOTR
w3 1234 udp - NTP
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MPHEMNETHAMH YASEHMOrD MPMAOXEHHA MM BEISEATE OTKa3 B 00CAYHHBAHHH,
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PucyHok 2 nanHble ckaHupoBaHns y3Ja 81.26.151.146

!1->25/04 11:05:02

[83.239.33.46:3338>80]

(tl 9199)

GET /souriz/temp/love.gif HTTP/1.1

Host: nezumi.org.ru

User-Agent: Mozilla/5.0
text/xml,application/xml,application/xhtml+xml, text/html;
en-us,en;g=0.5

Accept:
Accept-Language:

Accept-Encoding: gzip,
IS0-8859-1,utf-8;9=0.7,*;9=0.7

Accept-Charset:
Keep-Alive: 300
Connection:

!1->25/04 11:30:17

keep-alive

[83.239.33.46:3415>80]

Gecko Firefox/1.5
image/png, */*

(Windows; Windows NT 5.0; en-US; rv:1.8)

deflate

Jluctunr 4 GET-3anpoc FireFox'a

(tl 174)

GET /souriz/temp/love.gif HTTP/1.1

Accept: */*
Accept-Language:

Accept-Encoding: gzip,
Mon,
Mozilla/4.0

If-Modified-Since:
User-Agent:
Host: nezumi.org.ru
Connection:

1-<25/04 12:40:53

Date: Fri,

Server: Apache
Last-Modified: Tue,
ETag:

Accept-Ranges: bytes
Content-Length: 5599

Cache-Control:
Expires: Fri,
1->25/04 12:40:54

Teneppr moOMpoOyeM BBIICHHTH,

Keep-Alive

[74.53.201.162:80<4008]

ru,ja;g=0.5

deflate
21 Nov 2005 18:06:17 GMT
(compatible; MSIE 6.0; Windows NT 5.0)

Jluctunr 5 Outlook Express

(tl 388) <HTTP/1.0 200 OK

25 Apr 2008 08:16:15 GMT

19 Jun 2007 11:32:26 GMT
"519b2-15df-43340aaf5c680"

max-age=604800
02 May 2008 08:16
[127.0.0.1:4005>3127]

(t1 389)

JIuctunr 6 Proxy-cepsep (SMALL-HTTP)

>Proxy in:6049 out:333

KoMy Kkakue [P-agpeca mnpuHamiexaT U Kak OHHU

pacmpezeneHbl B IIPOCTPAHCTBE HA IOBEPXHOCTH IUIaHETHl 3eMisl. B 3ToM Ham momMoxkeT onHa U3
MHOXeCTBa on-line ciyx0, Hanpumep, http://www.leader.ru/. OTKpbIB ee B Opay3epe, BUIUM B IIPaBOM
BepXHeM ynIy okomko whois, BBogmM Tyzma "www.virustotal.com" W moiy4aeMm CIEIYHOLIYIO

nHpOpManuIo (|

Hostname:

IP:

Reverse name:
Preferable MX:

Owner:

Location:

Contact Information:
CIDR:

NetType:

NameServer

Domain Information:
Owner:
Location:

):

www.virustotal.com
74.53.201.162
viruskill2.hispasec.com
mail.hispasec.com

ThePlanet.com Internet Services, Inc.
Capitol, City: Houston, PostalCode: 77002, Country: US
74.52.0.0 - 74.55.255.255

74.52.0.0/14,

Direct Allocation,
NS1.THEPLANET.COM, NameServer: NS2.THEPLANET.COM,
VIRUSTOTAL.COM

Hispasec Sistemas

Edificio Bic Euronova, Parque Tecnologico Andalucia, ES

Contact Information: Hispasec Sistemas bernardo@hispasec.com, Network Solutions, LLC.
Name Servers: DNS.HISPASEC.COM, DNS.HISPASECSISTEMAS.COM
JInctunr 7 undopmanus o0 nMeHH www.virustotal.com
Temepr wucoeiTaem  IP-ampec  85.62.90.20 (Bropoit GET-3ampoc Hamero '"xyuka'),
noriMaHHbIM Web-cepBepoM ):
Hostname: Cannot be resolved
IP: 85.62.90.20

Preferable MX:

inc.wanadoo.es



Network Information: UNI2-NET

Network Range: 85.62.0.0 - 85.62.255.255
Owner: Addresses IP for corporate ABI clients, France Telecom Espaca
Location: Parque Empresarial La Finca, Edificio 9, Madrid, Spain

Jluctunr 8 undopmanus o6 ysie 85.62.90.20

Ara! Vxe ectb koe-uro uHTepecHoe! Agpec 85.62.90.20 Hukak He CBsI3aH C Y3JIOM
www.virustotal.com ¥ BXOAWT B COBEPIIEHHO APYTYIO IIOJCETh, BIPOYEM, TAK K€ MPHHAIICKALIYIO
HCIIaHCKOMY TpoBaiifiepy. YuuteiBasi TOT (akT, 4ro 85.62.90.20 He oTBeyaeT Ha 3ampoChl, HE UMEET
JOMEHHOTO MMEHM M B KadyecTBE IOYTOBOTO CEPBEpa HCIIOJIb3YeT BHEIIHIOI IOYTOBYIO CIYXOY
inc.wanadoo.es, Mbl ¢ 99% BepOATHOCTHIO MOXKEM MPEAINOJIOKHTh, YTO I3TO Proxy-cepsep
(squid/2.6.STABLE17) opranusaruu, o0cayxuBaromieii www.virustotal.com.

A 4r0o Ha cyer anﬁeca 81.26.151.146?7 U BoT TyT Hac XAET HEOXXHIAHHBIA, HO OYEHBb

MIPHUSITHBIN CIOPIIPHU3 ):
Hostname: msk-gw.drweb.com
IP: 81.26.151.146
Preferable MX: mx.drweb.com

Network Information: NAUKANET

Network Range: 81.26.151.0 - 81.26.151.255

Owner: Moscow

Location: 000 Nauka-Svyaz,3ya ulitsa Yamskogo Polia, 125124 Moscow,Russia
Contact Information: Vadim Vakhrushin, noc@naukanet.ru,

+7 495 5029092, +7 495 9373412, Vladimir Schedrin,
noc@naukanet.ru, +7 495 5029092, +7 495 9373412

JlucTunr 9 undopmaunus o6 ysuae 81.26.151.146

Brerxoaut, 9To coTpynHUKH Vvirustotal'a mcmomssyror Dr.Web B kadectBe "MarmctpaibHOTO"
IIOYTOBOT'O CEpBEPA, TOYHEE, €ro MCIONb3YeT UX MpOoBaiaep, YeM U OOBSICHSAETCS CTONb UTHTEILHOES
BpeMsi TIPOBEPKH TAaKOTO KOPOTKOro mHchMa (y37bl IpoBaiiziepa OOBIYHO JOBOJBHO CHIIBHO
3arpyxeHsl). Kak yxe roBOpHUIOCH BBIIIE, JAHHBIA y3€l COJACPKHUT YA3BUMOCTH, NMPHUBOASIIYIO K
BO3MOKHOCTHY BBITIOJIHEHHUS YIAIEHHOTO KOJa, a, 3HAYUT, MBI MOXXEM 3aXBaTUTh KOHTPOJIb HE TOJBKO
HaJ TEPenrCcKOi KOoMIaHWH-pa3paboTumka virustotal'a, HO U MHOrHMX Apyrux ¢upM. M Bce 3TO MBI
BBISICHWJIM BCETO 3a HECKOJIIBKO MHHYT, 06na)1a51 MHUHUMAQJIBHBIMH TIO3HAHUAMU N XaKCPCKUMHU
HaBbIKamu!!!
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Pucynok 3 kto ectb kKT0 B UHTEepHeTE

3aKJ/T1l04eHue

Ipencrapnsior au "Kyuku" Cepbe3HYH yrpo3y Juiss OezomacHoctu cetu? TpymHO aath
onHo3Ha4yHBIN oTBeT. W nma, m Her. C omHO#M CTOPOHBI, "Kydkd" MO3BOJSIOT XaKepy JOOBIBATH
"UHTUMHYIO" HMH(pOPMAIMIO, JEHCTBYS COBEPLICHHO JICTAIHBIM W HE MpPUBJICKAIOIIUM K cede
BHUMAaHUsI IIYTEM, HO... €CJIH CUCTEMa HE COJACPXKHT JbIp (BCE 3aIUIATKH yCTAHOBICHBI, HCIIOJIB3YETCs
HaJEKHOE TPOorpaMMHOe oOecrieueHne 1 T. 1.), BCs 3Ta HH(OpMAIHs TOTHOCTBhIO Oectione3Ha. Xakep
100 OTKaKEeTCs OT aTak, IM00 Oy/leT UCKATh IpyTue MyTH.

Ecnn e BBI Bce-Taku XOTHTE 3a0JIOKHPOBATH JKYUYKOB, JOCTATOYHO YCTAHOBHTH INAKETHBIN

GUIBTp, aHATU3MPYIOWIMH ITOCTYIAONIYI0 KOPPECIOHJICHIUIO M "BBIKYCBHIBAIOIIUI" BCE CCBUIKM Ha
BHEIIHNE KapTUHKU.



>>> gpe3Ka KaKyr uHghopmMayuro Moxxem cobpams img-Xy4okK

MTOTBEPUTH OTKPBITHE IMUChMa KEPTBOK;

YCTaHOBHTBH TOYHOE BPEMS OTKPBITHS ITHCHMA;

olpenenuTsh Hanuuue Proxy-cepeepa y xKepTBbl;

BBISIBUTH HAJIMYHE TPAHCISITOPOB CETEBBIX aJPECOB;

OTIpeNIeNUTh HaJIu4yue K3mupytouiero Proxy-cepBepa y npoBaiiiepa »KepTBbl;

OIPEICTUTH UCTIOJIb3yEMOE IIPOrpaMMHOE 00ecTiedeHHe C TOYHOCTBIO 10 BEPCHH;

OTIPEJICNIUTh HAIMYHNE CIIaM-(QUIBTPOB H/MIIM aHTUBUPYCOB (2 MHOT/IA U UX BEPCHIO);
onpenenuts [P-aapec xepTBHI (Yalie — BHEIIHUH, peske — BHYTPEHHUI U BHEIIHUH);

BEIIBUTH "'OaHepope3anku”, aHHOHUMai3ephl, KOHTCHTHBIC (OMIIBTPEI U ApP. JTOKATHHBIC YTHINTEHI,
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