MHorosiiepHble npoueccopbl
U Npobnembl MU NOpOXOaeMble

KpHC KaclepcKu

mHorosinepHble u  Hyper-Threading mnpomeccoppl He TOJIbKO YBeJIHYHUBAIOT
NPOM3BOUTE]bHOCTb, HO M TOPOXKIAIOT MHOTOYHCJIeHHbIe NMPO00JieMbl — HEKOTOpbIe
NpuIokKeHUsi  (IpaiiBepa) HAYMHAKOT PpadoTaTh  HecTa0MJIBHO, BbIOpachIBasi
KpUTHYecKMe OIIMOKM MM O0OpylIMBasi CUCTeMY B TroJiy0oil 3KpaH CMepTH. B 4YeM
NPUYNHA TAKOIr0 NOBedeHUs U KAK ero u3dexarhb?

egedeHue

MHoOrompoIeccopHble  CUCTEMBI HMEIOT CBOIO CIIEMU(PHKY C KOTOPOH MPOTPaMMHUCTEI,
paborarone Ha IBM PC, nonroe Bpemsi ocTaBanuch COBEpIIEHHO He3HAKOMBI. [loHauamy 3T0 He
CO371aBAJI0 HUKAKUX HPOOJIEM, IIOCKOJIIBKY OOJBIIMHCTBO JIIOJCH BHJIECIH MHOTOIIPOIIECCOPHBIC
CHCTEMBI TOJILKO Ha KapTHHKAaX, U TOJBKO €JUHUIIBI MOTJIM MO3BOJHUTH ce0e MMETh TaKylo IUTYYKY Ha
pabouem croue.

Tenepr ke Bce H3MeHWIOCh. lcyepmaB pe3epBbl TAKTOBOW YacTOThHI, MPOU3BOIUTEIN
MpOIIeCCOPOB cHauaja npemiokuin Ham Hyper-Threading (1Ba BUpPTyaIbHBIX MPOIECCOPa B OJHOM), &
3aTeM W MHOTOSICPHBIE MPOIECCOPHI (HECKOIBKO TONHOIEHHBIX MPOIECCOPOB HA OJHOM KPHUCTAJIIE).
U xota mo "smymamuu" HacTOSIIEH MHOTOMPOIIECCOPHON CHCTEMBI UM eIle Janeko (MHOTOsIEepHEBIE
MIPOLIECCOPHI UMEIOT OJHY IIMHY, OAWH KOHTPOJUIEP NMpPEphIBAaHUH M T. 1.), Ae(EKTHl MPOrpaMMHOTO
obecrieueHns yKe HaYMHAIOT IPOSIBIATHCS.

[TpoGiiema Ha camMoM JieJie OuYeHb  Cepbe3Ha U OTHOCUTCS HE TOJIBKO K IIPOrpaMMHCTaM-
caMOyuKaMm, KJIEMarolM MEJIKHE YTWINTBI, HO M 3aTpariBaeT BeCbMa HMEHUTHIE KOPIIOpPAIUU, B TOM
YHCIIe CIISIHATTN3UPYIOIINeCs U Ha MOOMIIBHBIX ycTpoiicTBax. Bot uto mumer AMD B pyKOBOJCTBE IO
MPOTPaMMHUPOBAHHIO MOl MHOTOsICPHBIC mporieccopsl: "...the primary issues that the mobile industry
typically faced involved maximizing performance in a battery-operated environment, handling sleep
states and non-standard display and I/O subsystems, and low-voltage considerations. Thus, many
device drivers were tuned to maximize reliability and performance in those singleprocessor mobile
environments: and many haven't even been tested in a multiprocessor system, even in the
manufacturer's own test lab" ("...ocrosnas npobnema 6 mom, umo MobUILHASL UHOYCMPUSL 8 OCHOBHOM
cocpedomoyena Ha MAKCUMU3AYUU NPOU3BOOUMENbHOCMb 6 YCIOGUAX Rumauus om bamapel,
oopabomxe "cnawezo" cocmosaHus, HeCMAHOAPMHBLIX OUCHIee8, HNOOCUCHEMbl 6800a/6bl800A U
YMeHbulenuy numarowezo Hanpaxcenusa. Iloamomy, 6onvwuHCMEo Opatieepos HAYeleHO Ha
MAKCUMATILHYIO HAOEHCHOCMb U NPOU3BOOUMENTbHOCHb 8 OOHONPOYECCOPHOM OKpydceHuu. Muozeue u3z
HUX He ObLIU NPOMECMUPOBAHbl HA MHO2CONPOYECCOPHLIX MAWUHAX, 0adce 8 NPOU3800CHBEHHbIX
mecmoswix 1abopamopusx" (http://developer.amd.com/assets/16_Interrupts.pdf).

OcHoBHOH "ynap" paznuuuil OJHO- U MHOTONPOIIECCOPHBIX MAIIMH ONEPALMOHHAs CUCTEMA U
BIOS 6epyt Ha cebs (npumeuanue: 30eco u danee no mekcmy noo mepmuHom "MHO2ONPOYeCccopHble
mawiunvl"” mbl OyOoemM NOHUMAMb KAK UCHMUHHO MHO2ONPOYECCOPHbIE CUCEMbL, MAK U KOMNbIOMEDD,
nocmpoenHvle Ha 0aze MHO2050epHbIX npoyeccopos unu npoyeccopog ¢ Hyper-Threading).
IIpuknagHoe NpUIOKEHUE WU JApallBEp yCTPOMCTBA, CIPOEKTUPOBAHHBIN IJI OJHOIPOLIECCOPHOMN
CUCTEMBI, He TpeOyeT HUKaKOW  aJONTallld IS IepeHoca Ha MHOTOIPOIECCOPHYIO CHCTEMY, €CIIH,
KOHEYHO, OH CHpPOCKTHPOBaH TpaBWIbHO. MHOTHE THIBI OmMMOOK (M, B OCOOCHHOCTH, OIIHOKH
CHHXPOHHM3allMM) MOTYT TOJaMH HE IIPOSIBISTBECS B OJHOIPOIECCOPHBIX KOHPUIypalusx, HO
3aBaJIMBAIOT MHOT'OIIPOIICCCOPHYIO MAIINHY KaXIbIe ACCATh MUHYT, & TO U YaIle.

HcnpaBienue ommOOK TpeOyeT TepelnesKd HCXOOHBIX TEKCTOB (MHOT/Ia  O4YEHb
3HAYUTENBHOI), HO... YTO JeJaTh, €CIHM BCE, YTO Y HAC €CTh — A3TO JBOMYHBIN (aitn? XopoIo, eciau
Ne(eKThI HCTIPaBJICHBI B HOBOW BepcHH (KOTOpasi, MEXKIy MPOYNM, IEHET CTOUT), & €CITH HEeT?

Ota cTaThsl ajpecoBaHa Kak CaMHM pa3pabdoTyMKaM, TaK M MPOJBUHYTHIM MOJIB30BATEISIM,
YMEIOIMX JepKaTh hiew B pykax W HE IIapaxamIlxcsi B CTOPOHY OT am3accemOinepa. MEel
IocTapaeMcsi paccMOTPETh KaK MOXKHO Oounblie crmocoOOB pemieHHs MpodjeM, a BOIPOCHI
MIPaBOMEPHOCTH MOAN(DHUKALINYI JBOUYHOTO KO/IA ITyCKal PeIlatoT IOPUCTHI U. .. MOPAJIHCTHIL.



npuKs1adHol ypoOe€eHb

MunnmanpHOM enuHMIECH ucnonHeHnss B Windows sBisgercs motok (thread), xoTopsrii B
KaX/[bIii MOMEHT BPEMEHH MOJKET UCIIOIHATHCS TOJIBKO Ha OJHOM Tporeccope. HecmoTps Ha TO, 4TO B
OOJIBIITMHCTBE CITy4acB 3TOT MPOIECCOP HE SBISACTCS KECTKO 3aKPEIUICHHBIM U TUIAHHPOBITUK MOXKET
3amycKkath TOTOK Ha JFOOOM CBOOOJHOM IIPOIECCOpE, MOTOK OCTASTCS HENENUMBIM (KaKk aToM), U
pa3iuyuHbBle YacTH II0TOKAa HHUKOIJa HE BBIIOJHAIOTCS Ooyee, 4YeM Ha OJHOM IpOIEeccope
OJTHOBpEMEHHO. TO ecTh, €ciM B CHUCTEME 3alyIIEHO TOJBKO OJHO OJHOIIOTOYHOE IMPUIIOKEHHE, Ha
MHOT'OIIPOIIECCOPHON MAaIliHE OHO OyHeT BBIMONHATBCS C TOH K€ CaMOW CKOPOCTBIO, YTO W Ha
OJTHOTIPOLIECCOPHOM (MM Jlake 4yTh MEJJICHHEee, 32 CUeT HaKJIaJHBIX PacXOJ0B Ha TMOAJCPIKKY
MHOTOTIPOIIECCOPHOCTH).

Pucynok 1 B cuMMeTpHYHOI MHOrONponeccopHoii cucreme (koropoii sisasierca Windows NT n
ee MOTOMKH), KaKAblil IOTOK MOKeT UCIOJIHATBLCS HA J1000M npoueccope

IIporiecc — Oosee KpymHas HMCIOMHHUTENbHAs enuHuna. [pybo roBops, 310 "KOpoOok", B
KOTOPOM HAaxoJsATCS MpUHAJISKAIIUE €My IOTOKH, WCIONHSIONIMECS B €IMHOM aJ[peCHOM
npoctpancTBe. Kaxkaplii moTok o0jamaeT CBOMM COOCTBEHHBIM CTEKOM W Ha0OpOM PETHUCTPOB, HO
BBIHYXKIIEH pa3leiiarh TIJ00albHbIE TMEpeMEHHbIE M JUHAMHYECKYI0O NaMsATh BMECT€ C JPYTUMHU
MIOTOKaMH TpoLecca, YTO MOPOKAAET HpoOJieMy CHHXpOHHM3anuu. JOMmycTHM, OXMH MOTOK BBIBOIMT
ASCIIZ cTpoky Ha 3KpaH, a Ipyroil — B 3TO K€ caMoe BpeMsI BBITIOTHSIET HAJl 3TOH CTPOKOH (HyHKITHIO
strcat (), yaaJsioulylo CHMBOJ HYJIS 0 3aBEpILICHUS olepanuu konupoBaHus. Kak ciencreue —
HEepBBII NOTOK "BBUICTHT" 3a TpEJesbl CTPOKH M MOWJIET YecaTh HalaxaHHY 00JacTh MaMsITH JI0 TeX
IIOp TIOKa HEe BCTPETHUT ITOCTOPOHHUH HYIIb WIIM HE HAPBETCSA Ha HCKIIFOUYEHUE THIIA access violation.

[IpenoTBpaTuTh TaKyrO CUTYyaLMI0 MOXHO JBOsKO. JInOo mepenucare strcat () Tak, 4ToObI
OHa CHayaja JIyOiMpoBajla CUMBOJ HYJIS, a TOJBKO HOTOM 3aMellana ero CHMBOJIOM KOIHMPYEeMOM
CTPOKH, JTMOO BOCHOJIB30BATHCS OJIMH M3 CPEACTB CHHXPOHMW3AIMH, HAPHUMEpP, KPUTHIECKOW CEeKIHMH,
(bakTHUECKH MpEACTaBIAIOMNN co0o0i ¢uar 3aHiaTocTd. I10TOK, KOMUPYIOMHUN CTPOKY, B3BOJUT 3TOT
¢nar nepe] BHI30BOM strcat (), a IOTOK, BBIBOJSILUI €€ Ha 3KpaH, MPOBEPsIeT cocTosiHue Quara u
IIpY HEOOXOIMMOCTH JKIET TI0Ka TOT HE OCBOOOKIACTCS M TYT )K€ B3BOJUT €r0 BHOBB, YTOOBI BO BpeMs
BBIBO/Ia CTPOKH HUKTO JPYTOi HE B3yMal ee MOAU(UIIMPOBATE.

B mnepBom cny4ae, TpeOyercs Bcero JMIIb Inepeaeiarh strcat (), a BO BTOPOM —
CKOOPAMHHUPOBATh MAEHCTBHE HECKOJIBKUX IIOTOKOB, Majeimuas HEOPEXKHOCTh B CHHXPOHH3ALUH
KOTOPBIX 000paunBaeTcs JIM00 HEMOJIHOW CHHXPOHHU3aLuel (HanpuMep, NOTOK, BBIBOSIIMNA CTPOKY Ha
9KpaH HE B3BOAWT IIepell 3TUM (hjar 3aHATOCTH), MO0 B3aMMOOJIOKHPOBKOHM (Korma ABa win Oolee
IIOTOKOB JKAYT OCBOOOXIIEHHUS JIpYT ApPYra, HO HUKaK HE MOTYT JOXKAAThCA, IIOCKOJIBKY OIUH U3 HHUX
B3Ben (mar 3aHATOCTH W 3a0bu1 ero cOpocuth). K coxanenuro, mpu paboOTe CO CIOKHBIMH
CTPYKTYpaMH JaHHbIX 0€3 MeXaHM3MOB CHHXPOHM3al[MH OOOWTHCh YK€ HE IOJy4aeTcs.
CUHXpOHM3YIOUIMH KOJA Kak Obl "pa3masbiBaeTca" 1O Bceil mNporpaMMe M IPOBEPUTH €ro
paboTOCIIOCOOHOCTE CTAHOBUTCA OYeHb TPYAHO. OTCIOIA M OIINOKH.

C Linux/BSD B 3ToM maHe pgena oOCTosST HaMmHOro ydine. OCHOBHOHM eanHUIICH
BBINOJIHEHUSI TaM SBIISIETCSl Ipouecc (IMOoAJep)KKa MOTOKOB Y)K€ IOSBWIACH, HO TaK M HE CHICKaJa
GoupIoi momysipHOcTH). [Iponecchl HCONMHAIOTCS B pa3/ieNbHBIX aAPECHBIX MPOCTPAHCTBAX M MOTYT
OOMEHHMBAThCSI JaHHBIMH TOJBKO Yepe3 SBHBIE CpPEACTBA MEXKIPOLECCOPHOTO B3aUMOJACHCTBUS,
3HAYUTEIIBHO YNpOILas 3aJa4y CHHXPOHH3ALHH.

Teneppr moroBopuM o0 TOM, IIO4eMy Ha OJHOIPOLECCOPHBIX MAIIMHAX OIIMOKK
CHHXPOHH3aLUH MPOSIBIISIOTCS 3HAYMTENIFHO Peke, YeM Ha MHOTOIPOLIECCOPHBIX. Jle0 B TOM, YTO NpH
HQJIMYUH TOJIBKO OJHOTO IPOIIECCOPA, MOTOKH BBIMOJHIIOTCS MOCIEAOBATENBFHO, & HE MapauIeNbHO.
Wnnro3us 0OAHOBPEMEHHOTO BBITIOJIHEHUS CO3/A€TCA JIUIIb 33 CUYET TOT0, UYTO KaX/blil HOTOK padoTaer
B TEYCHUM OYEHb KOPOTKOTO (C YEJIOBEUECKOM TOYKH 3pEHHs) NMPOMEXYTKa BPEMEHH, Ha3bIBAEMOI'O
KBAaHTOM, a TIOTOM CHCTEMHBIH IUIAHUPOBILHUK ME€PEAACT YIPaBICHUE OPYTroMy ITOTOKY. JIITHTEIbHOCTD
KBaHTa BapbHpYyeTCs B 3aBHCUMOCTH OT MHOXKECTBA OOCTOSATENILCTB (h

), HO KaK ObI TaM HU OBUIO, KBAaHT — 3TO
1esiasi BEYHOCTH JUIS ITPOIEccopa, 3a KOTOPYIO OH OYeHb MHOTOE YCIIEBAET ClIeNaTh.

PaccmotpuM cnenyronryro (KCTaTH, BIIOJHE TUIHYHYIO) CUTyalio. II0TOK BBI3BIBAET KaKyro-
HUOynp (yHKIWIO M3 cTaHAapTHOW OuOmmorekn CH, a 3aT€M CUHTHIBACT TIIO0ANBHYIO NEPEMEHHYIO
errno, B KOTOpyl0 (yHKuus moMmMecTHiIa Koj OmMOKH. B MHOromoroyHoil mporpamme,
BBITIOJIHSIOMINIICS HA OIHOIPOIIECCOPHOW MalllMHE Takash CTparerdsi paboTaeT JIOBOJBHO YBEPEHHO,
XOTsI U siBisieTcs: mopo4yHoid. CylecTByeT yrposa, 4To IMOTOK OyJeT NMpepBaH IUIaHUPOBIIMKOM I10CIEe
3aBepuieHust CU-hyHKIUK, HO 10 OOpalleHus] K TIEPEeMEHHON errno, U yIpaBieHUe HONyYUT APYyrou



MOTOK, BBI3bIBaroIeMy "cBOw'" CH-(QYHKIIUIO, 3aTHPAIOIIYIO PEXKHEe cojepxkuMoe errno. U, xoraa
MEepPBbIA MMOTOK BHOBH IOJYYWT YIpPaBJICHHE, OH YBHAWT TaM COBCeM He To, 4To oxkuman! OmHaxo,
BEPOSATHOCTH STOT'O COOBITHSI HA _OTHOIIPOIIECCOPHON  MaInHe KpaiiHe Mana. Telo moToKa COCTOUT 13
THICSY MAIIMHHBIX KOMaHJI W TEPEKI0YeHHEe KOHTEKCTa MOXKET IMPOM3OUTH TAe YromHo. YToObI
IOMacTh MEXAY BbI30BOM CH-QyHKIMHM W OOpameHHEM K errno 3T0 Hauo OYECHb CHIIBHO
"mocraparscs’”.

A BOT Ha MHOTOIPOILECCOPHOM CHCTEMe, TNl HECKOJIbKO IIOTOKOB BBITONHIIOTCS
_TapajieNbHO  BEPOATHOCTh OAHOBPEMEHHOTO BBI30Ba CH-(O)YHKIHIA 3HAYUTENHFHO MOBBIMACTCS U
TIIATENBHO TPOTECTHPOBAaHHAA (HAa OIHOIPOIIECCOPHON MaIlliHEe), TMPOBEpPEHHAs M OTJIAXKCHHAS
MporpamMMa HadWHAET PEryISIPHO MalaTh 0e3 BCIKUX BUAUMBIX TIPHYUH!

ypoeeHb dpalieepos

[paiiBepa O0OBIYHO HE CO3JAIOT CBOMX COOCTBEHHBIX IIOTOKOB, JIOBOJIECTBYSICH YXKE
CYIIECTBYIOIIMMH, HO NMPOOJIEM C CHHXPOHHM3AIMEHl y HUX Jake OOJblIe, 9eM y MPHIOKEHHH. XyXe
BCEr0 TO, YTO HAa MHOTOIPOILECCOPHOM CHCTEME OIHM M _Te K€ 4YacTH JpaiBepa MOTYT
_OJJTHOBPEMEHHO _ BBITIOJHATHCA HAa _Pa3NuyHbIX  mporeccopax! UToObl MOHSATH NMPUYMHBI TAKOTO
Oecrpenena, HaM HEOOXOMMO pa3o0paThes ¢ 6a30BbIMU MoHATHAMH sizpa: IRQL u ISR.

[TnanupoBKa paiiBEpOB OCYIIECTBIISIETCSI COBCEM HE TaK, KaK MIOTOKOB IPHUKIIAHOTO PEXUMA.
Ecnu npukiagHON MOTOK MOXET OBITh IPEPBaH B JIH000E BpeMs 030 BCAKOro Bpeaa, IpepBarh paboTy
JpaiiBepa MOXHO TOJIBKO C €ro SIBHOTO pa3pelleH s, HHaue HOpMajibHOE (DYHKIIMOHUPOBAHUE CUCTEMBI
CTaHET HEBO3MOXXHBIM. [lpaiiBepa, oOpabaTbIBarOIINe aCHHXPOHHBIE COOBITHSA, NOJDKHBI OBITH JHOO
MTOTHOCTRIO pEeeHTepaleNbHBIMI  (T. €. KOPPEKTHO ''MOOXBaTHIBaTh' HOBOE COOBITHE BO BpeMs
00paboTKN TIpepIAyIero), MO0 KakuM-TO 00pa3oM 3alep)KMBaTh IOCTYIUICHHE HOBBIX COOBITHH,
II0OKa OHM He pas3bepyTcst ¢ TeKymuM. llepBblii MeXaHH3M Topas3fo OoJjiee CIOXEH B peali3alliH.
[IporpammucTbl, nHcaBmre pe3upeHToB noa MS-DOS, nomkHO OBITH NMOMHAT Kak 4YacTo WM
IPUXOAUIIOCH TOJab30BaThCsl koManaoil CLI, 3ampemaromuii mpepblBaHHMs Ha BpeMs HEPEeCTPOUKH
KPUTHYECKUX CTPYKTYpP AaHHBIX. JlomycTuM, Hall pycH(UKATOp yCTaHAaBIMBAaET HOBBIA 0OpabOTUMK
KJIaBUaTypHOro npepbiBanus. OH 3amnucan B TaOJNUIy BEKTOPOB CBOE CMELIEHHE U TOJBKO COOMpaICs
3aIcaTh CErMEHT, KaK I0JIb30BaTelb BAPYT HAXKAaI HA KIABHUIIY U MPOIECCOP MIEpeal yIpaBIeHHE 10
aJIpecy Co CTapbIM CETMEHTOM U HOBBIM CMEIIECHHUEM.

[Iporpammupyemslii koHTposiep mnpepbiBanuii (Programmable Interrupt Controller, nm,
cokpamenHo PIC) opurmnansroro IBM PC 6w moctpoeH Ha mukpocxeme i8259A, ceifuac ke
KOHTPOJUIEP MPEPHIBAHUI BCTPOCH HEMOCPEJCTBEHHO B IOXKHBIA MOCT YHUIICETa U IMyIupyeT i8259A
JMLIB B 1eJsIX 00patHoit coBMectumoctu. PIC umeer 15 nunuii npepeiBaHuid, a KaXkaas JIMHUS — CBOU
npuoputer. Bo Bpemsi 00pabOTKM mpepbIBaHWil, MpepbIBaHUs C pPaBHBIM WM Oojee HU3KUM
IIPUOPUTETOM MAaCKHPYIOTCS, TaK CKa3aTh, OTKIAIBIBAsCh HA MOTOM. MHOrma 310 momoraer, nHOTAa
HeT. Hammpumep, ecim 3aMackupoBaTh MPEphIBAHMS OT TaiMepa Oolilee 4eM Ha onuH "THK", CHCTEMHEIC
Yyacel HAYHYT OTCTaBaTh. A €CIIM IPOUTHOPHPOBATH NMPEPHIBAHUS OT 3BYKOBOW KapThl M BOBPEMsI HE
"CKOpMUTB" €l OdYepemHYyI0 NOPHUI0 JaHHBIX, OHa HayHeT "OynbKaTh", 3aCTaBIlsAsA IOJE30BATEISA
pBIAATH OT cyacThsi M OUTHCS TONI0BOM O MoHMTOp. [IpepbiBanHust ¢ Ooiee BBICOKMM IPHOPUTETOM
NpEephIBAlOT MEHEE MPHUOPHUTETHBIE NMpPEphIBaHMs, BO3Bpalllasi UM YIIPaBi€HUE IOCIE TOTO, KaK OHHU
Oynyr oOpaboranbl. YcoBepmeHcTtBoBanHbie KIOHBI PIC'a (Advanced Programmable Interrupt
Controller wm, cokpamenno, APIC) obecnieunBatoT 256 JHMHUWIA TpepbIBaHUN W, B OTIMYUH OT
o0sruHOro PIC'a, ciocoOHbBI paboTaTh B MHOTOIPOLIECCOPHBIX CHCTEMAX.

PucyHok 2 apXuTeKTypa KOHTPOJLIepa MpepbIBAHUI HA JBYXIPOLECCOPHOI MALIIHe

Oneparnmonnas cuctema Windows nognepxkusaet PIC u APIC koHTpoiepsl, HO HCIOIB3yeT
CBOIO COOCTBEHHYIO CHCTEMY MPHOPHUTETOB MpEphIBaHHWN, W3BECTHYIO mon abOpesmatypoit IRQL,
Kotopast pacimudpossiBaetTcst kak Interrupt Request Levels (Yposuu 3ampoca IIpepsiBannii). Beero
cymiecTByeT 32 ypoBHs, NPOHYMEpOBaHHBIX IienbiMu uuciamMd oT 0 g0 31. Yposenb 0 umeer
MUHMMAJIBHBIA MPpHOPHUTET, 31 — MakcuManbHbIN. HopMmanbHOE BBIOJIHEHHE MOTOKA MPOUCXOANUT Ha
HYJIEBOM ypoBHe, Ha3biBaeMoro naccuBHbIM (PASSIVE) u ero moxer npepbiBath J1t000e aCHHXPOHHOE
coOBITHE, BO3HHKatomIee B cucteMe. [Ipu aToM omeparonHast cicreMa mobimaet Tekynwii IRQL mo
YPOBHSI BO3HHKIIEro IpepeiBaHuS U mepenaer ynpasienune ero ISR (Interrupt Service Routine —
npoueaypa o0pabOTKH MpephIBaHMs), TPEABAPUTEILHO COXPAHUB COCTOSIHUE TEKYIIEro 00padoTIHKa.

[Ipuopurersl ¢ HoMepamu | W 2 OTHAHBI MOJ NPOTpPAaMMHBIC IpEpHIBaHUS (HAIpuUMep,
BO3HUKAIOIIME TIpH OMIMOKE OOpamieHus K CTpaHWIle MNaMsTH, BBHITECHEHHOM Ha IUCK), a Bce



OCTaJIbHbIe — OOCTY)KHBAIOT ammapaTHble TNPephIBaHUS OT Neph(EepUiHbIX YCTPOWCTB, INpUYEM,
IpepbIBaHMs OT TaliMepa UMeeT NpUopuTerT 28.

PucyHok 3 ypoBHHU 3anIpocoB NpepbIBaHUi U X HA3HAYEHHE

Uro0bl 3aMacKHpOBaTh NPEPHIBAHUS HA BpeMs BbIONHEHHWs ISR MHOrme mporpaMMucThI
mpocTo moBsIIaT ypoBeHb IRQL sxeproit API-dyrkmmit KeRaiseIrqgl (), a mpu Bexoge u3 ISR
BOCCTaHABJIMBAIOT €ro BbI30BOM KeLowerIrqgl (). [axke ecau oHM He AenaroT 3TOTO SIBHO, 32 HUX
3TO JIeNaeT cuctemMa. PaccMoTpuM IporcxXoasiye CoObITHs 6oJiee oapoOHO.

Honycrtum, morok A paboraer Ha ypoBHe IRQL paBmom PASSIVE LEVEL (-)
VYerpoiicto Device 1 Bo3Oyxkmaer anmaparHoe npepreiBanue ¢ ypoBHeM DIRQL (1. e. ¢ HOMepoMm 3 1o
31 BrimounTensHO). OnepannoHHasl cucteMa npepbiBaet BoinoiHeHue [loroka A, nmoseimaer IRQL 1o
DIRQL u nepenaer ynpasinenue Ha ISR ycrpoiicra Device 1. O6paboTunk npepsiBaHus oOparaercs
K ycrpoiictBy Device 1, pemaer ¢ HUM Bce, 4TO OHO TpeOyeT, CTaBUT B O4YEPEIb OTIOKEHHYIO
npouenypy DpcForISR () ans panbHeined oOpaboTku u noHmxkaer IRQL no npexHero ypoBHs.
Otnoxxennsie nipouenypsl (Deferred Procedure Calls mimm, cokpameno, DPCs) Bermonastores Ha IRQL
pasaom 2 (DISPATCH_LEVEL) u notoMy He MOTYT HadaTh CBOIO pabOTy BILIOTH 10 BbIxoaa u3 ISR.

Ecnmu Bo Bpemst BbIonHeHusi ISR BO3HHMKHET mpepbiBaHMs, TO OHO OYyJET 3aMacKHpPOBAHO.
Ecnu mpepbiBaHMe BO3HHKHET BO BpeMs BBINONHEHMS DpcForISR (), ONEpaluoOHHas cucTeMa
TIpepBeT ee paboTy, nepeaact ynpasieHue ISR, KOTOPHIA MOCTaBUT B 04epeb €IIe OJHY OTIOKECHHYIO
MPOIeypy, ¥ BHOBH BO3BpaTHTCA B DpcForISR (). Takum oOpa3oM, CKOIBKO ObI MpEepHIBAHUN HU
BO3HHUKAJIO, OTJIOKEHHBIE MPOLIEYPbl 00pabaThIBAIOTCS MTOCIEOBATENBHO, B IOPSIIKE OYEPEIH.

PucyHok 4 00padoTka annapaTHBIX MPepbIBAHUN HA MALIMHE ¢ OAHUM IPOLECCOPOM

Ha oxHOmporieccopHBIX CHCTEMax Takas CcxeMa paboTaeT BIIOJIHE HOPMAalbHO, HO BOT Ha
MHOTOIIPOLIECCOPHBIX... Kaxabld mnpoueccop umeer cBod IRQL, He3aBUCHMBIM OT OCTaJbHBIX.
IToBbmmenne IRQL Ha omHOM mpomeccope HHKAaK HE 3aTparuBaeT BCE OCTAIBHBIE M TE€HEepanus
IpepbIBAaHUN IPOAOIIKAETCS ).

PucyHok S MacknpoBKa IpepblBaHUH ApaiiBepoM Ha IBYXIIPOLECCOPHOIl MalIMHe

Jomyctum, notok A Beinosnusercs Ha nporeccope 1 ¢ IRQL=PASSIVE LEVEL, B To Bpems
KaKk TOTOK B BemomHseTcs Ha mporeccope 1 ¢ Tem ke campiM IRQL (_). VYcTpoiicTBo
Device | moceutan mpoueccopy 0 curHan mnpepbBanusa. OmnepanpioHHas cucTeMa '"JTOBHUT" ero,
nosbimaeT IRQL mponeccopa 0 po 3nauenuss DIRQL u nepemaer ympasienue ISR ycrpolicTBa
Device 1, koTopoe JenaeT ¢ yCTpOHCTBOM YTO MOJIOKEHO U CTABUT B OYEPEAb OTJIOKEHHYIO IIPOLELyPY
DpcForIsr () mis ganpHeinield oopadorku. [lo ymomuanuto, pyHKIMs g00aBiseTcs B 04epeb TOro
mpoleccopa, Ha kotopom 3amnymiena ISR (B janHHoM ciydae mporueccopa 0).

VYcerpoiictBo Device | BHOBB TeHEpHpPYET CHUTHAJ IpEepHIBAHMS, KOTOPHIA Ha 3TOT pa3
MOCBUTaeTCA Tporeccopy 1, mockomeky npomeccop 0 eme He ycmen 3aBepmuTs 00padotky ISR u He
noHn3un IRQL. Cuctema noseimaer IRQL mponeccopa 1 no DIRQL u nepenaer ynpasnenue IRQ
yerpoiictBa Device 1, KOTOpbI JellaeT ¢ yCTPOWCTBOM BCE YTO HYXKHO M CTaBHT OTJIOKEHHYIO
npoueaypy DpcForIsr () B odepeab Ha mporeccope 1.

PucyHnok 6 06padoTka annapaTHbIX NpepbIBaHMIl IpaiiBepoM HA ABYXIIPOLIECCOPHOI MalllUHe

3arem ISR Ha 06omx mporeccopax 3aBepmaroTcs, cuctema moHmkaer IRQL u HaunmHaercs
BBINOJIHEHHUE OTJIOXKEHHOH nponenypsl DpcForIsr (), crosmiel Kak B ouepean npoueccopa 0, Tak u
B ouepenu mporeccopa 1 Jla! Ber He omubmaucs! Iponenypa DpcForIsr () OyaeT HCHOJHATHCS
cpa3y Ha 00OMX NpOIleccOpax OJHOBPEMEHHO, OTBedasl 32 00pabOTKy ABYX INpEPHIBAHUH OT OJHOTO
ycrpoiictBa! Kak Bam 3710 HpaButcs?! B Takoil cuTyauuu OYeHb JETKO MPEBPATHUTh COBMECTHO
ncnonmieMme JlaHHbIE B MEIIAHUHY, BO3BPATUB HEOXXMJAHHBIM pe3ynbTaT WM 3aBECUB CHCTEMY

( )-

PucyHok 7 oTcyTcTBHe CHHXPOHU3ALMM NP 00padoTke NpepbLIBAaHMIl HA IBYXIPOLECCOPHOM
MalllMHe NMPUBOJUT K MopYe pa3jesieMbIX JaHHbIX



Yr0o0BI YOopsaa0o4uTh BBIIIOJTHCHUE OTJIOXKCHHBIX TMpOoueayp, HeOGXOZ[I/IMO HCII0JIB30BATh

cnuHIyku (spin-lock) unam apyrue cpeicTBa CUHXpPOHM3AlMH, paboTarolue 0 MpUHIMIY (raros
3aHATOCTU ).

PucyHok 8 3ammTa pazaessieMbIX JaHHBIX CIIMH-0JI0KHPOBKAMU

JlpyruM HMCTOYHHMKOM OHIMOOK SBIAIOTCA MoAM(UKamus KoJa sAApa CHCTEMBl HIIH
3arpy’aeMbIX JpaiBepoB. MHOTHE MPOTrpaMMBbl, TaKue Kak OpaHIMayspbl, aHTHBHPYCHI, 3aIUTHI WA
BHPYCHl II€PEXBaTHIBAIOT HEKOTOpble (YHKIMHM JUIl yNpaBieHHs TpadUKOM, aBTOMATHIECKON
NPOBEPKH OTKpbIBaeMbIX (aiioB u T. 1. Moanpukanuss TOTEHIMAIGHO ONacHa Jaxe Ha
OJIHOIIPOLIECCOPHBIX MAIlIMHAX, & 0 MHOTOIIPOLIECCOPHBIX U FOBOPUTH HE CTOUT! DTO OTBpATUTENBHBIN
IIpHEeM NPOrPaMMHPOBAHHUS, KOTOPOTO HACTOSTEIHHO pEeKOMEHIyeTcsa n3berarh, HO... OH ecTb! U 310
¢axr!

BonpmmHCTBO TPOrpaMMHCTOB MPOCTO BHEAPSAIOT B Hadano (GYHKOMH jump Ha CBOH
TepexBaTyiK (MpeIBapuTEIEHO CKONMPOBAB OPUTHHAIBHBIE OAalTHI B CBOH jke COOCTBEHHBIN Oydep).
[Tpn 3aBepmeHnn paboThl 00pPaOOTUYHMK BEHIMOIHIET COXPAaHEHHBIC MHCTPYKIMH, TTOCIIE YEero IepeaaeT
yIIpaBJIeHUE HA TIEPBYIO MAIIMHHYIO HHCTPYKIMIO NIEPEeXBAaY€HHON (DYHKIIUH, CJIEIYIOIIYIO 3a jump'oM.
ITockonbky, Ha X86 mpoleccopax AIMHA KOMaHJ HEMOCTOSHHA, IePEXBAaTUNKy IPUXOAUTCS TALIUTh 3a
co0oii nenslii qu3accemOep (Ha3pIBaeMbIi anu3acceMOiepom uiH). OIHAKO, 3TO HE cCaMOe CTPAIIHOE.

Bo-nepBBIX, MOCTOPOHHUM OTIAAYMK MOT BHEIPUTH B Hadajo (MM cepeauHy (YHKIINH)
NPOrpaMMHYIO TOYKY OCTAHOBA, MPEJICTABISIIONIYI0 co0oii oJHObalToBYyI0 KoMaHay ¢ onkoaoM CCh,
COXpaHUB OPUTHHAIBHBIA OalT TIe-To B maMsATH. B 3ToM ciydae, BctaBiaTh jump moBepx CCh HE B
KOEM CiIydae HENb3s, MOCKOJIBKY OTIAaJUUK MOXKET 3aMEeTHTh, YTO TOYKAa OCTAHOBA HCYE3NIa WU
noctaBuTh CCh eme pa3, 3a0bIB OOHOBHTH OpPHTMHAIBHOE COJEPXKHMOE, OCTaBIIEECS OT CTapon
koMaHzabl. KoppekTHbIH mepexBaT B 3TOM CIIydae NPaKTUYECKH HEBO3MOXKEH. TeOpeTHUecKH, MOKHO
BHEJPUTH jump BO BTOPYIO HMHCTPYKIMIO, HO JJIsI OTOr0 HaM HEOOXOJMMO OIPENeNUTh T/
3aKaHYMBAETCS MEepBasi, a MOCKOJIbKY €€ Hayall0 MCKaK€HO IPOrpaMMHON TOYKOH OCTaHOBa, IUIsS €€
JEKOTUPOBAHNS TPUAETCS MPUOETHYTH K dBPHCTHYECKUM METOJaM, a OHM HeHaJexkHbl. K cdacTsio,
OoybIIMHCTBO (YHKLUI HAYMHAIOTCS CO CTaHJapTHOro Imposiora PUSH EBP/MOV EBP,ESP
(55h/8Bh ECh), moatomy, Bctpetus nocienoparensHocts CCh/8Bh ECh MbI BIloitHE yBEpEeHHO MOXKEM
BHEJZIPATH CBOM jump, HaunHas ¢ MOV EBP, ESP.

Bor Tompko TyT ecth ommH HioaHc. Komanma OmmkHero mepexoma B 32-OHMTHOM peXHMe
3aHMMAET IENBIX 5 0alT, MO3ITOMY, JJIS e 3allUCH HEeOOXOIMMO BOCHOJIB30BATHCS KOMaHIOW MOVQ,
uHaue MoauduKalus OyaeT MPEICTaBIATh HEATOMAPHYIO ONepaIfio. 3aIyMaiTech, 4TO MPOU30MUICT,
€CJIH MBI 3arucaiu 4r1emex Oailita kKoMaHasl JMP NEAR TARGET koMaHmod MOV WM TOJIBKO
coOpainich JIonMcaTh MOCJIEAHUH OaifT, Kak BHE3amHO MPOOYIMBIIMICS MOTOK 3aXOTEN BBI3BATh 3TY
¢yaxmmro? [paBuitbHO — Tpon3oiaeT Kpax!

Ho naxe atomapHOCTH He cmacaeT OT Bcex NpodOieM. JomycTuM, MBI 3amuchiBaeM STH
OaiiToByto KomaHAay JMP NEAR TARGET moBepXx 2x 0alToBOM KOMaHmel MOV EBP,ESP,
€CTECTBEHHO, 3aTparmBasl CIEAYIOIIyI0 3a Hel KoMaHIy. Jlake Ha OJHONPOIIECCOPHBIX MAaIIMHAX
CYIIECTBYET BEPOATHOCTD, YTO KaKOI-TO U3 MOTOKOB OBII paHee MPepBaH cpasy JKe MOCIIE BBIOIHEHHS
MOV EBP, ESP u Koria OH BO300OHOBHUT CBO€ BBIIIOJIHEHHE, TO... OKAXKETCS _TIocepeauHe KOMaHJIbI
JMP NEAR TARGET, 4T0 MOBJICYET 3a cO00i1 HenmpeckazyeMoe OBEJCHUE CHCTEMBI.

Anroput™ 6e30nacHON MoANGHKALMK BBITIAINT TaK: nepexBarbiBaeM INT 03h, 3anoMuHas
ajipec mpexxHero oOpaboTuMKa, BHeIpseM B Hadayo nepexBarbiBaeMoil ¢yHknun CCh (ecnn Tonbko
IporpaMMHasi TOYKa yxe He ycraHoBlieHa). [Ipu Bo3HMKHOBeHMHM mpepbiBaHMs INT 03h MEI
CpaBHMBAacM IIOJIYUYEHHBIH aJpec CO CIIMCKOM aJpecoB MEpEeXBauCHHBIX (yHKOMH H, eciau 3To,
JEHCTBUTENBHO, "Ham'" ajpec, BBINOJIHSAEM PAaHEE COXPAHEHHYIO MAIIMHHYIO MHCTPYKLIHIO B CBOEM
Oydepe n mepenaeM yrpaBieHHE Ha BTOPYIO MHCTPYKIMIO nepexBadeHHON ¢yHkimu. Canmare CCh
HH B KOeM ciydae Hesb3s! [IoCKObKy B 3TOT MOMEHT (DYHKITHIO MOKET BBI3BIBATh KTO-TO €1lle, HO HAIll
nepexBaT4yMK "mpo3eBaer” 3TOT Gakt!

Ecimn sxe momydeHHBIM anpec He "Ham', MBI IepelaeM yIpaBlICHHE MpPeAbLAyIIEMY
obpabotunky INT 03h. Toxke camoe MblI JejiaeM, €ClIM NpPOrpaMMHas TOYKa OCTaHOBa ObuIa
YCTaHOBJICHA €lle 10 IepexBara. Torga Mbl IO3BOJSIEM MpeablnynieMy obOpabotumky INT 03h
BOCCTaHOBUTH €e cojiepkumoe, a camu craBuM CCh Ha cnenyromyro MHCTpyKuuto. KoHeuHno, takoi
CIoco0 mepexBaTra HaMHOTO  cio)kHee "oOmenpunaToro”, 3aro oH Ha 100% HanexeH u paboTaeT B
Tr00BIX KOH(UTypanusiX — Kak OJJHO- TAK X MHOTOIIPOLIECCOPHBIX.



nymu peweHusi npobsiem

Camoe mpocrtoe (M camoe paimKainpHOE) pemeHrne — ykaszats kimod /NUMPROC=1 (wm
/ONECPU) B ¢haite boot.ini, oqHAM pPOCUEPKOM Tiepa TPEBPATHB MHOTOIPOIECCOPHYIO CHCTEMY B
onHomponeccopuyo. [IpaBaa, 0 NPOU3BOAUTENFHOCTH IOCIE 3TOTO MOXKHO 3a0BITh, MOITOMY
mpuberarh K TaKoMy "BapBapCKOMY' METO/Y CTOUT TOJIBKO B CAMBIX KpalHHX CITydasiX, KOT/1a CHCTEMa
peryysipHo cOOUT, a BpeMEHH Ha MOMCKH HEUCTIPAaBHOCTH U KAIUTalIbHBIM PEMOHT y HaC HeT.

Kcratn, mouck HeucmpaBHOCTEH — camoe cioxkHoe Jeno. HexkoppekTHas CHHXpOHHU3aIUs
MOTOKOB TPHUBOJUT K MOpYE NAHHBIX W KPUTHYECKUE OINMOKM BO3HUKAIOT (€CIIM OHH BOOOIIE
BO3HHKAIOT, XYK€ KOT/Ia TporpaMMa JejaeT u3 o0pabaThIBa€MBIX NAHHBIX 'BHHETpeT") TOBOJIBHO
naneko oT mecta "aBapuu". To jxe caMoe OTHOCHTCS M K TOTyOBIM dKpaHaM cMepTu. M3ydeHne n1aMmoB
MaMATH JaeT JOBOJIBHO CKYAHYI0 WH(OPMANWio, OCOOEHHO €CIM pa3pyLICHB CTPYKTYPHI IaHHBIX,
XpaHsIuecs B IMHAMUYECKON MaMsITH, KOTopasl KaXIblid pa3 BBLAEISAETCSA MO PA3HBIM aJpecaM, 4To
3aTpyHSET BOCIIPOU3BEICHNE OIIHOKH.

IIpy Hamu4uM MCXOTHBIX TEKCTOB B MEPBYIO OYepe/b IMPOBEphTE: HE HCIONB3YyeTcs JH BO
MHOTOIIOTOYHOH ITporpaMme 0JJHOIIOTOYHbIE BepcuH Onbimorek? B wacTHOCTH, KOMITMIIsITOp Microsoft
Visual C++ mocraBmsercss ¢ aByms Bepcusimu cratmdeckux Cu-6mbmmorex: LIBC.LIB — ms
onHonmoTouHslx 1 LIBCMT.LIB — a1 MHOTONOTOYHBIX HporpamMM. JlMHaMHUYECKH KOMITOHyeMas
oubmmoreka MSVCRT.LIB ucnonp3yercs Kak B OJHO- TaK U BO MHOTOIIOTOYHBIX MPOEKTax. Tak xke
MONIIUTE TpsMBIe BBI3OBEI CreateThread (). Co crammaptHoii Cu-OMONMOTEKOM OHHM _HE
COBMECTHMBI U MMOTOMY JOJ/DKHBI OBITh B 0053aTEIIbHOM IMOPSIKE 3aMCHEHBI Ha _beginthread()
i _beginthreadex ().

Bce rnobanbHble nepeMeHHble (KpOMe TeX, YTO UCIOJb3YIOTCS Ul OOMEHa JTaHHBIX MEXIY
notokamu) nomectute B TLS (Thread Local Storage — Jlokanbnas Ilamste Ilotoka). Ha ypoBHe
HCXOJHBIX TEKCTOB 3TO Jenaerca Tak: " declspec (thread) int my var;", npu stom
koMnuiATop co3gaer B PE-daiine cnemuaneHyro cexnuio .tls, Kyza ¥ momemjaer my_ var,
ABTOMATHYECKH CO37aBast OTJACIBHBIN 3K3EMIUIIP IS KaKJ0T0 U3 TIOTOKOB.

B oTCyTCTBMM MCXOIHBIX TEKCTOB ATY 3aTE€I0 OCYIIECTBUTH TPYyIHEE, HO BCE-TAKH BO3MOXKHO.
CHauvana He0OX0AMMO HaHTH IepeMeHHbIe, K KOTOPBIM UAET 00palieHrne U3 HECKOIBKIX OTOKOB. JTO
Jenaercsi Tak: MIIyTCs Bce BbI3oBBl CreateThread()/ beginthread(), onpenensercs
CTapTOBBIH ajpec (YHKIMU IOTOKA U CO3[aeTCs AepeBO (DYHKIMIA, BBI3BIBAEMBIX 3TUM IOTOKOB (IS
3TOro ymo0HO HCImONB30BaTh ckpunt func tree.idc or mammon'a, KOTOpPBI MOXHO CKadaTh C
www.idapro.com). Ilepeuuncnsem riobanbHBIE TEPEMEHHBIC, YIIOMSIHYTHIE B 3THX (DYHKIHSIX U €CIH
OlHA M Ta >XK€ TEepeMeHHas BCTpedyaeTcs B JAEPEBBIX [IBYX DPa3HBIX IOTOKOB — CMOTPHUM Ha Hee
MIPUCTATBHBIM B3IJISIOM, MBITACh OTBETUTH HA BONPOC: MOXKET JIM OHAa OBITH MCTOYHHUKOM ITPOOIEM
nmm Het? Ecnm mepeMeHHasi He MCTIONb3yeTcs I OOMEHa JaHHBIMH MEXIy HOTOKaMH — 3aMeliaeM
Bce oOpamieHust K Hell Ha NMEepexofHUK K HalleMy oOpaboT4HKy, pa3MEIIeHHOMY B CBOOOIHOM MecCTe
(haiiira, KOTOPBIIA, UCTIONB3YS BRI3OBH Ts1lSetValue () /TslGetValue (), 3aMUCHIBACT/CUUTHIBACT
ee coxepxuMmoe. Ecnu ke mepeMeHHas HCIOJIb3yeTCsl I OOMEHa JaHHBIMH MEXIY MOTOKaMH —
OKpY’KaeM €€ KPUTUYECKIMH CEKLISIMU WU APYTHUMHU MEXaHN3MaMH CHHXPOHHU3ALUH.

EcrectBeHHo, Bce 3TO TpeOyeT mNpaBKWM HcmonHseMoro (aitla (M mpu TOM JIOBOJIBHO
3HAYNTEIbHON). be3 coOTBETCTBYIOMMX 3HAHMA M HABBIKOB 33 TAKyI0 3aJady HE CTOMT M Oparbcs!
[IpaBma, ectb mIaHc, 4Tro HPOOJIEeMY YIAcTCsi pa3pelinTh U Oe3 NMpaBKU — IOMEHSB HPHUOPUTETHI
norokoB. Ecnu ommH m3 aByx (wiam Oosee) MOTOKOB, MCIONB3YIOIIME paszenseMble TaHHblE 0Oe3
CHHXPOHM3ALNHU, MOJYYUT OONBIIMN NPHOPUTET, YeM OCTalbHBIE, "PACCTaHOBKA CHJI" HEMEIJIEHHO
WU3MEHHUTCS M, BO3MOXKHO, OHA M3MEHHUTCS TaK, YTO MOpYa JAHHBIX CTaHET NMPOMCXOIUTHh HE TaK 4acTo,
Kak mpexzae. HyxHble 3HaYeHHS MPUOPUTETOB MOMOHMPAIOTCS SKCIEPUMEHTANbHO, a 3amatorcss API-
¢yakmmii  SetThreadPriority (), NPHHAMAIOMINNA MAECKPUITOpP TOTOKAa. BOT TyT-TO H
HayMHAIOTCS mNpoOieMbl. MBI MOXEM JIETKO Y3HaTh HICHTH(UKATOp MNOTOKa 4epe3 (QyHKIWUU
TOOLHELP32: CreateToolhelp32Snapshot (), Thread32First ()/Thread32Next (),
ocraercst "Bcero JuIIb" MpeoOpa3oBaTh €ro B JecKpUITop. Jlonroe Bpems 3TO MPUXOIWIOCH AENaTh
BEChbMa HM3BPAICHHBIM ITyTEM dYepe3 HEJOKyMEHTHpoBaHHbIE (pyHKmmM thma NtOpenThread (cMm.
http://hi-tech.nsys.by/11/), nHo B Windows 2000 HakoHeU-TO mOsBUIach JjeraibHas API-QyHkiums
OpenThread (), NpUHUMAalOIAs HICHTH(GUKATOP IOTOKA W BO3BpAIAlOUIas €ro JECKPUIITOP
(pa3ymeercsi, IpH YCIOBHUH, YTO Bce HEOOXOIMMBIE IpaBa y Hac ecTh). Busar, Microsoft!

Pazo0paBmmcey ¢ NpUKIaIHBIMA NPWIOKEHUSIMH, TepeineM K npaiiBepam. [Ipn Hammuamn
UCXOJHBIX TEKCTOB JIOCTATOYHO HMCIOJIB30BAaTh CIIMH-OJIOKUPOBKY BO BCEX OTJIOKECHHBIX MPOLEAypax,
OJTHAKO, B OOJIBIIMHCTBE CIy4aeB HMCXOIHBIX TEKCTOB y Hac HET, a IpaBUTh JpaiiBep B hiew'e
YIOBOJBCTBHE HE W3 MPHATHBIX. K cYacThIO, CYIIECTBYET M IPYroil mMyTh — JOCTaTOYHO HMCIPAaBUTh
tabnuny aucnerdepusauuu npepbiBanuit (IDT — Interrupt Dispatch Table), paspemmB kaxaomy



mporieccopy o0padaThIBaTh MPEPHIBAHUS TOIBKO OT "CBOUX" YCTPOUCTB. DTO MPAKTHUCCKU HE CHIIKACT
MPOU3BOJUTENBHOCTH (OCOOEHHO ecii OBICTphle W MEAJICHHBIE YCTPOWCTBAa MEXIY IPOLECCOpaMH
pacrpeieNaioTcs IO YeCTHOMY, TO €CTh PABHOMEPHO) U IUKBUAUPYET OMINOKH CHHXPOHU3AIMHA BMECTE
C TOTyOBIMHU 3KpaHAMHU CMEPTH.

3aKJ/T1Il04eHue

MHoronpouneccopHsle CHCTEMBI CO3Al0T Topas3ao OoJiblle NpoOIeM, 4eM MbI 31€Ch OIMHCATIH
U JIaieKo He BCe U3 HUX pa3pelIrMbl B paMKax IpocTol nepeaenku nporpamm. I[1omyunB BO3MOXXHOCTh
CO37aBaTh IOTOKH, MPOTPaMMHUCTBI AAJEKO HE Cpa3y OCO3HAIM, YTO OTJIA)KUBATh MHOTOIOTOYHBIE
IpOTpaMMBbl Ha TOPSAIOK CJOXHEE, 4eM OAHOMOTOo4Hble. C [pyroil CTOpOHBI, yXe celdac MEI
MIPUXOIUM K PACIPEEIICHHBIM CHCTEMaM W PACIpENIeICHHOMY IpOrpaMMHpoBaHuio. Pa3ouB muki c
OOJIBIIMM KOJMYECTBOM HTEpAlMii Ha JBa IWKJIA, HCHONHSIOMINXCS B Pa3HBIX MOTOKax/mporeccax, Ha
JBYXIPOLIECCOPHOM MaIlIMHE MbI YIABOUM IPOHU3BOAUTEIBHOCTBIO! OTO CIMIIKOM 3HAYUTEIbHBIN
BBIMTPHIII, YTOOBI IO3BOJNIUTH cebe TMpeHeOperaTtb WM, MOITOMY OCBAaWBaTh a3bl PACIPEEIICHHOTO
[IPOrpaMMHUPOBAHHUS HYKHO YXKe celuac.

>>> gpe3Ka CChblJZIKU no meme

Q Scheduling, Thread Context, and IRQL:

O cTaThs, CXKAaTO, HO JOXOJYHBO, ONKCHIBAIOIIAS MEXAaHU3MBI JIHCICTYCPU3AIIUN
notokoB, IRQL-ypoBHM 1 00pabOTKy INpepbiBaHUNA Ha OJHOIPOLECCOPHBIX H
MHOTOIIPOIleCCOpHBIX MammHax mmon Windows NT (Ha aHTIHMICKOM — SI3BIKE):
http://www.microsoft.com/whdc/driver/kernel/IRQL.mspx;

Q Locks, Deadlocks, and Synchronization:

O  cTaThs, OMHUCHIBAIOIIAs MeXaHW3MBl cuHXpoHm3anud Windows NT u mpoOiemsr,
BO3HUKAIOIINE TPU MX HEKOPPEKTHOM HCIIONB30BAaHUM (HA AHTIIMHCKOM SI3BIKE):
http://www.microsoft.com/whdc/driver/kernel/locks.mspx;

Q Principles of Concurrent and Distributed Programming:
O KHHTa, TIOCBANICHHAS OCHOBaM pAacCHpeAe]ICHHOTO IpOrpaMMHPOBaHUS  (Ha

aHIJINIICKOM S3bIKE): http://www.amazon.com/gp/product/013711821X/002-
0912814-0689662?v=glance&n=283155;




