MHorosiiepHble npoueccopbl
U Npobnembl MU NOpOXOaeMble

KpHC KaclepcKu

mHorosinepHble u  Hyper-Threading mnpomeccoppl He TOJIbKO YBeJIHYHUBAIOT
NPOM3BOUTE]bHOCTb, HO M TOPOXKIAIOT MHOTOYHCJIeHHbIe NMPO00JieMbl — HEKOTOpbIe
NpuIokKeHUsi  (IpaiiBepa) HAYMHAKOT PpadoTaTh  HecTa0MJIBHO, BbIOpachIBasi
KpUTHYecKMe OIIMOKM MM O0OpylIMBasi CUCTeMY B TroJiy0oil 3KpaH CMepTH. B 4YeM
NPUYNHA TAKOIr0 NOBedeHUs U KAK ero u3dexarhb?

egedeHue

MHoOrompoIeccopHble  CUCTEMBI HMEIOT CBOIO CIIEMU(PHKY C KOTOPOH MPOTPaMMHUCTEI,
paborarone Ha IBM PC, nonroe Bpemsi ocTaBanuch COBEpIIEHHO He3HAKOMBI. [loHauamy 3T0 He
CO371aBAJI0 HUKAKUX HPOOJIEM, IIOCKOJIIBKY OOJBIIMHCTBO JIIOJCH BHJIECIH MHOTOIIPOIIECCOPHBIC
CHCTEMBI TOJILKO Ha KapTHHKAaX, U TOJBKO €JUHUIIBI MOTJIM MO3BOJHUTH ce0e MMETh TaKylo IUTYYKY Ha
pabouem croue.

Tenepr ke Bce H3MeHWIOCh. lcyepmaB pe3epBbl TAKTOBOW YacTOThHI, MPOU3BOIUTEIN
MpOIIeCCOPOB cHauaja npemiokuin Ham Hyper-Threading (1Ba BUpPTyaIbHBIX MPOIECCOPa B OJHOM), &
3aTeM W MHOTOSICPHBIE MPOIECCOPHI (HECKOIBKO TONHOIEHHBIX MPOIECCOPOB HA OJHOM KPHUCTAJIIE).
U xota mo "smymamuu" HacTOSIIEH MHOTOMPOIIECCOPHON CHCTEMBI UM eIle Janeko (MHOTOsIEepHEBIE
MIPOLIECCOPHI UMEIOT OJHY IIMHY, OAWH KOHTPOJUIEP NMpPEphIBAaHUH M T. 1.), Ae(EKTHl MPOrpaMMHOTO
obecrieueHns yKe HaYMHAIOT IPOSIBIATHCS.

[TpoGiiema Ha camMoM JieJie OuYeHb  Cepbe3Ha U OTHOCUTCS HE TOJIBKO K IIPOrpaMMHCTaM-
caMOyuKaMm, KJIEMarolM MEJIKHE YTWINTBI, HO M 3aTpariBaeT BeCbMa HMEHUTHIE KOPIIOpPAIUU, B TOM
YHCIIe CIISIHATTN3UPYIOIINeCs U Ha MOOMIIBHBIX ycTpoiicTBax. Bot uto mumer AMD B pyKOBOJCTBE IO
MPOTPaMMHUPOBAHHIO MOl MHOTOsICPHBIC mporieccopsl: "...the primary issues that the mobile industry
typically faced involved maximizing performance in a battery-operated environment, handling sleep
states and non-standard display and I/O subsystems, and low-voltage considerations. Thus, many
device drivers were tuned to maximize reliability and performance in those singleprocessor mobile
environments: and many haven't even been tested in a multiprocessor system, even in the
manufacturer's own test lab" ("...ocrosnas npobnema 6 mom, umo MobUILHASL UHOYCMPUSL 8 OCHOBHOM
cocpedomoyena Ha MAKCUMU3AYUU NPOU3BOOUMENbHOCMb 6 YCIOGUAX Rumauus om bamapel,
oopabomxe "cnawezo" cocmosaHus, HeCMAHOAPMHBLIX OUCHIee8, HNOOCUCHEMbl 6800a/6bl800A U
YMeHbulenuy numarowezo Hanpaxcenusa. Iloamomy, 6onvwuHCMEo Opatieepos HAYeleHO Ha
MAKCUMATILHYIO HAOEHCHOCMb U NPOU3BOOUMENTbHOCHb 8 OOHONPOYECCOPHOM OKpydceHuu. Muozeue u3z
HUX He ObLIU NPOMECMUPOBAHbl HA MHO2CONPOYECCOPHLIX MAWUHAX, 0adce 8 NPOU3800CHBEHHbIX
mecmoswix 1abopamopusx" (http://developer.amd.com/assets/16_Interrupts.pdf).

OcHoBHOH "ynap" paznuuuil OJHO- U MHOTONPOIIECCOPHBIX MAIIMH ONEPALMOHHAs CUCTEMA U
BIOS 6epyt Ha cebs (npumeuanue: 30eco u danee no mekcmy noo mepmuHom "MHO2ONPOYeCccopHble
mawiunvl"” mbl OyOoemM NOHUMAMb KAK UCHMUHHO MHO2ONPOYECCOPHbIE CUCEMbL, MAK U KOMNbIOMEDD,
nocmpoenHvle Ha 0aze MHO2050epHbIX npoyeccopos unu npoyeccopog ¢ Hyper-Threading).
IIpuknagHoe NpUIOKEHUE WU JApallBEp yCTPOMCTBA, CIPOEKTUPOBAHHBIN IJI OJHOIPOLIECCOPHOMN
CUCTEMBI, He TpeOyeT HUKaKOW  aJONTallld IS IepeHoca Ha MHOTOIPOIECCOPHYIO CHCTEMY, €CIIH,
KOHEYHO, OH CHpPOCKTHPOBaH TpaBWIbHO. MHOTHE THIBI OmMMOOK (M, B OCOOCHHOCTH, OIIHOKH
CHHXPOHHM3allMM) MOTYT TOJaMH HE IIPOSIBISTBECS B OJHOIPOIECCOPHBIX KOHPUIypalusx, HO
3aBaJIMBAIOT MHOT'OIIPOIICCCOPHYIO MAIINHY KaXIbIe ACCATh MUHYT, & TO U YaIle.

HcnpaBienue ommOOK TpeOyeT TepelnesKd HCXOOHBIX TEKCTOB (MHOT/Ia  O4YEHb
3HAYUTENBHOI), HO... YTO JeJaTh, €CIHM BCE, YTO Y HAC €CTh — A3TO JBOMYHBIN (aitn? XopoIo, eciau
Ne(eKThI HCTIPaBJICHBI B HOBOW BepcHH (KOTOpasi, MEXKIy MPOYNM, IEHET CTOUT), & €CITH HEeT?

Ota cTaThsl ajpecoBaHa Kak CaMHM pa3pabdoTyMKaM, TaK M MPOJBUHYTHIM MOJIB30BATEISIM,
YMEIOIMX JepKaTh hiew B pykax W HE IIapaxamIlxcsi B CTOPOHY OT am3accemOinepa. MEel
IocTapaeMcsi paccMOTPETh KaK MOXKHO Oounblie crmocoOOB pemieHHs MpodjeM, a BOIPOCHI
MIPaBOMEPHOCTH MOAN(DHUKALINYI JBOUYHOTO KO/IA ITyCKal PeIlatoT IOPUCTHI U. .. MOPAJIHCTHIL.



npuKs1adHol ypoOe€eHb

MunnmanpHOM enuHMIECH ucnonHeHnss B Windows sBisgercs motok (thread), xoTopsrii B
KaX/[bIii MOMEHT BPEMEHH MOJKET UCIIOIHATHCS TOJIBKO Ha OJHOM Tporeccope. HecmoTps Ha TO, 4TO B
OOJIBIITMHCTBE CITy4acB 3TOT MPOIECCOP HE SBISACTCS KECTKO 3aKPEIUICHHBIM U TUIAHHPOBITUK MOXKET
3amycKkath TOTOK Ha JFOOOM CBOOOJHOM IIPOIECCOpE, MOTOK OCTASTCS HENENUMBIM (KaKk aToM), U
pa3iuyuHbBle YacTH II0TOKAa HHUKOIJa HE BBIIOJHAIOTCS Ooyee, 4YeM Ha OJHOM IpOIEeccope
OJTHOBpEMEHHO. TO ecTh, €ciM B CHUCTEME 3alyIIEHO TOJBKO OJHO OJHOIIOTOYHOE IMPUIIOKEHHE, Ha
MHOT'OIIPOIIECCOPHON MAaIliHE OHO OyHeT BBIMONHATBCS C TOH K€ CaMOW CKOPOCTBIO, YTO W Ha
OJTHOTIPOLIECCOPHOM (MM Jlake 4yTh MEJJICHHEee, 32 CUeT HaKJIaJHBIX PacXOJ0B Ha TMOAJCPIKKY
MHOTOTIPOIIECCOPHOCTH).
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Pucynok 1 B cuMMeTpHYHOII MHOTONPOLecCOPHOIi cicTeMe (koTopoii siBasiercs Windows NT n
ee MOTOMKH), KaK/Ablil MOTOK MOKeT HCIOJHATHCS HA J1000M npoueccope

Iporecc — Oosiee KpyIHAs HCIOJHUTEAbHAs eauHuna. I'pydo roBops, 310 "KOpoOOk", B
KOTOPOM HAaxOJsTCS MpPUHAJISKAIIUE €My IOTOKH, HCIOJNHSIIONMECS B €IMHOM aJPeCHOM
mpocTpadcTBe. Kakaplii moTok o0iamaeT cBOMM COOCTBEHHBIM CTEKOM M HAaOOpOM PETHCTPOB, HO
BBIHY)KIEH pa3eisiTh IJ00adbHBIE MEPEMEHHbIE M IUHAMHYECKYIO MHaMsATh BMECTE C JPYTUMH
MMOTOKaMH TpoIecca, YTO MOPOXKAAET MpOoOJieMy CHHXpOHHU3anuH. JOMmycTHM, OIMH HOTOK BBIBOIMT
ASCIIZ cTpoky Ha 3KpaH, a APYrOi — B 3TO K€ caMoe BpeMsl BBIIIOJHSET HaJl 3TOH cTpoKoil PpyHKuMIo
strcat (), yaaJsoulylo CHMBOJ HYJIS J0 3aBEpILICHUs orepanuu konupoBaHus. Kak ciencreue —
HepBbIi MOTOK "BBUIETHT" 3a TPEesbl CTPOKH M MOWJIET YecaTh HaaxaHHYH 00JacTh MaMsITH JI0 TeX
TIOp ITOKA HE BCTPETUT IIOCTOPOHHUI HYJIb MM HE HAPBETCS HA HCKIIIOYCHHUE THIIA access violation.

[IpenoTBpaTuTh TaKyl0 CUTYyallMI0 MOXHO JBOSKO. JInOo mepenmncare strcat () Tak, 4ToOBI
OHa CHayaja JyOJMpoBajia CUMBOJ HYJIS, a TOJBKO HOTOM 3amellala ero CHMBOJIOM KOIHPYEeMOi
CTPOKH, JTMOO BOCHOJIB30BATHCSI OJIMH U3 CPEJICTB CHHXPOHMW3AIMHU, HAIPUMEpP, KPUTHYECKOW CEeKIMH,
(baxkTHUECKH MpeaCTaBIIOMUN co0oi ¢uar 3ariaTocTd. [10TOK, KOMUPYIOMHUNA CTPOKY, B3BOIUT 3TOT
¢nar mepen BbI30BOM strcat (), a IOTOK, BRIBOJMIIUM €€ Ha 3KpaH, IIPOBEPSIET cOCTOsIHUE (priara U
IPU HEOOXOMMOCTH JK/IET IOKa TOT HE 0CBOOOXK/IAETCS M TYT K€ B3BOAUT €0 BHOBB, YTOOBI BO BpEeMsl
BBIBOJIA CTPOKH HHUKTO APYToi He B3IyMall ee MOAU(DHINPOBATS.

B mepBom cmydae, TpeOyeTcss Bcero JHIIL Iepenenarb strcat (), a BO BTOPOM —
CKOOPAMHHUPOBATh MACHCTBHE HECKONBKMX IIOTOKOB, Majeimass HEOpPEeXHOCTh B CHHXPOHHU3ALUHU
KOTOPBIX 00opaunBaeTcs JIM00 HEMOJIHOW CHHXpOHHU3aLuel (HanpuMep, NOTOK, BBIBOJSIIMN CTPOKY Ha
9KpaH HE B3BOJUT TIepel] 3TUM (iar 3aHATOCTH), MO0 B3aMMOOJIIOKMPOBKOH (Korna aBa wim Oojee
MOTOKOB JKIyT OCBOOOXKIECHUS JPYT JIpyra, HO HUKAaK HE MOTYT JIOXKJAAThCsl, TOCKOJIBKY OJMH U3 HUX
B3BeN (iar 3aHATOCTH M 3a0bul ero cOpocuth). K coxanenuto, mpu padoTe CO CIIOKHBIMHU
CTPYKTYpaMH JaHHbIX 0€3 MEeXaHH3MOB CHHXPOHM3allMH OOOWTHCh YK€ HE IOIy4acTcs.
CUHXpOHU3YIOIIKNN KOJ Kak Obl '"pa3maspiBacTcsa" MO Bcell mporpamMme W IMPOBEPHTH €ro
PpaboTOCIOCOOHOCTh CTAHOBUTCS O4eHB TPYAHO. OTCIOAa U OMIHOKH.

C Linux/BSD B s3ToM mmaHe pgena oOCToST HamHOro Jyumne. OCHOBHOH eaWHUIICH
BBINOJIHEHUSI TaM SBJISIETCSl Ipolecc (MOoaJep)Kka MOTOKOB Y)Ke IOSBWIIACh, HO TaK M HE ChICKasa
GoutpIol momyssipHOCcTH). [Iponecchl HCONHSAIOTCS B pa3/ieNbHBIX aApPECHBIX MMPOCTPAHCTBAX M MOTYT
OOMEHUMBATHCSI JAHHBIMH TOJBKO uepe3 SBHBIE CpPEACTBA MEXIPOLECCOPHOTO B3aUMOJACHCTBUS,
3HAYUTEIIBHO YIPOILas 3aJa4y CHHXPOHH3AIHH.

Temepp moroBopuM O TOM, II0YeMy Ha OJHOIPOLECCOPHBIX MaIIMHAX OIMIMOKH
CHHXPOHH3ALIMH MPOSIBIISIOTCS 3HAYMTENILHO Peke, YeM Ha MHOTOINPOIIECCOPHBIX. Jle0 B TOM, UTO MpH
HaJIMYUH TOJIBKO OJHOTO TPOIIECCOPA, MOTOKH BBIMOJHIIOTCS MOCIEAOBATENIFHO, @ HE MapauIeNbHO.
Wnnro3ust OAHOBPEMEHHOTO BBITIOJIHEHHUS CO3/IAETCS JIUIIB 33 CUYET TOTO, YTO KaX/bIil IOTOK padoTaer
B TEYCHUM OYEHb KOPOTKOTO (C YEJIOBEUECKOH TOYKH 3pEHHs) NMPOMEXYTKa BPEMEHH, Ha3bIBAEMOI'O
KBAaHTOM, a TIOTOM CHCTEMHBIH TUIAHUPOBILHK IIE€PEAacT YIpaBJICHUE PYroMy ITOTOKY. JITHTEIbHOCT
KBaHTa BapbHPYETCsl B 3aBUCHMOCTH OT MHOXKECTBA OOCTOSTEIHCTB (h
e —"
1es1ast BEYHOCTH IS ITPOIIECCOpa, 32 KOTOPYIO OH OUYCHb MHOTOE YCIIEBAET CHIENIaTh.

PaccmoTpumM cienyronryro (KCTaTH, BIIOJHE THIIWYHYIO) CUTyaruio. II0TOK BBI3BIBACT KaKyro-
HUOYIb (GYHKUIWIO M3 cTaHAapTHOW OuOmmotekn CH, a 3aTeM CUUTHIBACT TIIO0ANBHYIO MEPEMCHHYIO
errno, B KOTOpylo (yHKOms momecTHiaa Koj OmMMOKH. B MHOromorodnoil mporpamme,
BBITIOJIHSIOIIMIICS HA OIHOIPOIIECCOPHOM MalllMHE Takas CTparerdsi paboTaeT JOBOJBHO YBEPEHHO,
XOTsI U siBIsieTcsi mopo4yHoi. CylecTByeT yrposa, 4to MOoTOK OyJeT NMpepBaH IUIAaHUPOBIIMKOM I0CIEe
3aBepuieHust CH-(hyHKIUH, HO 10 OOpameHus K IIEPEMEHHON €rrno, U yNpaBIeHUE HOIYyIUT APYron
MIOTOK, BEI3bIBaronieMy "cBoro" Cu-(QyHKIHIO, 3aTHPAIONIYIO NIPEeXHEe copepxumMoe errno. M, korna
HEPBBII NMOTOK BHOBb IOJIYYHWT YIpaBIECHHE, OH YBUAWUT TaM COBCEM He To, uTo oxupan! OmgHako,
BEPOSTHOCTH 3TOT0 COOBITHS Ha OJHONPOIIECCOPHON MaInHe KpaitHe Maya. Teno moToka COCTOUT U3
TBICSIY MAIIMHHBIX KOMaHI W MEPEKIIIOYEHHE KOHTEKCTa MOXKET NPOM3OHTH TA€ yroaHo. UtoOs!
MoTacTe MeXAy BbI30BOM CH-QyHKIMHM M OOpamieHHeM K errno 3TO HaJ0 OYeHb CHIIBHO
"mocrapatscs’”.

A BOT Ha MHOTONPOLECCOPHOW CUCTEME, TIJ/Ieé HECKOJIBKO IIOTOKOB BBIIIOJIHSFOTCS
_TapajuIeNbHO _ BEPOATHOCTh OAHOBPEMEHHOTO BbI30Ba CH-(DYHKIMIT 3HAYUTENBHO IOBBIMIACTCS H
TINATETIBHO MPOTECTUPOBAaHHAs (HAa OJHONPOLIECCOPHONW MAIMHE), NPOBEPEHHAs M OTJIAXKEHHas
MIporpaMMa HaYMHAET PErysIpHO MajgaTh 0e3 BCIKUX BUIUMBIX IPHYHH!



ypoeeHb dpalieepoe

HpaiiBepa 0OBIYHO HE CO3MAIOT CBOMX COOCTBEHHBIX ITOTOKOB, [OBOJIBCTBYSICH YiKe
CYIIECTBYIOIIUMI, HO TPOOJIEM C CHHXPOHHU3AIMEH y HUX Jaxke OOJbIIe, YeM y TIPIIIOKEHHH. Xyxe
BCEro TO, YTO HAa MHOTOIPOLECCOPHOI CHCTEME OIHM M _Te K€ 4YacTh JpaiiBepa MOTyT
_ OJTHOBPEMEHHO _ BBITIONHATHCS Ha _PAa3NUYHBIX _ mporeccopax! UToOBI MOHSATH NMPUYMHBI TaKOTO
Oecripenena, HaM HEOOXOMMO pa3o0paThes ¢ 6a30BbIMU MoHATHsIMH sizpa: IRQL u ISR.

[InanupoBKa ApailBepoB OCYIECTBISETCS COBCEM HE TaK, KaK MOTOKOB MPUKJIAJHOTO PEKUMA.
Ecnu npuknangHol MOTOK MOXeT OBITh IIPEpBaH B Jr000e BpeMs 6e30 BCAKOTo Bpesa, IpepBaTh padoTy
JpaiiBepa MOXHO TOJIBKO C €ro SIBHOTO pa3pelleH s, HHaue HOpMaJibHOE (HDYHKIIMOHUPOBAHUE CUCTEMBI
CTaHET HEBO3MOXXHBIM. [IpaiiBepa, oOpabaThIBarOIINe aCHHXPOHHBIC COOBITHSA, NOJDKHBI OBITH JHOO
MTOTHOCTBIO pEeeHTEepa0eNbHBIMI  (T. €. KOPPEKTHO ''MOOXBaTHIBaTh' HOBOE COOBITHE BO BpEMs
00pabOTKU TPEABITYIIEro), THO00 KaKHM-TO 00pa3oM 3aJepiKHUBaTh IMOCTYIUICHUE HOBBIX COOBITHH,
IOKa OHM He pas3bepyTcst ¢ TeKymuM. [lepBbIii MeXaHW3M Topa3fo Ooljiee CIOXEH B peali3allii.
[IporpamMmuctel, mucaBiive pe3uneHToB moa MS-DOS, nomkHO OBITH MOMHIT Kak 4YacTo WM
MPUXOAUIIOCH TOJab30BaThCcsl koManaoil CLI, 3ampemaromuii mpepbIBaHHs Ha BpeMs HEPecTpOUKH
KPUTUYECKUX CTPYKTYp HaHHBIX. JlOmMycTHM, Haml pyCHU(HUKATOp yCTaHABIMBAET HOBBIH 00pabOTIMK
KJIaBHAaTypHOTO IpepbiBaHusa. OH 3amucan B TaOIUIly BEKTOPOB CBOE CMEIICHHE M TOJBKO COOMpancs
3amMcaTh CerMeHT, KaK MOIh30BaTellb BAPYT HaXKAI Ha KIABHITY U MPOILECCOpP Iepenat yIpaBIeHUE 110
aJIpecy co CTapbIM CETMEHTOM U HOBBIM CMEIICHUEM.

[Iporpammupyemslii koHTposiep mnpepbiBanuii (Programmable Interrupt Controller, nm,
cokpamenHo PIC) opurmnansroro IBM PC Opim moctpoen Ha mukpocxeme i8259A, ceituac ke
KOHTPOJUIEP MPEPHIBAHUI BCTPOCH HEMOCPEJACTBEHHO B IOKHBIA MOCT YHUIICETa U 3MyIupyer i8259A
JMIIB B 1EJsIX 00patHoit coBMectumoctu. PIC umeer 15 nuHuit npepeiBaHuid, a KaXkaas JUHUSI — CBOU
npuoputer. Bo Bpems 00paOoTkM mpeppIBaHUM, NpEephIBaHUS C pPaBHBIM WIH 0ojiee HHU3KUM
MIPUOPUTETOM MAaCKHPYIOTCS, TaK CKa3aTh, OTKIAIBIBAsCh Ha MOTOM. MHOrma 3TO momoraer, WHOrAa
HeT. Hammpumep, ecim 3aMacKupoBaTh MPEphIBAHUS OT TaiiMepa Oollee 4eM Ha OnuH "THK", CHCTEMHEIC
Yachkl HAYHYT OTCTaBaTh. A €CITH MPONTHOPHPOBATH NPEPBIBAHUS OT 3BYKOBOW KapThl M BOBpEMs HE
"CKOpMUTB" €l OYepenHYI NOPHUI0 JaHHBIX, OHa HayHeT "OynbKaTh", 3aCTaBIIsAs IOJIE30BATEISA
pBIAATh OT cyacThsi M OWTHCS TONO0BOM O MoHMTOp. [IpepbiBanHust ¢ Oonee BBICOKMM HPHOPUTETOM
NpephIBAIOT MEHEE MPUOPHUTETHBIC NpEphIBaHMs, BO3Bpalllasi UM YIIPaBJIEHHE I0CJIE TOro, KaK OHH
Oynyr oOpaboranbl. YcoBepmieHcTBoBaHHBIe KIOHBI PIC'a (Advanced Programmable Interrupt
Controller umm, coxpamenHo, APIC) obGecrmeuuBator 256 JWHMIA TpPEepHIBAHWA W, B OTIUYHH OT
o6beranoro PIC'a, cmtocoOHBI paboTaTh B MHOTOITPOIIECCOPHBIX CHCTEMAX.



LieHTpaneHbIi LleHTpanbHbIA

npoueccop 0 npoueccop 1
NokanbHbIi NokanbHbIi

APIC APIC

— 18259A-
AnnapartHble APIC IS

NPepkIBaHAA BBO4d-EBbIEO A PIC

PucyHok 2 apxuTeKkTypa KOHTPoOJLIepa NPepbIBAHNI HAa ABYXIIPOLIECCOPHOI MallIHe

Onepammonnas cuctema Windows nognepxkusaet PIC u APIC koHTposiepsl, HO HCIIOIB3yeT
CBOI0O COOCTBEHHYIO CHCTEMY MPHOPHUTETOB HpEephIBaHWN, W3BECTHYIO mox abOpesmarypoit IRQL,
KoTopas pacmmdposbiBaeTcs kak Interrupt Request Levels (Yposun 3ampoca IlpepriBanmii). Beero
cylecTByeT 32 ypoBHs, NPOHYMEpOBaHHBIX LenbiMu yuciamMu or 0 go 31. Yposenb 0 umeer
MHHUMAaJIbHBIA PHOPUTET, 31 — MakcuManbHbl. HopMansHOe BBINOTHEHHE MOTOKA IPOMCXOAUT Ha
HyJIEBOM ypoBHe, Ha3biBaeMoro naccuBHbIM (PASSIVE) u ero Mosxet npepsiBaTh 11000€ aCHHXPOHHOE
coOnITHE, BO3HHKaromIee B cucteMe. [Ipu 3Tom omeparmonHast cucrema nosbimaet Tekyuwii IRQL 1o
YPOBHSI BO3HUKILETo IpepbiBaHus M nepenaer ynpasineHue ero ISR (Interrupt Service Routine —
mporenypa o0paboTKH MpephIBaHus ), IPEABAPUTEIHHO COXPAHUB COCTOSIHUE TEKYIIETo 00paboTduKa.

IIpuoputersl ¢ HOMepamu 1 W 2 OTHaHBI MOJA MPOTPaMMHEIC TIPEPHIBaHUS (HAmpUMED,
BO3HMKAIOIINE MpPH OMMOKE OOpalleHHsi K CTpaHUIE IaMsTH, BBITECHEHHOH Ha MAHCK), a Bce
OCTallbHbIE — OOCTYKHBAIOT allapaTHBIC TNPEpHIBAaHUS OT MNepH(EpPHUIHHBIX YCTPOWCTB, INpPHUYEM,
IpepbIBaHMs OT TaliMepa UMeeT NpUopuTeT 28.



31 High B
30 Power fail
20 Inter-processor interrupt
28 Clock
27 Profile
= AnnapaTHble npepbiBaHnA
26 Device n
3 Device 1
2 DPC/dispatch
— [porpaMmHble npepbiBaHns
1 APC
0 Passive <= HopmanbHoe BbINONHEHWE NOTOKOB

PucyHok 3 ypoBHHM 3aIpOCOB NpepbIBAHUI U UX HA3HAYEHHE

YT1oObI 3aMacKMpOBaTh NpEpBIBAaHMS Ha BpeMs BbINMOMHEHUs ISR MHOrme mporpamMMHUCTEI
npocTo moBbIIAaT ypoBeHb IRQL sneproii API-¢yHkuuii KeRaiseIrqgl (), a npu Beixoae u3 ISR
BOCCTaHABJINBAIOT €ro BBI30BOM KelLowerIrgl (). Jlake ecan OHM HE AETAIOT 3TOTO SBHO, 33 HUX
3TO JienaeT cucteMa. PaccMoTpum nmpoucxosiue coobITus 0osee moapooHo.

Jomycrtum, motok A paboraer Ha ypoBHe IRQL pasaom PASSIVE LEVEL (-).
VYcerpoiicto Device 1 Bo30Oyxmaet anmaparHoe npepsiBanue ¢ ypoBHeM DIRQL (1. e. ¢ HoMepoMm 3 10
31 BxumrounTenbHO). OnepaiioHHast crucTeMa IpepbiBaeT BeinoiaHeHue [loroka A, mossrmaer IRQL 1o
DIRQL u nepenaet ynpasnerune Ha ISR ycrpoiictBa Device 1. O6paboTuuk mpepsIBaHUS 00pariaeTcs
K ycrpoiictBy Device 1, nemaer ¢ HMM Bce, 4TO OHO TpeOyeT, CTaBUT B OYepelb OTIIOKEHHYIO
mporenypy DpcForISR () mma mampHeimeil oOpadorku u moHmwkaer IRQL mo mpexHero ypoBHS.
Otnoxxennsie npouenaypsl (Deferred Procedure Calls num, cokparnerno, DPCs) Beinosastorest Ha IRQL
pasHoM 2 (DISPATCH_LEVEL) u motomMy He MOTYT Ha4yaTh CBOIO pabOTy BIIIOTH 110 Bbixoa u3 ISR.

Ecnmn Bo Bpemst BhImonHeHHs1 ISR BO3HHMKHET HpephIBaHMA, TO OHO OYyZET 3aMacKHpPOBAHO.
Ecnu npepbiBaHre BO3HHMKHET BO BpPEMs BBINOJIHEHUST DpcForISR (), omepaluOHHas cucrema
IpepBeT ee paboTy, nepeaact ymnpasieHue ISR, KOTOpPbI MOCTaBUT B ouepenb elle OAHY OTJIOKEHHYIO
MPOIIETyPY, XU BHOBb BO3BpaTUTCS B DpcForISR (). TakuM 0Opa3oM, CKOJBKO Obl MPEPhIBAHUN HU
BO3HMKAJIO, OTJIO’KEHHBIE TPOIElypbl 00pabaThIBAIOTCS IIOCIIEI0BATEIBHO, B MTOPSIKE OYEPEH.



D1 Interrupts
IRQL /
A ! :

D11SR
DIRAL —
‘D1 DpcForlSR:
DISPATCH_LEVEL — —_—
APC LEVEL —
PASSIVE_LEVEL Thread A : : Thread A >

a @ € @
TIME

PucyHok 4 00pa6oTka annapaTHbIX NPepbIBAHNI HA MAIIMHE C OTHUM NPOIECCOPOM

Ha onHomporieccopHBIX cHcTeMax Takas cxeMa paboTaeT BIIOJIHE HOpPMalbHO, HO BOT Ha
MHOTOIIPOIIECCOPHBIX. .. KaXKABIM mporeccop umeer cBod IRQL, HE3aBHUCHMBIA OT OCTaNBHBIX.
IToBeimenne IRQL Ha oxHOM mpoleccope HMKAK HE 3aTparkBaeT BCE OCTalbHBbIE U TIeHepalus
MIpEepBIBAHUN IPOAOIKAETCS (ﬁ).

3Hayenue IRAL

High
Power fail
Mpoueccop A -
Inter-processor interrupt
IRQL = Clock | ==~y
Clock
Profile
Device n
MpepbiBanus, 3amackMpoBaHHble —| .
Ha npoueccope A Mpoueccop B
Device 1
<€ | IROL=DPC/dispatch |
DPC/dispatch
APC [MpepbiBaHnA, 3aMacKMpPOBaHHbIE
) Ha npoueccope B
| Passive

PucyHok 5 MacKupOBKA NpepbIBaHUI ApaiiBepoM Ha ABYXIIPOLECCOPHON MalliHe

Homycrum, notok A Beimonnsercs Ha nponeccope 1 ¢ IRQL=PASSIVE LEVEL, B To Bpems
Kak noTok B BeimosHsercs Ha npoueccope 1 ¢ tem ke campim IRQL (_). VYerpoicTBo
Device | moceutan mnpomeccopy O curnan mnpepbiBanus. OneparioHHas cuctema '"JTOBUT" ero,
nosbimaer IRQL mpoueccopa 0 go 3mauenus DIRQL wu mepenaer ympasnenue ISR ycrpoiictea
Device 1, koTopoe JiefaeT ¢ yCTpOHCTBOM YTO MOJIOKEHO U CTABUT B OUEPEb OTIIOKEHHYIO IIPOLENYPY
DpcForIsr () mis ganpHeinield oopadotku. [1o ymonuanuto, GpyHKIMs 100aBiseTCs B 04epeb TOTO
mporeccopa, Ha koropom 3amymieHa ISR (B manHOM citydae mpoueccopa 0).

YerpoiictBo Device 1 BHOBB TreHEpuUpyeT CHTHall MpEpHIBaHHS, KOTOPHIH Ha 3TOT pa3
MOChLIACTCS Mporeccopy 1, mockoabKy mporeccop 0 erre He ycren 3aBepinuTh 00padoTky ISR u He



nonusun IRQL. Cucrema nossimaer IRQL mponeccopa 1 o DIRQL u nepenaer ynpasienue IRQ
yerpoiictBa Device 1, KOTOpBIi JiellaeT ¢ yCTPOWCTBOM BCE YTO HYXKHO M CTaBHT OTJIOXKEHHYIO
nporeaypy DpcForIsr () B oduepeab Ha mporeccope 1.

/ D1 Intermupts
IRQL F :

DIRAL

01 DpcFodSR

DISPATCH_LEVEL —

APC_LEVEL —

PASSIVE_LEVEL Thread A 5 : Thread &

Processor 0 @ @ @

¥

TIME

IRQL A
D1 Interupts

! D1ISR
DIRGL

— .

: D1 DpeForlSR Thread Scheduler

DISPATCH_LEVEL —

APC_LEVEL

R R R RNy R R R R
R R TR R R R R

PASSIVE_LEVEL Thread B : Thread

®) @ @

Processor 1 TIME

P
-

-

®

Pucynok 6 06padoTka annapaTHbIX NpepbIBaHMii IpaiiBepoM Ha IBYXIIPOLECCOPHOI MallIHe

3arem ISR Ha oboux mporieccopax 3aBepinarorcs, cucrema nonmwkaeT IRQL u HaymHaeTcs
BBIIOJHEHHE OTIJIOKEHHOM npouenypsl DpcForIsr (), CTOSIIEN KaK B ouepeau Iporeccopa 0, Tak 1
B ouepeau nporeccopa | [la! Ber ne ommbmmcs! Ilponenypa DpcForIsr () OyAeT HCHONHATHCS
cpa3y Ha 00OHX IpoIleccopax OTHOBPEMEHHO, OTBedas 3a 00pabOTKy ABYX HpPEPHIBAHUN OT OJHOTO
ycrpoiictBa!l Kak Bam 310 HpaBurcsa?! B Takoil cuTyanmmn OdYeHb JIETKO MIPEBPATUTH COBMECTHO
I/ICHOJ‘IBBiSMBIé JAaHHBIC B MEIIAHWHY, BO3BPATUB HEOXXHIAHHBIA PE3yJIbTAT WM 3aBECHUB CHCTEMY

( )-



@ Mpw ebinonHeHuu ISR namenset
Mpouenypa 061LMe JaHHble, BO3MOXHO,
Device IRQL 06cnyXUBaHUA NoBpexIan ux
5’ . npepbiBanua (ISR)
@ MNpepbiBaHue .
. Ino6anbHble Unmn
obLUMe gaHHble
) Mpoueaypa
Passive IRQL HNK npouepypol (D [paiBep ycTporcTea
pucneTYepusaLmn u3mMeHseT o6lmMe gaHHbIe

PucyHok 7 oTcyTcTBHEe CHHXPOHU3ALUM NPH 00padoTke NpepbIBAaHMIl Ha IBYXIIPOLECCOPHOM
MallnHe MPUBOAUT K MOpYe pa3/esieMbIX JaHHbIX

YToOBl yMOPSIIOYUTH BBHITIOJHEHUE OTIOXKEHHBIX TPOIEAyp, HEOOXOAMMO HCIOIb30BATh

cnuHiIyku (spin-lock) wimm apyrue cpeicTBa CHMHXpOHM3alMM, PaOOTAlOUIME IO IPUHUMITY (IIaros
3aHATOCTH ).

Mpoueccop A Mpoueccop B

Do
[MbITaTbCA YCTAHOBUTD
CNUH-6NOKNPOBKY

Do
MbITaTbCA YCTAHOBUTL
CMWH-6NOKMPOBKY

ovepean DPC oyvepegu DPC
Until ycnex Until ycnex
Hadano DPC DPGC Hasano
Yaanute DPC 13 o4epeam Oyepegps DPC Yaanute DPC 3 o4epeamn
KoHey, Koneu
CHATb cnnH-6nokupoeky ovepean DPC CHATb cnuH-6nokupoBky o4epeawn DPC

I:I Kputuyeckas cekumns

Pl/lcyHOK 8 3aluTa pasaejasaeMbIX JaHHBIX CH“H-ﬁJ’lOKHpOBKaMH

JpyruM WMCTOYHHKOM OIIMOOK SBISIFOTCA MOIU(UKAmUs Koga sApa CHUCTEMBI HIIH
3arpy’xaeMbIxX IpaiiBepoB. MHOTHE MpOrpaMMBbl, Takue Kak OpaHIMaydpbl, aHTHBHUPYCHI, 3aLIUTHI WIIH
BHPYCHl II€PEXBaTHIBAIOT HEKOTOpble (YHKIMM JUIl yNpaBieHUs TpadUKOM, aBTOMATHYECKOU
MIPOBEPKH OTKPBIBaEMbIX (aimoB ¥ T. 1. Moaudukanus MNOTEHIMAIBHO OIacHa Jake Ha
OJTHOTIPOLIECCOPHBIX MAIIMHAX, & O MHOTOIPOLIECCOPHBIX M TOBOPHUTH HE CTOUT! DTO OTBPATHTEIILHBII
NpUeM IPOrpaMMHUPOBaHMsI, KOTOPOTO HACTOSATENLHO PEKOMEHAYeTCsl u3berarh, HO... OH ecTb! 1 310
(akr!

BONBIIMHCTBO TPOrpaMMHUCTOB TPOCTO BHEAPSIOT B Havaino (yHKOIMH jump Ha CBOM
IepexBaTymK (TMpeIBapUTEIEHO CKONMMPOBAB OPUTHHAIBHEIC OAaiTHI B CBOH ke COOCTBEHHBIH Oydep).
[pu 3aBepiieHnH paboTH 0OPaOOTUYMK BBIOJHAET COXPAHECHHBIE HHCTPYKIHMH, MOCIE Yero nepenaet



yIIpaBJICHUE Ha TIEPBYIO MAIIMHHYIO HHCTPYKIIMIO MTEpeXBaueHHON (DYHKIIUH, CJIEIYIONIYIO 32 jump'oM.
[MockonbKy, Ha X86 mporeccopax JUIMHa KOMaH HENOCTOsIHHA, NIEPEXBATUUKY ITPUXOIUTCS TAllUTh 32
co0oi1 memnbIii qu3accemOiep (Ha3bIBaeMblid qu3accemMoaepoM H). OHAKO, TO HE CaMO€ CTPAIHOE.

Bo-1iepBbIX, OCTOPOHHHMI OTJIAJYMK MOT BHEIPUTh B Hayajuo (WM cepelauHy (GYHKIMH)
MIPOTPAMMHYIO TOYKY OCTaHOBA, MPEICTABISAIONIYI0 cO00 0qHO00alTOBYI0 KOMaHAy ¢ omkomom CCh,
COXpaHUB OPUTHHAIBHBIA OaliT T1e-To B maMsATH. B 3ToM cirydae, BctaBiaTh jump moBepx CCh HE B
KOEM Cilydae HelNb3s, MOCKOJIBKY OTJIAaJuUK MOXKET 3aMEeTHTbh, YTO TOYKa OCTAaHOBa HCYe3Ia M
noctaButh CCh eme pa3, 3a0bIB OOHOBHTH OPHUTHMHAIBHOE COJEPXKHMOE, OCTaBIIEECS OT CTapon
KoMaH/ibl. KOppeKTHBIN mepexBaT B 3TOM ciydae NMPAaKTUYECKH HEBO3MOXEH. TeopeTHdecKH, MOXKHO
BHEJPUTH jump BO BTOPYIO HMHCTPYKIHIO, HO JJIsI STOr0 HaM HEOOXOJMMO OIPENeNUTh TJe
3aKaHYMBACTCS ITEpBasi, a MOCKOJIbKY €€ Hadyalo MCKaKEHO MPOTPaMMHON TOYKOH OCTaHOBA, IS €€
JACKOANPOBAHUA HPUACTCA HpI/I6eFHyTI) K 3BpHUCTUYCCKHUM ME€TOJaM, a OHU HCHAIACIKHBI. K C4acCThl1O,
OONBPIMMHCTBO (YHKIMI HAYMHAIOTCS CO CTaHHApTHOro Imponora PUSH EBP/MOV EBP,ESP
(55h/8Bh ECh), moatomy, Bctpetus mocienoarensHocts CCh/8Bh ECh MBI BItoTHE YBEpEeHHO MOXKEM
BHEJIPSATH CBOW jump, HayuHas ¢ MOV EBP, ESP.

Bot ToipKO TYT ecTh ommH HioaHc. Komanma OmmkHero mepexoma B 32-OHTHOM peXHMe
3aHMMAaeT LEeNBIX 5 0aiT, Mo3TOMY, AN €€ 3alnch HeoOXOIMMO BOCHOJIB30BAaThCS KOMaHIOW MOVOQ,
uHavye Moau¢ukanusi OyJaeT MpesCTaBIisTh HEeaTOMapHYo Ollepaltio. 3ayMalTech, 4YTO IPOU3OHIET,
ecnu Mbl 3anucanu 4 nepBeix Oaiita xomannel JMP NEAR TARGET koMauHaoW MOV H TOJBKO
coOpanuch JIomMcaTh MOCIEAHUH 0aiiT, Kak BHE3amHO MPOOYIMBIIMICS MOTOK 3aXOTEN BBI3BATh 3TY
¢yskuuro? IlpaBuiabpHO — npou3oiineT kpax!

Ho naxe aTomapHOCTP He cmacaeT OT Bcex NpobOieM. JomycThM, MBI 3amuchiBaeM STH
OaiiToByto komMaHay JMP NEAR TARGET moBepx 2x 0aiiToBoil komaHiael MOV EBP,ESP,
€CTECTBEHHO, 3aTparuBasl CIEAYIOIIyI0 3a Hel KoMaHIy. Jlake Ha OJHONPOIIECCOPHBIX MAaIIMHAX
CYIIECTBYET BEPOATHOCTB, YTO KaKO-TO M3 MOTOKOB OB paHee MpepBaH cpasy JKe 10CiIe BHITOIHEHHS
MOV EBP,ESP ¥ KOTJja OH BO30OHOBHUT CBOE BBIIIOJHEHHUE, TO... OKAXKETCA _IOCepeInHE  KOMaHIbBI
JMP NEAR TARGET, 4To MoBJIeYeT 3a co00il HenmpeackasyeMoe OBECHNE CUCTEMBI.

Anroput™ 6e30nacHON MoAN(HKALNK BBITIAINT TaK: epexBarbiBaeM INT 03h, 3anoMuHas
ajipec mpexxHero oOpaboTuKKa, BHeIpseM B Hayano nepexBarbiBaeMoil ¢pyHkuun CCh (ecnu Tonbko
IporpaMMHasl TOYKa yxe He ycraHoBieHa). [Ipu Bo3HMKHOBeHMM mpepbiBaHMS INT 03h MeI
CpaBHMBacM IIOJYUYEHHBIH aJpec CO CIINCKOM aJpecoB MepexBaueHHBIX (YHKIMH W, eciaH 3To,
JeWCTBUTENBHO, "Ham'" ajpec, BBHINOJHSAEM paHee COXPAHEHHYI0 MAllMHHYI0 HMHCTPYKLHIO B CBOEM
Oydepe 1 mepeaaeM ymnpaBlicHHE HAa BTOPYIO MHCTPYKIHMIO mepexBaueHHON (yHkimu. CHumate CCh
HH B KOoeM ciydae Heusb3si! [IocKObKy B 3TOT MOMEHT (DYHKIIHIO MOYKET BBI3BIBATh KTO-TO €1le, HO Halll
nepexBaryrk "mpo3esaer” 3TOT (akxt!

Ecnmu ke mnomydeHHBIH azapec He "Ham", Mbl IepelaeM YIpaBIeHHE IPEeAbLIyIIEMY
o0Opaborunky INT 03h. Toxke camoe MBI [genaeM, €CIIM TpPOTpaMMHas TOYKAa OCTaHOBa ObLIa
YCTaHOBJICHA €IIe 10 IepexBara. Torga Mbl TO3BOJSIEM MpeablaynieMy obOpabotumky INT 03h
BOCCTaHOBHTH €€ cofepxumoe, a camu ctaBuM CCh Ha ciemyronryio mHCTpYKIuio. KoHedHo, Takoit
croco0 mepexBaTa HaMHOTO  cioxHee "obmenpuaaroro”, 3ato o Ha 100% HanexxeH u paboTaer B
Tr00BIX KOH(UTypanusx — Kak OJJHO- TAK X MHOTOIIPOLIECCOPHBIX.

nymu peweHusi npobérnem

Camoe mpocrtoe (M camoe paaukaibHOe) pemieHue — ykazath kiod /NUMPROC=1 (umu
/ONECPU) B ¢aitme boot.ini, oqHAM pPOCUEPKOM Tiepa TPEBPATHB MHOTOIPOIECCOPHYIO CHCTEMY B
OJHOTIpoIiecCOpHY0. [IpaBna, O NPOM3BOAUTENFHOCTH IOCIE 3TOTO MOXKHO 3a0BITh, MOITOMY
npuderarh K TaKoOMy "BapBapCKOMY' METO/Y CTOUT TOJIBKO B CAMBIX KpalHHX CIIydasiX, KOT/ia CHCTEMa
peryisipHO cOOUT, a BPEMEHHU Ha IMIOMCKU HEUCIIPABHOCTH M KalIUTAIBHBIN PEMOHT y Hac HeT.

Kcrat, mouck HeucmpaBHOCTEH — camoe cioxkHoe Jeno. HexkoppekTHas CHHXpOHHU3aIUs
MOTOKOB TPHUBOJUT K MOpYE MaHHBIX W KPUTHYECKUE OIIMOKM BO3HUKAIOT (€CIM OHU BOOOIIE
BO3HHKAIOT, XYK€ KOT/Ia TporpaMMa JejaeT u3 o0pabaThIBa€MBIX NAHHBIX 'BHHETpeT") TOBOJIBHO
Janeko ot Mecta "aBapun”. To jxe camoe OTHOCUTCS M K IoJyObIM 3KpaHaMm cMepTH. M3yueHne nammon
MaMATH JaeT JOBOJIBHO CKYZAHYI0 WH(OPMANWio, OCOOEHHO €CIM pa3pyLIEHB CTPYKTYPHI IaHHBIX,
XpaHALIAEeCs] B AMHAMUYECKON MaMATH, KOTOpas KaXIbli pa3 BBIIENSETCS IO Pa3sHbIM agpecaM, 4To
3aTpyIHSET BOCIIPOU3BEICHNE OIIHOKH.

[Ipn HaMMYMM MCXOIHBIX TEKCTOB B IIEPBYIO OUYEpEeAb IPOBEPHTE: HE HCIIONB3YETCS JH BO
MHOTOIIOTOYHOH ITporpaMMe 0JJHOIIOTOUHbIE BepcuH Onbimorek? B wactHOCcTH, KOMITMIIsITOp Microsoft
Visual C++ mnocraBmsercs ¢ aBymsi BepcusMu crarnueckux Cu-6mbmmorek: LIBC.LIB — s



onHonotouHelx U LIBCMT.LIB — a1 MHOromoTOYHBIX NporpamMm. JIMHaMHUYECKH KOMIIOHyeMas
6ubmoreka MSVCRT.LIB ncnonbe3yercst Kak B OJJHO- TaK U BO MHOTOIOTOYHBIX IpoeKTax. Tak ke
MIOMIIIUTE TIpsMble BBI3OBEI CreateThread (). Co crangaptHoii CH-OMOIMOTEKONW OHHM _HE
COBMECTHMEI W MOTOMY JIOJDKHBI OBITH B 00S3aTENFHOM TIOPSIKE 3aMEHEHBI Ha _beginthread()
uni _beginthreadex ().

Bce riob6anbHble TIEpeMEHHBIE (KPOME TEX, YTO HCIIONB3YIOTCS UI OOMEHA JaHHBIX MEXIY
norokamu) nomecture B TLS (Thread Local Storage — Jlokamenas Ilamste IloToka). Ha ypoBhe
HCXOIHBIX TEKCTOB 3TO Henaercd Tak: " declspec (thread) int my var;", npu 3ToM
KoMnuiATop cosfaer B PE-daiine cmenmansHylo cexuuio .tls, Kyna M nomemaer my var,
ABTOMATHUYECKH CO37[aBasi OTACIBHBIN 3K3EMIUTAP ISl KAXKIOTO U3 TOTOKOB.

B oTcyTCTBUM UCXOTHBIX TEKCTOB 3TY 3aT€0 OCYIIECTBUTH TPYAHEE, HO BCE-TaKH BO3MOXHO.
Chauasia He0OOXOJIMO HAMTH IIepeMEHHBIE, K KOTOPHIM HJIET o0palieHne U3 HECKOJIbKHUX IIOTOKOB. JTO
Jenaercs Tak: MIIyTCs Bce BbI3OoBbl CreateThread()/ beginthread(), onpeaensercs
CTapTOBBIN azpec (YHKIMU TOTOKA U CO3AAeTCA AEPEeBO (DYyHKIMA, BBI3BIBAEMBIX 3TUM IIOTOKOB (IS
9TOro ymoOHO HCMONB30BaTh cKpunT func tree.idc oT mammon'a, KOTOPBI MOXXHO CKadaTh C
www.idapro.com). Ilepeuncnsem riobaibpHbIE ITEpEeMEHHbIE, YIIOMSIHYTBIE B 3THX (DYHKIUSX U €CIn
OJlHA U Ta XK€ INEepeMeHHas BCTpedyaeTcs B JAEPEBbIX JBYX Pa3HBIX IMOTOKOB — CMOTPUM Ha Hee
NPUCTAIBHBIM B3IJISIJIOM, TBITAsICh OTBETUTH HA BOIPOC: MOJXKET JIM OHA OBITH MCTOYHHKOM HpOOJieM
unu Het? Ecim mepeMeHHas He UCIONb3yeTcs I OOMEHa JTaHHBIMH MEX]y MOTOKaMH — 3aMellaeM
Bce oOpalieHus K Hell Ha MEepPeXOo/HUK K HalleMy o0paboT4MKy, pa3MelIeHHOMY B CBOOOJHOM MecTe
(haitira, KOTOPHINA, UCTIONB3YS BRIB3OBEH Ts1lSetValue () /TslGetValue (), 3annuCHIBaeT/CUNTHIBACT
ee cozaepxuMmoe. Ecnm ke mepeMeHHas HCIOJIb3yeTcst Uil OOMEHa JaHHBIMH MEXIY MOTOKaMH —
OKpY’KaeM ee KPUTHYECKUMH CEKLIUAMHI WK JPYTUMHU MEXaHU3MaMH CHHXPOHHU3AIHH.

EcrectBenHo, Bce 5T0 TpeOyer mNpaBKu HcronHseMoro ¢aitia (M mpu TOM JIOBOJIBHO
3HAYNTEIBbHON). be3 coOTBETCTBYIOIMX 3HAHMM M HAaBBIKOB 3a TAKyI0 3aJady HE CTOMT M Oparbcs!
IIpaBna, ecTs maHC, YTO NPOOJIEMYy yaacTci pa3peliuTh M 0e3 MPaBKU — IOMEHSB NPHOPUTETHI
norokoB. Ecnu ommH m3 aByx (wiam Oosee) MOTOKOB, MCHONB3YIOIIMH pa3zenseMble TaHHbIE 0e3
CHHXPOHH3AINHU, MONYYUT OONBIINN TIPHOPUTET, YeM OCTANbHBEIC, "PAacCTaHOBKA CHI" HEMEIIEHHO
HU3MEHUTCA U, BO3MOXKHO, OHA MU3MEHUTCA TaK, YTO IOpYa JAaHHBIX CTAHET MPOUCXOAUTH HE TaK 4acTo,
Kak npexzae. HykHple 3HaueHHs TPHOPUTETOB IOAOMPAIOTCS HKCIIEPUMEHTAIBHO, a 3anarorcss API-
¢byakimit SetThreadPriority (), NPUHAMAIOIIKANA JECKPUNTOP IOTOKA. BOT TyT-T0 H
HAuMHAIOTCA MpoOieMbl. MBI MOXEM JIETKO Y3HaTh MICHTH(UKATOp MOTOKa depe3 (QyHKuuu
TOOLHELP32: CreateToolhelp32Snapshot (),Thread32First ()/Thread32Next (),
ocraercst "Bcero JuiIp" npeodpazoBarh €ro B Jeckpunrop. Jlonroe Bpems 3TO MPUXOIWIOCH AENaTh
BEChbMa M3BPAICHHBIM IyTEM uepe3 HeJAOKyMeHTHpoBaHHbIe (yHKIMH THna NtOpenThread (cm.
http://hi-tech.nsys.by/11/), Ho B Windows 2000 Hakonemn-to mosBmiack yeranbHas API-pyHkms
OpenThread (), NpUHUMAlOmAs HICHTH(GUKATOP IOTOKA W BO3BpallaloUlas €ro JECKPHUIITOP
(pa3ymeercsi, IpH yCIOBUH, YTO Bce HEOOXOAMMBIE IpaBa y Hac ecTh). Busar, Microsoft!

PazobpaBmnce ¢ NMpUKIAAHBIMHA TPHIOKCHUSAMH, TIeperaeM K npaiiBepam. llpm Hammaum
HCXOJHBIX TEKCTOB JIOCTATOYHO HMCIOJIB30BATh CIIUH-OJOKUPOBKY BO BCEX OTJIOKEHHBIX MPOLEAYpaXx,
OJTHAKO, B OOJBIIMHCTBE CIy4aeB HCXOIHBIX TEKCTOB y Hac HET, a IpaBUTh JpaiiBep B hiew'e
yIOBOJILCTBUE HE M3 MPHUATHBIX. K cUacThio, CymecTBYeT M APYIrod MyTh — JIOCTATOYHO HCIIPABUTH
tTabnuny aucnerdepusaunu npepbiBanuit (IDT — Interrupt Dispatch Table), paspemmB kaxnomy
mporeccopy 0opadaThIBaTh MPEPHIBAHUS TOJIBKO OT "CBOUX'" YCTPOUCTB. DTO MPAKTHUCCKU HE CHIKACT
NPOU3BOJIUTENBHOCTH (OCOOEHHO eciii OBICTpble W MEAJICHHbIE YCTPOWCTBAa MEXIY IPOLECCOpaMH
pacnpesensoTcs o Y4eCTHOMY, TO €CTh PAaBHOMEPHO) U JINKBUIUPYET OMIMOKN CUHXPOHH3ALUN BMECTe
C TOTyOBIMH SKpaHaMHU CMEPTH.

3aKJ/TIl0o4eHue

MHoronpoueccopHble CUCTEMBI CO3Jal0T ropas3io Oonblie mpodaeM, 4YeM MBI 3[eCh OMHCaIH
U JJaJIeKo He BCe M3 HUX pa3pelIMMbl B paMKax MpOCTON mepeaeky nporpamm. [1omydnB BO3MOXXHOCTE
CO3/1aBaTh IIOTOKH, MPOTPAMMHUCTHI JAleKO HE CpPa3y OCO3HAIM, YTO OTJIAXKHMBATH MHOTOIIOTOYHBIE
MpOTrpaMMbl Ha TOPAZOK CIIOKHEE, YeM OJHONOoTo4Hble. C [pyroil CTOPOHBI, yXe ceWdac Mbl
MIPUXOIUM K PACIHPENEIICHHBIM CHCTEMaM W PACIPEIEICHHOMY MpOrpaMMHpoBaHuio. PazouB mukim c
OOJIPIIMM KOJIMYECTBOM HTEpalMii Ha JBa IUKJIA, NCHOIHSIOMNXCS B PAa3HBIX IOTOKax/mpoleccax, Ha
JBYXIPOLIECCOPHOM MaIIMHE MBI YIABOUM IPOM3BOJUTEIBHOCTBIO! OTO CIMIIKOM 3HAYUTEIbHBII
BBIUTPHII, YTOOBI TMO3BOJHUTH ceOe MpeHeOperaTb MM, MOATOMY OCBaWBaTh a3bl PacIHpEAEICHHOTO
MPOTpaMMUPOBAHUS HYXKHO yXKe ceifdac.



>>> gpe3Ka CcChblJIKU no meme

Q Scheduling, Thread Context, and IRQL:

O cTaThs, CKaTo, HO JOXOAYMBO, ONFCHIBAIOIIAS MEXaHW3MBI JHCIETICPU3AIIUI
notokoB, IRQL-ypoBHM u 00pabOTKy INpepbhiBaHUNA Ha OJHOIPOLECCOPHBIX H
MHOTOIpoILeccopHbix MamuHax mox Windows NT (Ha aHriaMiicKoM sI3bIKE):
http://www.microsoft.com/whdc/driver/kernel/IRQL.mspx;

Q Locks, Deadlocks, and Synchronization:

O CTaThsl, ONHMCHIBAIOWIass MeXaHu3Mbl cuHXpoHm3amun Windows NT u mpobiemst,
BO3HUKAIOIUE IIPY HMX HEKOPPEKTHOM HCIOJIb30BaHUM (HA AHIVIMMCKOM SI3BIKE):
http://www.microsoft.com/whdc/driver/kernel/locks.mspx;

Q Principles of Concurrent and Distributed Programming:
O KHHTa, TIOCBAIICHHAS OCHOBaM pAaCHpeAe]ICHHOTO IPOrpaMMHPOBaHUS  (Ha

AHTJIMHACKOM SI3BIKE): http://www.amazon.com/gp/product/013711821X/002-
0912814-0689662?v=glance&n=283155;




