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KPHUC KaCIIePCKHU aKa MbIII'BX, NO email

3aIUTA MHTEJJIEKTYaJIbHOH COOCTBEHHOCTH B MOCJeHee BpeMsl MPUHUMAET Bce 0oJee
HemoTpeOHbIe W NPOTHBOecCTeCTBeHHbIe (opMBI, MAylLIMe B pa3pe3 ¢ HHTepecaMu
norpeduTesieid, HO eCTh HAC. MPaB000JIAJaATe] M OTPAHUYMBAIOT HAIIM BO3MOYKHOCTH,
3ampeinasi IPOCMATPUBATh, KOMHPOBATH, M€YATATH, PeJAKTHPOBATH HHPOPMALNIO, HO U
XaKepbl He CHISIT CJ10:Ka PYKH, COOPY:Kasi OappuKaabl U Apyrue cpeacrsa 60pbObI.

egedeHue

ToBapumu! TexHONOTHYECKHH TPOPHIB O KOTOPOM TaK JOJITO TOBOPWIN OONBIIEBUKA
HakoHen-To cBepurwics! CebecTOMMOCTh 3JIEKTPOHHOH KOMMU yraja A0 HyJds W Ha TOPHU3OHTE
3aMasiyMsl KOMMYHHU3M, YrpoxKarolie Haapurarommecs Ha Oypkya. Kak omm 3acyermimes! Tyt ke
npunsimn DCMP  (Digital Copyright Millennium Act), 3amuinaromyii ux npasa, ¥ CTaBsileil Bce
OCTaJILHOE YCIIOBCUCCTBO B MO3Y UMEHYeMYHo "pakoM". 3amax aMepUKaHCKOW CBOOOJIBI MPEBPATHIICS B
CMEPIAINIYI0 BOHb. AMepHKa 3To Hamboliee 3aKOMIUICKCOBaHHAs W HaMMeHee CBOOOJHAs CTpaHa B
HaCTOf{HH/If/'I MOMCEHT (I/I HECTPOB OHU JIMHYCBAJIM, YE€TO HUKAK HC MOXKCT 3a0BITh MOS HHFepHﬁCKaﬂ
JKeHa). 3xeck, B Poccun, MBI mMeeM Kyna Ooinblie TpaB M cBoOoA. Hamm mMarHaTel WHTEPECYIOTCS
He(ThIO, TA30M, JIECOM, YIJIEM, ATIOMUHUEM M aBTOPCKHE TIpaBa MOMAXyT IO WX 3arpeOyIlyro Jairy
eme He CKopo. A 70 TeX NHOp HHUKTO He OyIeT mpecieaoBaTh HapyIIMTeNell KonupanhTa B
"mpoMeinuieHHOM" MaciiTade, Tak YTO HEKOTOPOE BPEMST MOKHO JKUTb M HE yMHUPATh.

Bnpouem, Bce ato nupuka. [lepexoaum k npaktuke. Bo BpemeHa cyiiecTBOBaHUS OyMaXkKHBIX
KHUT U MarHUTO(OHHBIX OOOMH OOPOTHCS C HOTPEOUTENIMH HHKOMY HE NPHXOAWIO B TOJIOBY.
Hanpotus, Bce cTpeMMINCh MPEJOCTABUTh KaK MOXKHO OOJBbIE YCIYT W HU(PPOBBIE HOCUTENN OBLIH
OJTHOI M3 HUX. DIIEKTPOHHbIE KHUTH, My3blka U (uibMbl B opMate mp3/mp4 OyKBanbHO B30pBAIIU
CTapBlii MHP M CHCTEMY MpPOJAABEI-TIOKYNAaTeIb B TOM YHCIe. BMecTo Toro, 4ToObl MATH B MaraswH,
Teneps MHI jJe3eM B MHTepHeT mim xommpyeMm (aiibl y 3HAKOMBIX. TOproBaTh MO CTapOMy B 3THX
YCIIOBHSIX yXXE€ HEBO3MOXKHO, a OCBaWBaTh HOBBIE TEXHOJOTMHM BOPOTWIJIBI phIHKa HE XOTAT. Bce
MIPU3HAKK PEBONIOLNMOHHON cuTyauuu Ha juio! [IpuObum MequamarHaToB CTPEMHTENBHO HagaroT U
‘1TO6I)I X Yyaepxkarb, OHU BMECTO TOrO, yTOOBI TOHTH HaBCTpCUYy II0Jb30BaTC/IAM, HAYUHAIOT
JIeWCTBOBaTh MM BO BpeJA, H300peTas Bce HOBBIE WM HOBBIC 3allUThl, OTPaHMYHMBAIOIINE HAIIH
BO3MOXXHOCTH, YIOOCTBA U TpaBa.

Camoe BpeMs crenars HEOOJBIIOE OTCTYIUICHHE M 3aMETHTh, YTO S BOOOIIE-TO COBCEM HE
AHAPXHCT ¥ JANEKO He XalsaBUMUK. S roToB miatuTh! CYUTaWTE 3TO HOAUOTCTBOM HITH KECTOM AOOpOH
BOJIM, HO s TOTOB. IlommepkaTh TFOOMMOTO MCIIONHUTENS/aBTOpa/pekuccepa pyoieM — cBAToe Aemo!
IIpaBna, 3meck ecth ogHO "HO". JKenmaHue paccraBaTbesl C JIEHbIaMHU HEMEAJIEHHO HCHapseTcs, eciu
paBoo0IaaTeh HaYMHACT MMAKOCTUTh MHE, HAIPUMEp, 3ampernas BBIBOAUTH JOKYMEHT Ha IeYaTh
WM KOITUPOBATh TEKCT DJIEKTPOHHOW KHUTU B Oydep oOmena. Hy Ha xpena?! JlroOoi mupar Takyro
3alIUTY BCE PAaBHO O0OM/ET, a YECTHBIM IMOJIb30BATEISIM — OJIMH T'€MOPPOH U TIPOOIIEMBL.

TexHUYeCKHEe CPEeNCTBA MO3BOJIAIOT 00pabaThiBaTh HMH(MOpMANUIO OBICTPO W 3(PPEeKTHBHO,
TOJIBKO BOT Ta 31asi 3eJieHast xaba, 4To IyHIUT [paBooOiIaaarTeneii, 3Toro caenarh He faaer. Ho MHe B
o0ImIeM-To HarieBaTh M Ha kaly, ¥ Ha mpaBooOIamaTelNei, mycKail OHU JMXKYT el 3aAHUIly (3TO X
JIMYHBIE TIOJIOBBIC TPOOJIEMBI), S K€ OyAy HCIIONB30BaTh BCIO MOIIb TEXHHYECKOTO Mporpecca, YTOObI
paboTaTh ¢ JOKyMEHTOM TakK, Kak HpaBHTCsI MHe! 3HaHHS JEHCTBUTEIFHO OCBOOOXKIAIOT HAC OT Ienen
u oxoB! Tak yto e mMbl cunuM? Yero sxxnem? Brepen, Ha mwtypm!



PucyHnok 1 :xaba koTopasi IylIMT U TOPMO3HUT NMporpecc

YyeM Mbl 6y0eM 3aHUMambCs

IIpenmeToM HamMX HCCIETOBAHUN CTaHET PAcTEHHE C CEMbIO JIENECTKAMU, YTO MOXKHO
BCTPETUTh B YKPOMHOM yroJjke jtoooro oropoaa. lllydy. Mer Oyznem nomats pdf, ncronszyemsrit s
XPpaHEHHs CaMbIX Pa3HOOOPAa3HBIX TEKCTOB M MOJOKEHHBIH B OCHOBY 3JIEKTPOHHBIX KHHT THna eBook.
MBI okakeM KaKue CHCTEMBI 3aIlIUTHI MCIIONB3YETCS B HEM M KaK UX OOOWTH, MCIIONB3YS JOCTYITHBIE
YTWIUTHL U CBOH YM.
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PucyHOK 2 3JIEKTPOHHYI0 KHUT'Y MOKHO YMTATh B JII000M MecTe, HannpuMep, Ha KITK, koTopslii

Bcerja ¢ To00i, 0JHaK0, HEKOTOPbIE 3JIEKTPOHHbIe KHUTH HMEI0T MHOKECTBO J0CATHBIX 3aLUT U
orpaHUYeHH i, KOTOpbIe MBI co0paeMcsi 000HTH



Brumanue! Omo OosonvHo puckosannoe 3amamue! B knudicnolii Ousnec 6061eueHbl
02pOMHble OeHbeU, U NYCKAaU He MaKue 02POMHbLe KAK, HANnpumep, 6 HapKOMUKU Uil KUHO, HO 8ce Jice
oocmamounvie 0k Mo2o, Ymodbl 3acadums 6ac HA 6eCb ocmasuiutics cpok. Bo ecaxom cnyuae, 6
Amepuxy eam nyuuie He e€30umb, a MO 3apOIOM HA MPU Mempa ¢ 201080l U UMEHU He CHPOCSM.
THosmomy, yem menbuie OKpyscalowux 6yoem 3Hams 0 MOM, YeM @bl MAM 3AHUMAENECh, MAM JyUule.
B uoeane, smozo ne oondicen snamo Huxkmo!

B
[d‘:: Adobe: QuMOKKM B NporpaMme UCNpaBuM MeHTamu!

PucyHnok 3 6aHHep, ocTaBJIeHHBII Ha MAMSTD NOCJIE CJIydas ¢ GecnpeneeHTHBIM apecToM
Jmutpus CkaspoBa, TUIIHHI pa3 10Ka3bIBas, YTO CUJIBHbIE MUPA CEr0 He OCTAHAB/IMBAIOTCSH He
nepes YeM M YTO MHPOM NPABUT Me:KAYHAPOIHAS Madus

3aempak duccudeHma usnu 4Yem 6o2am Acrobat

Adobe Acrobat momnep:xuBaeT ITOBOJBHO THOKYIO, MOKHO Ja)K€ CKa3aTh, Pa3BETBICHHIO,
cucteMy MU(POBaHU, TO3BOJISIONIYI0 BEIOOPOYHO 3aKPHIBATh JOCTYH KaK K OTIACIBHBIM (PYHKIHSIMU
(me4ath, peNAKTUPOBAHHE, BBIACICHHE M KONMPOBaHWE) TaKk M KO BceMy (ailily LEIUKOM.
IMonnmepxuBaeTcss JBa HE3aBUCHMBIX Iapoyisi — NapoJib MNOJab30BaTenss (user's password WiH,
cokpameHHo U-mapoib) M mapoJb Biaaaeabna (owner's password wnm, cokpaiieHHo, O-maposs).
Ecnu maponb Bnajmenblia HE yCTaHOBIICH, BMECTO HETO MCIOJB3YETCsSl Mapojib ITOJIb30BATENs, Kak
00BIYHO U mporcxoauT. K ToMy ke, oueHb 4acTo 00a mapoJisi COBMAIAIOT IPYT C APYrOM U HOTOMY JJIst
paboThI C JOKYMEHTOM JI0CTATOYHO 3HATH JIMIIb OJIUH.

U-nmaposns Ucnonb3yercs Ui 3aliUThl JOKYMEHTa OT HECAaHKIIMOHHPOBAHHOTO IPOCMOTpa U
€CIIH OH YCTaHOBJICH, Npu OTKpbITHH pdf-haiiia MbI yBUIMM 00CCKYpaKHBAOIICE THAIOTOBOS OKHO C
TpeboBanueM "enter password" ﬂ M JI0 TeX MOp TOKa MBI €r0 HE BBEAEM, JOKyMEHT HE
OTKpOETCSI.

@aiibl, 3aIMIIEHHBIE TIOJIB30BATEIBLCKUM MAapoJieM, 3ali(POBaHbl TOCTATOYHO Ha/IC)KHBIMU
anroputMamu MD5/RC4, mosToMy mpocTo Tak XakHYTh IOKYMEHT He IOJyduTcs. PaHHHMe Bepcuu
Acrobat'a ucnons3oBanin 40-0utHOEe mHMdpoBaHUE (JIETKO BCKPBIBAEMOE TYIBIM IepebOpoM Ha
Pentium-4), Ho HaunHas ¢ Bepcun 5.0 mosBHIAch mozaJepkka 56...128 OMTHBIX Kito4yel, KOTOpbIe
TYNBIM NIepeOOpoM yxe He BCKpbIBaroTcs. OTHAKO, KPUITOAHAIN3 HE CTOMT HAa MECTE M 33 MHUHYBIIIECE

BﬁeMﬂ MOSIBUJIOCH HECKOJIBKO 3ﬁﬁeKTHBHHx aTak, BCKpBIBAONIUX IIH(p 3a mpuemiieMoe BpeMs (CM.

I'maBHBI HEAOCTATOK MOJIB30BATENIBCKUX IMApOJIEH 3TO, KOHEYHO XKe, UX OTKphITOCTh. Kak
MU3BECTHO, 3allMTHbIE MEXaHU3MBbI ACJISATCS Ha JIBa THUIIA: CXEMa MOCTPOCHHbIE Ha 3HAaHWUU HEKOTOPOM
CeKkpeTHOH wWHGpOpPMANMKA WIH HAa OO0NaJaHUM YHUKAIGHBIM TpeaMeToM. 3ammra Acrobat'a
NPUHAICKUT K IEPBOMY THILY, TO €CTh MbI BBIHYXIECHBI PACIPOCTPAHATH JOKYMEHT BMECTE C
KJIFOYOM, MHA4Ye HUKTO HE CMOXXET ero HpouuTath. Hampumep, u3marenb MpojaeT 3amudpoBaHHBIC
3JICKTPOHHBIC KHHUTH, BBICHIIAs TIApOJIb Ha email, u Bce Bpoze ObI XOPOIIo, 32 HCKIIIOUEHUEM, YTO ECITH
MOKYIIaTedh BBUIOKUT MAPOJbh B OTKPBITBIM JOCTYI (a OH HaBEpHSAKA €€ BBUIOXKHUT, OCOOCHHO €CIH
IPYKHT C OCTIOM), KHUTY CMOTYT TIPOYECTh Bce JKearonrue. MHOTO IpH 3TOM HE HATOPTYeIIb!
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PucyHok 4 1uajioroBoe 0kHo, 3anpammnBalollee MoJjb30BaTe/IbCKUl Nap0Jib, 3alIU AN i
JOKYMEHT OT HECAHKIIHOHMPOBAHHOTIO MPOCMOTPAa

Bot u npunutocs pdf-popmar nopadateiBars. [locnennue Bepcun Acrobat'a momaep:KiUBaroT
pa3HoOOpa3HbIe JIMIEH3UH, CepTH(UKATEl M MPOUyI0 KpUNTOrpaduuecKylo MUIIypy. Tenepb maposb
MOYET HE TOJIbKO BBOJUTHCS C KIIABUATYPBI, HO M CKPBITHO M3BICKATHCS U3 (aiiina cepTHHUKATOB HITH
Jaxe nepenasarbes 1o VHTEpHETY. DTO 03HAYaeT, YTo JepiKaTeib aBTOPCKHUX MPaB MOXET 3aCTaBHTh
Hac BBIXOJWUTH B VIHTEpHET IpH Ka)XJIOM OTKPBITUH JOKYMEHTa MM OTPaHHYHUTh BpeMs paboThl daiiia
YCTaHOBIICHHBIM CpOKOM. Kak BapuaHT, maposib MOXET IeHepUpPOBaThCS AIEKTPOHHBIM YCTPOHCTBOM
(HampuMep, xacrom) u 06e3 Hero ero OyxeT He nmpouyuTath. Pasznmuunsie eBook'n mpubIM3UTEIBHO TaK U
paboTaror.
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PDF mokymeHT Heckpunop 6eszonacHoOCTH
NanekaeT nHpopmayuio ns sa-
LWndppoBaHHOro cnoeaps, reHe-
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PDF Viewer
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ero Ha aKkpaH

Pucynoxk 5 o0mmii npuannn mudgposanus pdf-daiisos

Becw ¢okyc B TOM, 4TO B TMOTOHE 3a NMpHObLIbIO, upmMa Abode He crana repecMaTpHBATh
6a3oBbIit pdf hopmaT 1 auIIb [00aBUIIA K HEMY JIOTIOJHUTENbHBIH yPOBEHb MIH(pOBaHUs ﬁ
A 3TO 3HAaYMT, YTO Ha KAaKOM-TO dTarie Hen3z0exHo reHepupyercss U-naposb, KOTOPBIH XaKep MOXKET
MEepeXBaTUTh W 3arOMHHUTH! JlOTIOMHUTENBHBIE YPOBHH 3aIIUTHI TYT ke HaxyT. Hy pa3Be ku3Hb He
ManuHa? BriepBrie, 3TO MPOAEMOHCTPHUPOBAN He O€3BECTHBIN poccuiickuil xakep Jmurpuii CKisipoB Ha
koHQpepenmmu Defcon w oTBemanm 3Toff ManwHBI MO TONMHON mporpamme. Koprmopamms Abode,
BJIOKMBIIAS B pekiamy ¢opmata eBook MUIIMOHBI 1OJTapoB, HE CMOTJIA CMHPHUTBCS C TEM, YTO OH
PACKpBUT €¢ MAaJCHBKUH CEKpeT, MOJPBIBAIONINIA JOBEpUEC U3AaTeieldl W BICKYNIMHA 3a COOOM
MUJUIHApABI 10JUIapOB HeJOoNoiIydeHHo! Bbiroabl. Okasanoch, 4to eBook coBceM He Tak Hamex, Kak
€ro PeKJIaMUPYIOT, U BKJIAAbIBATh JICHBI'M B M3/IaTEIBbCTBO 3JIEKTPOHHBIX KHUT Helb3s. Brpouem, 3to
yKe oThenbHas uctopusi. Bepuemcs k Acrobat'y.
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O-naponb HE MPEMSITCTBYET MPOCMOTPY JOKYMEHTAa, HO MO3BOJIAET YIPABIATH MOJUTHKON
3aMnpeToB U3 KOTOPBIX HAauMOOJiee HEMPHSITEH 3allpeT Ha BBIICICHHE/KOMUPOBaHUE U TieuaTh. M Kakue
TOJILKO MIHOTHI 3TO 3anpeniaroT? SICHO Beb, YTO SCIU KTO-TO BO3HAMEPHUThCS cIutarnatuth pdf, To ata
Mepa €ro BCE paBHO HE OCTAHOBMT, & BOT YECTHBIE I10JIb30BATENIN CTPALALOT.
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PucyHok 7 npocMoOTp CBOMCTB I0KYMEHTA, ONpPe/Ie/sII0OIIHX, YTO MOKHO ¢ HUM [1eJIaTh, 2 YTO
HeJIb3sl

VY3Harh, Kakue OrPAHUYCHMS HAJIOKEHbl HAa [JAHHBIA JIOKYMEHT MOXHO W3 €ro CBOWCTB
(Edit > Document Properties) unu HaxaB <Ctrl-D>, mosBUTCSI THAIOrOBOE OKHO C MPUOIU3UTEIBHO
crenyrommen HHPOpMaIue:

(nmeuats) printing | allowed (pa3perniena)

(coopka nmokymeHTa) document assembly | not allowed (3ampenieHa)

(KoIMpoBaHME WX M3BJICUYEHHE COJEPKIMOTro) content coping or extraction | not allowed (3anperieHo)

(M3BJICUCHHE COACPKUMOTO uisi cOOpKH) content extraction for assembly | not allowed (3ampenieHo)

(BcTaBKa KOMMeHTapueB) commenting | not allowed (3ampernieHa)

(3anoanenue nosei Gopme) filling of form fields | not allowed (3anperieno)

(BcraBka nudpoBoit moamucy) signing [ not allowed (3anpemena)

(co3nanue cTpaHMI-mabnoHoB) creating of template pages | not allowed (3amperieHo)

Ta6suuna 1 cBoiicTBa Halero AOKYMEHTA, 3alIPpELICHO BCE€, KPOME MmeIaTn

Ecnu Haxats kHOmnKy "Show Details" MOXHO y3HaTh HEKOTOPBIC MOAPOOHOCTH, HAPHMED,
4TO 37ech ucmoib3yercs craboe (low) 40-outHoe RC4 mmdpoBanue, mpuyueM, mapoirb Ha OTKPBITHE
nokymernrta (U-maponib) HE YCTaHOBIIEH M WMEETCs JIMIIb Mapoilb Ha ympasieHwue 3amperamu (O-
1apoJib), TaK ke Ha3piBaeMblid Permissions Password (nmaponb orpanndeHuit).
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Deselect All Text

Obfuscated Passwords in IBM WebSphere v4.0 Lok Ip Defirito

PucyHok 8 eciin BbIie/IeHHe/KONTMPOBaHUE 3aPelIeHO, TO COOTBETCTBYIOIME MYHKTHI MEHIO
Acrobat'a 3a0.10kMpOBaHBI

MokHO nM TpeomosieTh 3TH orpanmdeHus? YUYrtoObl Tam He roBopwia Abode B cBomx
PEKJIAMHBIX TPOCIEKTaX, XaKepcKas JIOTMKa M WHTYHLUS IOJCKa3bIBAIOT: €CIH JOKYMEHT MOXKHO
OTKpBITH, TO CKOITMPOBATh €r0 COAEPKMMOE HIIM BBIBECTH HA II€4aTh — JIEJI0 TEXHUKH, BElb KOHTEKT
He 3amudpoBad (MHaYEe KaK MBI ObI MOTJIH ero OTKpHITH?). ClieoBaHME yCTAaHOBJICHHBIM 3allpeTam
BCETO JIMIIb BOIPOC YECTHOCTH PadOTAIOIINX C HUM NPHIIOKEHHUH, a OTHIOb HE KpHUIToTorpaduyeckas
npobiema. I'pybo roBops, 3To Toke camoe uTto arpudyT Read-Only Ha daiine. 3amicn Ha cexropom
YPOBHE OH HUYYTh HE NPEJOTBpAILAET, a BCEro JIMIb HHGOpMUpPYeT (ailJIoByI0 cCUCTEMY, YTO CrOJa
ayunre He mucathk. Toxe camoe u pdf. Acrobat crienuanbHO CIIPOEKTHPOBAH Tak, YTOObI HE IeYaTaTh U
HE KOIMPOBATh TEKCT, €CIHM CO3JaTelib JOKyMEHTa 3TOro He XoueT. TeM He MEHee, BBIOBEPHI OT
CTOPOHHHX TPOM3BOAMTENCH MOTYT BecTH cebs MHavye. B mepBylo ouepenb 3TO OTHOCHUTCS KO
BCEBO3MOXKHBIM KOHBepTOpaM (Hampumep, pdf B ps), KOTopsle ciydaifHO WM yMbIIUIEHO "3a0bIBatoT"
MIPOAHATN3UPOBATH ATPHUOYTHI 3aIPETOB, TEHEPHUPYS CBEKEHCIICUCHHBIH PS C KOTOPBIM MOKHO JIENaTh
BCE, YTO yroaHo (HampuMmep, mpeodpaszoBatk oOpaTHO B "oummieHHBIH" pdf). MBI Tak ke MoOXkeM
Hamucath cBOoW coOctBeHHbIH BhioBep (mox LINUX'om ux mpyn mpyau), OXHAKO, HUCTOPHUYECKU
CJIOKHJIIOCH TaK, YTO OOJIBIIMHCTBO MOJIb30BaTeleil mpeanounraetr cMotTpers pdf-daiinbr Acrobat'om.

Kak pa36nokupoBats 3ampersi? Cpenu mojib30BaTeNe XOAUT JIET€HJa, YTO BHYTPH
JIOKYMEHTa CYIIECTBYET CIEIUAIbHBIA OUT, KOTOPBIH moctaTouHo ucnpasute HIEW'om u Torma... Ha
caMOM JieJle 3TO He COBCEM TaK, TOYHEe COBCEM He Tak. BWTHI 3ampera mnedaTu/KONUpOBaHUS
JNEWCTBUTENBHO CYIIECTBYIOT M 3TO ACHCTBUTEIBHO OHUTHI, HO... BCA IpoOieMa B TOM, YTO OHH
WCTIONIB3YIOTCSL JUIA TEHEepaluy 3alliu(pOBAaHHOTO KII0Ya, KOTOPBIM pacmu(pyroTcs OO0BEKTHI
JNoKyMeHTa. M3MmeHurte XoTsi Obl oauH 3ampemieHHbId OuT u pdf Tyt ke 3aTpeOyer O-maponb mpu
otkpeitun! Jla otkyna e HaM ero 3Hate?! Cam O-maponb B JOKYMEHTE HHMIZIE HE XPaHHUTCS, BMECTO
9TOr0 TaM JIGKHT €ro KOHTpPOJbHasi cymMMa. BoccraHoBuTh OpurnHaibHbld O-naposib HEBO3MOXHO,
noAOHpaTh €ro CIMIIKOM JI0ro, HO... YTO HaM MENIaeT CHTh BCE 3alpeThl C JOKYMEHTa, a 3aTeM
paccuuTaTh HOBYIO KOHTpPONbHYIO cymmy mia O-mapona? Benp copepxuMoe [OOKyMeHTa He
3amn(poBaHo, TTO3TOMY JJIsl CMEHBI IAPOJIS 3HATH €0 OPUTHHAIIBHOE COJICPIKUMOE He 00s13aTeNbHO!

Koneuno, 8 HIEW'e 3Ty omepanuio 6yaeT oCymecTBUTh TOBOJBHO 3aTPYAHATENHHO (HY pa3Be
YTO y BAaC HAXOAUTCSA KAIBKYJISTOpP B TOJOBE), HO MOKHO HANMCaTh CHEHHUATIBHYIO YTHWINTY, KOTOpas
OyzeT 3To JenaTh 3a HaC WM BOCIOJIB30BAaTHCS YK€ TOTOBOW OTMBIYKOM, OJ1aro 4To HeJ0CTaTKa B HUX
HE OIIyIIaeTcsl.

>>> gpe3ka Modughukayusi akpobama

Bwmecto Toro, uro0sr BoeBaTh ¢ O-mapoiem BHyTpu pdf-daiima MOXKHO MPOCTO XaHYTh caMm
Acrobat, 4TOOBI OH BcerJa BCE BBIOCIUI WM IIedaTai, HE B3HWpas HH Ha KaKWe 3alpeTbl. JTo
JIEWCTBUTENILHO HECIIOXKHO crenats. Brmiore g0 Bepcuu 4.0 BKIIOYMTENbHO KommaHus Abode He
MpeANpUHIMaNa HUKAaKUX IPOTHBOXAKEPCKHX Mep — HH IPOBEPKH IEJIOCTHOCTH KoJa, HHU
AHTUOTJIIOYHBIX TIPHEMOB, HU IHdpoBaHHOro Koja. [IpaBna, HaunHas ¢ Bepcuu 5.0 aHTHOTIIAIOYHBIE
MIPUEMBI BCE-TaKU MOSBUIIKCH, a eBook Reader 3ammien nakerom PACE IntelLock, mmdpyrormmm kox
¥ TIPOTUBOIEHCTBYIOMIAM OTIAT4YNKY, HO BOT IIPOBEPKH LEIIOCTHOCTH TaM IO TIPE)KHEMY HET.

Cepaiie 3amuThl CKOHIICHTPHPOBAHO BOKpYr ¢yHKkiuii MD5S Update u MDS5_Init, koTopsie
JETKO OOHApYXWTh B JM3acceMbiepe IO XapakTepHbIM KoHcTtaHTam 67452301h, EFCDABS89h,
98BADCFEh u 10325476h.

>>> gpe3ka 83/10M ¢ nomouwbro PrintScreen

3amper Ha BBIJIEIICHIE/KOMTUPOBaHNE TpadUIecKuX H300pakeHuil JIerko 000UTH MPH TOMOIIN
kmaBumm Print Screen, xommpyromel kommio 3kpaHa B Oydep oOmena. EctecTBeHHO, mpu 3TOM
KOTIMPYIOTCSl HE BECh JIOKYMEHT, @ TOJBKO OTKPBITHIE CTPAHHUIBI M TOJBKO B TOM pa3pelIieHHH, B



KOTOPOM OHHM OTOOpa)KaroTCsi Ha JKpaHe (TO €CTh BBIBECTH Ha IeYaTh BEKTOPHYIO JAuarpammy c
paspewerremM B 1200 DPI y Hac Bce paBHO He MOJYYHTCS), OAHAKO, B OOJIBIIMHCTBE CIy4aeB 3TOTO
TPIOKa OKa3bIBAETCs BIIOJIHE JOCTATOYHO.

To4YHO Tak MOXHO CKOIIMPOBATh M OJIOKH TEKCTa, mportamuB ux yepe3 OCR (ecim, KkoHedHO,
TTO3BOJIAT KAYECTBO TOKYMEHTA).

>>> kmo 6ydem nosuaso0mom

ITapuu! Yuure ucnanckuit! 3to Bems! B ceTn jlerko HaTH MHOXKECTBO JIEKTPOHHBIX KHUT
Ha HCIAHCKOM (TIEPEBEJICHHBIX C AHMIMIICKOTO KOHEYHO), OPUTHMHAI KOTOPBIX OTCYTCTBYET JaXKe B
Oce! A Bce moToMy, uTo VICTIaHCKKM SA3BIK TOHUMAIOT OYCHb HEMHOTHE (B MPOILEHTHOM OTHOIICHUH)
JTIOIM M OOpIIBI 32 aBTOPCKHE IPaBa, K CYACTHIO, HE MPUHAICKAT K 3TOMY YHCIYy, a TOTOMY (hakT
HECAaHKIIMOHWPOBAHHOTO PACIPOCTPAHEHHWS KHUT Ha HMCIAHCKOM (STOHCKOM W JIp. PEAKHX SI3BIKax)
HUKOT'O HE OECITIOKOUT U HE CMYIIAeT.

cmpykmypa pdf-dokymeHma

Bonpekn MyTHBIM ciyxamM 0 TOM, 49ro pdf-HemoOKyMmMeHTHpOBaHHBIH  Qopmar,
JM3acCeMOMPOBATh HEMOJBEMHO TsDKeNblii Acrobat Reader i BOCCTaHOBIICHHUS —alrOPHTMA
muQpOBaHUS COBEPIICHHO HeoOs3aTenbHO, Benb pdf pacmmdpoBeiBacTcs kak portable document
format — To ectb (hopMaT MEPEHOCHUMBIX JOKYMEHTOB M C CaMOI0 Hayaja OH pa3padaThIBaiCsl Kak
OTKPBITBIM CTaHIApT, YeM M OOBSACHIETCS €ro IOMYJSIpHOCTb. MBI HE IPHBSA3aHBl K OJHOMY
noctaBmuky (Abode) m Moxem CBOOOJHO MHCAaTh CBOM COOCTBCHHBIC IPOTPAMMHBIC IAKETHI,
otkpeiBatonue pdf xots Ha PC, xoTh Ha Mac'e, xoTb Ha paboueii ctaniuu Thna SUN.

Bce anropurmsl mmgpoBaHHS JOKYMEHTHPOBAHBI M JETabHO ONHUCAHBI B CleLU(UKALUH
(dhopmara, KOTOPYIO MOKHO OecruiaTHO cKayaTh c caita Adobe
(http://partners.adobe.com/public/developer/pdf/index_reference.html) wmu 3arnsgHyTr B HCXOIHEBIC
TekcTHl moboro OpenSource pdf-viewr'a. Hukakux mpoGiieM Ha 3TOM dTare BO3HUKHYTH HE JTOJDKHO.

Ecnu roBoputs kpatko, To pdf-daiin npeacrapiser co00i JOBOJIBHO CI0XKHOE HHKEHEPHOE
coopyxenue cienyroniero Buga: <PDF file> ::= <header> <body> <cross-reference table> <trailer>.

3aronoBok (header) omuchIBaeT pasiMyYHYIO CIy)KEOHYI0 MHGOPMAIIMIO M HAM CBEPIICHO HE
uHTEepeceH, a BoT Teno ¢aiia (body) He Mermaer paccMorperh momoapodoHee. OHO COCTOHMT W3
ITOCTIEIOBATEIHPHOCTH 00BEKTOB (Object), MACHTUPHUINPYEMBIX IBYMS YHUCIaMH — HOMEPOM OOBEKTa
(object number) u HoMepoM mokoeHus (generation number). BHyTpeHHE 00BEKTHI COCTOST U3 TOTOKA
JaHHBIX (stream data) u cioBaps moToka (stream dictionary). CioBaph OIUCHIBaeT aTpHOYTHI JaHHBIX,
OOBSICHAA BBIOBEPY UYTO OTO BOOOIIE Takoe: Tpaduueckoe W300paKeHHEe, TEKCT, IIPUQTEHI,
3amu(poBaHbl OHM WIM HET M €ClM 3alu(pOBaHBl TO MO KaKOMy ajiroputMy u T.1. Tabnuua
TIEPEKPECTHBIX CChIIOK (cross reference table) cBs3piBacT HOMepa 00BEKTOB € MX IO3MLMEH B (ailie n
BCEer/la XpaHUTCS B He3alIM(POBAHHOM COCTOSIHHH.

<PDF file> ::= <header> <body> <cross-reference table> <trailer>
<body> ::= <object> {<object>}
<object> :: <objectID> (<data> | < > <stream>)

Jluctunr 1 cxemaTuuHoe npejacraBiaeHue cTpykrypbl PDF-gaiina

[omnep:xuBatoTcsl JaHHBIE CIEIYIONMX THIOB: OyieBckue KoHCTaHTHI (boolean), wmcna
(numeric), cceiika Ha 00BEKTHI (object reference), mmeHa (name), CTpokHu (string) ¥ MOTOKM (stream).
TToTokM HAYMHAIOTCS C KIIOYEBOIO CI0Ba "stream" M 3aKaHYMBAIOTCS KIIFOYEBBIM CJIOBOM "endstream",
a MEeXIy HHMH DPacHOJIOXKCHBI JBOMYHBIC NaHHBIE. [laBaiiTe oTkpoeM mro0oi moxymeHT HIEW'owm,
4TOOBI HAWTH HX (_). CTpoKkd MOTyT OBITh KaK JIMTCPAIbHBIMU (T.€. COCTOSIIMMHU U3
[EYaTaCMbIX CHUMBOJIOB), TaK M MICCTHAAUATCPUYHBIMU. JIUTEepalbHBIE CTPOKU 3aKIOYAIOTCS B
Kpyriible ckoOku: "(3T0 JMTepanibHas CTpoKa)', a [IeCTHaJlaTepU4yHble — B  YIJIOBBIE:
"<4E6F762073686D6F7A206B6120706F702E>". CrTpoku ¥ TOTOKM MOTYT OBITH INU(QPOBAHBI,
OCTaJIbHbIC THIIBI JAHHBIX — HET.



crackproof_toc-1.pdf - Far
crackproof_toc-1.pdf

44833 Col B

Pucynok 9 uccienopanue pdf-¢popmara B hex-pegaxrope

MMeHa HauMHAIOTCS ¢ HAKIIOHHOM YEepTHI, TOH caMOH, KOTOpo# paszzensaror karanoru B UNIX

(mammpumep, "/ThisIsName"),

CCBUIKM Ha OOBEKTHI

0003HAuYaroTCs Mapol dYHCcel — HOMeEp

00bEKTa/TIOKOJIEHHS, 32 KOTOPBIMHU WJIeM KiltoueBoe ciioBo "R" (Hampumep, "23 0 R"). /lanHble pa3sHbIX
THUIIOB MOT'YT OBITH OOBEIMHEHBI B MaccuB (array) wiu cinoBapb (dictionary). MaccuB oOpamuisiercs
npsMbiMu  ckobamu (Hampumep, "[23 0 R /XYZ null]"), a cnoBapp "tunorpadckumu KaBbluKamu"

(manpumep, "<</Namel (Vall) /Name2 /Val2>>")

OT0 MUHAMYM HH(DOPMAIHH, KOTOPYI0 HEOOXOTUMO 3HATH ISl HU3KOYPOBHEBOW pabOTHI ¢

pdf-nokymeHTOM.

0a30BbIe TUIIBI JAHHBIX MIPUMEPBI HCIIOJIB30BAHUS
Boolean true
Numeric 3.1415926
Object reference 230R
Name /ProcSet
String (Contents) *
Stream {binary data}*
Array [23 0 R /XYZ null]
Dictionary <</Namel (Vall) /Name2 /Val2>>

JIucTHHT 2 0a30Bble THIBI JAHHBIX,

HCnoab3yeMsble B pdf-rokymenTax

Yro ! MBI TOBOJIBHO TIIYOOKO YBSI3JIM B TEOPHH, TIOpa BBLUIE3aTh Ha MOBEPXHOCTH. Bo3sMeM
060t pdf-daiin (mycTh A8 onpeaeacHHoCTH 310 Oynet http://www.encode-sec.com/pdf/esp0302.pdf)

W 3arpy3uM ero B cBoii mooumslit HEX-penakrop.
Kak u mro6o#t mpyroii pdf on comepxur

TaKk HasbiBaeMbli "trailer dictionary" (mocioBHO

"cnoBapps mpuiena'), CoIep)Kalluii CChUIKM Ha BaKHEWIIHWE OOBEKTHl JOKYMEHTa, B TOM YHUCIE U
cioBaps mudpoBanus (encryption dictionary), KOTOpPBEI HPUCYTCTBYEeT B IIFOOOM 3amIn(pOBaHHOM
pdf'e u 63 KOTOpPOro ero HEBO3MOYKHO HU OTKPHITH, HU MIPOYHUTATH.

CroBaphp mpuiieria MoXeT OBITh PACIOJIOKEH B JIOOOM MeCTe JOKyMEHTa (Kak Hadaje, TaK U
KOHIIE), HO €r0 JITKO OOHApY)KHTh N0 KIIOYEBOMY CIIOBY "trailer", koTopoe cTOMT B ero Hauaie (B
HallleM Clly4ae OHO pacIiojioKeHO Mo cmenieHuo 451h), a cnenoM 3a HUIM UAYT THITOTpadCKUE CKOOKH
"<<", CUMBOJIM3HPYIOIME COOCTBEHHO CaM CIIOBaph. 3arjiiHeM, 4TO Y Hac Tam?



trailer

<<

/Size 519

/Info 460 0 R
/Encrypt 475 0 R

o°

KOJI-BO OOBEKTOB B OQanje

cceika Ha o6wekT info

CCHIIKA Ha O6GT®eKT ciyoBaps umbpoBaHMs

/Root 474 0 R cceika Ha o6beKT "mepeBa cTpaHmu"

/Prev 234761 ID - HeoOg3aTeJsIbHBEM UIeHTUOMKATOP OOBEKTa
/ID[<elcbefe9cleaa%9478e694£620070dd20><eefb91£095d06a4b361lec3bl6a9145c6>]
>>

o° 0P o

o°

JIucTuHr 3 cjoBaphb Npuiena, yKa3pbIBaloUui, YTO JOKYMEHT 3alIi(poBaH

Ms1 BuguM ccpUIKy Ha 00BekT "encrypt" ¢ Homepom 457 "/Encrypt 475 0 R" (B mpyrux pdf-
(aiinax 3TOT HOMep HaBepHsIKa OyAeT MHBIM), uTo X! nouniem ero ¢ momomnsio HIEW'a:

475 0 obj
<<
/Filter /Standard

o°

CTaHIAPTHEI OEeCKPUNTOP Oe30MnacCHOCTU

/V 1 % Bepcusa ajyilOpPMUTMa WMPPOBaHMA

/R 2 % peBU3UA ajiropuTMa mMOpoBaHUA 2
/O (U\rIA?0/ya-0a?g?q.Vi-2?a ejWI07a+0) % xXouW napoJis BJanesblia

/U (Z.?-ICANIVI~>aolll!xeAl hr?a?eiTo) % X5l [apoJis MI0JIb30BaTess

/P -60 % nojne BanpeToB

/Length 40 % mnmHa kJoda mmdpoBaHMS

>>

endobj

JluctuHr 4 cjioBapb MM(POBAHHSA, ONMMCHIBAIOIINNA aJITOPUTM U aTPUOYThI mudpa

[Tone ¢ nmenem "/Filter (ums1 punbTpa)" cnenuuIUpyeT UMs AECKpUNTOpa OE30MacHOCTH,
ompenensoomero amroputM mudposanus. [lo ymomuanuro 3to "/Standard", ogHako, mpu HaTHIHH
IUIATUHOB TOJIEP)KUBAIOTCS U Apyrue (GHIbTPBI, M3 KOTOPBIX B IEPBYIO O4Yepelb XOTEJIOCh Obl
ormeTtuTh Rotl3 or New Paradigm Resource Group (www.nprg.com), co croumocthio B $3000 3a
KOTIMIO, YTO MBIIIBXY SIBHO HE IO KapMaHy, TO €CTh HE IO XBOCTY, MOJ KOTOPHIM Y HETO KaK M3BECTHA
HaXOIWTCSI IbIpKa, TeM 00jee 4YTO BCE KIFOUH JIETKO OOHApY>KHBAIOTCSI TPHBHAIBHBIM KOHTEKCTHBIM
rouckoM B Tene iaruHa; FileOpen-gunstp, paspadorannsiii FileOpen Systems (www.fileopen.com),
Tpebyromieii 3a yunensuto $2500 u nosunponupyemMsiii kak "complete, secure e-publishing solution"
(3aKoHUEHHOE, Oe30MacHoe pelleHNe sl 3JEKTPOHHBIX ITyOJIMKAIMi), HO B ICHICTBUTENBEHOCTH BCE HE
tak. FileOpen Publisher Bepcun 2.3 mmdpoBan *Bce* qOKyMEHTHI OHUM-EIMHCTBEHHBIM KIIIOYOM, HE
NPE/ICTABISIIONIMM JUI XaKePOB HHKAKOTO CEKpeTa M XPaHSIIUMCS MPSIMO B IUIarMHE, HayMHas C
Bepcun 2.4 FileOpen Publisher ucmons3yroT CMEHHBIC KIIIOYM, OJHAKO, caM 3aIln()pOBaHHBIHN
JOKYMEHT COJEP)KUT BCe HEOOXOIUMYO HH(GOPMAIIHIO AJIsl MTHOBEHHOTO BOCCTAHOBJICHHSI CEKPETHOTO
KItoya, Kopode odepeanas naxa, ¢uibTp SoftLock ot kommanmm SoftLock Services, Inc.
(www.softlock.com) umer HeMHOTO Halbllle, HCIONB3Yys I reHepannu kmoda (SoftlockID Number)
WACHTH(UKATOp TOMa JKECTKOro jucka. [laponb, BBEICHHBIM  IIOJNIB30BATENEM,  JOJDKEH
COOTBETCTBOBaTh CekpeTHoMy uaeHtugukaropy SoftlockID orkpeiBaemoro pdf-noxkymenra, To ecth
TOBOPSI IPYTUMH CJIOBaMH, Ha Yy)KOW MalinHe cBo (aitn He mpourems. M3narenyu IMKyOT, a XaKkepsl
MeXay TeM JomaloT KHuru Tonbko Tak! Ilpu sddexruBHON mmHe napons B 24 Oura, Jaxke Ha
JIOTUTareploBbIX KOMITBIOTEPAaX OH BCKPBIBAETCS METOJIOM TYIOro repebopa MeHee ueM 3a CYTKH, a
IIPY MCIOJIb30BAHUH ONTHMHU3MPOBAHHBIX AITOPUTMOB HaXOJWUTCSI MPAaKTHYECKH MIHOBEHHO. Tak 4ro,
0c000ro CMBIC/Ia BO BCEX HECTAaHIApPTHBIX (uibTpax HeT. Bo Bcakom ciyuae, moka... Bmpouem, B
MOJABJISIIONIEM OONBIIMHCTBE Cly4aeB Hcroib3yercs ¢uibTp THna "Standard", a Bce ocTaibHbIC
BCTpEUAIOTCs KpaifHe penKo.

[one "/V" onuceIBaeT aaropuT™, UCIONb3yeMblil GpuiabTpoM s mudpoBanus. OQuH U TOT
e (UIBTP MOXET UCIIOJIb30BAaTh MHOXECTBO PA3IMYHBIX aJITOPUTMOB U 3TO I1I0JIE TTO3BOJISIET BBIOpATh
TOT Win Apyroi. CTaHAapTHBIA QUIBTP UCIONB3YET CIACIYIOIINE 3HAUCHHS:

0 — anropuTM HEJOKYMEHTHUPOBAH U OoJiee He TOJICPKUBACTCS;

| —OTKPBITHINA anTopuT™M MHUPPOBaHUs ¢ IIHMHON Kitoua 40 6ut, 6a3oBeIii 11st Bcex PDF;

2 — TOT K€ CaMBbIif alTOPUTM, HO C JUTMHOH Kiroda cBbiire 40 out, ucronsisyercs B PDF1.4+;
3 — yCWIICHHBI HEJOKYMCHTHPOBAHHBIM aJTOPUTM C JIMHHOW Kitoda oT 40 mo 128 Owr,
ucnonb3yercs B PDF 1.4+ (He 1OKyMEHTHPOBaHHOCTD BbI3BaHA TPEOOBAHHEM aMEPUKAHCKOTO
JiernapTaMeHTa KOMMEPIINH);

0O0O0O



[Mone "/R" yxa3pIBaeT peBU3UIO (IIOJBEPCHIO) aropuTMa mudpoBanus. B wacTHOCTH, Bepcus
1 (/V 1) nomepxuBaia TOJILKO PeBU3UIO HOMep 2 1 3.

ITone "/Length" 3ameT pasmep kitoua mudpoBaHus B OUTax (00sM3aTEIBHO MPEICTABIIAIONINN
coboit crenenp 8), B maHHOM ciiydae oH paBeH 40, T.e. ucnonbdyercs 40 OutHoe 1UdpoOBaHHE 110
6azoBomy anroputMmy. EcTecTBEHHO, 9TO BCe 3TH OIS HOCST Cyry00 MH(MOPMATHBHBINA XapakTep H
MEHATh UX He ciexyer. OT TOro, YTO MBI COKpPAaTUM [UIHHY Kitoda ¢ 40 OuT mo, Hy ckaxem, 1, merue
pacudpoBBIBaTh JOKYMEHT HE OyJIeT.

[Tone "/O" mpencrasnsier coboil 32-0aiiToByro CTpOKy, reHepupyemyto Ha ocHoBe O- m U-
naposiedi. OTo He caM MapoJib, a TOJIBKO €ro X3III, HCIOIb3YEeMbIH sl TPOBEPKH MPABUIILHOCTH HapOoIIs
BJIaJIeJIbLA.

ITose "/U" npexncrasisier coboit apyryro 32-0alTOBYIO CTPOKY, TeHEpUpyeMyr0 Ha ocHoBe U-
HapoJIs ¥ UCIIOJIb3YEMYIO /ISl IPOBEPKH MPaBHIBHOCTH MapOJIsl MOJIb30BATEINs

[ome "/P" 3T0 32-OWTHSBIN (Iiar, OTBEYAIONINH 32 MOJUTHKY JOCTYIA K JOKYMEHTY, TO €CTh 3a
pa3mauy paspemieHmit © 3ampetoB. To uro Ham Hago!!! Kaxngsii OwT, mociemnoBaTeiabHO
MIPOHYMepoBaHHBIH OT | 10 32 (HauMeHee 3HAYMMBIA OUT JISKHUT MO0 MEHBLIEMY ajpecy, T.e. BCe KaK B
x86), Oymyun cOpOIIEHHBIM B HOJIb, 3alPEIaeT TO WIA MHOE AESHHE (& A
YTO €CJIU MONPoOOBaTh YCTAHOBHUTH BCE OUTHI B €IMHHUITY, ITOJYYNB MaKCUMYM ITOJTHOMOYHH U CHSIB BCE
3anpetsl? YBbl! Huuero e nomyuurcst! B Adobe cunst nanexo He uanoTsl U nosie /P nonanaer nox
MATY X3II-CYyMMBI, ITOPUTM TEHEpald KOTOPOH uepe3 HEecKOoJNbKO ab3aleB OyJeT paccMOTpeH C
BBICOTHI IITUYLETO ITOJIETA, a ITOKA ITIOCMOTPUM KAaKHUE OTPAHUYCHNA HAJIOKCHBI Ha HAalll JOKYMCHT.

P-¢nar conmepxur 3nauenue -60 (munyc 60), koropoe B HEX-npencrasnennu pasHo FFC4h.
Ecmu mepeBecTr 3T0 4ncino B nBonyHY0 Gopmy MbI momygnM 1111111111000100 nnm okomo Toro. 1
YTO K€ 3Ta cakpayibHas rpamoTa 3Ha4nT? [lonpobyem pacuridposars. J[Ba mpaBeIx OMTa paBHBI HYJIIO,
KaK UM M TTOJIOXKEHO ObITh. TpeTuii OMT paspeniaer medars U rnedaTh JeHCTBUTENBHO pa3pelieHa, a BOT
BCE OCTaJbHBIC OIlepalyy (BKJIIOYas KOIMpPOBaHME TeKcTa B Oydep oOMeHa) CTpOro-HacTporo
3aIpeleHsl. . .

out 3HaUCHHE

1-2 3ape3epBUPOBAHBI M JIOJDKHBI OBITH PaBHBI ()

3 reyaTh (HaYMHasl ¢ peBU3UU 3 cM Out 12)

4 Moau(UKanus TOKYMeHTa (CM. Tak xe outhl 6, 9 u 11)

5 BbIJICJICHUE/KOIIMPOBAHUE

6 BCTaBKa MJIM MOJIM(UKAIMS aHHOTAIMH

7-8 3ape3epBUPOBAHEI, TIOJDKHBI OBITh YCTAHOBJICHBI B |

9 3aI0JIHEHHE MHTEPAKTUBHBIX TOJIEH (3TOT OUT nepeKkphIBaeT ouT 6)
10 M3BJIEYEHUE TEKCTa U TpadMKH JOCTYITHOM JIIOASM-MHBAINIAM
11 cOOpKa CTpaHUIl IOKYMEHTA M CO3JAHME 3aKJIaJI0K

12 1eyaTh JOKYMEHTA B YXYIIIIEHHOM KauecTBe

13-32 3ape3epBHPOBAHBL, IOJDKHBI OBITh PABHBI HYIIO

TabJymna 2 Ha3HAYEHHE OT/AeJIbHBIX OUTOB P-(ho1ara, onpenensiomero npapoMepHoOCThL
pa3nuyHbIX onepanuii Hag pdf'om

2eHepauyus Kir4a wugpoeaHust

I'enepanns xmoya mm(poOBaHUS OCYLIECTBISIETCS MHOTOCTaJUHHBIM 00pa3oM, KOTOPBIH MBI
ceiiyac pacCMOTPHM, 4TO HasbIBaeTcs "Ha manbuax'. [logpoOHOe n3NoKeHHe AIropuT™Ma MUpPOBAHUS
MOXKHO HaiiTh B cneun¢ukanuu Ha PDF, ccpuiky Ha KOTOpYIO MBI yXe JaBajld, Tak 4TO HE Oyaem
MOBTOPATHCS U OMUCHIBATh TO, YTO YK€ OMMCAHO 3a101r0 10 Hac. Kopode, nemaem cBO¥ MepBHIi MIar.

1. ©Gepem U-mapons (0OBIYHO ITyCTOW) W JOMONHSEM ero A0 32 0aifT, HCHOIB3Ys CIEAYIOIIYIO
CTPOKY, >kecTKko nponucanHyio (hardcoded) B Tene Acrobat'a: 28h BFh 4Eh SEh 4Eh 75h 8Ah
41h 64h 00h 4Eh 56h FFh FAh 01h 08h 2Eh 2Eh 00h B6h DOh 68h 3Eh 80h 2Fh 0Ch ASh
FEh 64h 53h 69h 7Ah, coemunssi mapoib €O CTPOKOHW omepamuell KOHKAaTECHAIHU
(oObenuHeHN);

2. K IIOJYYEHHOH MOCIII0BATENLHOCTH JlonuckiBaeM xau O-napoist (/O nose);

3. nmomumceiBaeM P-¢uiar, MHTepIIpeTHPYEeMblid Kak 4-0aiiToBast 1EJI0OYNCACHHAS [IEPEMEHHAs THIIA
LSB (Less Significant Bellow — HauMeHee 3HAYMMBIA OANT JICKHT 10 MEHBIIIEMY aJpeCcy Kak
B x86), ecu OBI MyHKTa 3 HE CYIIECTBOBAIO, MBI OBl MOTJIH CBOOOTHO MEHATH aTpuOyTHl P-
¢nara B HEX-penakrope, a Tak... yBHI...




4. nonwuceiBaeM uaeHtugukarop (nose /ID), ecnu oH ecTh (3TO HEOOA3aTEIBHOE TIOJIE);

5. mporyckaeMm IIOJNydeHHYIO IIOCIIeOBaTeNIbHOCTh 4epe3 airoputM MDS u Ha BbIXOge
MOoJIydaeM X3II-CYMMY HepBble 5 0alT KOTOpoil u OyayT Kito4doM ImudpoBaHus (encryption
key) st 40-6utHOrO anropuTMa (IpUMeYaHue: B PEBU3UU 3 MOIYYSHHBIN XOII HPOITYCKAeTCs
yepe3 MDS5-anroputm 50 pa3, u 0T (pUHAIEHONW X3MI-ITOCTIEIOBATENBHOCTH OEPEeTCs CTOIBKO
0aiiT, CKOIBKO HYKHO JIJISI KITFO9a);

Xom-cymMma  MoJb30BaTeIbCKOTO Mapoist, Xpausmasics B /U-mojge 3TO Bcero Juiib 32-
OaiiToBas MOCJCIOBATEIBHOCTD, JOMOJHECHHAs Bhilicyka3aHnHoU hardcoded-cTpoxoi, 3ammbpoBanHas
o airoputmy RC4 ¢ ucnons3oBanueM 5-6aiToBOrO Kiitoya mudposanus (encryption key).

[IpoBepka napoiisi, BBEAEHHOTO MOJIb30BATENIEM, OCYILECTBIISIETCS BBIOJIHEHHS MYHKTOB 1-5 ¢
MOCJICAYIONIMIA CpPaBHEHHEM IIOJyYCHHOTO pe3yiabTata co 3HaueHuem /U-mons. Ecmu  obe
MOCIIE0BATENLHOCTH COBMA/IAOT M0 MOCICAHEro OMTa, Mapoib CUUTACTCS HCTHHHBIM M HA000POT.

IIpoBepka nmaposs Biajienblia OCYIIECTBISICTCS [0 aHAIOTHYHOM cXeme. BBIMOoMHsIeM MyHKTHI
1-5 ucnonb3yst MO0 Mapoib MOIB30BATENs, JTMO0 KECTKO KOAMPOBAHHYIO IOCIIEI0BATEIBHOCTD, €CIIH
aToro maposis Het. [lonaydeHHbIM KIiTFOUOM mrdpoBanus encryption key pacmmdpossiBaem O-mosne mo
anroput™My RC4 1 TpakTyeM 00pa3oBaBIIyIOCS NOCIIENOBATENBLHOCTh Kak U-maposib, MpoBepsist ero 1o
BbIIeonMcaHHONW cxeMme. OueBuaHO, ecnu Mbl 3HaeM U-maponb (MM COAEPKHMOE JOKyMEHTa
He3anm(poBaHHO), Mbl MOXKeM MoauGuIupoBats P-duar u perenepupoath /O-10iie, pacCyuTaB €ro
HOBOE 3Ha4YeHue, KoTopoe Acrobat BOCIIpUMET Kak IPaBUIIbHOE.

C pacmudpoBKOi COAEPKAMOTO, 3aMIN(PPOBAHHOTO HEMycThIM U-mapoiieM, BCe OOCTOHT
HaMHOTO cioxkHee. Jla, MBI MOkeM paccuntaTh HOBoe /U-moje st mycToro mapois u Acrobat
MOJIyMaeT, YTO HUKAKOT'0 Maposis 3/1eCh HET, HO OTKPBITH (haiiil OH Bce paBHO He cMoxeT. [Ipexae ero
HE00X0MMO paciudpoBaTh. ITO JeIaeTCs TaK:

BBINOJHsIEM ark 1-5, momy4as 5-6aiiToBblii Kirou mudpoBanus (wiim Oosee JIMHHBIN);
JonHchiBaeM 3-0aiiToBBI HOMeEp CTpOKW/00beKkTa (string/object number) u 2 GalTOBBIH
HOMeEp MOKOJIeHus (generation number) _ Ilpumeuanue: ¢ Qurvmpe pesusuu 3
HOMep 00beKma u NOKONEeHUs NPONYCKAIOMCs yepe3 CKpambaep u K HuM euje 000agisemcs
cayyatinas npuesaska 8 auye SALT-cmpoku ﬂ)

3. BemucateM MDS xam i nanaoi 10-6aliTOBOM CTPOKH;

4. wucnone3dyem nepeble 10 wim Oonee GallT XdUI-CyMMBbl B KauecTBE KiIOYa HIM(PPOBAHUS IO
RC4, pacumdpoBbIBast COAEPKMUMOE CTPOKH/00BEKTA.

N —

»

Ecnu napoJip mosp30oBatensi He yCTaHOBJICH, Mbl MOXKEM JIETKO U ObIcTpo pacumppoBats PDF-
¢aiin, ocBoboXkIasICh OT 0KOB O-Iapois, T.K. B 3TOM cilydae BMecTo U-Iapoiisi HCHONb3YeTCs KECTKO
mpommmTas crpoka. [Ipocto pacmmdpyiite Bce CeKIMUA M CTPOKH, yxamss /Encrypt-mone u3 trailer'a,
mocye gero pdf Oyaer cBoboIeH OT KaKMX-ITN00 OrpaHHYCHHN.

Xyxke, ecnmm O-maponb HE IYCTOW W TIPH OTKPBITHM (paiiia BBICKAaKWBAEcT IPOTHBHOE
JIMAJIOr0BOE OKHO, TpeOyroliee ero BBoAa. Huuero npyroro He ocraercst KpoMe Kak repeoupats. ..

MD5 Algorithm ver.1,2

HASH
algorithm

Document encryption key

Object encryption key

Object ID + Generation

Pucynok 10 anroput™m pacmnpposku pdf 1oxyMeHTa cTaHIAPTHBIM (PUABTPOM peBu3uu 1 1 2

Document encryption key

Algorithm ver.3

Scrambled MD5
. . HASH Object encryption key
Object ID + Generation algorithm

'SAIT’ string
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>>> gpe3Ka dea canoea napa

IIpu coxpanenunm ¢aitna B pemakrope Acrobat'a (He Reader'e!) mo ymomganuio maponb
BJIaJeJIblla KOIIMPYETCSl U3 IOJI30BATEIBCKOTO Mapoist (€CiiM TOT YCTaHOBJIEH), TO €CTh 00a Imapoiist
COBMAJAIOT, YTO HE €CTh XOPOWIO. DTO MPOMCXOAUT moTtoMy, 4to pdf-daitn B cuiny crnemuduku
HCIOJIB3YEMbIX aJITOPUTMOB I_HI/I(i)pOBaHI/IH HE MOKET UMCTb OJIUH JIMIIb MTOJIb30BATCIbCKUX MMapOJjib, HE
uMesl IIapoilsl I0JIb30BaTels (2 BOT 00paTHOe BIOJHE AomycTuMo). Tem He MeHee, Mo0o0i U3 naponeit
MO>KHO H3MEHHUTH BPYUHYIO Yepe3 CBOHCTBA JOKYMEHTA.

amaka Ha rnoJsib3ogameJsibCKUlU Kiro4

Kopoue wmbl Bismanuce. Kpunrorpadus — mrTyka cepbe3Has M BCe Hajexzaa Ha TO, 4TO
M0JIb30BaTENb OBUT JIOX M HA3HAYMJI IPOCTOW CIIOBApPHBINA MapOjib, KOTOPBIA JErko momoopars. s
9TOT0 COBEPLIEHHO HEoO0s3aTeNIbHO KaXKAbIH pa3 3amyckaTh Acrobat U BBOAWTH BCE CIOBAPHBIE CIIOBA
OJHO 3a JPyrMM. OJTO JOITO0 M HEIPOM3BOAWTEIBHO. ByneMm mHcCrmomp3oBaTh TOT )K€ CaMbIi METOJ
ayTeHTH(uKamu, 4To u cam Acrobat. Berumcisem X311-CyMMy HCIBITYEMOTO IApOII M CPABHUBAEM €€
¢ /U-noneM. Ha Hame HecyacTbe, X3II-cyMMa BBIYMCIISETCS MO MeIeHHOMY anroputMy MDS u Ha
OBICTPBIN yCIIeX TYT PAacCUMTBHIBATh HE MPUXOAMUTCS. Tak >ke MBI HE MOXKEM 3apaHee PacCUUTaTh XdII-
CYMMBI BCEX CIIOBapHBIX Maposied, 4TOoOBl BIIOCIEICTBUHM HCIIONB30BAaTh WX MHOXECTBE (ailiioB
(umenHo Tak snomaercs NT u HeEKOTOpble JIpyrue KpPHITOCHCTEMBI). XHUTpble paszpaborunku pdfa
UCIIONIb30BAIM TPUBSA3KY K HMICHTH(UKATOPDY MOKYMEHTAZ W IOTOMY BCE XJII-CYMMBI CTpPOTO
UHAUBUAYaNbHBL. Kopoue nmpuaercs nomnoreTs.

s 40-6utHOTO MmM(pPOBaHUS €CTh KPOXOTHAS JIa3elika, O3BOIAONIas HaM rapaHTHPOBAHHO
mooopaTh Kirod mudpoBanus He 6osee dyem 3a 30 gueid Ha P-II1. Iyt BCKPBITHS 9J€KTPOHHBIX KHUT H
JIPYTHUX JOKYMEHTOB 3TO BIIOJHE MPHEMIIEMBIH CpoK. Ataka monyumia Ha3Banue "Key search" (momck
KITIFOU€H) ¥ BOT B YEM COCTOHT €€ CYTb.

Pannne Bepcum Acrobat'a (Brutote 10 4.X) mojnepxkuBaiu  Bcero Jumb  40-OuTHOE
mmdposanue (PDF 1.2/1.3), cnenoBaTenbHO, HE3aBUCHMO OT JJIMHBI BBEJICHHOTO MapoJisi, Mbl IMEEM
Bcero smmnib 2740 (1.099.511.627.776) wmtoueit. Pa3duBaeM BCe MPOCTPAHCTBO KiIKOUei Ha OJIOKH,
oOpabaTbIBaeMble HE3aBUCHMO JAPYT OT Jpyra Ha OJHOM WJIM HECKOJBKHX KOMIIBIOTEpax, O TeX IMOop
IIOKa HE HaijeM enWHCTBEHHBIN mnpaBmwibHBIN Kimod. Jleremapueiii Advanced PDF Password
Recovery ot Elcomsoft mmenHo Tak u moctymaer. Ecim ke KIaTh COBCEM HEBMOTOTY M XOUYETCS
OTKPBITE (hailll Kak MOXKHO CKOpee, HeoOXOAMMO HCIOJIb30BaTh OOJBIIOE KOJIWYECTBO MOIIHBIX
MAaIlliH, WIH... Halpsdb CBOM MO3TOBbIE KJIETKH. Kak yXe roBOpMIOCH KPUITOAHAJIM3 HE CTOMT Ha
Mecte u anroput™ mmdposanus RC4 ckommpomernpoBan ce0si yxe He pa3 ¥ He nBa. Mcmonb3ys
MIPEABBIYUCIICHHBIE TaOIHUIIBI MOXHO 110JI00paTh KII0Y 32 0Y€Hb KOPOTKOE BPEMSI MOXKHO JaXe CKa3aTh
NPAKTUYCCKH MI'HOBCHHOC

EnuHCTBeHHBI MUHYC — NIpeIBBIYUCIICHHBIE TAOIUIIB TPEOYIOT OYEHb MHOTO TTAMSATH,
a eCII €€ HeT, MPUXOIUTCA JeJaTh CBOI HA AWCK W "MTHOBEHHBIE" CEKYHIBI PACTATHUBAIOTCS B YaChI
Wi Jaxe nHU. B cBoelt mpesenrtamuu mutpuit CKISIpOB MPHBOAUT CISAYIOIINE OICHKH BPEMEHHU
noucka 40-0uTHBIX Kitouei Ha 45S0MHZ P-I11:

peBususi punbtpa \ Tin maposst | User Owner
peBusus 1,2 190,000 1xMD5 + 1xRC4 100,000 2xMDS5 + 2xRC4
peBusns 3 3,250 51xMDS5 + 20xRC4 1,610 102xMD5 + 40xRC4

Tabuuna 3 ckopocTh nepedopa naposeii B CeKyHay

PCs \HDD 0 GB 128 GB 256 GB 384 GB 512 GB
1 960 u 480 u 240 4y 120 ur 60 u
2 480 u 240 120 4 60 ur 304
3 320 g 160 g 80 u 40 ur 20 4
4 240 4 120 4 60 u 304 1549

Tabnuua 4 Bpemsi, Heo0xoauMoe JJis1 moucka 40-0UTHOTO KJIK04YA B XyIIIIEM cJydyae

CmoTtpure, Ha OJHON MaruHe ¢ 512 )KeCTKUM TUCKOM (MM MaCCHBOM W3 HECKOJBKUX JUCKOB
MEHBIIIETO pa3Mepa), MOUCK Maposisi 3aHMMaeT Bcero 60 4yacoB WM MEHbIIE TpeX JHEH, a 4 MalluHbI




CIIpaBATCS C 3TOH 3amadeil B xyamreil ciayuae 3a 15 gacos, a B cpeiHeM Hapoiib OyaeT HaiilieH 3a ofuH
pabounii nenb. Becbma BriedaTisioIIuiA pe3ybraT, He mpasaa Jm? Tem Oosee, 4TO HAa pabOTE MOKHO
3anpsiup ropasgo Oonbmie KoimdecTBO MamuH. [IpaBma, 128-OuTHBIM KiIt0d MH(POBAHUS TaKUM
croco0 B3JIOMATh Y€ He ynactcsa. Bo BcskoM ciydae moka... Bes Hanexna Ha KpUITOaHAIETHKOB
(BApyYT yke 3aBTpa OHHU BBIAYMAIOT YTO-TO HOBOE) M IPOCTHIEC CIIOBapHBIC TTApOTH!

>>> gpe3Ka CmanOGOlj noJsiuc

40-OutHoe mM(ppPOBaHHE MOXHO OBITH TapaHTUPOBAHO BCKPHITO B TeueHMH 30 mHEW Ha
450 MHZ P-III naxxe 6e3 mpUMEHEHHUSI COBPEMEHHBIX KPUITOAHAIETUIECKUX aJITOPUTMOB.

4yeM JjioMmamb

Bce 370, KOHEYHO XOpOIIO, HO IMUCATh CBOKO COOCTBEHHYIO pdf-nmoManky MOXET MO3BOJHTH
cebe manexo He Kaxapld. OIHUM HE XBaTaeT BPEMEHH, APYI'MM — 3HaHH, HO caMoe IJIaBHOE — K
YeMy H300peTaTh BEIIOCHUIIE], KOIJla MOXKHO KYIHTh YK€ TOTOBbIH. BOT MMEHHO, 4TO KyNuTb!
BonpmmacTBO B3moMIkoB pdf-QaiioB pacmpocTpaHArOTCs IUIaTHOH ocHoBe. [lowmck B ryrmy mmo
3ampocy "pdf password" oOnapyxkuBaer cBbime 57 MWUIHOHOB (!) CCBUIOK, HO BCE OHH BEIyT
MIpeUMyIIecTBEHHO Bcero Ha nBa mpoxaykra: Advanced PDF Password Recovery Professional ot
Elcomsoft u PDF Password Remover or www.verypdf.com.

[epBBIit — 3TO NEWCTBUTENBHO NMPOGECCHOHATIBHBIA HPOAYKT, MIHOBEHHO yaaistomui O-
naponu u BckpeiBatommii 40-6utHele U-maposn He Oonee uem 3a 30 aueit Ha P-III, B mpoTuBHOM
cilyyae MPUXOJAUTCS UCIIOJIb30BaTh CIIOBAPHBINA Nepe0op, KOTOPhI HUYEro He rapaHTHPYeT, OJIHAKO,
B3JIOMILMK IOJUICPKMBAET MHOXKECTBO LIa0JIOHOB M HACTPOEK, MO3BOJSIONIMX I[10100paTh Hamboiee
aJIeKBaTHYIO CTpaTeruro noncka. K coxanenuro, mudpoBanue ot cTopoHHHX noctasmukos (Fileopen,
ROT13) He noaaepx uBaeTcs.

-E'Advanced PDF Password Recovery =] E3
File Help

/"ﬁ 4 & o ol

—Status Window
| Date, Time | Event |

@ 22.11.2008 23:10:01 APDFPR 1.50 launched. not registered

@ 2211.2008 231037 Trying to open L:hesp0302 pdf

@ 22.11.2005 231017 Docurnent Format: PDF-1.3

| 22.11.2005 Handler: andard [Standard) 40-bit

|4PDFFR 1.50 ® 2001-2005 ElcomS oft Co. Ltd, o

Pucynok 12 tax Beirasigut Advanced PDF Password Recovery



bt o A R - |
Advanced PDF Password Recovery Pro

PR M e W e s e e

Open Save Start | Stop Benchmark  Help Abat it
Encrypted PDF-file Type of attack
’7| F:\mainframes3encropt2pd - 2 - EI ’] Brute-force j

Range | Lengthl Diu:tiu:unar_l,ll K.en searchl .-’-'-.utu:u-savel Dptinnsl .ﬁ.dvancedl

— Brute-force range options
v 4l caps latin (& - Z) Start Fromm: |H.:.I3r
I &l zmall latin [a - 2]

=
[~ Al digits (0 - 9) End at: | ==
&
%

[ Al special symbols (1G] b sk I

[T Space
[ Al printable User-defined [

Statuz windaw

22112005 230318 - APDFPR Pro verzion 2.2 build 1 launched ﬂ

[

Current passwaord: Average speed:
Time elapzed: Time remaining:
Progresz indicataor

0%

APDFPR Pro wersion 2.12 [z] 2001-2003 ElcomSaft Co.Ltd.

Pucynok 13 Ttak Boirasaut Advanced PDF Password Recovery Professional

PDF Password Remover BoccTaHaBimBaeT TONBKO O-mapoim, 0cBOOOXKIas TOKYMEHT OT
HaJIOKEHHBIX HA HEro orpaHuyeHuil. M XoTs OH 3TO JesiaeT MrHOBEHHO, HECTAHIAPTHBIE allTOPUTMBbI
muQpPOBaHUSA UM TaK K€ HE TMOJICPKHUBAIOTCI U K TOMY XK€ OH HE CIIOCOOCH BOCCTaHaBiIHMBaTh U-
naposid. Tak 4To 3a YTO Pa3pabOTUUKKU MPOCST JACHBIM — HEMOHSITHO. AMEPUKAHI[BI — YTO C HHUX

BO3bMCIIG.. .



"F. PDF Password Remover ¥2.5 !E[

Result | Event | Source Document | Target Document
,_'l,' SUCCEED  Pazsword Removed. F-mainframe' 3 34Yesp302. pdf F:hmainframeh 3341 23.pd

| [*]
= > @ 7

Open POF[z) Help Cloze Reqister

Pucynok 14 tak Beirnsagutr PDF Password Remover

O0e 5Tux yTHauThl (Kak M OOJIBIIMHCTBO JPYTHX) AEMOHCTPALMOHHYIO BEPCHUIO OTHAIOT
OecruiaTHO, OJJHAKO, OHa coxXpaHsieT b nepseie 10% pacmmppoBanHoro ¢aiina, a PDF Password
Remover k TOMy k€ 3acTaBiIsieT BCKPBITBIH JOKYMEHT IIPH KaXXJOM OTKPBITHM OTOOpaxarh
Ha30MIIMBOE JIMAJIOrOBOE OKHO, HAlOMMHAMOIIEe, YTO OH ObUI paciudpoBaH € MOMOILIBIO
He3aperucTpUpoOBaHHON BepcuH. M camoe riaBHOE — BCE OHM HE TOAJCP)KUBAIOT HECTaHJapTHHIC
(UIBTPHI U HE CITOCOOHBI JIOMATh AIIEKTPOHHBIE KHUTH THIa eBook.

Becruratnas yruinra PDF Password Recovery COM SDK pabGotaer mo ToMy ke camoMy
MIPUHIHMIY, TOJBKO IOJIEpXKHUBaeT Oosiee HOBBIe Bepcuu pdf (BmmoTs no Bepcuu 1.5). B komrurext
MOCTaBKM BXOJIUT mapa 3amumieHHbix pdf-caitnoB Bepcum 1.4 co 128-0utHbiM mmppoBaHueM u
¢unsTpom pesusmn 3, ¢ kotopsiM HU Advanced PDF Password Recovery, nu PDF Password Remover
yke He crpaisioTcs! Bot oH:

12 0 obj

<</Filter /Standard

/V 2

/Length 128

/R 3

/P -3904
/0<36451BD39D753B7C1D10922C28E6665AA4F3353FB0348B536893E3B1D
B5C579B>
/U<27CDC0844E3EBLE90E9320F5AC6F399900000000000000000000000000000000>
>> endobj

JlucTunr 5 128-6utHoe mudpoBaHue CTAaHAAPTHLIM GUILTPOM peBU3HH 3

Obparure BHuUManme, 4to /O m /U moms mnpencraBnsior coboit HEX-maccu (pdf-
crienuduKaIys 3TO J0MYyCKaeT, HO Aajieko He Bce pdf-B3inomuiku 06 aToM noraapiBatorcs). OTkpoiire
Takod (ailn Bamed JIOOMMOW YTHIMTOW M TOCMOTpPHUTE 4YTO mpousoiner, a Bor PDF Password
Recovery COM SDK cnpagisiercst ¢ HuM Ha pa3! K Tomy ke, OH mpeacTaBisier co0oii He Bellb B cebe
(Tuna exe), a umenHo SDK, To ecTh KOMIUIEKT pa3pa0OTUUKa, NPUTOJHBINH JJIsl BCTpAaUBaHKs B BallH
coOcTBeHHBIE MpuioxeHus1, HanncaHuble Ha Cu, DELPHI i VB. Bot 3T0 uncTo Xakepckuit Moaxon
k peny! IlpaBma, kak u Bce octaipHble nporpamMmel, PDF SDK xoder meHer, a 1eMOHCTpaIrliOHHAS
BEPCHsl COXPaHSET TOIBKO ITOJIOBUHY CTPAHMII.



Psin yrunut paboraer coBceM Mo APYromy NpHHIMIY. BmecTo TOro, 4ToObl peann3oBhIBaTh
CBOM coOcTBeHHBbIN pdf-nexpunrop, onn otkpbiBatoT pdf-dain (MM 31eKTpOHHYI0 KHUTY) "pykamu'
IE u rpabsT pacumdpoBaHHOE coepkuMoe B OTAenbHbIH pdf, CBOOOIHBII OT BCAKMX OrpaHHUYCHHH.
EcrectBenHo, B3iomarh HeusBecTHbIH U-mapojib OHM HE B COCTOSIHMM, OJJHAKO, MOTYT, HalpuMep,
"otBs13aTh" eBook ot MHTEpHETA, €CITN OH MOITyYaeT CKPBITHI MapoiIb MO CETH.

>>> gpe3kKa u3sioMbl U 06510MbI

[Nonapnsromiee 6OMBMIMHCTBO pdf-B3IOMIIMKOB HE MOJIEPKUBAIOT (GHUIBTPBI H(POBAHUS OT
croporHux ToctaBukoB (tuma FileOpen, SoftLock). [Tummre mist X BCKPBITHS CBOM COOCTBEHHBIE
YTHIIUTSI!

3aKJ/1lo4eHue

[oasenem urory. 3amudpoBaHHBIN MOJIH30BATEIBCKUM MAPOJIEM JIOKYMEHT MOXHO BCKDPBITh
TOJIBKO eciu ucnonbdyercs: 40-0utHoe mudpoBaHue, 0JHAKO, 3alpeT Ha KOIMUPOBaHHE MM IeyaTh
CHHMAETCs TPAKTUIECKA MTHOBEHHO, HO YBHI... oxHoro jumbs HIEW'a mns stux meneit Oymet sSiBHO
HEJOCTATOYHO M NOTpedyeTcs MO0 NOKYIaTh OHY M3 MHOTOYHCIICHHBIX JIOMAJIOK, JIN0O IIHCATh CBOIO
COOCTBEHHYI, JHOO Ke... NpPU3BaB Ha IIOMOLIb OTIAagYUK C JU3acceMONepoM MpeBpalath
JEMOHCTPAMOHHYIO KOIMIO TOTOBOH JIOMalKd B MOJHOQYHKIMOHAJIBHYI mporpammy. Kcratn
TOBOPs, BCE 3TO JOOPO (s MMEIO BBHJY JIOMAJIbKH) MOJHO CBOOOJHO HAiTH B J1000H (ailitoOMHHON
CeTH, TaK YTO 0c000 HAINpPSAraThCs HE MPUAETCS U 3TO XOpOoIIo!

>>> gpe3ka dee cMOpPOHbLI 0OHOU Medanu

3aluTHBIE MEXaHHM3MbI, OTPAHMYHMBAIOIINE CBOOOAY PpACIPOCTpaHEHUs UHPOPMAIIUH,
0e3yCIIOBHOE 3JI0 M Mbl, XaKephl, JOUKHBI OOpPOTBCS ¢ HHUMH JIFOOBIMH ITyTEM, BeIb 3HAHUS
MPUHAUIEKAT MUPY M HUKTO HE JIOJDKEH BIAJE€Th MU eIUHOIUYHO. Ho... ¢ APYyroi cTOPOHBI, HUMEHHO
nosiBiienue opmarta eBook mopoanno nHTEpec U3garenieil K pacnpoCTPAHEHUIO KHUT B 3JIEKTPOHHOU
(bOpMe u MHUD TOJIYyUYHII HeﬁCTBHTeHBHO Ka4Y€CTBCHHBIC DJICKTPOHHBIC KHWUI'M, 4 HE TOHIHOTBOpHBIﬁ
ORC. Ilo3roMy, BaxXHO COOJIOCTH OaJlaHC — JIOMaTh KHUTH TaK, YTOOBI OCTAJIKMCh TOBOJIBHBI H
MoNb30BaTeNd, W m3nareii. CTOWTh 4yTh-uyTh MEPETHYTH TMANKY H... JNEepPKAaTead aBTOPCKUX MpaB
BHOBB MTOTEPSIOT K eBook Bech MHTEpec ¥ HaM MPUIETCS CKAHHPOBATH OYMaKHBIC KHHTH.

PucyHnok 15 :xa0a Bce elne AyIINUT AepkaTesieil aBTOPCKUX NMpaB

>>> gpe3Ka 4Ymo Yyumamb
Q eBooks security - theory and practice:
o mnpesenrauusi Jmutpus CrisipoBa, TMOCBsIEHHAs B3IoMy pdf-7oKyMeHTOB w
JIEKTPOHHBIX KHHUT, ITPOYUTaHHasl UM Ha xakepckoi koH(pepenunn DEF CON Nine,



13 - 15 wurons 2001 (Alexis Park in Las Vegas, Nevada USA), comepXuT maccy
TEXHUYECKOH HMH(pOpPManuyu U OTHOCHTCS K paspsay Must Have (Ha aHrimiickom
s3bike). K coKaJleHHI0, JaTh TOYHYIO CCBUIKY 3aTPyIHHTEIBHO, MOCKOJBKY (haiin
NOCTOSIHHO ~ MEHSeT  CBOK  JHCJIOKAallMIo,  BOT,  HONpoOydTe  37ech:
http://www.download.ru/defcon.ppt;

how PDF encryption using Adobe's ""Standard Security Handler" works:

O CXaTroe OIHCcaHHe OCHOBHBIX IPHUHIMNOB InMQpoBaHus paHHUX Bepcuil pdf,
COZIEP)KUT HEKOTOPOE KOJI-BO OLIMOOK M HETOYHOCTEH, OATOMY I10 XOJY U3JIOKECHUS
HE0OXOUMO CBEpATHCS C (UPMEHHOU crenndukanuei (Ha aHTIMHACKOM S3BIKE):
http://www.cs.cmu.edu/~dst/Adobe/Gallery/anon21jul01-pdf-encryption.txt

PDF reference:

o ¢Qupmennas crnemmdukamus Ha PDF, comepxur OykBanbHO Bce (Ha aHTIMHCKOM

s3bike): http://partners.adobe.com/public/developer/pdf/index_reference.html;
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