KakK 3allmaroT nporpaMmmHoe obecneyeHue

KPHC KaCIIePCKH
...8AXCHO He MONbKO Hayyumwvcs. Baowno He
Hayuumovcs. He uayuumwvca Ovieaem noduac mpyoweil.
Hapywums  cmandapm, omeepenymv  wiabion. He
NPUHAMb 00WENPUHATNORO0.
JI. O3epos. "Bribop u npeanoyreHue”

NOTPeOHOCTHh B 3ALIUTHBIX MEXaHM3MAX PAcTeT ¢ KaXIbIM JHEM, HO Ka4ecTBO
HX peajM3alUH NaJaeT BHU3 CTPeMHUTEIbHBIM JAOMKPATOM. JAaBHbIM-IABHO
cioman HASP, FLEX LM, ASProtect u ipyrue mupoxo paspekjiaMipoBaHHbIe
pelleHus, TUIIHUIN Pa3 MOATBEP:KAASA, YTO BbI HE MOKeTe J0BePSTh HUKAKOMY
KOy, KpOMe CB0Oero co0CTBEHHOI0, HO YTO /IeJIaTh, €CJIM Bbl M ce0e He yBepeHbI?
ITA CTaThsl NMepeYnc/isieT OCHOBHbIE OIIMOKH, cOBepIIaeMble pa3padoTUYnKaMu 1
JaeT COBeThl MO YCHJICHHIO 3aIUTHI. NPEANnojaraercs, 4YTo 4MTaTe]b HMeeT
JOCTATOYHBIN ONBIT MPOrpaMMHUPOBAHMS, NMOCKOJBKY B CHJIY IPAKOHHMYECKHUX
orpaHUYeHHii Ha 00beM AeTaJIM peaau3alMy NPUILJIOCH OMYCTHTh.

geedeHue

B 6opbbe 3a BbDKMBaHME 3alUTHBIE MEXaHU3Mbl OOpEuYeHbI. 3aluTa JUIIb HPOJUISET
MyYeHHs IMPOTrpaMMBbl, OTOJIBUrasl €€ B3JIOM HE HEKOTOphIi cpok. Teopermuecku. IIpakTndecku sxe
HUYETO0 HE CTOMUT CO3JaTh 3alUTy, MO3BOJIIOLIYI0 IMPOTpaMMe AOKHUTb [0 HPEKIOHHBIX JIET U
"yMmepeTs" COOCTBEHHOW CMepThIO, MepeaaBas Hacieque cieayromeil Bepcur. ['aBHOE — MPaBHIBHO
3a0appuKaIIpoBaThCs. becCMBICIIEHHO BemIaTh CTANbHYIO JBEph HA KAPTOHHBIN A0M. JIMHUA 000pOHBI
JOIDKHAa OBITH ONHOPOAHA BO BCEX HANpPABIECHUSX, IOCKONBKY CTOWKOCTH 3aIUTHI ONpEAENISeTCS
HauboJee ysI3BUMOH ee 4acThio.

Ms! He OyZieM KacaTbesl BOIIPOCOB [IEJIECO00Pa3HOCTH 3alIUThl KaK TAKOBOW (3TO OTAEIBHBIN
OoJILHOI BOmIpOC), a cpa3zy MepeiieM K PEeKOMEHIAlHMsM, CJICJOBaHHE KOTOPBIM YCHJIHMT 3alluTy
HAaCTOJIBKO HACKOJBKO JTO BO3MOXHO. HeoOXomumo He TONBKO JOOMTBCS HKOHOMHYECKOH
HEIIeJIeCO00Pa3HOCTH B3JIOMa, HO M YOUTh MOPAJIbHBIN CTHMYJI K XaKepCcTBY "'Ha WHTepec" — sl 3TOro
3alIMTa JODKHA OBITh MAKCUMAJILHO "TYIOI", a e B3JIOM — DYyTHHHBIM.

BeiOupaiite TONBKO  HaAEXKHBIE, CHCTEMHO-HE3aBHCHUMbBIC METOAWMKH. XHUTPOYMHBIE
AQHTHOTJIQJIOYHBIE TIPHEMBI TOJBKO Pa3KUTal0T XaKEPCKHH HMHTEPEC, W UTO EIIEe Xy>KE — BBIJAIOT
JIOKHBIE cpabaTbiBasi y JIETaJbHBIX IOJH30BATENEH, a 3TOrO AOIYCKATh HU B KOEM CIydae HENb3s.
Jenalite cTaBKy Ha YacTBIii BBIXOJ HOBBIX BEPCHH M TEXHHYECKYIO ITOJJCPIKKY — ITO OTTOJKHET
MOJIb30BaTeNel OT "KpakHYTHIX" BepCHil.

O)XUH u3 6ymbIniKu — unu Hedocmamku peuweHull u3 Kopobku

3ageM wn300peTaTh BEJIOCHIIEI, KOTJAa Ha PBIHKE MPEACTABICHO MHOXECTBO T'OTOBBIX
pewennii — kak nporpamMmmubix (ASProtect, FLEX LM, Extreme Protector), Tak u anmapatusix (HASP,
Sentinel,  Hardlock)? OtBer—  CcTOHKOCTH  3alMTHI ~ OOpaTHO  MPONOPIIMOHANBHA ¢
paclpoCTpaHEeHHOCTH, OCOOEHHO €CIM OHa JIONyCKaeT YHHUBEpPCANbHBIA B3JIOM (a  BCe
BBIIIICTICPEUUCIICHHBIC BBIIIE PEIICHUS €ro AOMycKaioT). Jlake HauMHAIOMIMN Xakep, CKadaBIIMH
pykoBoncTBo mo O6opede ¢ HASP'om, 3a kopoTkoe Bpems "OTBsDKET' mporpamMmy, OCOOCHHO ecii
3allyUTa CBOAMTCA K TpuBHambHOMY: "if (IsHaspPresent () != OK) exit () ;". 3ammuTHbII
MEXaHU3M JIOJDKeH OBbITh TTyOOKO WHTErpupoOBaH B MpOrpamMMy, TECHO IeperuieTeH ¢ Heil. Bee, uro
ObBICTpPO 3aIuIIaeTcs, ObICTPO U JIoMaeTcsi!

XysKe BCEro, YT0 MHOTHE TIPOTEKTOPHI COAepKAT IpyObIe OMMOKY peaan3alii, HapyIIaome
paboTOCTIOCOOHOCTh 3alIMIAeMOil MPOrpaMMbl M OTJIMYAIOUINECS BBI3BIBAIOIINM IOBEICHUEM
(mammpumep, Armadillo ﬂ peectp, 3aMeanss pabOTy CHCTEMBI, M 3TO HUKaK
HE OTPaKCHO B JOKyMeHTanuu!) 3ammmas mporpaMMy CaMOCTOSITENIBHO, BBl TPATHTE CHIIBI M BpEMH,
HO 3aTO NOJy4YaeTe NpeAcKasyeMblil pe3yabTaT. "@UpMeHHbIH" 3aIUTHBII MEXaHU3M — KOT B MEIIKE U
HE M3BECTHO Kakue MpoOIeMbl Bac KIyT.



om 4ez20 3awuuiamnscsi

Yarre BCero mporpaMmsl 3aliMIIA0T OT HECAHKIIMOHNPOBAHHOTO KONIMPOBAHMS, OTPAHMUYCHNUS
BpEMEHH UCIIONIb30BaHMS, PEKOHCTPYKIIMU OPUTHHAIIBHOTO aJITOpPUTMa

¥ MojuduKanuu Qaiiiaa Ha TUCKE U TaMSTH.

3amTa OoT KOnnpoBaHus, pacnpocTpaHeHusA cepvu7||-|oro HOMepa

OT HeCAaHKIIMOHMPOBAHHOI0 KONHPOBAHUS B IPUHIUIE 3alUIAcT MPUBA3KA K MAIINHE
(kak 3TO cAenaTh ¢ MPHUKIAIHOIO YPOBHsS CM. "makeTHble komaHnwsl uHTepdeiica ATAPI" B N22
"cucteMHoro agMmuHUCTpaTopa"). "B mpuHImIE" MOTOMY, YTO TMOJIL30BATEIsIM OYCHb HE HPABUTCH,
KOTJ]a OTPAaHUYHBAIOT UX CBOOOAY, IO3TOMY IPUBSA3BIBAMTECH TOIBKO K HOCUTENIO (JIa3ePHOMY IHCKY).
Her Hukakoil HEOOXOJMMOCTH BBIIOJHATH IPOBEPKY HPU KaKIOM 3allyCKe IMPOTpaMMBbl, TpeOys
HaIWYWs JUCKAa B MPOBOJE (a CMOXET JIM Balla mporpaMMa "yBHIETH' €ro 1o ceTu?), TOCTaTOYHO
MIPOBEPKH Ha dTare HHCTAUIHUN. He Hamo O0sThCS, 9TO 3TO OCIHA0UT 3aIIUTY — B JIFOOOM CIIydae IpH
HaIMYMM  KJIIOUEBOIO JUCKA, IporpaMmMa OTBsI3bIBaThCs  dyeMeHTapHo. llens "mpusssku"
MPOTHBOCTOSATh HE XakepaM, a mnoib3oBaresssM. O TOM Kak co3faTh JUCK, HE KOMUPYEMBIH
KOMUPOBIIMKaMH 3amuiieHHbIX AuckoB (Alcohol, CloneCD) MoxHO mpountath B "TeXHHKE 3alUTHI
CD" Kpuca Kacnepcku mnu CucreMHOM AIMUHHCTPATOpeE.

Ilycte 3ammra mepuomudecku "cryunrcsa" B MHTepHET, mepenaBas BaM CEpHIHBIA HOMeEP.
Ecnu oguH u TOT e cepHifHbIM HOMep OyaeT mocTymaTh co MHOTHX I[P agpecoB, MOXXKHO mIepenaTh
yIAJIeHHYIO KOMaHAy Ha Ae3akTtuBaruio ""¢uara" peructparmu (yoamsiTs (Hailll ¢ qucka KaTerOpHIeCcKl
HeponycTuMo!). Tobko He BO3NMaraifTe Ha STOT MEXaHW3M OOJBIINX HaJEX] — MOJIB30BATENb MOXKET
MIOCTaBUTh OpaHamaysp (TIpaBla, JIOKaJbHbIE OpaHIMayd pbl JETKO O0OMTH, CM.

) 1 >xe BoBce paboTaTh Ha MAaIIMHE U30JIMPOBAHHOM OT CETH.

3ammra CepuWHBIM  HOMEpPOM  (Jajee 10  TEKCTy — s/m) He  NPensTCTBYeT
HECAHKIIMOHUPOBAaHHOMY KOIIMPOBAHUIO, HO €CIIH BCE CEpUITHBIC HOMEpa Pa3IMyYHbl MOXKHO BBIYUCIUTH
MOJIF30BATENS, BBUIOKHMBIIETO CBOW S/m B CeTh. TOXe caMO€ OTHOCHTCA M K IapoM UMs-
MOJIb30BATEIIS/KOI-aKTUBALIMKM  (anee 1o TekcTy — w/r). Wpes: mycTte cepBep TeHepUpyeT
TUCTPUOBIOTUBHBIN (palil WHAWBHIYaThbHO HAa OCHOBE PETUCTPAIIMOHHBIX JAaHHBIX, MEPEIaHHBIX
mone30BaTesiM. Torga ero u/r He TMONOWAET K UYXUM QaiilaM M BeCh AUCTPUOBTHB IPHUACTCS
BBIKJIA/IBIBATh B CETh LIEJIMKOM, YTO HAMHOTO OoJiee IPOOIEeMaTHYHO U K TOMY K€ JTJICKO HE KaX bl
TI0JI30BATENb PUCKHET CKaYNBaTh ABOMYHBIN (a1 3 HEHA/Ie)KHBIX HCTOUHHUKOB.

3awmTa ncnbitTaternibHbIM CPOKOM

IIpu 3ammre "HCHBITaTeNbHBIM CPOKOM' HMKOTZIA HE IOJNaraiTech Ha CUCTEMHYIO JaTy — ee
OueHb JIeTKO mepeBecTH "Hazan"'. CpaBHUBalTE TEKYIIYI0 JaTy C JaToOW IMOCIETHEero 3amycka
IpOrpaMMBbl, COXPAaHEHHOH B HAJEKHOM MECTe, NOMHA O TOM, YTO HE BCAKOE pAaCXOXICHHE
CBUACTCIILCTBYET O MOIBITKE B3JIOMA — MOXKET 3TO ITOJIbB30BATEJIb MOIPABIACT HEBCPHO UAYHIUE YacChl.
Hcnonp3yiiTe HECKOJIBKO HE3aBHCHMBIX HCTOYHHKOB — OTTAIKMBAHTECh OT JaThl OTKPHIBAEMBIX
¢aitmoB (mmm B oOmeMm ciydae — (aitioB, OOHapyXEHHBIX Ha KOMIBIOTEpE IIOJIH30BATENs),
TIOJIKJIIOYANTECH K CITy>KOe aTOMHOTO BpeMeHH (eciu poctyreH MHTepHeT) u T. 1.

Jns mpenoTBpaiieHus JEeMHCTAUIIIAN/TIOBTOPHON HMHCTAUISIMK HHUKOTJAa HE OCTaBILIHTE
HHUKaKUX "CKpBITHIX" IOMETOK B peecTpe Wiu (ainoBoii cucreme. Bo-nepBbix, "yxons, 3ameraii
ciesibl", a, BO-BTOPBIX, IOJH30BATENb MOXKET 3allyCKaTh Ballly TporpaMmy u3-moj smyisropa 1K
(Microsoft Virtual PC, VM Ware), — coBpeMeHHBIE allapaTHbIe MOITHOCTH 3TO yXe Mo3BoirstoT. OH
npocTo nepedopMaTHpPyeT BUPTYAITbHBIA AUCK, YHHUTOXKAS 6Ce CICIbl MPeObIBas Ballicii MPOrpamMMBbl.
CoxpaHsiTe KOJIMYECTBO 3aIyCKOB B 0OpadaThIBAEMBIX IPOrpaMMOH IOKYMEHTOB (E€CTECTBEHHO, B
HETPUBHAIFHOM (opMaTe, KOTOPHIH HEMPOCTO MOAIPABUTH BPYyUHYI0). [IpOTHBOCTOATH 3TOMY O4YEHB
TpyAHO!

Boobmie ke, Jydmas 3ammWTa JAEMOHCTPALMOHHBIX BepcHil — (H3MUYECKOe yCedeHHe
(I)yHKIlI/IOHaHbHOCTI/I C yAaJICHUEM MPOrpaMMHOI'0 KOJa, OTBCYANOMICIO, HAIpUMEp, 3a Ne4yarb WIN
coxpaHeHHe (aiina.

3aluTa OT PEeKOHCTPYKLMK anroputma

UroObl Xakep HE CMOI PEKOHCTPYHPOBAaTh ajirOPUTM 3allUTHOIO MEXaHW3Ma M CllerKa
"mopaboTaTe" ero HAMWIBHUKOM (MM JK€ IMOMPOCTY "MOACMOTPETh" TPaBHIBHBIN Iapoib)
00513aTEIFHO UCTIONB3YHTE MHO20CI0UHYI0 OUHAMUYECKYI0 wugposKy 10 s/n wiun u/r. Torma 6e3 s/n,
r/u B3IIOM TIPOTpaMMBI CTaHeT HeBO3MOXHBIM. He mposepsiite CRC s/n! UtoObl yOemuThcs B



NpaBIILHOCTH BBOJA s/n nposepsiite CRC pacuidpoBaHHOro Koaa (BOCCTAHOBUTH UCXOMHBIHN $/n IO
ero CRC Ha jocTaTouHbIX amnnapaTHBIX MOIIHOCTSIX BIIOJHE BO3MOKHO, HO CRC pacmmppoBanHOTrO
KOJIa KPHUIITOAHAJIUTHKY BOOOIIE HU 0 4eM He roBopuT!). UrHOpupyiiTe nepBble YeThipe CUMBOJA S/1,
MOCAIUB Ha HUX TOJJIOXKHBIN paci(pOBIIMK — OOBIYHO XaKephl CTaBST TOYKY OCTAHOBA Ha HA4ajo
s/n, HO HE Ha €ro cepeauHy. Eme sryumie, eciy KaXIblii U3 HECKOIBKHX pacHIM(POBIINKOB OyneT
HCIOJB30BaTh "cBOW" "acTh s/n. CrpammiBaiiTe uMs, KOTIAHUIO, MIPOYHE PETUCTPAIIMOHHEBIE TaHHBIE,
JenaiTe ¢ HUMHU CIOXKHBIE MaHUIYJSIIUH, HO HHUKAaK HUX HE MCHOIBb3YHTE — MyCTh XaKep cam
pa3Oupaercst Kakue U3 HUX aKTyaJbHbIE, a KaKKe HeT.

IudpoBka Ha3pIBaeTCS JUHAMHYECKOW, €CIM HM B KaKOH MOMEHT BECh KOJ IPOTpaMMBbI HE
pacuudpoBbIBaETCS 1EIMKOM, B IPOTHBHOM Cllyyae XaKep MOXKET CHATh C HEro JamIl W IpuBeT!
PacundpoBsiBaiite (yHKIUIO Tepea BBI30OBOM, a MO BBIXOJY W3 Hee — 3air(pOBHIBAWTE BHOBD.
Hcnonb3yliTe HECKOJNBKO HE3aBUCHMBIX MH(POBILMKOB M MEPEKPHITUS IIHU(PPOOIKOB, WHAYE XaKep
pacmudpyer mporpamMMmy  "pykamu" < camMoro  pacmu@poBIIMKa, TIPOCTO TiepefaBas  eMy
HOMepa/yKazaTenu 3amnpoBaHHBIX OJOKOB M cOpocHT namn. MHorocimoBHas mmpoBKa: AeaeM Ha
KaXJIoM "cioe" 9TOo-TO MOJIE3HOE, 3aTeM pacHn(pOBBIBAEM CIETYIOMNN ClIoW H T. 1. [IporpaMmHbIi
KO/ KaKk OBl pa3Ma3bIBaeTCs MEXIy CIOSIMH, BBIHYXX/asi Xakepa aHaJIM3UpOBaTh KaXbli U3 HUX. Ecin
)K€ BeChb IPOrpaMMHBIM KOJ| COCPEAOTOYEH B OJHOM-EAMHCTBEHHOM CJIO€, KOJIMYECTBO CIIOEB
M poBKH, "000paunBaIOIUX" €ro, He UMEET HUKAKOTO 3HAUEHHsI 1 HUYYTh HE YCIO0XKHSET B3JIOM.

PazbapnstiiTe 3amMTHBIA Kox (M B OCOOCHHOCTH KOJ paciI(pOBIINKA) OONBIIAM
KOJINYECTBOM MYCOPHBIX HMHCTPYKIHI — mpouenypy pasmepom B 1 M6aiT 3a pa3ymMHOE BpeMms
JM3acceMOMMPOBaTh MPAKTHIECKN HEpeanbHO. Mycop JIETKO TeHEpHPOBaTh M aBTOMATHUYECKN (MIIUTE
B BHPYCHBIX JKypHAJIaX MOTUMOP(HBIE IBIKKH) — CIEAUTE TOIBKO 33 TEM, YTOOBI BH3YaIbHO OH OBLT
HEOTIMYUM OT MOJE3HOro Koja. Emle mydmmii pe3ynbTaT Jal0T BUPTyalbHbIE MAIIUHbI, BBITIOIHSIONINE
anemenTapHble jorndeckue onepanuu (Cern Ilerpu, Crpenka ITupca, Mammua Teropunra). Jaxe
€CJIM XaKep HaMMIIEeT ACKOMIIMIIATOP, Ha PEKOHCTPYKIMIO aJlTOpUTMa YHAET BCA OCTaBIIAsCS )KU3Hb
(monpobHee cM. "Texuuka u punocopus xakepckux atak" Kpuca Kacnepckm).

[Ipu wucnonp30BaHMM OAHOCIOWHOW HIM(POBKH, pa3Mas3blBaliTe pacIIM(POBIIMK IO TeEly
NpOrpaMMBbl, HUKOI'/Ia HE paclioiaraiite Bech KoJi paclin(ppoBIIMKa B KOHIIE MOAYJISl — TOT/Ia MEPEX0]]
Ha OPUTHHAIBHYIO TOYKY BXOAa MOXKET OBITh PACIO3HAH IO CKaYKOOOpPa3sHOMY M3MEHEHHUIO PETHCTpa
EIP. Kcratm, cTapTOBBI KOJ, BHEAPIEMBIA KOMIMISTOPAMH B MPOTPaMMy, B OOJIBIIMHCTBE CIydaeB
HauuHaeTcs ¢ obpamenus k FS:[0] (peructparust coocTBEeHHOTO 00paboTYNKa UCKITIOUCHHH ) — MoYale
oOpalaiirech K 3TOH stuelike U3 pacn(pOBIIMKA, HE ITO3BOJSA XaKepy OBICTPO ONPENeTUTh MOMEHT
3aBepuIeHUs] paclM(POBKH (BBI3OBBI JOJDKHBI CIIEIOBATh M3 Pa3HBIX MECT, MHAuYe Xakep MpPOCTO
HaJIOXKHUT PUiIbTp, 6J1aro COBpEeMEHHBIE OTJIAJYUKU 3TO TO3BOJISIOT).

O0s13aTeNbHO NPHUBS3BIBAUTECH K HAYAIBHOMY 3HAYEHHIO II00ATBHBIX WHUIMAIM3UPOBAHHBIX
MepEMEHHBIX, T. €. nocrynaire Tak: FILE *f = 0; main(){if (!'f) £ = fopen(,,)..}.,
TOra JaMIl, CHATHI BHE OpPUTHHAIBHOW TOYKE BXOJa OKaXKeTcs, HepaboTOCIOCOOHBIM.
Juzaccembnmpyere crannapTHbIH "BIOKHOT" — OH IMEHHO TaK U YCTPOCH.

3awuTa oT MO,CI,VId)VIKaLIVIVI Ha ANCKe U B NaMATU

Moandukanuio Koja NpeJoTBpaliacT MPOBepKa LEJIOCTHOCTH, MPUYEM CIEAYET IPOBEPSTH
Kak IeJIOCTHOCTh caMoro (aiisia, Tak ¥ [eJIOCTHOCTh JaMIa B TaMsATH (XaKep MOXXET MOJU(PHIIUPOBATH
IpoTpaMMy Ha JIeTy, WU Jake HUYero He MOAU(UIIMPOBaTh, a Ha BPEMs IEPEXBATUTh YIPABICHUE U
MPO3MYIHUPOBATh HECKOJIBKO CISAYIOMNX KOMAaH/I, WK K€ IIPOCTO U3MEHUTH 3HadeHue peructpa EAX
niocite BemoaHeHus komanael Tuna TEST EAX, EAX wiu mogoOHOM eit).

[lepexBarty ympaBICHUS/SMYILIIAN TPOTHBOCTOATh TPAKTHYCCKH HEBO3MOXKHO, a BOT
MPEIOTBPATUTh MOIM(PHUKALMIO JIETKO — HCIONB3yiTe HecucTemarudeckue kouel Puma-ConomoHna
(momgpobHEe cM. OmHOWMEHHYIO cTatblo B CucteMHOM AnmunHCcTpatope). YToOBI B3IOMATh
NporpamMMy Xakepy MmoTpedyercsi He TOJIbKO pa3o0paThcsi Kakie UMEHHO OalThl ClielyeT MOJIPaBUTh
JUIS B3JIOMa MPOTPaMMBI, HO M paccuuTaTh HOBBIE KoJbl Puna-ConoMoHa, a sl 3TOr0 eMy MpHUAETCs
HamMcaTh COOCTBEHHBIM KOIMPOBIIMK YTO HE TaK-TO MPOCTO (HECHCTEMaTHYECKOE KOAMPOBAaHUE
M3MEHsIET BCe KOIUpyeMble OalThI, B OTIIMYMH OT CHCTEMAaTHYECKOT0 KOJUPOBAHMUS, I/Ie K IpoTrpaMMe
MIPOCTO JIOMHCHIBAaETCs "KOHTPOJIbHAS cymMMa', TIPOBEpKa KOTOPOH MOXET OBITh JIETKO "oTioMaHa').
OnATh-Tak# 3TO AKTYaIbHO TOJBKO JJISI MHOTOCIOHWHON NUHAMHUYECKOH MH(POBKH, B NMPOTUBHOM
cllydae Xakep MPOCTO IOXKAETCS 3aBepIICHUs ICKOAMPOBaHUS KomoB Pupma-ConomMoHa W CHUMET
0e33aIMTHBIN AaMIIL.

Kak BapuaHT — HCHONB3YHTE HECUMMETPUYHBIC KPHUIITOAITOPHUTMBL. OTO MPEAOTBPATHT
MomuduKanuoo Qaiina Ha aucke (HO HE B MaMSTH!) M, YTO €IIe XyXKe, 3aiu(ppoBKa (QYHKIHH IO
BBIXOJy U3 Hee OKa3hIBACTCS HEBO3MOKHOM (MBI BeJJb HE XOTHM COOOIATh XaKepy CEKPETHBIA KIIt04?),



a, 3HaYWT, KOJ IPOTrPaMMbl PUCKHYT B KaKOW-TO MOMEHT OKa3aThCS pacuIM(pOBaHHBIM LIETHKOM.
YroObl 3TOro0 HE MPOM30ILIO, paclM(pOBbIBaiTe KoJ (QYHKLIUH BO BpeMEHHBIH Oydep (oOmmil aus
BCex (pyHKIMIT), HE TpOras OpUTHUHAI.

[MpoBepsis unenocTb koma He 3a0biBaiiTe 0 IepeMeliaeMblX  dJieMeHTax. Ecim
IporpamMma/ THHaMu4eckast OnOaroTeKka OyIeT 3arpyKeHa Imo aapecy OTIIMIHOMY OT yKa3zaHHOTO B PE-
3aroJIOBKE, CHCTEMHBIH 3arpy3ddK aBTOMAaTHYECKH CKOPPEKTHPYET BCE CCBUIKM Ha aOCOIIOTHBIE
aznpeca. JInbo m3baBbTeCh OT mepemeniaeMbix 3ieMenToB (kimod /FIXED muakepa MS Link), am6o,
YTO JIy4llle, IPOBEPsIiTE TOIBKO SUCHKH He yIToMsHyThIe B relocation table.

Huxorma He OJOKMpYHTE HEKOTOpBIE IYHKTHl MEHIO/KHOIIKM Ui OTpaHHYCHUS
(YHKIMOHAJIBHOCTH JIEMOHCTPAIlIOHHOW BEPCHU — UX HE pa30JIOKMpYeT TOJIbKO JieHMBBIH! Jlyuine
(u3ndeckn BhIpe3aiiTe COOTBETCTBYIOMIMI KOA WM Ha XyIOH KOHEIl BpeMs OT BpeMs IpOBepsiiTe
COCTOSIHHE 3a0JIOKMPOBAHHBIX AJIEMEHTOB YIPABJICHUs, T. K. OHU MOTYT OBITh Pa30JIOKHPOBAaHbI HE
TOJBKO B pecypcax, HO ¥ IMHAMHUYECKH — IIOCBUIKOW COOOIICHNUS OKHY.

om K020 3aujuamscsi

ApceHas COBpEeMEHHBIX XaKepPOB COCTOUT NMPEUMYIIIECTBEHHO U3: 1u3acceMOiiepa, oTaa uuKa,
JamIiepa maMsITH ¥ MOHHTOpa oOpalieHui Kk (axam/peectpy. DTO 0OU€Hb MOIIHBIC CPEACTBA B3JIOMA, HO
C HUMH BCE-TAKU MOKHO CIIPaBUTHCA.

aHTU-gu3accemonep
HuzacceMOnep — B AeBiITH w3 ngecsath ciaydaeB 310 IDA Pro. CymecTByeT MHOXECTBO
MPUEMOB, TPHBOAANINX ee¢ B 3amemarenscTBo ("ee" — moroMy, uro HMpa jkeHCKoe uMs):

MHOXXECTBEHHBIE Npe(UKCHI, HCKakeHne 3arojoBka PE-daiina u 1. 11., 01HAKO, CMBIC]Ia B HUX HEMHOT'O
1 MHOTOCJIOHHOW MH(POBKM Ha Mapy ¢ MYCOPHBIM KOJIOM JUISl OCJIEIUICHHs Ju3acceMOiiepa BIOJIHE
JOCTaTOYHO (TIpaBJa, ONBITHBIE XaKepbl MOTYT HAIMCATh IUIArMH, aBTOMATHU3UPYIOIIUI paciinppoBKy
Y BBIYMIIAIOIIYIO MYCOPHBIH KO, HO TAaKUX €AWHHIBI U BBl MOJKETE TOPANTHCS, YTO JIOMAIUCH Y HHX).
Kcratn roBopsi, akTHBHOE HCIIOJIB30BaHUE BUPTYalIbHBIX (yHKIUil B C++ CYyIIECTBEHHO 3aTpyAHSIET
JIM3acCeMOTMPOBaHKE POrPaMMBI, TOCKOJIBbKY JUlsl onpeesieHns: 3Q(GEeKTUBHBIX alpecoB MPUXOANTCS
BBITIOJHATE TPOMO3KHE BBIYHCICHUS WM "MOJACMAaTpUBATh" MX B OTIagyuke (HO mpo Oopwly ¢
OTJIAYMKAMH MBI elle MOTOBOPHM). TOJNBKO IIOMHHTE, YTO ONTHMH3HPYIOLIHE KOMIIMISATOPH MPH
MIepBOH BOBMOXKHOCTH ITPEBPATST BUPTYAIbHbIE (DYHKIUH B CTATHYECKHE.

aHTUn-oTNnagkKa

Eme HM onHYy W3 OTIAaJUMKOB HE YAAIOCH IOJHOCTBIO CKPBITH CBOE IIPHCYTCTBHE OT
OTJI&XKMBAEMOW IPOrpaMMbl U IOTOMY OH MOXET OBbITh OOHapyxeH. Yaie BCEro HCIOJIB3yeTCs
CKaHMpOBaHWE peecTpa W (HalIOBOH CHUCTEMBI Ha NpPEAMET HAIMYMS MOMYJSPHBIX OTJIAJTYUKOB,
mpoBepka (iara TpacCHpPOBKH, YTEHHE COJIEPKUMOTO OTIaA04HbIX peructpos/IDT, 3amep BpemeHH
BBITIOJIHEHHS MEXY COCEJHUMH KOMaHIaMH H T. J. (€CIIM XOTHTE Y3HaTh Oounblie — Habepure "anti-
debug" B I'yrme m maxwmure "BBOJI"). OmHako, 3amperiate IONB30BATENI0 HMETh OTIATINK
KaTeTOPHIECKN HEAOIYCTUMO — 3all[UTa JJOJPKHA PEarnpoBaTh JHIIb Ha aKTHBHYIO 0TiIaaKy. K Tomy ke
BCE 3TH IPOBEPKH 3JIEMEHTapHO OOHApYKHBAIOTCS M yHajstoTcs. HanexkHee TpaccHpoBaTh caMoro
ce0s, TOALENMB HA TPAaCCUPOBIIMK TNPOLENypy paclm(poBKH WIM TEHEpUpOBaTh OOJbIIOE
KOJIMYECTBO UCKITIOUMTEIIBHBIX CUTYali, moBecuB Ha SEH-00paboTunKy Mpoueaypsl, IeNatolHe 4To-
To mone3Hoe. [lomyTHO: ocTaBbTe B MOKOE SOft-ice — B XaKepPCKOM apceHaie ecTh M albTepHATHBHBIC
OTJIaTYHKH.

OMyYJIMPYIOLIIMM OTJIQIYMKaM MPOTUBOCTOSTH TPYAHEE, HO HHYETO HEBO3MOXXHOTO HET.
Ucnonp3yiite MMX-KOMaHZpBI, CpaBHHBas BPEMs WX BBINOJHEHHS CO BPEMEHEM BBITIOIHCHHUS
"HOpManeHBIX" KoMaHA. Ha mBoM mponeccope MMX-komaHasl paboTaroT ObicTpee. OTIAaIuKH ke
mbo BooOmie He SMymupylor MMX-koMmaHn, nmmbo o0pabaThIBAlOT MX MEUICHHEE HOPMalIbHBIX
KOMaH/I.

AHTN-MOHUTOP

MOHUTOpPBI — OYEHb MOIIHOE XAaKEPCKOE CPEJCTBO, MOKa3bIBaIOIICe K KakuMm (aiiam u
KIIFOYaM peecTpa oOpalianach 3alluIIeHHas MporpaMMa. AKTUBHOMY MOHHTOPHHTY B IPUHIIHIIC
MOKHO U MPOTHBOCTOSATH, HO JIYHYIIE 3TOTO HE JeJIaTh, BEIb CYIIECTBYET M MMACCHBHBIA MOHHTOPWHT
(cHATHE crenka ¢ peecTpa/(aityioBoil CUCTEMBI M CPaBHEHHE €ro 0 M IOCHIE 3alycka MpOorpaMMbI), a
MIPOTHB HETO HE TOIPEIh.



He xpanute perucrpauuoHHyro wuHGpOpManui0 B sSBHOM Bujae. 3al0yapre o ¢uarax
peructpau! Bmecto 3Toro pasmasbiBaiiTe KiIrOueBblE JaHHbIE MaJIEHBKUMH KyCOUYKaMH IO BCEMY
¢aiiny, cuuThIBaiiTe WX B Cly4aiiHOe BpeMsl M3 CIy4ailHbIi MECT NpOrpaMMbl, paci(poBbIBas
OYepeHOM KyCOK KOJa.

Bwmecro fopen/fseek/fread mcnonp3yiite Qaiinsl, mpoenupyeMble B aMATh, OHH HaMHOTO
CJIO’KHEE MOAJAI0TCA MOHUTOPHHTY, HO 3TO YK€ TeMa OTAEIBHOTO pasroBopa.

aHTU-gamn

JammepaM HpOTUBOCTOSITH MpolIe MpocToro. VX MHOro pasHbIX, HO HET HHU OJHOTO IO-
HacrosuieMy xopouiero. 3arupaiite PE-3aronoBok B mamsaTtu (HO Torna He OyayT paboTaTh QyHKINU
tuna LoadResource) nim no kpaiiHel Mepe ero 4acTh (0 TOM, Kakue I10JIsi MOXKHO 3aTUpaTh YHTaiTe B

). Brixirouaiite BPEMEHHO HEHCIIOJIb3yEMbIE CTPaHULbI dhyHKIMEH
VirtualProtect(.,PAGE NOACCES,), a mepex HCIOJb30BaHHEM BKJIIOUAiTe WX BHOBb. Brpouewm,
xakep MoxeT ypoHHUTh NT B "cuHHH 5KpaH", MONyYMB 00pa3 TOIOMBITHOTO TIpoIecca B CBOE
pacnopspxenue. OfHAaKO, TPH HCHONB30BAHUM ITUHAMHYECKOHM MHOTOCIOWHOHN INH(POBKH TONKY OT
3TOro obpasa OyieT HEeMHOTO.

KaK awjuwambcs

Huxorna He naBaiite xakepy SBHO IOHSTh, 4TO mporpamma Bijomana! Torma emy ocraercs
HaWTH KOJ, BRIBOASILINN pyraTenbHoe cooOIIeHne (a caenarh 3T0 OYEHb JIETKO) U TOCMOTPETh KTO €T
BBI3BAJI — BOT CEpALIE 3aLIUTHOIO MEXAaHHW3Ma U JIOKaIM30BaHO. Mcrnonbp3yiTe HECKONBKO ypOBHEH
3amuThl. [lepBBIid — 3amMTa OT BBOJA HENPABWIBHOTO S/N M HENPEIyMBINUICHHOTO HapyIICHHS
LIEJIOCTHOCTH TIPOTpaMMBbl (BHPYCHI, AMCKOBBIE cOoM W T.1.). BTOpoil — 3amura OT Xakepos.
OOHapyxuB (akT B3jOMa, HEPBbI ypoBeHb "pyraercs" SBHO, U Xakep OBICTPO €ro HeTpaimsyer,
MOCJIE Yero B WIPY BCTYNAeT BTOPOH, BpeMs OT BPEMEHH BBI3BIBAIOUIMH 3aBHCAHUSI MPOTPAMMEI,
JIeNAloMui U3 4yrcen "BUHETpeT'", MOIMEHSIOMHUI CIIoBa MPH BBIBOJE AOKYMEHTa Ha MPHHTEP U T. .
[Ipu rpaMoTHON peanu3anyy 3aIUThI, HEUTpaIH3alKs BTOPOTO YPOBHS MOTPeOyeT MOJHOTO aHaIH3a
Bceil mporpaMmbl. Jla 3a 3TO BpeMsi MOXKHO JECATh TaKMX IIporpamMm HamucaTtb! Bropoil ypoBeHs
HUKOTJa He CpabaThIBaeT ¥ YECTHBIX IOJIH30BATENEH, a TOIBKO y TeX, KTo KymuT "Kpak". Ecim ske BBI
Gourech, YTO BTOPOH YpOBEHb CIIlydallHO cpa0oTaeT B pe3ysbTare OLIMOKH, JIydlle BOOOIEe He
GepuTech 3a IIPOrpaMMHUpPOBaHHUE, 3TO HE IS BAC.

He mnoxasbiBaiiTe Xakepy KakUM IyTEeM PETHCTPHpYETCsS 3aluTa. JTO MOXET ObITh U
KJIF04YeBOi (aiin, 1 onpesaeneHHas KOMOMHAIMS KIIaBUIL, U apaMeTp KOMaHAHOW cTpoku. Hu B xoem
ciygae He cuuThBaere s/n wim w/r wepe3 WM GETTEXT/GetWindowText, BMecTo 3TOro
oOpaOatpiBaiiTe Haxatust oguHouHblx kiaBum (WM _CHAR, WM KEYUP/WM KEYDOWN),
MIPSMO M3 OCHOBHOT'O IIOTOKA BBOZA AAHHBIX, U TYT XK€ UX mudpyiire. CMbICT MN(GPOBKH B TOM, YTOOBI
BBOJMMAs TTOJIb30BATEIEM CTPOKA HUTAE HE MPUCYTCTBOBANA B NMaMSTH B SBHOM BHAE (TOTJa Xakep
MIPOCTO IMOCTABUT HA HEe TOYKY OCTaHOBAa M MOTY4MH soft-ice mepeHeceT ero mpsMo B caMblii IIEHTP
3alIMTHOTO MexaHu3Ma). VIHTerpamust ¢ OCHOBHBIM MOTOKOM BBOJIa TPEOTBPAIIAECT OBICTPHIA B3JIOM
[IPOTrpaMMBEI. ﬂ Ha WM_ XXX HHYero He AaeT, MOCKOJIbKY He M03BOJIeT ObICTPO
OTJINYUTH OOBIYHBIC BBOJAMMBIE JIJAHHBIE OT S/N.

Bo3bmute Ha BOOpY)XEHHE T'€HEpATOp CIIy4alHbI YMCEN — IyCTh IPOBEPKU MIYT C Pa3HOM
MEePHOIMYHOCTRIO € Pa3NUYHBIX YacTedl mporpamMmbl (KCIHOJB30BaTh OO0LIME (QYHKIUU TPU 3TOM
HEJIONyCTHMO — IIePEKPECTHBIE CCBUIKM W PETYJSIPHBIM MMOWCK BBIAAYT Bac ¢ rojosoii!). He
ucnoip3yiTe GpyHKIwIo rand() — BMECTO 3TOTO OTTaIKHUBAHTECh OT BBOJMMEIX JAaHHBIX, peoOpasys B
TICEBJIOCITYYaHYIO0 ITOCIIEA0BATEIBHOCTD 3aJCPKKH MEXTy HAKAaTHAMH KIJIABHII, KOJIBI BBOJUMBIX
CHMBOJIOB, TTOCJIEJOBATEIBHOCTH OTKPBITHIA MEHIO H T. 1.

Hu B xoeMm cimydae He xpaHuUTe "pyrarenbHble" CTPOKH OTKPBITBIM TEKCTOM U HE BBI3BIBAITE
UX TI0 YKa3aTelio — Xakep MTHOBEHHO HaMJIeT 3allIMTHBINA KO/ 10 MEPEKPECTHBIM cChlikaM. Jlydre Tak:
Oepem ykaszaTenb Ha CTPOKy. YBenmumBaeT ero Ha N Oaiit. CoxpaHsieM yka3aTenb B MporpaMme, a
nepes MCIOIh30BaHWEM BbhIYMTaeM N Ha JeTy (IIpU 3TOM BaM INPHIETCS CPakaThCs ¢ KOBApPCTBOM
ONTHUMHU3UPYIOMINAX KOMITWIIITOPOB, HOPOBSIIIKMX BbdecTh N eIl Ha CTaJiuH KOMIIISINH).

W3beraiiTe mpsimoro BezoBa API gynkmmif. HaBepHska xakep MoCTaBUT Ha HUX
_. Hcnone3yiite 6osiee IporpeccUBHbIE METOAMKN — KonupoBanue API-¢yHkuit B cBoe Teno,
BBI30B HE C TNEpPBOM MAIIMHHOM KOMAaHABI, pPACHO3HAHWE M JIE3aKTUBALMS TOUYCK OCTaHOBA
(mozmpobHOCTH B "3anuckax Mbinpx'a").



PazOpocaiiTe 3aIIMTHBIH MEXaHW3M IO HECKOJBKMM NOTOKaM. OTJIaa4MKH HE BBIOJIHSIOT
HepeKIIIoYeHre KOHTEKCTa M OCTaIbHBIE [TOTOKU MPOCTO HE IMOJydaT yrpasieHue. Kpome Toro, oueHn
TPYJHO pa3o0paThesl B 3alIUTHOM MEXaHU3ME HCTIOHSIIOIMMCS Cpa3y ¢ HECKOJIbKHX MECT.

Co3maiiTe HECKOJBKO IMOJUIOKHBIX (DYHKIMHA, [JaB KM OCMBICIICHHBIE KMEHA THIIA
CheckRegisters — mycTs Xakep TpaTUT BpeMsI Ha UX H3ydcHne!

3aKJ/TIl04eHue

MoHO yMeTh JIoMaTh MPOTrpaMMBbl, HE yMes MX 3allUIIaTh, a BOT 00paTHOE yTBEPXKICHUE
HEBEpHO. DTO HE BONPOC MOPAIH, 3TO BONPOC INMPO(ECCHOHAIBHBIX HABBIKOB (3aKOH paspelaeTt
"B35I0M", €CIIM OH HE BJIEYeT 3a co00i MpoYNX HapyIICHUH aBTOPCKHX M MATEHTHHIX IpaB). Teopus —
9TO XOPOILIO, HO B MANIMHHBIX KOJaX BCe HE TaK, Kak Ha Oymare W OOJIBLIOE KOJMYECTBO B3JIOMOB
CBHIETEIBCTBYET OTHIONb HE O BCEMOTYIIECTBE XaKepoB, a O KaTacTPOGHYECKOH yuiepOHOCTH
3aIIUTHBIX MEXaHM3MOB, MHOTHE U3 KOTOPBIX JIOMAIOTCS 32 CYUTAHHBIC MUHYTHI!

Jlnynoe HaOOAEHNE — 32 MOCIEHNE HECKOIBKO JIET KauecTBO 3aIUT HUYYTh HE BO3POCIO.
IIpuuemM, eciii pasbllle TBOPYECKUM HACTPOCHHBIE IIPOIPAMMUCTBI AKTUBHO 3KCIIEPUMEHTUPOBAIU CO
CBOMMH HJICSIMH, TO cedac Bce OOJIbIIE CKIOHSIOTCS K TOTOBBIM PEIIEHHSIM. XOTeNI0Ch Obl, YTOOBI 3Ta
CTaThsl MOCITYXKHIIA CBOCOOPA3HBIM KaTalIN3aTOPOM M MOATONKHYJNA BAaC K UCCIICIOBAHUSM.



