BocctaHoBneHue NTFS — undelete ceBoumu pykamm

KPHC KacIlepCKH aKa MBILIbX, no eamil

Mena cmywaem mo, umo cuvipvie npoOYyKmul cO30a0MCA
Ha UHMYyuyuu U Ha 2eHudarbHocmu ux cozoamenei. Ho
6e0b 3a HuMuU ocmaemcs ewiicocennas 3emns! Ecinu
0S/360 ocmasuna 3a coboii wirelgh udetl, noodel, 4mo

ocmasnsiem 3a cobou Windows?
Anexceit baowuii
"W3 %U3HU EPBOOBITHBIX MIPOTPAMMHUCTOB"

npoaoskas ropoputb 0 NTFS, ceroguss Mbl paccMOTpPHM TEXHHUKY BOCCTAHOBJIEHHS
yaajeHHbIX (paiijIoB ¢ MOMOLIBIO MPOCTeiilero AuckoBoro pexakropa (runa Disk Probe)
u yruwiautbl chkdsk, a Tak ke OaaMM HECKOJBKO COBETOB IO MOBOAY CO3JaHUS
€c00CTBEHHOT0 MHCTPYMEHTAPHUS, KOTOPbI MOeT ObITh 3alIlpOrpaMMHPOBAaH Ha JII000M
si3bIKe, HMEIIMM JocTyn K win32 API.

gegedeHue

Hagexnocts NTFS — 510 0z1HO, a ommbouHO yaaneHHbIe (aitiel — coBceM apyroe. Daitmosast
cucreMa, ake Takas momHas kak NTFS, OeccunbHa 3ammTuTh none3oBarelst ot cedst camoro. Ho Bot
peIycMOoTpeTh "OTKaT" MOCICIHUX BEHITIOTHEHHBIX NICHCTBHI OHa BIIONHE MOXET (TeM Oojee, 4TO
TpaH3akuuu U xypHanupoBanue B NTFS yowce peannszoBansl). /o coBepIIeHCTBAa OCTAETCs BCErO JIMIIh
mar. YBbel! Microsoft Tonuercst Ha MecTe, Bce HUKAaK HE pellasich €ro cieiarth (3aei, OCTaBICHHBIX
Ui Oyaymux Bepcuit?) "3amuTa" oT HempeaHAMEPEHHOTO YAAJICHHUS pealu30BaHa UCKIIOUYUTEIHHO Ha
UHTEp(EHCHOM YPOBHE, a 3TO HE TOJIBKO HEYJOOHO, HO U HEHAIEKHO.

Xoporo, ecii yaaineHHBIN (aiin coxpanmics B "KopauHe", HO 4TO AenaTh, €CIIU TaM ero HeT?
Ora craThsi paccKa3plBaeT O METOAAX PYYHOTO BOCCTAaHOBJIEHHWS (ailloB, B TOM HYHCIE H C
OTCYTCTBYIOLIEH (ailIoBO 3amichio, Korja "MoKOHHNKA" IPUXOJUTCS cOOMpATh 110 KilacTepaMm.

eHympu FILE_DISPOSITION_INFORMATION

IRP_MJ SET INFORMATION/ FILE DISPOSITION INFORMATION — 5310 maker,
MOChUTAEMBIi paiiBepy NpH yAaieHuH Qaiina (MMeiite 3T0 BBHAY HOpH Ju3acceMOIMpoBaHut ). YTOObI
YMETh BOCCTAHABINBATH yJaJCHHBIC (Haliibl, HEOOXOIMMO OTYETIHBO IPEACTABIATH, YTO IPOHCXOIHUT
B nporiecce ynanenus ¢aiina c NTFS-paszaena, a npoucxoaur npu 3ToM clieyromiee:

Q xoppekrupyercst ¢aiin /SMFT:$BITMAP, kaxaplii OUT KOTOPOro ONpenesser "3aHATOCTh"
cootBercTBytolel daitnosoii 3anucu (FILE Record) B MFT ("0" — 3amuchk He ucmonb3yercs);

O xoppektupyercsi ¢aiin /$SBITMAP, kaxzaplii OUT KOTOpOrO OIpeAesseT "3aHsATOCTh"
cooTBeTcTBYyomIero kinacrepa (0" — kactep He HCHOTB3YeTCs);

Q (¢aiinoBble 3amKCH, COOTBETCTBYIOIME (aiiiny, momedarorcst kKak ypaneHHble (mome FLAG,
Haxoxsmeecs o cMmenernto 16h ot vagana FILE Record cOpackiBaercst B HOJB);

O ccbutka Ha (aiin ynansercss U3 ABOMYHOIO JiepeBa MHAEKCOB (TEXHWYECKHE MOIpOOHOCTH
9TOT0 >KMBOTPEIENIYIIEro Iporecca 31eCh OITyCKAlOTCs, MOCKOJIbKY BOCCTAHOBHTH TaOJIUILY
MH/IEKCOB BpPYYHYIO CMOXXET TONbKO Typy, na u 3adeM? B NTFS wunaexcel wurpawor
BCIIOMOTATEJIbHYIO pOJb— MPOIIE IEePEHHJICKCHPOBATh JUPEKTOPHIO  3aHOBO, YeM
BOCCTaHaBIMBaTh cOanaHCHpoBaHHOE B*tree mepeso);

Q o6uosmsiercs arpudyr SSTANDART INFORMATION katasnora, XpaHHUBIIETO YAAJsIeMblii
(haiir (BpeMs IMOCIIEAHETO IOCTYIA U T. 1I.);

O B /$LogFile obHoBusiercs Sequence Number (M3MEHEHHs, NPOHCXOMAAIINE B IKypHAle
TpaH3aKIMi MBI HE PaCCMaTPUBAEM );

O Update Sequence Number ciexyronux (aiiyioBbIX 3amuceil yBeITUUUBAETCS HA CIUHUILY: caM
yaansemblii  daiin, Texkymumit karamor, /$MAF, /SMFT:$BITMAP, /$BITMAP, /$BOOT,
/$STRACKING.LOG

Karanorn ymansroTcs mpakTH4eCKd TOYHO Tak ke, Kak M (aiibl (c Touku 3peHus aitnoBon
CHCTEMBI, KaTajior Toxe (aii, ToJIbKo 0co0bIi — ¢ BOUYHBIM B*tree 1epeBoM HHIEKCOB BHYTPH).

Hu B TOM, HU B IpyroMm ciydae (usndeckoro yaaneHus ¢aiiaa He TPOUCXOJUT U OH MOXKET
OBITh JIETKO BOCCTaHOBJICH JI0 TEX IOp, MOKa He Oyzer 3arepra mpuHaiexamnias emy FILE Record,



XpaHsllas pPe3suJeHTHOe Tello (aiia WK CIHCOK OTPEe3KOB (run-list) HEPe3UAEHTHOTO COAEPAKUMOTO.
VYrpara FILE Record oueHp HempusiTHa, MOCKOJBbKY B 3TOM ciydae ¢ailnm mpuaercs coduparth IO
KycOYKaM pyKaMH M 4YeM CHIIbHee OH ()parMEHTHPOBAH — TEM CIOXKHEe 3Ta 3ajada. B oTomumm ot
FAT, NTFS He 3arupaer mnepBoro CHMMBOJIA UMEHeM (paiina, 4eM 3HAUUTENbHO YIPOIIAET CBOE
BOCCTaHOBJICHHE.

asmomMamu4ecKoe eoccmaHoesieHue ¢halna

YTHINTBI, BOCCTaHABIMBAIOUINE ylaleHHbIe (aiabl, HE BXOJUT B KOMIUIEKT IITATHOM
noctaBku Windows NT u ux mpuxomurcs mpuoOperars otaensHo (a Beap B MS-DOS rtakas ytunura
obutal). Omacasch yrpoOuTh (DailJIOBYIO CHCTEMY OKOHYATEIIbHO, OOJBIIMHCTBO W3 HHUX H30eraeT
MIPSAMOH 3aMMCH Ha AWCK — BMECTO 3TOTO BaM IPEAJIaracTcsl CUNTaTh YAAICHHBIH (aiil U mepenucarb
€ro B Jpyroe Mecro (HO TONBKO Ha CaM BOCCTAaHABIMBAaEMBIM paszen). He crnumkom-to ymadHoe
pemieHne! A eciy Ha OCTAIBHBIX AMCKaX CBOOOJHOIO MECTa HET WM BOCCTaHABIIMBAEMBIH JICK HMEET
BCETO JIMIIbL OJIMH JoTn4eckuid pasnen? IIpeanonoxnm, BaM HEOOXOANMO BOCCTAHOBHUTH 0a3y JaHHBIX
B HECKOJIbKO TUradaitT. M0oXHO, KOHEUHO, MOJIKIIYNTh BTOPOH BHHUECTEP, CKOMUPOBATH €¢ Ty/a, a
3aTeM 00paTHO, HO CKOJIBKO K€ 3TO 3aliMEeT BpEeMEHH, He TOBOPS yXKE O TOM, YTO CEpBep Jydlle He
BBIKJIFOUATh, a TOPSAYYIO 3aMEHY MOJJIEPKUBAIOT JaJeKo HE Bce jkecTkue nucku! Jlpyroil HemocTaTok
NOAOOHBIX YTHUIINT — CIMIIKOM MeJJIeHHas pabora. Bmecto Toro, 4roObl HAlWTH ONWH-€ANHCTBEHHBIN
(aiin, ¥MsA KOTOPOrOo HaM HM3BECTHO, OHHM IPOBOJAT IOJIHOMAcUITAaOHBIE MaHEBPHI, CKAHHPYS BECh
pasnen nemukoM. Ilpu paboTe ¢ GOIBPIIMME ANCKAMHU Ha 3TO YXOJHUT OT OJHOTO JI0 HECKOIBKHX YacoB
BITyCTYIO IIOTPaYEHHOT'0 BPEMEHH.

C npyrodl CTOpOHBI, YTHJIWTHL, BHOCSIIME H3MeHeHUs HemocpencTtBeHHO B camy NTFS,
PHUCKYIOT CEpbE3HO IMOBPEIUTH JIMCKOBBII TOM, IOCJIE Yero eMy HE MOMOTYT Jaxe MpoQecCHOHAIbI.
Hacrosmue h HE JIOBEPSAT HUKAKOMY KOJIY, KpOME CBOEro cOOCTBEHHOTO,
OCOOCHHO, €CITH HCXOAHBIE TEKCTHl HENOCTYNHBI, a JOKyMEHTallMsi TyMaHHa M JBYCMBICICHHA.
Pazmuunsie Bepcuum NTFS omnmmuarores apyr ot npyra. IlocnemHue paaukaiabHBIE H3MEHEHHS
mpousonud B Windows XP (NTFS Bepcun 3.1) — maccuB mocienoBarensHocT oOHOBieHUs (Update
Sequence Number-n-Array) mepeMecTHIICS Ha IIECTh OaHTOB BIIEpel, a €ro MeCTO OBUIO OTAAHO O[T
BbIpaBHUBaHWE W Tojie HoMepa Tekymied ¢aitnosoit 3ammcu (Number of this MFT Record).
BoccranasnmBaromast yTHINTa JTOJDKHA HE TOJIBKO TOAJEP)KUBATh Bally Bepcuio (aitioBoil cHCTEMBI,
HO U 0e30mHO0YHO OTIMYATh €€ OTO BCEeX OCTalbHBIX (mpu oOHoBAeHMH Windows 2000 o
Windows XP oGHoBiieHHst (haiiyioBol CHCTEMBl HE NPOUCXOAMT BIUIOTH O IepedopMaTHPOBAHUS
mucka). [TonpoOyii, moToM 0OBSICHH HaYaIbCTBY "'3TO HE 5, 3TO OHA Bce ucmopTmial.

Haxonen, B MOMeHT ynaneHus ¢aiija yTHINT JUIS €ro BOCCTAHOBJICHHS MOXET IPOCTO HE
OKa3aThCs MO PYKOH (UTO MoJeNaeb — 3aKOH OATI0CTU!) M TOT/Ia MIPUXOIUTCS PACCIUTHIBATD TOJIBKO
Ha CBOM CHJIBI.

Pucynok 1 yruaura GetDataBack 3a BoccTaHOBJ/IeHMeM yAaJIeHHBIX (haiijioB

py4YHoe eoccmaHoesieHue ¢hatna no FILE Record

Haunewm c npocreiimero. ®@aiin Tonpko uTo ynaneH u npuHamiexamas emy FILE Record eme
He 3arepra. Kak Haiith ero Ha pgucke? CymiecTByer jaBa cnocoba— 'teoperndeckuit" u
"mpaktryeckuii". TeopeTMueckuii HMCKIIOYMTEIBHO HAAEKEH, HO TpedyeT JOIOIHHUTEIbHBIX
TEJOABIKEHUH, KOTOPBIX MOYKHO M30€KaTh, IPUHSB PAI MPAKTUYECKUX JOITYIIEHHUH.

Teoperuduecku: u3BiekaeM u3 boot-cekTopa ykasatenb Ha MFT, u3sBnekaeMm w3 Hee MEPBYIO
3anuck (oHa onuckiBaeT $MFT), naxomum atpubyt $SDATA (80h), nexoaupyem crrcok orpe3kos (data
runs) W TOCIEeNOBaTeNbHO uHWTaeM Bce 3ammcu B MFT, amammsupys comepxumoe aTpuOyTa
$FILE NAME (30h) — ums ¢aiina (kctaty, Takux arpuOyToB y (aiiina MoKeT ObITh HECKOJIBKO). DTOT
e aTpuOyT XpaHHUT CCBUIKY Ha MaTEpPHHCKYIO AUPEKTOPUIO — €CIIM HECKOJIBKO OJHOMMEHHBIX (haiioB
yJaJIeHbl U3 Pa3INYHBIX JUPEKTOPHH, MBI JOJDKHBI Pa300paThCsl KAKOH U3 HUX HAIll.

[paktuueckn: B neBath u3 necsatu ciaydaee SMFT aiin He QparMeHTHpOBaH U
pacrnonaraeTcsi IpakTHYECKH B caMOM Havase qucka. Mimena daitnos xpansres no cmemenuto EAh or
Hayajga CEeKTopa, B Hayajie KoToporo pacmonokeHa curHarypa "FILE*" ("FILEO"— B NTFS 3.1).
[TosToMy, MBI IpoCTO 3amryckaeM Jro00# TUCKOBEIN pemaktop (Hampumep, Disk Probe m3 xommiexra
Support Tools ot Microsoft), BBoguM uMs BOCCTaHaBINBAaeMOro (aiina B YHHKOJE U TOBOPUM HCKATh
ero o cmemieHuto EAh (B8 NTFS 3.1 — FOh) ot Hagana cekropa.



Korzaa e uckomoe BXOxkJeHHE OyleT HalJeHO, CMOTPHM: HAaXOAWTCS JIM B Ha4aje CeKTopa
curnarypa "FILE*"/"FILEQ" u ecnu Her — mponoipkaeM nouck. J[ByxOaiiToBoe mose Mo CMeNeHUIo
16h ot Havana cekropa coxepxut (iaru 3amucu: 00h — 3amuch He ucHoNb3yeTcst UK OblIa y/ajeHa,
0lh— 3anmce wucmonb3yercss W omuchiBaeT karayior, 02h— 3amuch HCIONB3YyeTCsl W ONUCHIBAET
mupexTopuio. Berpewatorcss u npyrue 3Hadenus (04h, O8h... uro oHM 0003HAYaIOT — HEHU3BECTHO.
MOJKET OBITB, BB, YUTATEINb, CMOKETE IPOJIUTH CBET Ha 3TOT BOIIPOC?).

PucyHok 2 pyyHoe BoccTaHOBJIeHHe (aiisia ¢ nomombio Disk Probe

Ucnpasisiem 00h ma Olh, 3anuceiBaeM w3MeHeHus u... Huuero He BeIXOAMT?! A dYero B
xotenu! Bemp moMuMo 3T0r0 HeoOXxomuMo emie: a) coobmuts ¢ainy /SMFT:$SBITMAP, uro nannas
MFT-3anuce BHOBb HCHONB3yercs; 0) oroOpare y (aiina /$SBITMAP HoMmepa KiacTepos,
MIPUHAUISKAINNE BOCCTAHABIMBAEMOMY (ailily; c) IEpeCTpONTh JABOMYHOE JEPEBO HHICKCOB,
XpaHdllee colepkuMoe Karanora. [lepBble ABa MyHKTa He MpoOieMa, HO BOT HaJ TOCICIHUM
MpuAeTcs TMONbIXTeTh. Mm... mpocro 3amyctuth chkdsk ¢ ximouom /F. OH camocTosTensHO Halaer
"morepsHHBIA" (aili m BHeceT Bce HeoOXoAMMBIE H3MeHeHMs B (aitnmoByro cucremy. OT Hac
noTpedyeTcst TOJIBKO YCTaHOBUTH (hiar mo cMmenieHuro 16h B eamHMIly, a OcCTanbHOE — ero 3aboTa
[locne oTHX HEXUTPBHIX MaHUNMYJSIIMH  Qaiil  Oka3piBaeTcsi B CBOEM DPOJHOM  KaraJore.
BoccranosneHHsb1#!

C:\chkdsk D: /F

Tun o¢angoBom cucTeMel: NTES.

[IpoBepka OGanJIoB 3aBeplIeHA.

[IpoBepKa MHIEKCOB 3aBeplleHa.

BoCcCTaHOBJIEHME [OTEPSHHHX (QAaNoB.

BoccTaHOBJIeHME NOTEPSHHOTO Ganna test.txt B damnne xartanora 5

3aMeHa HEeNPaBUJIBHOTO UIOeHTUOMKAaTOpa OesonacHoCcTu mjia danyia 29
[IpoBepKa IOECKPUIITOPOB Oe30MNaCHOCTM 3aBEPUIEHA.

YcnpaBiieHue ommbOK B aTpudbyTe BITMAP OCHOBHOM Tabsmuubl (QanjioB.
Windows cmesajia mM3MeHeHUS B (QaljioBOM CHUCTEMe.

1068290 KB BCero Ha JIuUCKe.
20 KB B 2 damnax.
4 KB B 9 mHOekcax.
0 KB B MNOBPEXIOEeHHBX CEeKTOopax.
7894 KB MCHOJIL3yeTCSa CHUCTEMOM.
7392 KB BaHaTo non Gamny xypHaJa.
1000372 KB cBoOOOHO Ha IMUCKE.

Pasmep kJlacrTepa: 2048 oGaur.
Bcero kJjlacTepOB Ha IOUCKEe: 534145.
530186 kJacTepOB Ha OUCKE.

JIuctuHr 1 BoccTaHoBJIeHHe ylaneHHOro (aiiaa npu nomouu chkdsk

pa3zpebasi KnacmepHbie 06J10MKU

PaccmoTpuM Goree CIOXXHBIN ciTydail BOCCTaHOBJICHHMS, KOTAa (paiiroBasi 3amich yKe 3aTepra.
Ecmu ynanennsiit ¢aiin ObUT pe3uIeHTHRIM (T. €. XpaHuI cBoe Teno B MFT), To BoccTaHaBIUBATh yiKe
Heuero. /laxke ecay Ha €ro MecTe CO37[aH Hepe3UICHTHBIH (aiin (a daiiioBas 3amuchk HEPE3UIEHTHOTO
(aiina 3aKkaHYMBaECTCS TaM, I'/le HAYMHACTCS PE3UACHTHOE TEI0), OllepallMOHHAs cucTeMa 3a00TIHMBO
3aMOJIHUT OCTAaBIIMICS "XBOCT" HYNISMH U JUIsI BOCCTAQHOBJEHUS OPUIMHAIBHOTO COJEPKUMOIO
npuaeTcss NpUOETHYTh K JOPOTOCTOSIEMY OOOpYIOBAaHUIO, HYHTAIOIIEMY ITOBEpXHOCTH "OJIMHOB"
JKECTKOTO TUCKA Ha (PU3UUECKOM YPOBHE.

C Hepe3uaeHTHRIMHU (haimamu, XpaHsmuMu cBoe Teno BHe MFT, curyarus oOCTOUT HE Tak
IDIaYeBHO, XOTS mpobieM Toxke xBaTaeT. [lopsaok pasmemeHus ¢aiina Ha JUCKe XpaHUTCS B run-list'e
BHYTpH (aiinoBoii 3armcu B MFT (Temepp yxe 3aTepToii) U MOTOMY, BO3MOXKEH JIMIIb KOHTEKCTHBIN
MIONCK TI0 COAEPKUMOMY. 3allyCKaeM IHCK-PElaKTOp, BBOJMM MOCJIEI0BATEIBLHOCTh, 3aBEJOMO
COZIepIKalylocsl B yJnaJieHHOM (haiijie, HO He BCTPEYAIOUIYIOCS BO BCEX OCTAJIBbHBIX M Ha)XHMMaeM
"search". JIynsi yckopeHHs1 ITOMCKa MOXXHO MCKaThb TOJBKO B CBOOOJHOM JMCKOBOM IIPOCTpaHCTBE (3a



910 oTBeuaet Qaiin /$BITMAP). UsBecTHble MHE PEAaKTOPHI MPEHEOPEraloT 3TOH BO3MOXHOCTRIO (a
3ps!), OAHAKO, YTUIUTY "MPOJABUHYTOrO" MOKCKA HECIOXKHO HAITUCATh U CAMOCTOSITENILHO.

HedparmentipoBannbsie  (aiijibl BOCCTaHABIMBAIOTCS dlieMEeHTapHO. [IpocTo BhIAEISIEM
TPYIIly CEKTOPOB U 3alIMICHIBAEM €€ Ha AUCK (TOJIBKO HH B KOEM ClIyyae HE Ha caM BOCCTaHABIMBAEMBIN
tom!). EmuHcTBeHHAs ipobieMa — KaK ONpeAeInTh OPUTHHAIBHYIO IHHY? HekoTopsie THITHI (haitioB
JOITyCKAIOT TPHCYTCTBHE 'Mycopa" B CBOEM XBOCTe (M TOTrJa HAM OCTaeTCA CIIEJOBaTh IPABUITY
"myume mepebparh, 4eM HenoOpartp"), a Hekotopble Her! Ecim KoHen He ymaercst ONpeaeinTb
BusyanbHO (Hampumep, pdf-caitnsl 3aBepmatorcs curnatypoir "%%EOF"), npoananmsupyiite
3aroJjIOBOK (paiiyia — cpeu mpodvei mojae3Hol nHpopMaIMd OOBIYHO TaM MPHCYTCTBYET U €r0 pa3Mep.
TyT Bce 3aBHCHUT OT CTPYKTYpbl KOHKPETHOro (ailla M YHHMBEPCAIBHBIX PEKOMEHIALWi aaTh
HEBO3MOXKHO.

Ecnu daiin ¢pparmeHTipoBad — 1eno HaMHOro xyxe. CHTyalus NpakTH4ecKH Oe3Ha/iexHa,
MTOCKOJIBKY, YTOOBI cOOpaTh pa3pO3HEHHBIE IIETIOYKH KIACTEPOB BOCIMHO, HEOOXOJMMO XOPOIIO 3HATh
cofepxuMoe ynaiaeHHoro ¢aitma. B stom cmeicie, NTFS BoccraHaBimBaeTcss HAMHOTO XyXe, 4eM
FAT. TlocnenoBarensHOCTh (parmeHToB (aitna, xpansmascs B File Allocation Table B Buzme
OJTHOHAIIPABJIIEHHOT'O CIIMCKA OYeHb JKMBY4Ya. ECIM CIIMCOK HE MOBPEXAEH, J0CTAaTOYHO JIMIIb HANTH
€ro TEepBbIi 3JEMEHT (a ClIeNlaTh 3TO MPOILE MPOCTOTo, IIOCKOJIBKY OH OY/eT yKa3bIBaTh Ha 3arojIOBOK
¢aiina c BHOJNHE IPEACKa3yeMbIM COJEPXKUMBIM). Jlaxe eciam CIUCOK "pa3pyOMTh" Ha HECKOJBKO
yacTed, OHM MPOAOIDKATh HUTh COOCTBEHHOW JKM3HBIO W HaM OCTaHETCS JIMIIb MOA00paTh
KOMOMHAIIMIO KaK WX MPAaBUIBHO CKIEHTh BOeJUHO. CIMCOK TMOHET JIMIIb MpPU MOJHOM 3aTHPaHHU
FTA'a, uto cimywaercs mpsamo ckaxkeM He gacto. B NTFS sxe mopsnok ¢pparmenToB ¢aiina xpaHutcs B
KPOXOTHBIX CIIMCKaX OTPE3KOB M MX THOENb — OOBITHOE AENIO0, OCJIE Yer0 MBI OCTAETCS OJMH Ha OJIMH C
MHJUTMOHOM O€CIOpSAI0YHO pa3OpocaHHBIX kiacTepoB. C TEKCTOBBIMH (aiiiamu emie Kyaa Obl To HH
IO, HO YTO JIeJIaTh, €CIIM 3TO JIEKTPOHHAas Tabumnia, rpaduieckoe N300pakeHNe WIN apXUB KaKOW?
be3 3HaHUA cTpaTeruu BBIAENEHHS AMCKOBOTO NPOCTPAHCTBA 3Aech Hukyzaa. Ilopsmok, B KOTOpoM
IpaiiBep (ailloBOM CHCTEMBbl HAaXOAWT IOAXOASAIINE CBOOOAHBIE ()parMeHTHI, HE OIpEAeiIeH Hu
BapbHUpyeTCs B 3aBHCHUMOCTH OT MHOXKECTBAa OOCTOSTENBCTB, OJHAKO, KOE-KaKWe 3aKOHOMEPHOCTH B
HEM Bce K€ IPUCYTCTBYIOT.

AHanm3upysl CIHUCKH OTPE3KOB CHWJIBHO ()ParMEHTHPOBAHHBIX JAWUCKOB MHE YAAJIOChH
YCTaHOBHTH CIEAyIOIIee: CHadasla 3aloHIIOTCS camble Oombimme "apIpbl”, ABUTasCh OT KoHIa MFT-
30HBI K KOHIy JJMCKa. 3aTeM, ApaliBep (aiioBoi cucTeMBbl BO3BpAIAeTCs Ha3al ¥ HAUWHAET 3arlOHSITh
JBIPEI IOMEHBIIE U TaK MPOIOJDKACTCS A0 TeX IOp, MoKa (aii He OKa3bIBaeTCS HA AUCKE LEITUKOM.
IlocnenHuMH 3amoNHSIOTCS OBIPBI pasMepoM B oauH Kkinactep. [IpocmarpuBas KapTy JuCKa,
npejcraBiaennyio (daitiom /$SBITMAP, Mbl MOXXeM B TOYHOCTH BOCCTAHOBUTH MOPSIOK Pa3sMEIICHUS
(bparmMeHTOB ynaneHHoro (aiinaa, HACKOPO coOpaB WX BoenuHO. Bo BCSIKOM cilydae, TEOPETHUECKH.
IIpakTnyeckn >ke Ha 3TOM IyTH HAc J>KAYT KOBapHble mpensarctBusi. C MOMEHTa CO3JaHHS
BOCCTaHABINBacMOro (haina KapTa CBOOOJHOTO JAMCKOBOTO IIPOCTPAHCTBA MOTIJA KalHTaJIbHO
npeoOpasutbesi. Beskoe ynameHuwe (aiioB BBICBOOOXKIAET OJHY HIJIM HECKOIBKO IBIP, XAaOTHYHO
MEPEeMENINBAIOIINXCST € JBIpaMH  BOCCTAHABIMBaeMOro (aiiia, HCKakas KapTuHy. Kak sTomy
npotuBocToATh? Ckanupyem MFT B mouckax 3amnuceid, IOMEYEHHBIX KaK yJaJ€HHbIE, HO €Il He
3arepThiX. JlexkoaupyeM run-list'sl ¥ BBIYEPKHBAEM COOTBETCTBYIOIIME MM ()parMeHTHI M3 CIHCKa
KaHJAMJATOB HA BOCCTAaHOBJEHHE. OJTO CYLIECTBEHHO CY)KaeT KpYr IIOMCKAa, XOTS KOJIHYECTBO
KOMOHMHAIIMH B KOTOPbIE MOXHO cOOparh ()parMeHTUPOBAHHBIH (hailil Mo-NpexkHEMY OCTAaeTCs BEJIHKO.
Ho 3to ewe uro...

Camoe "uHTEepecHOe" HaUMHAETCs, KOT/Ia Ha JUCK OJHOBPEMEHHO 3aIMCHIBAIOTCS HECKOIBKO
(haitoB (Hanpumep, ckaunBaeMbIx ReGet'om n3 HTEepHETa) HUTH (haiiil IIOCTEIICHHO YBEIHYMBAET CBOM
pasmep (HabOupaere auruioMHyio paboty B Word'e?), a B 3TO BpeMs Ha AWCK 3alMCBHIBAIOTCS JpYyTHE
¢aiinel. Korma k cymectByromeMy (aitry monmchiBaeTcst KpolledHas MOpLUs IaHHBIX, (aitmoBas
cUCTeMa HaXOJUT HAMMEHBIIYIO ABIPY, 3aT€M CIEIYIOUIYI0 HAUMEHBIIYIO ABIPY U T. 1., BIJIOTh JI0 TEX
NOp TOKa MaJeHbKHE JBIpbl HE HCUEpNalTCs M TOrja HacTymaerT uepea Ablp moGosbmre. Kax
cieicTBUE, (Al BBIXOAWT CHIILHO (DparMeHTHPOBAaHHBIM — 3T0 pa3. Daiin 3anonHsercss HE OT
OO0JIBIINX JBIP K MEHBIIUM, @ HA000POT (T. €. IPOUCXOAUT UHBEPCUSL CIPAM U PAZMEU|EHUS) — ITO
nBa. Manenskue (hparMeHThl OfHOTO (haiina MepeMeINBaIOTCsl C MAICHBKUME (pparMeHTaMu IpyTHxX
(haitroB — 31O TpH.

XyKe BCEero MOAJAIOTCS BOCCTaHOBJIICHWIO JOKYMEHTHI, co3maHHele B MS Office u Bor
IoYeMy: MPWIOKEHNE CO3/1aeT OOJIBIIOE KOJIMYECTBO PE3EPBHBIX KOMUH pelakTupyeMoro ¢aiina, Kak B
TEKyIeM KaTajore, Tak U B katanore % TEMP%. Bor u pa3depuch kakoil (parMeHT Kakomy ¢aitry
MpUHAAIECKUT!

IIpome Bcero BoccraHaBiuBaThcs ZIP-apxuBbl. Jljis 3TOrO BaM Jaxe He mOTpeOyeTcs
3aIycKaTh AWCKOBBIM pepaktop. OTKpoiiTe BpeMEHHbIH (ailn Ha 3amuch, caenaiite seek Ha pa3mep



CBOOO/IHOTO JIMCKOBOTO TIPOCTPAHCTBA, 3akpoiire ¢aiin. A Temepb 00paboTaidiTe €ro yTWINTON
pkzipfix.exe (unm 3amycrure craHmapTHbeld pkzip.exe ¢ kmodom Fix). B "ucnpaBnenHom" daiine
BOJIIIEOHBIM 00pa3oM mosiBiATCA Bce yrenenmue ZIP-apxussl! BHyTpennsas crpykrypa ZIP-apxuBa
TakoBa, uTo pkzipfix Jierko pacrnosHaeT aaxe nepeynopsoueHHbIe 0JIOKH, OITOMY BBICOKasi CTENIEHb
(parmMeHTaIMM eMy He oMeXxa.

HedparmenTanus Toxxe nmpoucxonut uaTepecHo. CrannaptHoe API nedparmenTanmu B cury
MAJIOTIOHATHBIX OTPAaHWYEHUH ONEepHpyeT HE €AMHMYHBIMH KiacTepamy, a Ojokamu! MHUHUMAaIbHBIN
pa3mep Onoka cocraBisieT 16 KiacTepoB, NpHYeM Havano OJoKa JIOIDKHO OBITh KpaTHO 16 KiacTepaM B
¢aiine! Kak crneacTBue — KOJIMYECTBO MEJKHUX ABIp Mocie AedparMeHTalMyd TOJBKO BO3pacTacT, a
HEINpephIBHBIX 00JlacTeil CBOOOJHOrO IMPOCTPAaHCTBA NPAKTUYECKH COBceM He ocraercs. Kcratu
roBops, nepememats BHYyTpb MFT-30HBI ToXxe HHuero Hemb3d. "Ha mome C: ceoboono 17%, Ho
monvko 5% 0ocmynno 01 UChob308aHusl degpeamenmamopa oucka. s sgpgexmusnoii pabomoi
Ooehpaemenmamop mpebyem no Kpatineu mepe 15% Oocmynnozo c60600H020 mecma'" — 3HAKOMOE
coobmenne, He npaBaa au? "HemoctymHoe" mns medparmentaropa Mecto Haxoautcs BHyTpu MFT-
30HBI (Kak Mbl MOMHHUM, TpH (opmatupoBanun aucka nox $MFT-gaiin pesepBupyercs 10% ot
eMKOCTH TOMa, a 3aTeM [0 Mepe HCYeplaHMs NUCKOBOro mnpocrpanctBa, $SMFT-gaiin ycekaercs
HAaroJIOBUHY M OCBOOOAMBIIIEECS MPOCTPAHCTBO 3aCENSIETCsI MOJIb30BaTEIbCKUMK (aiinamu). Takum
o0pa3zoM, mJIsl TapaHTUPOBaHHOH paboThl jedpramenraropa emy HyxHO 10% + 15% ==25%
CBOOO/IHOTO JMCKOBOTO MpocTpaHcTBa. He cnuiikoM nu BbIcOKas Iuiata 3a nedpramenrtanuto? Ecnu
JKe y Bac CBOOOJHO CBbILIE 25%, HACTOSATEIBHO PEKOMEHIYETCS CO31aTh Ha AUCKE BPEMEHHBIH (ailin u
BBINOJHATH Seek, 9T0OBI 3aMOTHNTH BCe OoJiee MM MEHEee KPYIHBIE JBIPHI, HE JaBasi UX M30POJI0BATH
nedparMeHTaTopy (€CTeCTBEHHO, Iocie aedparmMeHTarmuu 3TOT (aiil HyXKHO ynamuTh). Kcratn
TOBOpsI, Ha CXaTble (ailiibl OrpaHUYeHHEe B 16 KIIacTepoB HE PacCHpOCTPaHSETCS, MO3TOMY MEIIKHE
(aiinbl OYEHBb BBITOJHO JIEPXKATh B C)KATOM COCTOSIHUM — 3TO CYLIECTBEHHO YMEHbIIAeT (hparMeHanuio
toma. [louamie medparMeHTHpyiTe CBOM MUCK! DTO HE TOJBKO YBEIMYHUT OBICTPOJCHCTBHE, HO H
YIIPOCTUT BOCCTaHOBIIEHNE yaJIeHHBIX (aiinos c 3areproii FILE Record.

>>>> gpe3ka hpacmeHmMauyus u ee uccredoeaHue

CymecTByIOT 1O MeHbLIEH Mepe IBe METOAMKH HCCIEIOBaHHUS CTPAaTETHH BBIICICHHS
JIICKOBOT'O MPOCTPAHCTBA: CTaTHYecKasi M JMHAMUYecKas. B mepBoM cirydae MBI IpoCTO 3aIycKaeM
JMCKOBBIM penaktop (mpeamnourutenbHo Disk Explorer or Runtime Software) m ananuszupyem run-
list'sl yxe cymiecTByromux (aiiaoB, 3alMCAHHBIX B Pa3IMYHOE BpeMs M Pa3IMYHBIMU CIIOCOOaMHU
(MOXHO, HampuMmep, CKOIHMPOBaTh (ailyl ¢ OJHOrO MecTa B JPYroe WM IOINEePEMEHHO yBEIHMYHBATH
pa3Mep HecKONbKUX (ailyioB — CTpaTerud BBIIEIEHHS CBOOOJHOTO MPOCTPAHCTBA B OOOMX CIydasx
Oynyr pasnuysel). CTaTHYeCKWi IMOOXOX MOJE3eH TeM, 4YTO JaeT OCCLEHHBIH CTATHCTHYESCKUH
pe3yJIbTaT Ul BCErO TOMA IIEIMKOM, OJHAKO, ONpeNelsieT JIMIIb KOHSUHBI pe3yiabTaT, HO He MyTb,
KOTOPBIM OH OBUI JIOCTUTHYT.

PucyHok 3 craTu4eckuii aHAJIW3 CTPATETHH BbIJeJE€HHs TUCKOBOT0 MPOCTPAHCTBA,
BbINoTHsieMblii mpu momounu Disk Explorer or Runtime Software

JuckoBeiii MouuTop Mapka Pyccunosuuka (http://www.sysinternals.com) mo3BoJsicT
3arIAHYTh B "CBATas CBATHIX" (PAIOBONM CHUCTEMBI W YBHUAETh KaK MMCHHO OHA BBIACTAT IHICKOBOE
MPOCTpaHCTBO s (paitinoB. OcoOEHHO MHTEPECHO 3aITyCKaTh €ro MapaleNbHO ¢ AeparMeHTaTOpOM 1
chkdsk'om — TaliHOe cpa3y CTaHOBHUTCS SIBHBIM.

PucyHok 4 TuHAMUYECKHUI AaHAJM3 CTPATErMu BblJeJeHUs JUCKOBOI0 NPOCTPAHCTBA,
BBINOJIHSIeMBbIi 1pu oMoy /[uckosoro Monuropa Mapka PyccunoBnua

>>>> gpe3Ka HU4YMoO makK He NoCMoOsIHHO, KaK 8 peMeHHoe

Eciu HecMOTps Ha Bce YCHJIMS BOCCTAHOBHTH YaleHHbIM (aiin Tak W He ymaercs,
NONpoOYHTE OTHICKATh €ro Pe3epBHYI0 KOMUI0. MHOTHE MPHUIOKEHHS CO3Ial0T TaKue KOIIMHU, HO HE BCEe
apuImUpyIOT X mpucyTcTBHe. He cronT Tak ke 3a0bIBaTh O (haiiie MoaKadKd, BpEeMEHHBIX (paiinax,
JaMIe MaMsATH U JPYTUX HUCTOYHMKAX, KOTOPbIE MOTYT XPaHUTH (PparMeHTHl BOCCTAHABIMBAEMOIO



¢daiina (a wHOrmAa W Bech (aitm 1enukom). Jlake eCM OHU yXKe OBUIM yIAJCHBI, BO3MOXKHO,
npuHajIekKanas uM (aiaoBas 3amuch emie He Oblia 3aTepTa M BOCCTAHOBJIEHHE HE 3aiiMET MHOTO
BPEMEHH.

3aKJ/1Ilo4eHue

Boccranosnenne (aiiiioB — omnepanus HeCIOXKHas, HO HyIHAs ¥ KpormoTiuBas. Ecnu mo monry
Cﬂy)K6I)I WIM B CHIY HWHBIX O6CTO)ITCJ'H:CTB BaM IPUXOAUTCA 3aHUMATLCA BOCCTAHOBJIICHHUEM
MOCTOSIHHO, — TPOIECC MOXHO "MEXaHHU3MPOBAaTh', HAIKCAB HECKOJBKO MPOCTHIX YTHIUT. UTOOBI
MOJYYUTh JOCTYH K JormdeckoMmy pasmeny B Windows NT mocTaTodHO OTKpHITE OJHOMMEHHOE
YCTPOMCTBO ¢ momompio  ¢yHknun  CreateFile ("\\.\X:", GENERIC_READ,
FILE SHARE READ, 0, OPEN EXISTING, O, 0), rme "X:", rae "X:"— OykBa
JIOTHYeCcKoro aucka (moapooroctr — B MSDN wmim, Kak HbIHUE MOIHO ero Ha3biBaTh — Platform SDK).

He nymaiite, d9ro Bce yxKe HammcaHO 3a70iro 10 Bac! YTHIHAT, NPUTOMHBIX IS
po¢eCCHOHATFHOTO BOoccTaHOBIEHHUS AaHHBIX, moag NTFS nmo cux mop Her (BO BCSIKOM ciydae B
OTKPBITOM mpogaxe). Te ke, 9To eCTh CTPANAIOT MacCOM HEJETbIX OTPaHUYCHUH (HapuMep, HE MOTYT
OTPAaHUYUTH JWATA30H CEKTOPHOTO IOWCKA TOJIBKO CBOOOIHBIM/3aHATHIM IIPOCTPAHCTBOM). Tak dTO
nep3aiite!

B crmexyromelr craThe 3TOrO IUMKJIA MBI  PACCMOTPHM TEXHHKY BOCCTAHOBJICHUS
OTd)OpMaTI/IpOBaHHI)IX JUCKOB, B TOM YHCJIE U TE€X, Ha KOTOPLIC IIOCJIC d)OpMaTI/IpOBaHI/IH YTO-TO
MHCAJIOCh.



