BOCCTaHOBIeHMe yaaneHHbix dannos nog BSD

KpHC KaclepCKu

CTaThsl ONHMCBHIBaeT CTPYKTYpy ¢aiisioBpix cucrem Ttuna FFS/UFS1/UFS2 wu
paccka3pIiBaeT 0 METOAMKAX PYYHOr0 BOCCTAHOBJIEHHSI YIAJIEHHBIX (haiinoB. MaTepual
OPUEHTHPOBAH HAa KBATH(QUUUPOBAHHBIX MOJb30BaTelel, aJAMHHHCTPATOPOB M
CHCTEeMHBIX MPOTPaAaMMHUCTOB, padoTawmux noa BSD-nogo0HsIMu cucTeMamMu.

KOMAHOHOU CIPOKe NOCEAUAETNCA ...

gegedeHue

UFS (pacmmgpossiBactcst kak UNIX File System) — 3To ocHOBHas (aiinoBasi cucremMa JUis
BSD-cucrem, ycranaBnuBaeMasi o ymon4anuio. Maorue kommepdeckue UNIX'sI Takxke HCIIONB3YIOT
m6o camy UFS, 1160 Heuto oveHbp Ha Hee moxoxee. B mMpoTHBOMONOXKHOCTE ext2fs, MCX0KEeHHON
BI0Jd6 U nonepek, UFS kpaifHe OBEPXHOCTHO omucaHa B JOCTYITHOW JIMTEpaType M €AWHCTBEHHBIM
MCTOYHUKOM HMH(OPMAITUH CTAHOBSITCA MCXOIHbBIE TEKCThI, B KOTOPBIX HE TaK-TO MPOCTO pa3odpaThcs!
CymecTByeT MHOKECTBO YTHIINT, BOCCTAHABJIHMBAIOUINX YHUYTOKCHHBIC IaHHBIC (WM BO BCSKOM
CIIydae TBITAIOIINXCS TO JeNlaTh), HO Ha MPOBEPKY BCE OHU OKA3BIBAIOTCS HEPAOOTOCTIOCOOHBIMH, UTO
B 0OIIEM-TO U HEYAUBUTEIBHO, OCKOJIBKY aBTOMAaTHYECKOE BOCCTAHOBJICHHE y/IaJIeHHBIX (ailJIoB 1o
UFS HeBo3MOXXHO B mpuHIMNE. TeM He MeHee, 3TO AOCTaTOYHO JIETKO CHAENaTh BPYYHYIO, €CIIH,
KOHEYHO, 3HaTh KaK.

HeMHOoc0 ucmopuu

UFS Benet cBoto ucropuro ot S5 FS — camoii mepBoii (aitioBoii cucTeMbl, HAMMCAHHOW IS
UNIX B pmanexom 1974 romy. S5 FS Obuia kpaiiHe NMpocTod M HEHNOBOPOTIMBOHM (IO HEKOTOPHIM
JMaHHBIM 2%-5% oT "ChIpoil" MPOM3BOAUTEILHOCTH TOJOTO IWCKA), HO MOHATHS CynepOiioka (super-
block), daiinoBsix 3anuceii (inodes) u 610k0B AaHHbIX (blocks) B Heil yxe cyliecTBOBaIH.

B mpouecce paborsl Han auctpubytrBoMm 4.2 BSD, Beimemmum B 1983 rony, opauHanbHas
¢aiinoBast cucTeMa IpeTepHena HEKOTOpbIe YiydmeHus. bbutn moOaBieHbl UIMHHBIE HMEHA,
CUMBOJIMYECKHE CCHUIKU U T. A. Tak pomamitack UFS.

B 4.3 BSD, yBuzeBmieii cBeT yKe B CIEAYIOUIEM TOy, YIYYIISHHS HOCHIN HaMHOTO Oolee
panuKalbHbBIM, €CIM HE CKa3aTh PEBONIOLMOHHBIA, xapakrep. [losBmimch KOHIENIMH (parMeHTOB
(fragments) w rpynn mwiuHApoB (cylinder groups). beictponeiictBue QaiioBoil  cHCTEMHBI
CYIIECTBEHHO BO3POCIO, 9TO | omnpenenwio ee HazBanue FFS — Fast File System (ObicTpas ¢aitnoBas
CUCTEMA).

Bce nmocnenyronme Bepcun nuneriku 4.x BSD nponumn nmox 3uamenem FFS, Ho B 5.x BSD
¢aiinoBas cucteMa BHOBb M3MEHHIAach. sl MOIAEPKKH AWCKOB OONBIIOTO0 0OBbEMa IIMPUHY BCEX
aJpECHBIX TIOJNEH NPHUIUIOCH YIBOUTH: 32-OMTHas Hymeparus (QparMeHTOB YCTyIHJIa MecTo 64-
OWUTHOM. BTN BHECEHBI U IpyrHe MEHEe CYIIeCTBEHHbBIE YCOBEPIICHCTBOBAHNSI.

@dakTHUeCKH MBI HMEEM JEN0 C TpeMs pasauyHbIMK  (aiiloBEIMM  CHCTEMaMH, HE
COBMECTHUMBIMU JIPYT C IPYTOM Ha YPOBHE 0a30BbIX CTPYKTYP JAHHBIX, OJJHAKO, HEKOTOPbIE UCTOYHUKHU
ckioHHbl paccMatpuBath FFS kak nancrpotiky nan UFS. "UFS (and UFS2) define on-disk data layout.
FFS sits on top of UFS (1 or 2) and provides directory structure information, and a variety of disk
access optimizations" rosoput "Little UFS2 FAQ" (UFS/UFS2 onpedensiem packiaoky OaHHbIX HA
oucke. FFS peanuzosana nosepx UFS I unu 2 u omseeuaem 3a cmpyKkmypy OupeKmopuii  HeKomopbsix
OUCKOGbIX onmumusayuii). JIeiCTBUTENBHO, €CIIU 3arisIHyTh B MCXOJHbIE TEKCTHI (DailoBOM CHCTEMBI,
MOXXKHO OOHapyXwWTh nBa moxakaramora — /ufs u /ffs. B /ffs maxomutcs ompeneneHme cymepOioka
(6a30BOM CTPYKTYpHI, OTBEUAOIILH 32 pacKiIaAKy JaHHBIX), a B /ufs — ompenenenue inode U CTPYKTYpBI
JMPEKTOPUHA, YTO OIPOBEPraeT JAHHBIA TE3UC, C TOYKU 3PEHHUS KOTOPOrO BCE JOJDKHO OBITH C
TOYHOCTBIO 10 HA0OOPOT.

UroObl HE YBA3HYTH B 00j0Te TepMHHOJIOTHYecKuil ToHkocted, mox UFS bl Oymem
NOHMMaTh OCHOBHYIO (aitoByro cucremy 4.5 BSD, a nog UFS2 — ocHoBHyI0 (aiiioByto cucremy
5.x BSD.



cmpykmypa UFS

Bremmae UFS oduens noxoxa Ha ext2fs — Te xe inod'sl, OJIOKU TaHHBIX, (aiiIbl, THPEKTOPHUH. . .
Ho ectp n otnmmums. B ext2fs mmeercss Toiapko oxHa rpynma inod'oB W TOIBKO OIHA TPYIIIAa OJOKOB
JaHHBIX Juia Bcero pasgena. UFS ke mennT pasien Ha HECKOJBKO 30H OJMHAKOBOTO pasMepa,
Ha3bIBAEMBIX IpynaMu mHApoB. Kaxaas 30Ha uMeeT cBoto rpymiy inod'oB U cBOIO TpyHITy GJIOKOB
JIAHHBIX, HE3aBUCHMYIO OTO BCEX OCTaJIbHBIX 30H. [Ipyrum cioBamu, inod'e onuchIBarOT OJIOKK JaHHBIX
TOW W TOJIBKO TOH 30HBI, K KOTOPOH OHM IPHHA/IEKAT. DTO YBEINUMBAET OBICTPOACHCTBUE (alitoBOi
CHUCTEMBI (TOJIOBKA J>KECTKOTO JAWCKa COBepmIaeT 0Oosiee KOPOTKHE NEepeMENICHHA) M YIpOIIaeT
NpPOLEYPY BOCCTAHOBIICHHS MPHU 3HAYUTEILHOM pPa3pyIICHUH IaHHBIX, MOCKOJbKY, KaK MOKa3bIBAET
MPAaKTHKA, OOBIYHO THOHET TONBKO TepBast rpymma inod'e. YToOB HOTHONN BCE TPYIIIEL. .. HY S Jaxke He
3HAIO YTO )K€ TAKOTO C )KECTKAM ITNCKOM HYXHO cienats. A! 3naro! [Tox mpecc momoxuTs!

B UFS xaxpapiii Onok pa3OMT Ha HECKONBKO ()parMeHTOB (MKCHPOBAHHOTO pa3Mepa,
MIPEAOTBpANIalONINX TOTEPI0 CBOOOJHOrO NpOCTpaHCTBa B XBocTax (QainoB. bmaromaps stomy,
UCIIONIb30BaHHE OJIOKOB OOJIBIIOTO pa3Mepa yke He KaKETCsl PacTOUUTEIbHOW HAeH, HAallPOTUB, 3TO
YBEJIMYHMBAET IMPOM3BOANUTEIBHOCT, M yMEHbIIaeT (parmeHTanuto. Ecmu daitn ucnons3yer Oonee
OJHOTO (pparMeHTa B AByX HECME)KHBIX OJIOKaX, OH aBTOMAaTUYECKH IEPEMEIIAETCS] Ha HOBOE MECTO, B
HanMeHee (pparMeHTHPOBaHHBIN PEernoH CBOOOJHOTO mpocTpaHcTBa. 1losatomy, pparmentanus B UFS
OYEHb Majla WM JK€ COBCEM OTCYTCTBYET, YTO CYIIECTBEHHO OOJIETYACT BOCCTAHOBJIICHHUE yIACHHBIX
(haiinoB 1 pa3pyIICHHBIX JAHHBIX.

Pucynok 1 cTpykrypa ¢aiijoBoii cucremsl sS/ext2fs (a) n ufs (b)

Anpecanuss  BenmeTcs JIMOO MO (PM3MUCCKUM CMCIICHHSAM, HW3MEpSIeMBIX B Oaiitax u
OTCUMTHIBAEMBIX OT Hadaia rpymmnbl uauHIpoB (pexxe — UFS-paszngena), nmbo B HOMepax
(parMeHTOB, OTCUMTHIBAEMBIX OT TeX K€ caMbiXx Touek. Jlomyctum, pa3mep OJOKa COCTaBISET
16 Kbaiit, pa3outeix Ha 8 ¢pparmentoB. Torma 69 cextop Oyaer WMETh CMEIICHHE
512 x 69 == 35328 oaiiT mm 1024 x (16/8)/512 x 69 = 276 ¢pparMeHTOB.

B Hauase paszerna pactonoKeH 3arpy30uHbIil CEKTOp, 3aTEM CJIEAYET CynepOIIoK, 3a KOTOPhIM
HaXOAWTCS OIHA WM HECKOJNFKO TpYyNN IWIMHAPOB. /I mepecTpaxoBKH, KOMHUS CyIepOiioKa
nyOonupyercss B KaxIoW rpymme. 3arpy304Hblii CEKTOp He IyOJNHpyercs, HO MO COOOpaKeHUSIM
YHUUKALUHT ¥ eTMHO00pa3ns, O HEro MpoCcTo BhIEseTcst MecTo. Takum 00pa3oM, OTHOCHUTEIbHAS
agpecanus 6J0KOB B KaXKIOH TPyIIE OCTaeTCS HEM3MEHHOM.

PucyHok 2 nocjie10BaTe/IbHO PacnoJioKeHHble IPYNNbI HUJINHAPOB

B UFS cynepbnok pacnomaraercs mo cMemieHuro 8192 Gaift oT Havanma pasjena, dro
cootBeTcTBYeT 16-cextopy. B UFS2 om "mepeexan" Ha 65536 Gaiit (128 cekTopoB) OT Hadyana,
0CBOOOX1asi MECTO JUIS JIMCKOBOM METKHM U HEPBHUYHOTO 3arpy3uyrKa OINEpaliOHHOW CHCTEMBbI, a JJIs
JEWCTBUTENLHO OONBIINX (B MCXOMHBIX TEKCTaX — piggy, T. €. "CBUHCKUX') CUCTEM INpenyCMOTpEHa
BO3MOXKHOCTB ITepeMeIieHus cynepOiaoka o aapecy 262144 6ait (mensix 512 cexropos)!

Cpenu npouciit naboOpMaILuU CYIepOIOK COMCPIKHUT:

Q cblkno— cmemenne nepBO TPymIel ONOKa IUIMHAPOB, H3MEpseMblii B (parMeHTax,
OTCUUTHIBAEMBIX OT Hayaya pa3ziena;

Q fs iblkno — cmemnienue mepBoif inode B mepBoil rpymme HUIMHAPOB ((hparMeHTH OT Havaja
pasnena);

O fs dblkno — cmenienue nepBoro 0J0Ka JAHHBIX B MEPBOM TpymIle MMIMHAPOB (pparMeHTH OT
Hadvaja paszena);

O fs ncg — KoJ-BO TPy HWIMHAPOB (IITYKN);

Q fs bsize — pa3mep oxHOTO OJIOKA B OalTaX;

Q fs fsize — pa3mep omHOTO (pparMeHTa B OaifTax;

Q fs frag — kon-Bo pparMeHTOB B OJIOKE;

O fs fpg— pasMep KaxIOH TpymIsl HWIMHAPOB, BBIPAKECHHBIH B OJ0Kax (Tak e MOXET OBITh

HaiineH yepes fs_cgsize);



s mepeBoia CMEIICHUWH, BBIPAXKCHHBIX B (PparMeHTaX, B HOMEPa CEKTOPOB, CIYXKHT
CﬂeHyKnHaH(bOpMyﬂa:secin(fragmentioffset) = fragment offset*(fs bsize/fs frag/512) WIN
ee6OHeeKOpOTKaHpa3HOBHﬂHOCTbZsecin(fragmentioffset) = fragment offset*fs fsize /512;

Crpykrypa cymepOinoka onpeaencna B (aiine /src/ufs/ffs/fsh u B ympomeHHoM Buze
BBITJISITUT TaK:

struct fs {

/* 0x00 */ int32_t fs_firstfield; /* historic file system linked list, */
/* 0x04 */ int32_t fs_unused_1; /* used for incore super blocks */

/* 0x08 */ ufs daddr t fs sblkno; /* addr of super-block in filesys */

/* 0x0C */ ufs_daddr t fs_cblkno; /* offset of cyl-block in filesys */

/* 0x10 */ ufs_daddr_t fs_iblkno; /* offset of inode-blocks in filesys */
/* 0x14 */ ufs_daddr_t fs_dblkno; /* offset of first data after cg */

/* 0x18 */ int32 t fs cgoffset; /* cylinder group offset in cylinder */
/* 0x1lC */ int32 t fs_ cgmask; /* used to calc mod fs ntrak */

/* 0x20 */ time_t fs_time; /* last time written */

/* 0x24 */ int32 t fs_size; /* number of blocks in fs */

/* 0x28 */ int32 t fs dsize; /* number of data blocks in fs */

/* 0x2C */ int32_t fs_ncg; /* number of cylinder groups */

/* 0x30 */ int32_t f£fs_bsize; /* size of basic blocks in fs */

/* 0x34 */ int32_t fs_ fsize; /* size of frag blocks in fs */

/* 0x38 */ int32_t fs_frag; /* number of frags in a block in fs */

/* these are configuration parameters */

/* 0x3C */ int32 t fs minfree; /* minimum percentage of free blocks */
/* 0x40 */ int32_t fs_rotdelay; /* num of ms for optimal next block */

/* 0x44 */ int32_t fs_rps; /* disk revolutions per second */

/* sizes determined by number of cylinder groups and their sizes */

/* 0x98 */ ufs_daddr t fs_ csaddr; /* blk addr of cyl grp summary area */
/* 0x9C */ int32 t fs cssize; /* size of cyl grp summary area */
/* O0xA0 */ int32_t fs_cgsize; /* cylinder group size */

/* these fields can be computed from the others */

/* 0xB4 */ int32 t fs cpg; /* cylinders per group */

/* 0xB8 */ int32 t fs_ipg; /* inodes per group */

/* 0xBC */ int32_t fs_fpg; /* blocks per group * fs_frag */
/* these fields are cleared at mount time */

/* 0xD0 */ int8_t fs_fmod; /* super block modified flag */
/* 0xD1l */ int8 t fs _clean; /* file system is clean flag */
/* 0xD2 */ int8 t fs_ronly; /* mounted read-only flag */

/* 0xD3 */ int8_t fs_flags; /* see FS_ flags below */

/* 0xD4 */ u_char fs_ fsmnt [MAXMNTLEN]; /* name mounted on */

bi
JIuctuur 1 popmar cynep-6,10ka (BTOPOCTENECHHBIE 0JISI OIIYLI{CHbI)

3a KOHIIOM Cyne0JioKa, Ha HEKOTOPOM OTAAJIEHHMHM OT HEro, HAXOJMTCs NepBas TIpyra
LMIMHAPOB. B Havasne kax[oil Irpynmel pacroyioxkeHa Ciry:keOHas CTpyKTypa Ccg (Jajee 10 TEeKCTy —
OIMcaTelNb TPYNITbI TUIMHIPOB, TepMuH Mol — KK), comeprkainas Marudeckyro 1mocie10BaTeIbHOCTh
55h 02h 09h o koTOpYIO BCe YIENEBIINE TPYIITEI MOXKHO HAWTH JaXke MPH IOJHOCTHIO0 HCIIOPUYSHHOM
cyneOyioke (IITaTHBIM 00pa3oM, CTApTOBBIE aJpeca BCEX IOCIEIYIOMINX TPYII BBIYHUCISIOTCS MTyTEM
YMHOXEHUSI HOMEpa I'PYIIIbI Ha ee pa3Mep, cojepikalnuiics B moje fs_cgsize).

Jpyrue BayKHbIE TapaMeTphI:

Cg_CgX — TOPSAAKOBON HOMEP IPYIIIIBI, OTCUUTHIBAEMBIH OT HYJIS;

cg_old niblk — xon-Bo inode B maHHOI1 rpymIIe;

cg ndblk — Ko-Bo 6710KOB JaHHBIX B JAaHHOHU T'PyTIIE;

csum — KOJI-BO CBOOOJHBIX inode 1 OJIOKOB JaHHBIX B JAHHOMW TPYIIIIE;

cg_iusedoff — cmemeHue kapThl 3aHATHIX inod'e, OTCUUTHIBAEMOE OT HAYaa TAHHOM TPYIIIBI
U U3MepsieMoe B OaiiTax;

O cg freeoff — cMmemienue kapThl CBOOOTHOTO MPOCTpPaHCTBA (OAHTHI OT HaYJa TPYIIIBI);

0000 D

CrpykTypa cg onpenesncHa B ¢aiine /src/ufs/ffs/fs.h i BEITISAINUT cnemyrommm o6pa3zom:
#define CG_MAGIC 0x090255

#define MAXFRAG 8

struct cg {

/* 0x00 */ int32 t cg firstfield; /* historic cyl groups linked list */
/* 0x04 */ int32 t cg_magic; /* magic number */

/* 0x08 */ int32 t cg old time; /* time last written */



/* 0x0C */ int32 t cg_cgx; /* we are the cgx'th cylinder group */

/* 0x10 */ intl6_ t «cg_old ncyl; /* number of cyl's this cg */

/* 0x12 */ intlé_t cg_old niblk; /* number of inode blocks this cg */
/* 0x14 */ int32 t cg_ndblk; /* number of data blocks this cg */
/* 0x18 */ struct csum cg_cs; /* cylinder summary information */
/* 0x28 */ int32 t cg rotor; /* position of last used block */

/* 0x2C */ int32 t «cg frotor; /* position of last used frag */

/* 0x30 */ int32_t cg_irotor; /* position of last used inode */

/* 0x34 */ int32 t cg_frsum[MAXFRAG]; /* counts of available frags */

/* 0x54 */ int32 t cg old btotoff; /* (int32) block totals per cylinder */
/* 0x58 */ int32 t cg old boff; /* (u_intl6) free block positions */
/* 0x5C */ int32 t cg_iusedoff; /* (u_int8) used inode map */

/* 0x60 */ int32 t cg_freeoff; /* (u_int8) free block map */

/* 0x64 */ int32_t cg_nextfreeoff; /* (u_int8) next available space */
/* 0x68 */ int32_t cg_clustersumoff; /* (u_int32) counts of avail clusters */
/* 0x6C */ int32 t cg_clusteroff; /* (u_int8) free cluster map */

/* 0x70 */ int32 t cg_nclusterblks; /* number of clusters this cg */

/* 0x74 */ int32_t cg_niblk; /* number of inode blocks this cg */
/* 0x78 */ int32_t cg_initediblk; /* last initialized inode */

/* 0x7C */ int32 t cg sparecon32[3]; /* reserved for future use */

/* 0x00 */ ufs time t cg time; /* time last written */

/* 0x00 */ int64 t cg _sparecon64[3]; /* reserved for future use */

/* 0x00 */ u_int8 t cg space[l]; /* space for cylinder group maps */

/* actually longer */
JIMCTHHT 2 cTPYKTYpa onucaTeJsi TPyNibl HHJIHHIPOB

Mexny omucareneM TPYHIbl MJIMHAPOB M Tpynnol inode pacroyiokeHa KapTra 3aHSITHIX
inode ¥ kapra CBOOOJHOTrO JMCKOBOTO MPOCTPAHCTBA, IPEACTABISIONME COOO0H OOBIKHOBEHHBIE
OuToBbIe OIS, TOuHO Takue ke kak u B NTFS. Tlpu BoccTanoBieHun ynaneHHbix daitnoB 6e3 3Tux
KapT HUKyzpa! OTIenss 3epHA OT IUICBEN, OHHM CYIIECTBEHHO CY)XAlOT Kpyr ITOMCKA, YTO OCOOCHHO
XOPOIIIO 3aMETHO Ha JINCKaX, 3aII0JIHEHHBIX 0oJiee YeM HalloJIOBUHY.

3a xapramu ciemyeT MaccuB inod'oB, CMEIICHHE KOTOPOTO COAep KHUTCs B mole cg_iusedoff
(ampec mepBoit rpymnmsl inode mpoxy6muposaH B cynepbioke). ITo cyru, B UFS crpykrypa inode
HUYEM He OoTinyaercst oT ext2fs, Tonbko pacronoxenue nojied apyroe. K Tomy ke MMeeTcst TOJNBKO
OJIMH OJIOK KOCBEHHOM ajipecaiii BMECTO TPEX, HO 9TO Y)Ke JeTalli, B KOTOpbIe He OyIeT yriyousTbes
(MHAue WITM 3aBHCHEM WJIM 3aBS3HEM), a JIydllle paCCMOTPUM Ha3HaueHHe (yHIaMEeHTABHBIX MOJIeH, K
YHCITy KOTOPBIX MIPUHAJIEKAT:

di_nlink — xomn-Bo cceutok Ha ¢aitn (0 o3HagaeT "ymanen");

di_size — pa3mep oaiina B Oaifrax;

di_atime/di_atimensec — BpeMs IOCIEIHETO AOCTYNA K (aiiry;

di_mtime/di mtimensec — Bpems nocnenHed MOANPUKALINY;

di_ctime/di_ctimensec — BpeMs 1ocjaeJHEero n3MeHeHus inode;

di_db — agpeca nepBbix 12-0510kOB TaHHBIX (aiia, OTCYUTHIBAEMbIC B ()parMeHTax OT Havyaia
IpyMIbl HWIMHIPOB;

di_ib — anmpec 610KOB KOCBEHHOHU ajipecartin ((pparMeHTHI OT Havyasia TPYIIIE);

O000O0D
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Cama cTpykrypa inode onpenerneHa B daiine /src/ufs/ufs/dinode.h u mst UFS1 BeIrnsaauT Tak:

struct dinode {

/* 0x00 */ u_intl6 t di_mode; /* 0: IFMT, permissions; see below. */
/* 0x02 */ intl6_t di_nlink; /* 2: File link count. */
/* 0x04 */ union {
u_intlé t oldids([2]; /* 4: Ffs: old user and group ids. */
int32_t  inumber; /* 4: Lfs: inode number. */
}odi_u;
/* 0x08 */ u_int64_t di_size; /* 8: File byte count. */
/* 0x10 */ int32_t di_atime; /* 16: Last access time. */
/* 0x14 */ int32 t di atimensec; /* 20: Last access time. */
/* 0x18 */ int32 t di mtime; /* 24: Last modified time. */
/* 0x1C */ int32_t di_mtimensec; /* 28: Last modified time. */
/* 0x20 */ int32 t di_ctime; /* 32: Last inode change time. */
/* 0x24 */ int32_t di_ctimensec; /* 36: Last inode change time. */
/* 0x28 */ ufs_daddr_t di_ db[NDADDR]; /* 40: Direct disk blocks. */
/* 0x58 */ ufs_daddr_t di_ ib[NIADDR]; /* 88: Indirect disk blocks. */
/* 0x64 */ u int32 t di flags; /* 100: Status flags (chflags). */
/* 0x68 */ int32_t di_blocks; /* 104: Blocks actually held. */
/* 0x6C */ int32_t di_gen; /* 108: Generation number. */
/* 0x70 */ u int32 t di uid; /* 112: File owner. */

/* 0x74 */ u int32 t di gid; /* 116: File group. */



/* 0x78 */ int32 t di spare([2]; /* 120: Reserved; currently unused */
}i

Jluctunr 3 crpykrypa inode B USF1

Pucynok 3 cxemaTuuHoe u3o00paxenue inode

B UFS2 ¢opmar inode ObL1 CyIIECTBEHHO U3MEHEH — ITOSIBUIIOCH MHOKECTBO HOBBIX ITOJIEH,
yIBOWJIACh IIMPUHA AJPECHBIX MOJIeH u T. 1. UTo 3TO 0003HayaeT I HAac B NMPAKTUYECKOM IUTaHe?
CwMeriieHus Bcex IMOJIeH N3MEHHIINCh, TOJIKO U BCEro, a OOIIUI MPUHIUI PaboThl ¢ inod'aMu ocTascs
TPEXKHUM:

struct ufs2 dinode {

/* 0x00 */ u intlé6 t di mode; /* 0: IFMT, permissions; see below. */
/* 0x02 */ intlé_t di_nlink; /* 2: File link count. */

/* 0x04 */ u_int32_t di_uid; /* 4: File owner. */

/* 0x08 */ u int32 t di gid; /* 8: File group. */

/* 0x0C */ u_ int32 t di blksize; /* 12: Inode blocksize. */

/* 0x10 */ u_inté64_t di_size; /* 16: File byte count. */

/* 0x18 */ u_int64 t di blocks; /* 24: Bytes actually held. */

/* 0x20 */ ufs_time t di_atime; /* 32: Last access time. */

/* 0x28 */ ufs_time_t di_mtime; /* 40: Last modified time. */

/* 0x30 */ ufs _time t di ctime; /* 48: Last inode change time. */

/* 0x38 */ ufs time t di birthtime; /* 56: Inode creation time. */

/* 0x40 */ int32_t di mtimensec; /* 64: Last modified time. */

/* 0x44 */ int32_t di_atimensec; /* 68: Last access time. */

/* 0x48 */ int32 t di ctimensec; /* 72: Last inode change time. */

/* 0x4C */ int32 t di birthnsec; /* 76: Inode creation time. */

/* 0x50 */ int32_t di_gen; /* 80: Generation number. */

/* 0x54 */ u_int32_t di_kernflags; /* 84: Kernel flags. */

/* 0x58 */ u int32 t di flags; /* 88: Status flags (chflags). */

/* 0x5C */ int32_t di_extsize; /* 92: External attributes block. */

/* 0x60 */ ufs2 daddr_ tdi extb[NXADDR];/* 96: External attributes block. */

/* 0x70 */ ufs2 daddr_ tdi db[NDADDR]; /* 112: Direct disk blocks. */

/* 0xD0 */ ufs2_daddr_tdi ib[NIADDR]; /* 208: Indirect disk blocks. */

/* 0xE8 */ int64 t di spare[3]; /* 232: Reserved; currently unused */
i

JIuctuHr 4 crpykrypa inode B USF2

Hmena daitioB xpansarcs B aupekropusx. B inod'ax mx Her. C touku 3penuss UFS,
TUPEKTOPHH SIBISTIOTCS OOBIKHOBEHHBIMH (paiiyiaMu (HYy, MOKET, HE COBCEM OOBIKHOBEHHBIMH) H MOTYT
XpaHUTCSI B IIOOOM MecTe, NpWHAIekKameM Tpymne InHapoB. @ainoBas cucrema UFS
MOJI/IEPKUBACT HECKOJIBKO THUIOB XEHIMPOBAHUS AWPEKTOPHH, OJHAKO Ha CTPYKType XpaHEHHS UMEH
9TO HUKaK He oTpaxaercsi. iMeHa xpansrcs B O10kax, HaspiBaeMblx DIRBLKSIZ B cTpykTypax THma
direct, BBIpOBHEHHBIX 110 4'X 0alTOBOW rpaHHIIE.

PucyHok 4 xpaHeHue uMeH ¢aiiioB U JTMpeKTOpHii

Crpykrypa direct ompemenena B ¢aitme /src/ufs/ufs/dirh u comepxut: HOMep inode,
ONMCHIBAIONINHA MaHHBIA (aiin, THm Qaiima, ero mMsa, a TakK XK€ JINHY CaMOi cTpyKTypsl direct,
HCIIONIB3yEMYIO /ISl HaXOXKJIeHus cienytomero direct'a B Giroke.

struct direct {

/* 0x00 */ u_ int32 t d _ino; /* inode number of entry */

/* 0x04 */ u_intl6_t d reclen; /* length of this record */

/* 0x06 */ u_int8 t d type; /* file type, see below */

/* 0x07 */ u_int8_t d_namlen; /* length of string in d name */
/* 0x08 */ char d name [MAXNAMLEN + 1];/* name with length <= MAXNAMLEN */

bi
JIncruHr 5 crpykrypa direct, oTBeuaromas 3a XxpaHeHHe UMeH (ailyioB U JUpeKTopHii

Ha stom onucanue daitnoBoii cucrembl UFS MOXHO cuuTaTh 3aKOHYEHHBIM. [ljsi py4HOTO
BOCCTAaHOBJICHUSI JAaHHBIX MPUBEJCHHON HH(POPMAIMHU BIIOJIHE JOCTATOYHO.



Ha ob6s10MKax umMnepuu

[Ipn ynanennn daiina na UFS-pazaene npoucxoanT cienyromee (COOBITHS MEPEUNCICHBI B
TIOPSIZIKE PACIIONOXKEHHS COOTBETCTBYIOIIUX CTPYKTYP B pa3feie M MOTYT HE COBIA/IATh C MOPSIIKOM MX
BO3HMKHOBEHUS):

B cymnep0iioke 0OHOBIIsIeTCs moJie fS_time (BpeMst MOCIIEIHEro TOCTYIa K Pa3ieiy);

B cymepOiioke oOHOBIseTcs cTpykTypa fs cstotal (kon-Bo cBoOomHBIX inod'oB U OJIOKOB

JIAHHBIX B pasJiene);

Q B rpynne MWIKHAPOB OOHOBISIOTCS KapThl 3aHATHIX inod'oB U 010KOB AaHHBIX — inod'e U Bce
OJIOKH JaHHBIX yHaysieMoro Qaiiyia moMe4aroTcsi Kak 0CBOOOXKICHHEIE;

O B indoe MaTepWHCKOTO KaTajora OOHOBIIIIOTCS TOJS BPEMEHH IIOCIEAHErO IOCTyma M
MO UKAITHH;

O B indoe MaTepuHCKOTo KaTajaora OOHOBIISIETCS ITOJIE BPEMEHH ITOCIIETHET0 H3MEHEH ! inode;

O B inode ynansemoro daitna noist di mode (IFMT, permissions), di_nlink (kon-Bo ccbuiok Ha
(aiin) u di_size (pa3mep daiina) BapBapcKu OOHYJISIOTCS;

Q B inode ynansemoro ¢aiina mons di_db (MaccuB yka3zateneii Ha 12 nepBbIx 6J0KOB daiina) u
di_ib (yxa3arenpb Ha OJIOK KOCBEHHOMU agpecaliui) 0€3:KaI0CTHO 3aTUPAIOTCS HYJISIMH,

Q B inode ymansgemoro ¢aiia OOHOBIAIOTCA MOJSA BPEMEHH IOcienHell momudukamuu u
m3MeHeHns inod'e, BpeMs IIOCIIEAHET0 JOCTYIA TP ITOM OCTAETCSI HEU3MEHHEIM;

Q B inode ynmamsemoro Qaiiina ooHOBIsIeTcs Tosie di_spare. B MCXOJHBIX TEKCTaX OHO MMOMEYCHO
kak "Reserved; currently unused", Ho mpocMOTp JamIa MokasbIBaeT, 4To 3T0 He Tak. Cy/s 1mo
BCEMY 37IeCh XPaHMTCS HEUTO BpOJe IMOcienoBaTeabHOCTH oOHOBIeHMs (update sequence),
UCIIONIB3YEMOIT ISl KOHTPOJIS 1IeJI0CTHOCTH indoe, 0JJHaKo, 3TO TOJIBKO MPEAIOI0KEHHE;

Q B [JUPEKTOPHHM yHAJIEHHOrO (aiima, pasMmep mpeamecTByomeil crpykrypsl direct

yBenuuuBaetcs Ha d_reclen, B pe3ynbTare uero oHa kak Obl "MOrIomiaeT" UMs yAajisieMoro

(¢aiina, 01HAKO, €ro 3aTUPAaHUs HE IPOHCXOAUT, BO BCAKOM CIydae OHO 3aTHpaeTcs He cpasy,

a TOJIBKO TOT/Ia, KOTJIa B 3TOM BO3HHKHET peajbHas HeOOXOAUMOCTh;

a
a

Kak Mbl 6ydem Odelicmeoeamb

Ilocne HempenHaMEpPEeHHOTO yHOANCHHS OJHOTO MM HECKOJBKHX (halIoB HEMEIIEHHO
JEMOHTHPYHTE pa3fen M 3alyCTHTE IHCKOBBIH pEHakTop, paboTaromuii Ha CEKTOPOB YpPOBHE.
Hanpumep, MoxxHO Bocmosb3oBatbcss BSD-moprom yxe wu3BecTHoro Ham penakropa lde. K
coxaneHnro, Ha MoeMm cucteme (4.5 BSD) on paboraer kpaiiHe HecTaOWJIBHO M HE OTOOpa)kaer
OCHOBHBIE CTPYKTYpBHI JaHHBIX B yjoOounTaeMoM Buze, xoTs nojuepxkka UFS B Hem 3asBiena. [Ipu
HQJIMYUK JOCTAaTOYHOTO KOJIMYECTBA CBOOOIHOTO MECTa MOXKHO CKOIMPOBaTh paszzesl B (aiin u
HATpPaBUTh Ha Hero Jito0oil hex-penakrop (Hampumep, biew) WM OTKPBITH HEMOCPEACTBEHHO CaMo
ycTpoicTBo paszena (tuna /dev/adOsla). A emie MOXXHO BCTaBUThH B IPUBOJ 3arpy30unbiii CD-ROM ¢
Windows PE u Bocmons3oBatbes mo66mM Windows-penakropom ot Microsoft Disk Probe o Runtime
Disk Explorer'a. To xe camoe cpaBemnueo u aist Norton Disk Editor'a, 3amymieHHOTO ¢ TUCKETHI U3-
mox MS-DOS (npaBaa Hu aucku 6onpmoro oosema, Hu SCSI-yerpoiicTBa oH He moaaepxkuBaet). Emne
MoxkHO 3amyctuTh KNOPPIX mmm mro6oit Live LINUX, opueHTHpOBaHHBIII Ha BOCCTaHOBJICHHE
(npaBna, B OOJBIIMHCTBE "peaHMMAMOHHBIX" JUCTPUOYTUBOB, U B 4aCTHOCTH, Frenzy 0.3, Hukakoro
JIMCKOBOTO pelakTopa BooOIe Het!)

B o6miemM, kak TOBOPUTCsI, HAa BKYC M IIBET TOBapHUIIEH HET. ..

mexHuUKa eoccmaHoeJsieHus1 ¢hausioe

Haunem c rpycrHoro. Ilockonmeky, mpu ynaneHnn (aiina cchUlkH Ha 12 TepBEIX OJOKOB U
3 610Ka KOCBEHHOH ajJpecali HeoOpaTUMO 3aTHPAIOTCs,, aBTOMaTHYEeCKOE BOCCTAHOBJIICHUE JAHHBIX
HEBO3MOXHO B npuHuune. Haiitn ynanennsiii ¢aitn MOXXHO TONBKO 1O €ro copepxuMomy. Mckats,
€CTECTBEHHO, HEOOXOIMMO B CBOOOIHOM IPOCTPAHCTBE. BOT TyT-TO HaM M TNPUTOASATCS KapThl,
PaCIIONIOKEHHBIE 32 KOHIIOM OIMCATENA IPYIIIBI HWIMHAPOB.

Ecrm mam moBeseT u aiin okaxercs HepparmeHTHpoBaHHBIM (a Ha UFS, kak yxe
O0TMEYaJoch, (pparMeHTanusi OOBIYHO OTCYTCTBYET WJIM KpalHE HEBEIHKa), OCTalbHOe OymeT merom
TeXHHUKH. [IpocTo BEIZENsIEM TPYIITy CEKTOPOB U 3aITUCHIBAEM €€ Ha JIUCK, HO TOJIBKO HH B KOEM Cllydae
HE Ha caM BoccTaHaBimBaeMbli paszaen! (Hampumep, daitn MojkHO epeaars Ha COCEAHIO MAIINHY 110
cern). K cokanenuto, nose 1uHbI Qaiina 6e3KaJoCTHO 3aTUPACTCsl IPU €ro YAAICHUN U aKTYyallbHBIH
pasMep MpHUXOAWTCS OIpeAeNiaTh '"Ha T1a3ok". 3BYYUT HAMHOIO CTpaliHee, YeM BBITJISIUT.
Heucnonb3yembiii XBOCT TOCIEAHEro (parMeHTa Bcerna 3a0WMBacTCs HYJSAMH, YTO JaeT XOPOIIH



opuentup. IIpoGnema B TOM, 4TO HEKOTOpHIE THUIBI (ANIOB COAEPkKAT B CBOEM KOHIIE HEKOTOPOE
KOJIMYECTBO HYyJIEH, NPH OTCEYEHHH KOTOPBIX MX PabOTOCIIOCOOHOCTH HapyllaeTcs, MO3TOMY TYT
HPUXOJUTCS IKCIIEPUMEHTUPOBATB.

A ecnu daiin ¢pparmentupoBan? I[lepseie 13 610k0B (MMeHHO 0JOKOB, a He (parMeHTOB!)
npugeTcs cobupats pykamu. B maeane 3to OymeT ogWH HENpPEphIBHBIN pernoH. XyKe, ecIH MepBHIi
(parMeHT pacnonoxkeH B '"dyxoMm" Onoke (T.e. ONIOKe YaCTHYHO 3aHATOM ApYyruM (aitmom), a
ocraBmecs: 12 OJOKOB HaxoAATCS B OJHOM WM HECKOJBKHX perHoHax. BooOmie-To nocTaTtodHo
TPYIHO NPEACTaBUTh cebe CHUTyaluio, B KOTOpoi mepBble 13 OnokOoB ObulM OBl  CHIIBHO
(dparmentupoBanbl (a2 momnepxkka (oHoBoit aedparmentaimun B UFS nHa uro?) Takoe Moxer
NPOU30WTH TOJBKO NPH HMHTEPECHOH 'meperpynnupoBKe” OONBIIOro KoJiMuecTB (aiioB, 4yTo B
peabHOM KU3HU MPAaKTHYEeCKH HUKOTIAa He BCTpeyaeTcs (Hy pa3Be TOJIBKO YTO BHI 3ayMalld HaBECTH
HOPSJIOK Ha CBOEM JKeCTKOM Jcke). Kopoue, Oyznem cumrarb, uto 13'H Onok daiina naiinen. B maccus
HENOCPEICTBEHHON aJipecalliiil OH y)Ke He BJe3aeT (TaM colepKarcs TOJNBKO 12 OIIOKOB) M CCHUIKA Ha
HEro, Kak W Ha Bce MOcCIenyromme Oyokm (aiima, MOIDKHA COMepXKaTbcsi B OJOKaX KOCBEHHOM
ajipecaliiy, KOTOpble NpH ynaneHuu (aiina rmoMedaercsi Kak CBOOOIHBIC HO HE 3aTHUPACTCs, TOUHEE
3aTHPAIOTCS, HO He cpa3y. bosnbmmHcTBO (haiinoB 00X0AATCs TOIBKO OXHUM KOCBEHHBIM OJIOKOM, 4TO
CYIIIECTBEHHO YIIPOILAET Hally 3a/4ady.

Kak HaiiTm 3TOT O)OK Ha mucke? Brrumcnsem cmenienue 13'ro Onoka ¢aitma oT Havana
TPYMIBI HTWIMHAPOB, IEPEBOINUM €T0 B (hparMeHThI, 3aIIUCHIBACM ITOJTyYHBIIIEECS YHCIIO 3a/I10M Halepen
(Tak, 4ToOBI MIIaAIINE OANTHI pacroarajich M0 MEHBLIMM aIpeCaMM) U OCYIIECTBISIEM KOHTEKCTHBIN
TIONCK B CBOOOZTHOM IIPOCTPAHCTBE.

OTnrunTh 070K KOCBEHHOW aipecaliiil OT BCEX OCTAIBbHBIX THUIIOB JaHHBIX OYEHb JIETKO — OH
TIpecTaBIsieT cO00H MaccHB yka3aTeslel Ha OJOKH, a B KOHIE HAYT HyiH. OcTaeTcsi TOJIbKO M3BIEYb
9TH OJIOKH ¢ IWCKa W 3amucaTh WX B (pain, oOpesas ero mo HyxHoW amuHe. BHumanwe! Ecnmu BBI
HAIIUTM HECKOJIbKO "KaHAumaToB" B OJOKM KOCBCHHOH anpecaiuu, 3TO O3Hayaer, 4to 13" 0ok
ynasneHHoro (aiia B pa3Hoe BpeMs IPUHAJUIeKaN pasnuHbIM (ailiiaM (a Tak, CKkopee Bcero u 0yner).
He Bce xocBeHHBIE OGIOKM OBIIM 3aTEPThI, BOT CCBUIKH M OcTanuch. Kak oTnmumTh "Hamr" OI0OK OT
"qyxux"? Ecnmu XoTsi Obl OfHA U3 CCHUIOK YKa3bIBaeT Ha YK€ 3aHSTHIM OJIOK JAHHBIX (YTO JIETKO
OTIpeNeNUTh TI0 KapTe), TakoW OJNIOK MOXKHO cpa3y OTKuHYTh. OcraBmmecss OJOKH TepeOuparoTcs
BPYYHYIO O TIONy4eHHs padoTocrocoOHOoM kommu daitna. Vims daiina (ecam oHO emie HE 3aTepTo)
MOYXHO W3BJICYb W3 JUPEKTOpHUH. ECTeCTBEHHO, NMpPM BOCCTAHOBJICHWHM HECKOJBKHX (hailJIoB MBI HE
MOYKEM OJHO3HAYHO CKa3aTh KaKOe W3 MMEH KakoMy (aiily NMpUHAJICKUT, TEM HE MEHEE 3TO BCE XKe
Jydllle, 4YeM COBCEM HHUUero. J[MpeKTOpHH BOCCTaHABIUBAIOTCS TOYHO TaK )K€ KaK U OOBIKHOBEHHBIC
(aiinbl, XOTs 1O NpaB/e roBOpsi, B HUX KpoMe MMeH (ailyioB Hedero BOCCTaHABIIMBATD. . .

3aKJ/1Ilo4eHue

OnucaHHBI METOJ BOCCTaHOBJICHUS IaHHBIX CTPajaeT Kyuyel orpaHudeHuil. B wactHOCTH,
MIpY yJaJeHHH OOJIBIIOTO KOJIMYECTBA CHIIBHO ()parMEHTHPOBAHHBIX JBOMYHBIX (PAiIOB OH TOBOPHT
"mac" ¥ yXxoguT B KycThl. Brl Tonbko yObeTe cBOe Bpemsi, HO HaBpPSJ JM Haiiiere cpenu 0OJIOMKOB
(aiinoBoii cucTeMsl 4TO-TO Moje3Hoe. Ho kak Obl TaM HHM OBUIO, IPYroro BBIXOJa MPOCTO HET (eciu,
KOHEYHO, HE CUMTATh PE3EPBHOM KOMMUIO, KOTOPOHl TOXKE HET), MO3TOMY, S BCE-TAaKH CUHUTAI0, YTO
JTaHHas CTaThs OyleT coBCceM HeOeCIoIe3HO.

>>> gpe3Ka YyemMm eoccmaHaesiueamb?

Komnanus Stellarinfo (stellarinfo.com) BeimycTiina yrunuty "Phoenix", npenHasHaueHHYyO /st
BOCCTAHOBJICHUSI JaHHBIX W MOJICP)KUBAIOLIYIO MTPAKTHYECKH BCE IMOMYJISIPHBIC (ailJIOBBIE CHCTEMBI,
KOTOpPBIE TOJBKO M3BECTHHI Ha ceromusamHui AeHb (1 UFS B ToM uncne). JleMOHCTparoHHYI0 KOIIHIO
MOKHO CKa3aTh 1o ampecy http://www.stellarinfo.com/spb.exe. OOpaTtuTe BHIMaHHE Ha pacIIUpEeHHE
¢aiina. 1o exe. Cyas no rpade "Platform Supported" on paccuuran Ha BSD. Ara, tak on B BSD u
3anycrurcst! IlotpeGyercst ycTaHaBiIMBaTh B CHCTEMY JOIOJHUTCIBHBIA BHHYECTEp ¢ paboueii
Windows u uncramaupoBars Phoenix nosepx Hee. Ilox Windows PE oH paborars oTkaseiBaercs... Ha
Windows 2000 3amyckaeTrcs, HO IpH TONBITKE aHalIW3a 3aBEJOMO HCIPABHOTO pasjelia IMajaeT ¢
BOIUIEM O KpuTHYecKoi ommnoOke. Ha npyrux cucremax si ero He npoBepsul. TeM He MeHee, CChUIKY Ha
¢aiin Bce-Taku naro. Bo-mepBhIx, IycTh BCE 3HAIOT, YTO 3TO 33 3BEph M OCOOBIX HAJEX HA HEro He
BO3JIaraloT, @ BO-BTOPBIX, HE HCKIIOYEHO YTO Y KOI'0-TO OH BCE-TaKH CpaboTaer.

Pucynok 5 ¢eHukc cod0CTBEHHOI mepcoHoit



The Sleuth Kit npeacraBnsier co0oii GecriaTHO pacrpocTpaHsIeMblii KOMIUIEKT yTHIIUT JUIS
PYYHOTO  BOCCTaHOBJEHHs  (paillioBoil  cHUCTEMBI, KOTOPHI MOXHO HAWTH 1O  ajpecy
(http://www sleuthkit.org/), Ttam ke (http://www.sleuthkit.org/sleuthkit/docs/ref fs.html) mnexur
Kpatknii how-to. YBEI, dyzec He ObIBAET M BCSI METOIMKA BOCCTAHOBJICHHS CBOJHUTCS K CKAHUPOBAHHIO
CBOOO/IHOTO TIPOCTPAHCTBA HA IPEAMET MOMCKA ()ParMEHTOB C U3BECTHBIM COJEPKUMBIM.

Foremost — eme oxHa OecruiaTHas YTHIMTa Ui BOCCTAQHOBJICHHS YHIAJICHHBIX (aiiioB,
OCHOBaHHasi (popMaTe WX 3aroJIOBKOB Ha OCOOCHHOCTSX CTPYKTyphl. EcTecTBeHHO, OHa paboTaeT
TOJBKO ¢ TeMHu (haiilaMu, 4Ybe CTPOCHHME €W H3BECTHO. TeM He MeHee, [0 CpPaBHEHHIO C ee
MpeaniecTBeHHUIIaMU dT0 Oousibioi mar Bmepen! Kcrtatu roBopsi, YTHUIMTAa B3aUMOJEHCTBYET C
(haittoBoii CHCTEMOI HE HAIPIMYI0, a 00padareiBaeT (aiibl monydeHHble KoMaHoi dd win Habopom
Sleuth Kit, 6maromaps gemy oHa "momuepkuBaet" Bce (paiiioBreie cucTeMbl. [locieaHss BEpCHs JIeKHUT
Ha cepsepe http://foremost.sourceforge.net/



