HaWTU U YHUYTOXUTD...
(nocobune no 6opbLbe ¢ BUpycamu u TpossHamMm)

KPHC KacIllepCKH aKa MBIIIbX, no-email

TPAANIHOHHO UISl MOMCKA KOMIIBIOTEPHOI 3apa3bl HCMOJb3YIOTCS AHTUBHPYCHI, 0HAKO
pe3yabTaT UX AesiTeJIbHOCTH He BcerJa ONnpaBIbIBaeT O:KMIAaHHEe M MHOTHe U3 BHPYCOB
324aCTYH) OCTAKTCS HEPACNO3HAHHBIMHM, OCOOEHHO €CJIM OHU HANKCAHbI OKPEeCTHBIM
XaKepoM W [0 aJeNTOB AHTHBHPYCHOH HWHAYCTPHH elle He IOILIH. K CYACTHbIO, B
0O0JBLIIMHCTBE CJyYyaeB 3apa3a Mo:KeT OBbITh OOHApy:KeHAa BPYYHYK) H 3Ta CTAThS
NMOKAa3bIBaeT KakK!

gsedeHue

B xonme cBoeii sBoronMH, OINEpalMOHHBIE CHUCTEMbI cemelictBa Windows paspociuch 10
HEBEPOSTHBIX pa3MEpOB, MPEBPATUBLIMCH B MOJENb HACTOSIIET0 TOCYJAPCTBA B MHHUATIOPE.
KonnuectBo (aiinoB, XpaHsmMXCS MOJ KallOTOM JKECTKOTO JMCKa, BIIOJHE COMOCTaBUMO C
YHCIIEHHOCTBIO HaceJIeHUs KaKoM-HIOYAb eBporieiickoi cTpansl Haronooue 11IBeiinapyun uiu [Nonbimm.
CyecTBYIOT COTHHU THICSIY MECT, IPUTOAHBIX JUIS BHEAPCHUS BUPYCA, U B 3THX YCIOBUSIX MY HHYETO
HE CTOWT 3aTepAThCA TakK, 4yTo HUKakoi CoOdak ero He HaiizeT.

Hukto He B COCTOSHMH IPOaHAIM3UPOBATH BCE, HMMCIONIMECS B €r0 PaCHOPSKCHUH
ucnonaseMele  (aiinpl, nuHamMpdeckne OuOmmorekn, OCX-KOMIIOHEHTHI W T. ., [O3TOMY
rapaHTHPOBAHHO OOHAPY>KUTH 3JI0BPEIHBIH KOJ METOIOM PYyYHOTO aHaji3a HEBO3MOXKHO, OCOOEHHO Ha
PaHHUX CTaJIusIX BTOPXKCHHWS, KOT/A 3apaXeHO HeOouspInoe KoindecTBo (aitmoB. OpHako, CTOUT
BUPYCY MOPa3UTh CHUCTEMHBIN (hailyl WK CIeHUaTbHO MOJOPOIICHHYIO Ipo30duiy (a OH paHO WIH
MO3/THO CZEJAeT ATO), KaK OH TYT e BBLAACT cels ¢ rosoBoii! C Hepa3MHOKAIOUIMMHUCS TPOSTHCKHUMHU
nporpaMMaMH Jiejla 00CTOAT HAMHOTO CJIOKHEE. 3aceBUIMH B YKPOMHOM MECTE TPOSH MOXKET
IpATaThCA TOJlaMH, HUYEM HE BBIaBas CBOETO MPUCYTCTBHUSA, a 3aT€M B OJHUM "TIPEKpacHBIN" MOMEHT
HEOXXHUIAHHO MPOCHYTHCS M CIIENaTh U3 BUHYECTEPa BUHETPET.

OTO HE O3HA4YaeT, 4TO PY4YHOH MOHMCK Oecrone3eH. IIpocTo HE CTOMT MEpEOUEHWBATH €TO
BO3MOXHOCTH. ..

ecsiu edpye OMKPbIJTICA JTHOK...

Bupychl u TposHCKHE HpOrpaMMBbl Yallle BCEro MUIIYTCS HAYMHAIOIIMMH IIPOTPAMMHCTAMH,
HE MMEIONIMX aJeKBaTHOTO ONbITAa IPOSKTHUPOBAHMS, W IPAKTUIECKH BCEra JOMYCKAIOMMX OO0JbIIoe
KOMM4ecTBO (haTambHBIX OMMOOK. "Bmaromaps" 3ToMy, caMOYyBCTBHE 3apa)KCHHOH CHCTEMBI PE3KO
YXYIIIAeTCsl — TOSIBIISIFOTCS COOOIEHUSI O KPUTHUYECKHX OINMOKaX B CaMbIX HEOXKHJIAHHBIX MECTax,
MOJTHOCTBIO WJIM YacTUYHO HapymaeTcss paboTOCIOCOOHOCTh HEKOTOPHIX HPHIIOXKEHUH. Bpews
3arpy3KH ONEepalMoOHHON CHCTEMBI 3HAYUTEIHHO Bo3pacTaeT. He ymaercs BBINOIHUTE MIPOBEPKY IHCKA
u/unu ero aedparmenraiyio. [Ipon3BogUTEILHOCTD A aeT. . .

EcrecTBeHHO, BCE 3TM TPH3HAKM MOTYT BBI3BIBATHCS BOJIHE JIETAIbHBIM HO HEKOPPEKTHO
YCTaHOBIICHHBIM NIPHUJIOKEHUEM WIIM alNapaTHBIMU HEHCHPaBHOCTSAM. He cTONT B KaKIOM BCTPEYHOM
Gare BuzeTh BHpyca. BupycohoOus — omacHas Bellb, HAMHOTO OoJiee OIlacHAasi YeM BHPYCHI M elle
HHUKOTO OHa HE JOBOIMIA A0 J00pa.

J.exe - DwMGKa NpUACKEHHA E

Q WHEeTpykLMA o aopecy "0-00401 056" ofparunace k namATy no agpecy "'0<0040100F", TamATE He MoxeT Gbme witten',

"OK" - 3aBEQLIEHUE MPHMNOHEHMA
"OTrEHS" -- OTNEAKS NPUAOHEHMS

OrraeHa

PucyHok 1 Tak BBITJISITUT co001IeHUe 0 KpUuTHYecKoil ommnoke B Windows 2000 — BepHbIii
CIHYTHUK HEKOPPEKTHO HAMMMCAHHBIX MPOrPaMM, TPOSTHCKMX KOHEll 1 BUPYCOB



Hoeble ripouyecchbi

TpostHCKHE TporpaMmbl, 0hOPMIICHHBIE B BHJIE aBTOHOMHOTO HCIOJHSAEMOTO (aiiaa 1 HUKaK
HE CKPBIBAIOIINE CBOETO MPUCYTCTBUS B CHcTeME (@ OONBIIMHCTBO M3 HUX UMEHHO TaK M YCTPOEHO),
Jerko oOHapyxuBatorcst [lucnerdepom 3ajmad Wi JIIOOBIM  APYrod  yTHIIMTON aHAJIOIMYHOTO
Ha3HAa4YeHUs, CIIOCOOHOI OTOOpa)kaTh CIIMCOK aKTHBHBIX mporeccoB (Hampumep, FAR'om, mpuuem,
FAR naxe Oonee mpearnoyTHTENEH, IIOCKOJIBKY MOSBISETCS BCE OOJbILIE TPOSHIEB, YAAIIIOMNX ce0s
Hucnetuepa 3aaau).

370BpEeAHBIN MPOIECC BHEIIIHE HUUEM HE OTIIMYAETCs OT BCEX OCTAIBHBIX IIPOLECCOB, U YTOOBI
pa3o0iaunts ero TpeOyeTcs 3HATh BCE MPOLIECCHI CBOGH CHUCTeMBI B JHIO. B dacTHOCTH,
cBexkeycraHoBierHas Windows 2000/XP cosmaer cienyromme mporieccsl: internat.exe (pycudukarop),
smss.exe (cepBep MeHeIKepa CEaHCOB), csrss.exe (cepBep mnoacucrembl win32), winlogon.exe
(mporpamma peructpanuu B cucreme u cereBoii DDE arenr), services.exe (nucrierdep ymnpasieHUS
cepBrcamu), lsass.exe (cepBep 3aIIMTHON MOJCHCTEMBI), svchost.exe (KOHTEHHep A CIy)0 u
cepBHCOB), spolsv.exe (mucmerdep ouepeau TIeyard), regsve.exe (permcrparop), mstask.exe
(nnanupoBHIMK), taskmgr.exe (aucnerdep 3aaad), explorer.exe (IPOBOJHHUK).

IIpn ycraHoBKEe HOBBIX NPUIOKEHWH U ApPalBEPOB, STOT CIIMCOK MOXKET OBITh 3HAYMTEIBHO
nononHeH. Jucreruep 3amauy He OTOOpa)kaeT MOJHOTO IMYTH K HCmonHseMoMy (aitmy mporecca,
3aCTaBIIsL HAC TEPATHCS B JIOTaJKaX KAaKOMY IMPWIOKCHUIO OH NMPHHAUIEKHUT. [lonpolyiiTe monckars
(aitmr mo ero mMeHH Ha aumcke wim 3amyctute FAR W, momorHaB Kypcop K COOTBETCTBYIOIIEMY
mpoueccy B crucke, Haxmute <F3> m Ttorma FAR cooOmmr mnomHelii myte k Hemy. Daiinebl,
HaXoJIIMeCs B KaTajore JICTAIFHO YCTaHOBJIEHHOTO IIPHIIOXKEHHS, CKOpPEe BCEr0 3TOMY CaMOMY
NPWIOKEHUIO U TNpuHauiexar. Daiinbl, Haxonmsdiuecs B CUCTEMHOM Karanore Windows, Moryr
NpUHAJIEKATh KOMY YIOJHO U 4TOOBI M30€XaTh IyTaHHIIbI, BO3BMHUTE ce0e 3a MpaBUIIO — KaXbIi pa3
IPU YCTAHOBKE HOBOTO MPHJIOKEHUS], 00palaTs BHUMaHNE Ha MPOIIECCHI, KOTOPOE OHO 100aBIIsET.

HeoxuaanHoe nosiBiIieHHE HOBOTO MpoIiecca, He CBS3aHHOTO HU C OJIHUM M3 YCTaHOBIICHHBIX
BaMH IPWIOKCHNUH, HAASKHBIH TNPH3HAK TPOSHCKOTO BHeApeHUs. CKOpPMHTE CBS3aHHBIH C HHAM
HCTIONMHSIEMBIA (aiiil CBeXKell BepcHHM Bamiero JIOOMMOTO aHTHBHpycaM WM TepedailTe ero
CIELMAINCTaM JIJIs UCCIIEOBaHNUSI.

System Process (0)
System (8)
SMSS.EXE (316)
CSRSS.EXE (344)
WINLOGON.EXE (364) NetDDE Agent
SERVICES.EXE (392)
svchost.exe (548)
svchost.exe (580)
spoolsv.exe (624)
Smc.exe (672) Sygate Personal Firewall
ups.exe (696)
vmware—-authd.ex (712)
vmnat.exe (748)
vmnetdhcp.exe (760)
LSASS.EXE (404)
explorer.exe (972) Program Manager
pdesk.exe (1052)
daemon.exe (1092) Virtual DAEMON Manager V3.41
internat.exe (1100)
CMD.EXE (1152) OBpaborumk komaHn Windows NT
taskmgr.exe (1168) Iucneruep 3azmau Windows
msimn.exe (1108) Bxonsmme - Outlook Express
Far.exe (1196) tlist -t -s -p >11 - Far
CMD.EXE (1268)
tlist.exe (1280)
sndvol32.exe (1252) O6mwmn
emule.exe (820) (U:0.9 D:1.6) eMule v0.30c
WINWORD.EXE (1272) remove.doc - Microsoft Word

JInctuHr 1 nepeyeHb aKTHBHBIX IIPOLECCOB, 0TOOpakaeMblil yTHIMTOH tlist, Bxoasimei B cocTaB
nakera Support Tools, 6ecniiaTHo pacnpocTpansiemoro ¢pupmoii Microsoft

MOMOKU U namMsimb

[Nocnennee Bpemst Bupyconucarenu Bce Ooplre TroreioT Kk pyHknusm CreateRemoteThread
n WriteProcessMemory, MO3BOJSIIONIMM BHEAPSTHECS B aJpECHBIE NPOCTPAHCTBA YK€ 3aIyIICHHBIX
MPOLIECCOB. DTO 3HAYUTEIBHO YCIIOXHSET BBISIBICHHE 3apa3bl M MPUXOIUTCS NpHOEraTb K CTapbiM



JIETIOBCKUM CpEZCTBaM, aKTUBHO HCIOJNB3yeMbIM emle BO BpemeHa MS-DOS, kornma cucTeMHBIE
OIepaTophl CISAWIHN 32 KOJMYECTBOM CBOOOIHOM ONEPAaTUBHON MAMSTH, CKPYIYJIC3HO 3aIlHCHIBAHUS
MOKa3aHMs YTUINTH mem Ha OyMakky. U X0Td mpocTymky mem OBUIO JIETKO 0OMaHyTh, Ha 3TO OBLIH
CIOCOOHBI JINIIb HEMHOTHE U3 BUPYCOB.

C Tex BpeMEeH MHOTO€ W3MeHHMI0Cch. OTepanroHHbIe CHCTEMBI CTalH CIOXHEe, HO BMECTE C
TeM 1 yMHee. KOHTpOIIb 32 CHCTEMHBIMU peCypcaMy 3HAYUTENBHO Y)KECTOUHIICS B IPSIMOM 0OMaH crai
MPaKTHYCCKH HEBO3MOXXHBIM. J[0KIABIIMCh OKOHYAHHS 3arpy3Kd CHCTEMBI, 3amyctute [lucmerdep
3amau (it srtoro mocrarouyHo Haxatb ALT-CTRL-DEL) u 3amommTe (a JydYile 3aldIIATE)
KOJIMYECTBO JICCKPUITOPOB, MPOIICCCOB, MOTOKOB M OOBEM BBIACICHHOW mamsaTh. [Ipu BHeApeHHH
BCSIKOI aBTOMaTHUYCCKH 3arpyKaIOMICHCs MPOrPaMMBbI 3TH MOKa3aHUsI HeH30€KHO H3MEHSTCS !

V3MeHeHre KONMM4ecTBa MOTOKOB B MpoIiecce paboThl C CUCTEMOW — 3TO BIIOJHE HOPMAaJIbHOE
SBJICHUE M caMO 1Mo cebe elme HU O 4YeM He TOBOPUT. BOT mpocToil SKCHEepHMEHT. 3amyCcTuTe
"BrioxaoT". Incneruep 3amad cooOIIaeT, 9TO B HEM UMEETCsl BCETO JIMIIb OJMH TOTOK, Tak? A Terepb
OTKpOWTE IuaNor "COXpaHUTh Kak' M KOJMYECTBO MOTOKOB TYT K€ MOMoi3eT BBepX. OOWH M3 HHUX
MPUHAIICKAT JIpaBepy 3BYKOBOM KapThl, O3BYYMBAIOIIEMY CHCTEMHBIC COOBITHS. OJuH —
HEMOCPECTBEHHO caMoMy Auanory. OcranbHbIe (€CIIM OHH €CTh) — MPOYMM CHCTEMHBIM JpaiiBepam,
BBIMOJTHSIOIIMM CBOM KOJT B KOHTEKCTE JAHHOTO TpoIiecca.

B Nucnerwep sapay Windows =
Pain [apametpel Bun  Cnpaeka

Mprno#eHHa I Mpouecce! |

—3arpyska UM — [ XpoHonorka sarpyskiu LN

—MaMATE —XDDHDJ'IDI'HH HEMNONEZ0ESHHA NAMATH

—Boero————————————————— [~ MM3M4eCckan namaTe (KE)
AeckpHnToOpoE 5085 Ecero 261596
MoToKos 306 AocTynHo 69764
Mpoueccos 30 CHETEMHBIF K3LU 115688

—BelagneHHe NamMATH (KE) —MamATe Aapa (KE)

Brero 157172 Bcero 50912
Mpeaen 454324 EbiIrpysaeman 35136
kK 290544 HeBkIrpy:Hasman 15776
[Mpousccos: 30 | Jarpyara UN: 3% [Marare: 187172K. / 484324K [ v

Pucynok 2 /Ilucnerdep 3agaq Kak NpaBHYy4aThli MJeMAHHUK YTHWIMTHI mem BpemeH MS-DOS

KOHMpOJib yesiocmHocmu ¢haisios

Omnepammonsasie  cucteMsl  Windows 2000/XP  ocHaIleHBl CHENHAIBHBIMH — CPEICTBAMH
NPOBEPKH LEJIOCTHOCTH HCIOJHAEMBIX (aiiyioB, aBTOMAaTHYECKH BBIMOJIHSIOMMXCS IIPU  BCSIKOM
00pallleHNH K HUM M IIPH HEOOXOJMMOCTH BOCCTAHABIIMBAIOIINX MCKKEHHBIH (bailm B HOpMabHBIN
Bua. [lo ymonuanuio, pesepBHble Komuu xpansrcs B karanorax WINNT\System32\Dllcache u
WINNT\ServicePackFiles.

VY Bupyca ecThb nBa myTH — JmO0 OoTKII0UNTh SFC (32 3TO OTBEHaeT CIEAYIOMMH KITHOY
peecTtpa: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\SFCDisable), 1100
€/IMHOBPEMEHHO IIOpPa3uTh W caM 3apakaeMblii (aiill, W Bce €ro pe3epBHbIE KOIMWM, TaK 4TO
Ha/Ie)KHOCTh AaBTOMAaTHYECKOW NPOBEPKM BeChbMa COMHHTENbHA W JIydmie Bcero 3amyckatb SFC
Bpyunyto c¢ kmoyomM /PURGECACHE, Ttorma ona ounctut ¢aiinoBelii kdm U 3aTpedyer
JUCTPUOBIOMBHBIH KOMIAKT JAWCK JUI €r0 PEKOHCTPYKIHHM, IT0CJIE YEro BBHIITOJHUT CKaHMPOBaHUE
CHCTEMHBIX (DaiJIOB Ha MpeAMET MOHMCKAa HECOOTBETCTBUIL. Ecii co BpeMeH NepBOd MHCTAJULLMHU, B
cucTteMy N00OaBISUTMCH T€ WM MHbIE TakeThl oOHoBieHui, yrumura SFC 1mnbo BooOle oTkakercs
rmepecTpanBaTh (haiIOBBI KA, JHOO BBIAACT OONBIIOE KONHYECTBO JIOKHBIX CpabaThIBaHUH,
BOCCTaHaBIIMBass OOHOBIICHHBIC (aliiIbl B UX MEPBO3AHHBIN BHUJ, UTO SIBHO HE BXOJUT B HAIIM IJIAHBI.
ITosromy, Bcerma mpuobOpetaiite Windows ¢ mHTerprpoBaHHBIM Service Pack'om camom mocnemneit



BepCHH (MMEHHO WUHMEZPUPOBAHHBLIM, 3 HE TIPOCTO 3alMCAHHBIM B OTICIBbHYIO JUPEKTOPHIO, YeM
cJIaBUTCS OOJIBIIMHCTBO MMUPATOB) — TaM 3THX IPOOJIEM HET.

Tak e MOXHO (UHTaifi: HYXKHO) HCIIONB30BaTh M Ooyiee TPOABHHYTHIE AHTHUBHPYCHBIC
cpeactBa (takue, Hampumep, kak ADInf wnn AVP Disk Inspector), a B UX OTCYTCTBHM — yTHIIUTY
rmocuMBonbHOTO cpaBHeHUs (aiinoB FC.EXE, BXomamiyro B IITATHBI KOMIUIEKT MOCTaBKU OO0
Bepcun Windows. Tompko He 3amyckaiiTe BCe 3TH HIPOTPaMMBI HEMOCPEACTBEHHO M3 CaMmoit
3amyckaemoii cuctemsbl! Stealth-BupycoB mox Windows ¢ KakapIM JAHEM CTaHOBHUTCS Bce Oosblie M
Oouibllie, a METOANMKA MX MACKMPOBKH BCE M30IIPEHHEE U U30IIPEHHEE.

Bonpeku pacxoxxemy muenuto, Windows moxket 3arpyxatbes U ¢ CD. [Ipexae Bcero Ha ym
npuxomut Windows-PE — crierka yceuennas Bepcus Windows XP, odurmansHo pacrnpoctpansiemast
TOJIBKO cpely mapTHepoB Microsoft M IEHTPOB CEpBHCHOTO OOCHYXHMBaHHsA. B OTKpPBHITYI0 MPOAaxy
OHa JI0 CHX IIOp He IOCTYyIajla M €CIM BaM IPETUT KOPMUTH MUPATOB (MHOTHE U3 KOTOPBIX K TOMY XK€ U
XaMBl), BOCTIONIB3YHTECH OecruraTHBIM Bart's PE Builder'om
(http://www.danilpremgi.com/nu2/pebuilder3032.zip), aBTOMaTHdecku (OPMHUPYIOUIHNM 3arpy30HBIH
JIICK Ha ocHOBe Jto00i Bepcun o Windows 2000 SP1 u crape.

Kcratn roBops, mpH JKETaHUM MOXKHO M BOBCE H3BSITh JKECTKMH ANCK M3 KOMIIBIOTEpa,
pa3MecTHB CHCTEMY M Bce HeoOXoauMmble Juisi padoThl npuiioxkenus Ha CD-ROM. [lns 3amucn
BPEMEHHBIX (DaiJIOB CrouThCS BUPTYAJIbHBIH IHUCK. BromHe ynayHoe pelieHue ajis HUTpoBOU
iatdopmbl, He npaeaa au? Ternepb HU BUPYChl, HU OOPYLICHUs] OMEPALMOHHON CHUCTEMBI BaM He
cTpamiHbl!  AHAJOrMYHBIM IyTeM MOXHO MOJEPHM3MPOBaTh U  O(UCHBIE  KOMIIBIOTEPHI.
Ob6pabaTreiBaeMBle (aiilbl B 3TOM Cllydae MPHACTCS JHOO0 IICHTPAIM30BaHHO XPaHHUTh Ha CepBepe
(manboree mepCIeKTUBHBIN M SKOHOMUYHBINA MyTh), THO00 3aITUCHIBAaTh HA AUCKETY, zip, CD-RW (umcro
XAKEPCKUH MyTh').

nf32 v3.02/30-aHeBHan o3HakoM. gepcua [ Hactpoieu no y . =] B3
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Pucynok 3 pesuzop ADInf32 3a paboroit

! JKECTKHE JIUCKHU OUEHb HPABUTCS BHYTPEHHUM OpraHaM. BeJb XKECTKUM UCK GBICTPO HE CIPSYEIIb 1
HE YHHUYTOXHUIIb (0OCOOCHHO €CIIM OH HAaXOAMUTCSI BHYTPH KOMIIBIOTEPA, @ HE BaIAETCA Ha CTOJIE,
MOAKIIOYEHHBIH K HEMY JTMHHBIM HIIel(OM). a BHEITHHE HOCUTEIH UH(OpMALIUK MOKHO
YHHUYTOXHTH OYKBaIbHO 32 CEKyHAY!



KoMaHAHaA cTpoKa
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Pucynok 4 yruiaura SFC.EXE nepectpanBaet (pailjioBblii K111, 00pamasch HEMOCPEeACTBEHHO K
AMCTPUOBLIOTBHOMY TUCKY

HeHopMaJibHasi cemeeasd akmueHoOCmb

Penkwuii TposIH MOXKET ylIepKaThesi OT cobia3Ha, YToObI HE MepenaTh HarpalieHHOe J00po 1o
CCTH WJIM HE YCTAHOBHUTH CHUCTEMY YJIAJICHHOIO aJMHUHUCTPUPOBAHUA. HpI/I OTOM Ha MallHuHE
OTKPBIBAIOTCS] HOBBIC TIOPTHI WJIH MOSBIISIOTCS] COSTUHEHNUS, KOTOPBIX BBl HE YCTaHABJIMBAIIH.

it mpocMoTpa TIEpedHS OTKPBITHIX TOPTOB W YCTAHOBJICHHBIX COCOUHEHUIH MOXKHO
BOCIIOJIB30BAThCSl YTWIIMTOM netstat W3 INTaTHOrO KOMIUIEKTa MOcTaBku Windows, 3amycTuB ee ¢
KI09oM —a. K cokaieHuro oHa He BBIIAeT MMEHH IPOIECcCa, YCTAHOBUBIIETO JTaHHOE COSAUHCHHE (a
JUISl IOUCKOB TPOSIHOB 3TO aKTyaJlbHO), BBIHYXK/Iasi HAC MCKATh 00Jiee COBEPLICHHBII HHCTPYMEHTApHH.
Bbonpmon MOIYJIAPHOCTBHIO MOJB3YETCS YTHIINTA TCPView Mapka PyccunoBuua
(www .sysinternals.com), He TOJIFKO BBIBOJSAIIAS Pa3BEPHYTYIO CTaTHCTUKY, HO H MO3BOJISIOMIAS OTHIM
JBMKCHUEM MBIIIN 3aKPBITh 11000€ ceTeBoe COCIUHCHUC.

Eme nyummii orpaauTe CBOW KOMIBIOTEP NEPCOHANBHBIM OpaHAMay>poM MHOTHE W3
KOTOPBIX, KCTaTH TOBOPS, CONEPXKAT CHUCTEMBI OOHApPYXEHHS BTOPKCHUI M aHTHBHUPYCHBIC MOIYIIH.
Bpanamaysp He TOJNBKO COOOLIAET O TOMO3PUTENBHBIX CETEBBIX COCJMHEHMSIX — OH ITO3BOJIIET HX
OIIOKMPOBATH, MPEIOTBPAIIas YTCUKY JAHHBIX C BaIIero KOMIBIOTEPA M BBIIABAs MPEAYIPEIUTCIBHBIC
COOOILIEHNsI Ha CaMbIX PaHHHUX CTaJUsIX BTOp)KeHHs. Brpouem, Opanamaysp — 3TO elie He naHaies u
OH HE MOXET 3allUTUTh OT aTaK, KOTOphIe COBEPIIAIOTCS HE Yepe3 Hero. Bupycel — He ero
CrieraIn3anus 1 B 00pp0e ¢ HUMU OH HEAPPEKTUBEH.
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Process £ | Protocol | Local Addresz | Remote Address | State |
488 |EXPLORE.EXE 732 UDP -
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£ mistazk. exe:508
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zemnvicenene 212

1 svchost exe:392

E svchost exe 392

=l System:B

=l System:B

=l Spstern:2

=l System:B

=l System:B
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TCP
LDP
TCF
LDP
TCP
TCP
LDP
LDP
LDP

kpnc: 1027
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kphi: LISTEMIMG
ke 1026 i
Properties for Isass.exe:224 |

Mogune 1 GxbnKoTera cepeepa LSA [akcnopTHan
F.opnopauma MaiikpocadT
Yerzion: 50021340007

Path;
|E:RWINN Thayztem3I2ilzazs exe

Command line:

IE:HWINN Thaystemn3d2ilzazz exe

End Process |

Pucynoxk 5 yruaura TCPView otoOpaxkaer Bce yCTAHOBJICHHBIE COeJTHHEHHS M MIOKA3BIBACT

3aKJ/1l04eHue

KaKoil HMEHHO nmpouecc ux yCrTaHoBUJI

PaccmaTpuBasi cmocoObl OOHapyXeHHs 3apas3bl, Mbl HHYETO0 HE CKa3ald O TEXHHKE ee
yIoalleHusl, MOCKOJBbKY 3Ta TEeMa COBCEM JAPYroro pasroBopa. Eciu KpaTKo — 3arpy3wBLIMCH C
cucremHoro aucka ypanmute mankd WINNT u Program Files (mpenBapurensHO CKONMpPOBaB Bce
IICHHbIE JOKYMEHTHI) U IEePEyCTaHOBHUTE CHCTEMY 3aHOBO. DopMaTHPOBATh KECTKHUH IUCK — COBCEM

HE003aTeLHO.



