cTpaTterna BbiXknBaHuUA B MYTHOVI MHTepHeT-BoAe

KPHC KaclePCKU aKa MBIIIBX, no-email /* Mpi10 He myOnukoBaTh! */

YHCJI0 XaKePCKUX aTak Bce pacTeT, kKoauyecTBo exploit'oB um npyrux 00eBbIX YTHJIMT
ready-to-use yBeIHYHBAaeTCsl B TeOMeTPUYECKOW MNPOrpeccMyd, a Ha KOMIbIOTepax
NoJib30BaTeJ/iell nosiBJisieTcsi Bce 00Jiblle MHpOpMaL UK, NpeacTaABJsIOLIEH HHTepec /s
NMOXUTHUTENEel M NMOTOMY 3alUMIIEHHOH Pa3JIUYHbBIMH NAPOJbHBIMM CHCTEMaMHU. HO
HACKOJbKO ITH CHCTEMbl HajJeKHbI? KaK 3alIUTUTH ce0si 0T XakepoB? 0OJbIIMHCTBO
cTaTeil Ha 3Ty TeMY HANMCAHBI JTIOJIbMH, HUKOI/1A He B3JIaMbIBAIOIIUX YYKHE CUCTEMbI U
He MMEKIIUX HUKAKOrO0 NpeACTABJEHHS O METOAaxX [eHCTBHS XaKepoB, MOITOMY MX
COBeThI HOCAT YMCTO YMO3PHMTEJbHbII XapakTep. MbIIIbX, CHEUHAJIM3MPYIOLIMII CBOECH
XBOCT B 3TOii Y3K0ii MpeAMeTHO 00/1aCTH, 1eTUTHCS PeaabHbIM ONBITOM 00€eBbIX aTaK,
JaeT [efiCTBUTEIbHO IOJe3Hble PeKOMEHJAlMHU, NMpeBpallalIie Ball KOMIbIOTEP B
HENMpPeCTYMHYI0 KPenocTh

4mo umMeeM - He XpaHum

BonpmmHCTBO MONIB30BaTENEH OTHOCSTCS K COOCTBEHHOHM OE€30IIAaCHOCTH NPSIMO TaK CKaXeM
HaIUIeBaTENECKU OTHOCATCA. "SI ke He OaHK Kakoil HHM Oyab, 4TOOBI MEHsS arakoBaTh! Y MeHS Ha
KOMIIBIOTEPE HET HUYEro HHTEPECHOro", HO Ha caMOM Jele 3TO He Tak. Bo-mepBhIX, MOMHMO
KOPBICTHOTO MHTEpPEca CYIIECTBYET TaKO€ ABICHHME KAaK BaHIAIM3M M KOIMYECTBO XaKEPOB-BaHIAIOB
_O4YEHb_ BEJIUKO. BO-BTOPBIX, XOPOLIUI BOP BCErla HAMMIET, UTO YKPaCTb.

IIpoTsHYB HOMAIIHION JOKAJIbHYIO CE€Th ¢ BbIx00oM B MHTepHeT uepe3 NAT umu Proxy, Mel
pHCKyeM HE TOJIBKO (M HE CKOJBKO) JAHHBIMH, CKOJNBKO CEMEHHBIM Oro/keToM. BombIIMHCTBO
nmoJsib3oBarese b0 BooOIe HE YCTaHABIMBAET MapOJib, JUOO OCTaBISET €ro B COCTOSHUU TI0
ymomgaHuo. OTo Kacaercs kak DSL momemoB co BcTpoeHHBIM NAT'oMm, OecnpOBOIHBIX TOYEK
JOCTYTIA, IPOTPaMMHBIX Proxy u T. 1. Xakep MOeT ncnonb3oBaTh Haml Proxy/NAT B aByx memsax —
aTaKkoBaTh XEPTBY UykuMH "pykamu" (T. €. B Jorax octaHercs Ham [P u motom monro mpuaercs
JIOKa3bIBaTh, YTO KO3JBI HE MBI), a TaK k€ JJIs BbIXojga B VHTepHeT Ha xansBy. Y OOJNBIIMHCTBA
NPOBAiIEPOB JIOKAIBHBIA Tpaduk MO0 coBceM He TapudUIMpyeTcs, MO0 CTOUT CMEIIHBIX JCHET.
Yro nenmaer xakep? OH ucnonb3yer Haml Proxy/NAT, oOpamiasich 4epe3 HUX K BHEITHMM y3nam. s
HEero TpapuK OyIeT JOKAIBHBIM, a JUI1 HaC — HEeT ¥ MBI KPEIKo 3aiaraeM Ha 6a0ku. Eme HexoTopsie
HIYTHUKH MOTYT rnepekoH¢urypupoBarb DSL-mMonem u cMennTh naponb. K c4acTpio, GOJBIIMHCTBO
MOJIEMOB NMEIOT CIIEIIMAIbHYIO KHOTIKY JUT cOpoca Iaposisi, Tak 94To OOJIBIION yTrpo3sl OT 3TOTO HET.

Pacnpoctpanenue mmaTexxHbIX cucteM thma WebMoney n PayPal mpuBeno x MOsSBICHHIO
JJIEKTPOHHBIX KOILIEJIBKOB, Ha KOTOPBIX IIOJI Yac JIe)KaT BEChbMa BHYIIMTEIBHBIE CYMMBI, IMPUYEM
MIPOTOKOJBI ayTeHTHU(PHKAIMH Pa3padaThIBAINCH SBHO BIIONbIXaxX M JIETKO JIOMAlOTCSl CTYICHTaMH-
MEPBOKYPCHUKAaMH C MUHUMAJIbHBIMU HaBbIKAMU NPOrpaMMHUPOBAHUSA.

Tak ke He CTOMT 3a0BIBaTh NPO MOYTOBBIE SAIIMKH, AKKAYHTHI, 3apETHCTPUPOBAHHBIC HA
pa3HBIX CeTeBBIX pecypcax, maponu Ha ICQ, Skype u apyrue cpeacrtsa ooMeHa mHpopMared. 3axBat
IMMOYTOBOI'0 AMIMKA — HE MECJI0Yb, a4 AOBOJIbHO HCMPUATHOEC, MOXHO HAXE CKas3aTb MNMPCHECIPHUATHOC
co0bITHE, 0COOCHHO €CIIM OH MCIOIB30BAJICS 111 KOH(PHUICHIINATHHON TIEPEMICKH.

Ho noBonsHO pa3Boauts 0azap. Jlydire moroBopuM o TOM, KaK JEHCTBYIOT XaKephl M KaK OT
HUX 3alUIaTHC.

Kapame rmpomus 60kca

[IpoHNMKHOBEHHE B CHCTEMY METOJOM Iepebopa mapoiieil yke JaBHO OTOILIO B MHpP HHOI.
Haxe B "Marpume" Tpomma arakyer cucTeMy O0eBBIM exploit'oM, MpoOWBarOIMM 3aIluTy 3a
HECKOJIBKO CeKyHA! DBONBIIMHCTBO COBPEMEHHBIX MAIMH OCHAICHO CHUCTEMaMH OOHapyKeHUS
BropxkeHuit — Intruder Detection System wnm, cokpamenHo IDS, aBromMaTH4yeckd pacHO3HAFOLIIMX
aTaKy, MocJie HECKOJIbKMX HeylauyHbIX BBOJOB Naposls, HO OECCHIIBHBIX NPOTUB exploit'oB 1 mporpamm,
3aIyCcKaeMbIX CAMHUM I0JIb30BaTENIEM.

OCHOBHOH €HOCOO araku — TMOJICYHYTh JKEPTBE HCIOJNHIEMBIH (aiil C 3aMaHYUBBIM
Ha3BaHHMEeM (MHOTZA 3aMacKHUpPOBAHHBIA MMoN Tpadmueckoe u3zoOpaxkenwe, flash-pomuk u T1.11.), B
HaJISKAE YTO OHa ero 3amycTuT. OcTambHOE, Kak TOBOPHUTCS, J1eJI0 TeXHUKH. [lomaB Ha KoMmbrOTEp,
MIpOrpaMMa yCTaHABJIMBAET MIMHOHCKUH KOMIIOHEHT, BHIHOCSIIMN C KOMIIBIOTEpA BCIO HEOOXOANMYIO
MH()OPMAIMIO ¥ HE3aAMETHO Mepearoliii ee Xakepy B 00XOf MepCOHAIBHOro OpaHaMayspa (eciau OH



BOOOIIEe ycTaHOBIIeH). [IpaBuio HOMEp OJWH: HUKO20a He 3anycKaiime RPOZPaAMM, KOMOPbIM He
ooeepsieme na 100%, ckauueaitme cogpm npsamo u3 pyk cogpmocmpoumeeil.

A BOT el1ie oauH croco0 aTaku: Xakep HaAXOAUT ABIPhI B OIMEPAIIMOHHON CHCTEME HITH JTH000M
JPYroM HpOrpaMMHOM OOECHEYeHHWH H... TYT K€ pa3padarbiBaeT creuuaibHbli 0oeBoii exploit. B
HEKOTOPBIX CIydasx >KEPTBE JOCTATOYHO HPOCTO KIMKHYTHh MO CCBUIKE, a B HEKOTOPBIX — BOOOIIE
HUYETO HE JeNaTh, TOIBKO BBIWTH B MHTEpHET M mpenocTaBUTh CBOIO 3aaHHULy cyapde. Otcrona,
MIPABUIIO HOMED ABA: Pe2yapHo ycma enueaiime odHoenenus na xpiouty, a IE (npedcmagnarowuii
co60ii cnaownyio ovpy), cmenume na Onepy unu I'opawezo JTuca (BipoueM, 0OBaNbHBIN POCT JBIP
B ['opsiniem Jluce nenaeT ero Bce MEHee M MCHEE MPUBJICKATEILHON allbTCPHATHBHOM).

[IpaBwiio HOMEp TpU: HUKOIJa HE Ha3HA4YalTe OAMHAKOBBIC IAPOJHM HA PAa3HBIE PECYPCHI.
CKa)KeM, napoJjib Ha TMOYTOBBIN AWK MEPEAACTCA B CETU OTKPBITBIM TEKCTOM M MOXKCT OBITH JIETKO
BBUIOBJIEH XakepoM. Toxke camoe OTHOCHUTCS K MapojsiM Ha mpoune web-pecypcbl. Ecnu oHu
COBIIAZIAIOT C TMApOJIEM Ha BXOJA B cucTeMy Wim ¢ mapoieMm Proxy/NAT, To... 3agHHIa OT Takoro
HAaTHCKa XaKepPOB Pa30PBETCSI HAMOTIOJIAM.

A BOT eme OIWH, JOCTaTOYHO MaJlOM3BECTHHIM crocoOd araku. lllenkas mo ccbuikam,
MIPUIIEALIEM B 3JIEKTPOHHOM ITHCBME, OTKPBITBHIM depe3 web-unrepgeiic, Mbl nepeaaeM yaaleHHOMY
Y31y HAEHTH(UKATOP TEKYIEeH MOYTOBOI CECCHU M €ro BilaJieliel] MOXKET BOWTH B HAlll SIIMK Jaxke 0e3
3Hanus mapoist!!! (npumeuanue: k noumosvim kruenmamu muna The Bat u Outlook Express smo ne
OMHOCUMCSL).

3aknroYyeHue unu obujue pekomeHOayuu no ebi6opy naporisi

Bor, Hakonern, Mb1 foOpanuck u 1o naposneid. Hy uro Tyt MmoxHo cka3zats? [lapons He 1oymkeH
ObITh KOpoue 8'MH CHMBOJIOB, IIPHYEM >KEJIATEIBbHO, YTOOBI OH IPEACTaBIsUI COOOW KOMOWHALMIO
uudp, cnencumonioB (tuma "!,#,$,%...") u OykB jarunHckoro anpasura. CroBapHbie ClioBa (Jaxe
pyCcCcKue ciioBa HaOpaHHBIC Ha JIATHHCKOW packiajke, Hanpumep, vtldtlm = Mensesp) ucrons3oBars
CJIMIIIKOM HaWBHO. XaKepbl 3HAIOT 00 3TOM TPIOKE W HE XYK€ BCEX OCTAIBHBIX. Tak ke, pu BBIOOpPE
OTBETa Ha KOHTPOJIBHEIA BOTIPOC (3a1aBaeMBbIii IIPH yTpaTe Mapoist) HEOOXOIMMO 1T03a00THTHCS, YTOOBI
OH He OBLT JIETKO MpEeICKa3yeMBIM y3HaBacMbIM (THIA IEBUYbS (PaMUIHS MaTepH, TOX POXKICHHUS,
JTrOO0UMOE OJTFOI0 U T. 11.).

K coxanenuro, OGOJIBIIMHCTBO KPUITOCHCTEM PEaTM30BaHbl HACTOJIBKO KPHUBO, YTO CHIDKAIOT
peajbHyI0 CTOWKOCTh Hapoyisi B JIECSATKUM WM Aa)Xe COTHH pa3 W caMoe MPOTHBHOE, YTO PsIOBOM
MOJI30BATENIb HUYETO HE MOXET ¢ 3TUM mojenath! EcTh Toapko oauH crioco6 omimuuthk "Xxoporriee"”
YCTPOHCTBO OT "TIOXOro" — TyccoBaThCS Ha XaKepcKux ¢opmax, 4ToOBI OBITH B Kypce BcexX
nocyeiHuX HoBocTel. Hy... nim 3aHUMAaThCst XakepcTBOM CaMOCTOSITENBHO.

Y1006 YyMeTh MOCTOSATH 3a ce0sl, HeOOXOAUMO HAYYMThCs ApaThes! J[pyroro myTH HET
(BapmaHT ¢ HAEMOM TEIOXPAHUTENSI HE TIPETIaraTh).



