nepenonHsowmecs bycgepa —
aKTUBHbIe CpeAcTBa 3alUThI

KPHC KacllepCKH, apreHTUHCKHUI 00J0THBINH 600ep nezumi el raton aka >KUPHBINA HYTPSK HOH MBIITBX

VMHble 8 CHnope  uym  UCMUHY,
2NYNYbl — GLIACHAIOM, KIMO YMHee
HapOAHOE

HAa pPbIHKE HMeeTcsl MHOKECTBO CPeICTB (KaK KOMMepPHYeCKHX, TaK M 0ecnIaTHBIX),
ofemalOIIUX pemnTh NpodJjeMy mepenoJaHAIKXcA OydepoB pa3 M HaBcerga, HO
XaKepbl JIOMAalT LIMPOKO pa3peKJaMHPOBaHHbIE 3alIUTHbIE KOMILIEKCHI OIUH 3a
Apyrum. nouemy? nasaiite 3ariasiHem nod kamor Stack-Guard, Stack-Shield, Pro-Police
u Microsoft Visual Studio .NET, cpaBHUB 3asiBJIeHHbI€ BO3MOKHOCTH € peajJbHbIMHU

gsedeHue

OmwmnOKky mepenonHeHust Be3necyl — d3T0 (akT. bykBajabHO Kaxk[ble HECKOJIBKO JIHEH
oOHapy)XuBaeTcs HOBas ABIPa, a CKOJIBKO JABIP OCTAIOTCS HEOOHAPY)KCHHBIMU — HPHXOAUTCS TOJIBKO
ragate. Kak ¢ HuMu OopioTcs? ApceHan HMEIOMUXCS CPEeACTB IOBOJIBHO Pa3HOOOpaseH W
NPOCTHPAETCA OT anmaparHeix 3amut trna NX/XD GuToB', 10 CTaTHYECKHUX aHAIM3ATOPOB HAIOJ00UE
Spilnt.

B nocnennee Bpemst B 00MX0/ BOILIEN TEPMHUH 'secure programming” M BBIIUIO MHOXECTBO
KHUT TI0 0€30MacHOCTH, HACTOSTEJHFHO PEKOMEHIYIOIIMX HCIOIb30BaTh JUHAMHYECKHE CPEICTBA
3amuThl THIa Stack-Guard, BHenpsiomnMe B KOMIWIMPYEMYIO IMPOTpaMMy JOMOJHHUTENBHBIH KO,
MPOBEPSIONIMH 1IEJTOCTHOCTh aJpeca BO3BpaTa Iepei BBIXOAOM M3 (DYHKUUHM W TPEIIPHHUMAIONINN
Ipyrue AeicTBUs, 3aTPYAHSIONINE aTaKy.

Pacrinaroii 3a "Oe3omacHOCTH" CTAHOBUTCS CHIIKEHHE MPOM3BOAUTEIBHOCTH (BIpPOYEM,
JOBOJIFHO HE3HAUYUTENFHOE) H HEOOXOAMMOCTD ITEPEKOMITMILSIINK BCero koaa. Ho 3To TONbKO BHEIIHSSA
cTopoHa mpoOiembl. [loHamesBIIMCh Ha IIMPOKO pPa3peKIaMHPOBaHHBIC 3allUTHBIC CPEICTBA,
pa3paboTYMKK paccialiIsAIoTCsT ... HAaYMHAIOT CTPOYUTH HEOpEeXHBIH Ko, KoTopbld Stack-Guard
(Stack-Shield/Pro-Police) Bce paBHO "ucmpasut". Ho 4ro mMenHo oH mpasut? [laBaiiTe 3aaBHHEM
pexiiaMy B CTOPOHY M ITOCMOTPUM Ha 3allUTy IJIa3aMH XaKepa, KOTOPBIA JIOMUTBCS HE B JBEPH (TaM
3aMOK), ¥ HE B OKHO (TaM — CHUTHaJIHM3alusi), a MPOHMKaeT dYepe3 HHUKEM HE OXpaHIeMYIO
BEHTHJIALMOHHYI0/KaHATIM3AIHOHHYIO TPYOy MIIM JaXke TBIMOXO.

Bce 3amuTHbIe MEXaHU3MbI, IMEIOIIUECS] HA PBIHKE, CIPOCKTUPOBAHBI TaK, YTO JPOXKb OEper.
Cpa3y BUIIHO, YTO WX CO3/IATENIM HUKOTJA HE aTaKOBAJIU YyXKHe CHCTeMBI, He nucain shell-kox n naxe
He 00IIaCh C TEMH, KTO BCEM STHM 3aHHMAeTCs. 3aluTa He TOJIbKO He OCTAaHABIIMBACT aTaKyIOIETo,
HO B HEKOTOPBIX CITyHasiX Jja)ke yIpoIaer artaxy!

muribl neperioJyiIHeHuUss U munsi 3awum

CyIecTBYeT MHOKECTBO THIIOB OIIMOOK IEPENOIHEHHUS, ITOAPOOHO PACCMOTPEHHBIX B CTAThHE
“). Jro:

nepenosiHeHne Kyun (pabotatomee kak omepatop POKE), menounciieHHOE HepenoaHeHre, OMUOKN
tdopmarupoBanHoro BeiBoga (PEEK u POKE B ogHOM mHIle) ¥ MEpenoJHEHUE JIOKATBHBIX CTEKOBBIX
O0ydepos.

CrekoBoe MEeperoJHeHne — He TOJBKO HE €IUHCTBEHHOE, HO Jake HEe caMoe MOMyJIIpHOE.
Omnepatop new s3pika Cu++ pasmemaer NepeMEeHHbIE B JUHAMUYECKON NaMsiTH, IO3TOMY,
aKTyaJIbHOCTh aTakK Ha Kydy BCE pacTeT, a K CTeKy MHTepec CHmxkaeTcs. JIoxka — xopora K obexny.
Ilocne npaky Kynakamu HE ManlyT. 3alUTHUKHM CTEKa SBHO ONO3JAJM U TENEph IOATACOBBIBAIOT
(axThl W pa3BoAAT pekinaMy. Bor mumrara w3 nokymenrtamuu Ha Stack-Guard: "...emits programs
hardened against "stack smashing" attacks. Stack smashing attacks are the most common form of
penetration attack. Programs that have been compiled with StackGuard are largely immune to stack

' B aHOHCE 3TOM cTaThU ObLIA IOMyLICHA IPyOast OmMOKa, MPEBPATHBINAs OUTHI B GAiTEHL a BCE TTOTOMY,
YTO MBIIIBX HE B cebe, a B KOM-TO APYIOM. M C KpbIIIEH y HEro MpoOJeMBl. TEYeT. a BPEMEHHU Ha
KalUTaIbHBIA PEMOHT HET. MBIIIBX CUIUT Ha HOOTPOIIaX M XKIET Koraa 3a0epyT Ha JypAoM (B XyImeM
Cllydae). XBOCTOM €lle ILIEeBEIUT, HO He BCerja aJeKBaTHO. KOpode, 3Ta CTaThsi HAIMCaHa B cliera
HW3MEHEHHOM COCTOSHUHM CO3HAHWS, IOITOMY B HEH... BCE MOXET OBITb.



smashing attack" ("Stack-Guard saxansem npocpammvl npomug cpwiea cmeka— Haubojee
nonyusipHo2o muna yoanenuvix amax. Ilpoepammel, omxomnuaupogannvie co Stack-Guard'om
npuobpemaiom Kpenkuti ummynumem npomug 3mozo"). Ha camom gene, Stack-Guard Bcero
3aTpyJHSeT IOIMEHY ajpeca BO3BpaTa, TO €CTh IPOTUBOJCUCTBYET MOOKIACCY CTEKOBBIX aTak,
MpU4eM, MPOTUBOJCHCTBYET BeChMa HeyMeno. Toxe caMoe MOYKHO CKa3aTh U MPO OCTANbHBIC 3aIHTHI,
yCTaHAaBJIMBasi KOTOPBIE MbI HE JIOJDKHBI 320bIBATh, YTO OHU CPAXKAIOTCS JIMILB C ONPEISICHHBIM THIIOM
aTak, a Ha OCTaJIbHbIE IPOCTO HE 00panaroT BHUMAHUSI.

ITockonbKy, M3 PEKIIAMHBIX MPOCHEKTOB (110 HEAOPA3yMEHMIO HA3bIBAEMbIX "TEXHUYECKON
JOKyMeHTalnuel'") HUYero KOHKPETHOTO BBIICHUTh HEBO3MOXKHO, HCIIONB3yeM Jau3accemouep,
JIOCTOBEPHO MTOKa3bIBAIOLINHI, YTO JieTIaeT Ta UM MHAYe 3all1Ta U YeM OHA PeasIbHO 3aHUMAETCS.

stack-guard

IlepBeiM, KkTO Opocunm BbI30B HepenonHAommMcs Oydepam, Obir  Stack-Guard,
MIPEACTABISIONNA cO00H 3amIaTKy I KOMIWIATOPOB gCC M €gS, paclpoCTpaHsIeMyIo IO JIMIEH3UN
GPL. Panbiie ero 6510 MOXKHO ckauaTh ¢ www.cse.ogi.edu/DISC/projects/immunix/StackGuard wu
immunix.org, HO ceiyac 3TH CCBUIKM MEPTBBI, a MPOEKT 3abpomieH. VICXOOHBIH KOJ COXpaHHIICS
TOJIBKO Y "KOJUIEKIIMOHEPOB'", Kak Hanmpumep: www.packetstormsecurity.org/UNIX/utilities/stackguard.

Bosbpmem creayrolyo mporpamMmy, ¢ YMBIIIUIEHHO TOMYIIEHHON OMMOKON MEPEToNHEeHUs, U
mocMoTpuM, cMoxeT Jia Stack-Guard ee 3armuTHTB.

// nouepHsaa QYHKLMSA

f (char *msgqg)

{
// OOBABISAEM JIOKAJIbHEIE MMePEMEHHHE
int a; char buf[0x66];

// xonvpyeM apryMeHT B Oybep 06e3 KOHTPOJIS IJIMHEL,
// YTO Ha ONpPEeNeJIEHHOM 3Tale NPUBOOUT K €TI0 [NepPernojiHEeHMUO
a = *strcpy(buf, msqg);

// BBIXOOUM U3 OYHKLNUM
return a;

}

// MaTepuHCKas GyHKLMA
int main(int argv, char **argc)
{

int x; x = f(argc[l]);

}

JInctuHr 1 neMoHCcTpanMoHHasi MIporpaMma c nepenoJHsiommiics 0ypepom, KOTOpPyIo Mbl dyaeM
3alUIATh

OtxoMmuupyeM ¢aiia KOMIMIATOPOM gCC C HACTOMKaMH IO YMOJYaHHIO (TO ecTh Oe3
ONTHMU3AIMK) U 3arpy3uM mnoiydeHHbiil elf B am3accemOiep, 4ToOBI MOCMOTPETh KaK BBITJISAUT
CTaHIAPTHHIHN npoor/smwior GpyHkuuu ().

function prologue:

push ebp ; // coxpaHgeM CTAapHil yKasaTejb Kapna
mov ebp, esp ; // OTKphIBaeM HOBHI KaOp CTeka
sub esp, 98h ; // pes3epBuMpyeM MECTO MO JIOKAJIbHHE IepeMeHHBE

; // Teyo mporpaMMer
mov eax, [ebptarg 0] ; // xommMpyeMm apryMEeHT B PEerucTp eax
mov [esp+98h+var 94], eax ; // kjamemM eax B CTeK
; // (BHIIVISOMT KakK 3acCBJIKA €ax B JIOK. [IePEMEHHYI
; // HO B IEMCTBUTEJILHOCTM B5TO Takas lepenada
; // apryMeHTOB, HEOOBUHO HO KOMIMJIATOPY YHOOOHO)

lea eax, [ebptvar 88] ; // mosiydyaem ykasaTesb Ha JIOK. I[epeMeHHyo var 88
mov [esp+98h+var 98], eax ; // kJjamemM ero B CTeK

call _strcpy ; // BHsEBaeM _strcpy(&arg 0[0], &var 88[0])
movsx eax, byte ptr [eax] ; // eax = *((signed char*) eax);

mov [ebptvar C], eax ; // xomupyeMm eax B JIOKAJbHYK [NIE€PEMEHHY var_C
mov eax, [ebptvar C] ; // KomMpyeMm COIepXyuMoe var C B eax

function epilogue:
leave ; // mov esp, ebp/pop ebp
retn ; // BHXOOVM B MAaTEPMHCKYD OGYHKLMO



JIneTuHr 2 qu3zacceMOJIepHbIN JUCTHHT HCXOAHON (PyHKIMH f ¢ MBIILX'MHBIMHI
KOMMEHTapHsAMHA

ConepxuMoe creka Ha MOMEHT BbI30Ba f() MpEACTAaBISET KOHIJIOMEpAT JIOKAIBHBIX
MEPEMEHHBIX M CIIYy)KEOHBIX MaHHBIX. Ha BepmiuHe cTeka JeKHUT Oydep, MO HHUM pacojaractcs
[eIOYNCIICHHasT TiepeMeHHas "a" (Ha camMoM Jiene, TMOpSAAOK pa3MEIICHHS IIePeMEHHBIX He
CTAaHOAPTH30BaH W IEIUKOM 3aBHCHT OT BOJM KOMIIHJISATOPA, TO €CTh MOXXET OBITH J0OBIM). 3a
JOKAaTbHBIMA TIEPEMEHHBIMH CIICAYeT COXPaHCHHBIM pPETHUCTp yKa3aTels Kapaa cTeka (B x86
mpolieccopax ero poiib 00buHo urpaer EBP), a 3a HUM — ajipec BO3Bpara U apryMeHThbI, [epelaHHbIC
¢byukimn. Kopode roBopsi, Bce 3TO BBITJISIUT TaK:

[ buf ] ; € nepenonHaoumiica 6ybep

[ a ] ; € mnpoume JIOKAJIbHHIE [epPeMeHHBE

[ ebp ] ; € CcoxXpaHeHHH ykas3aTellb Kagpa

[ retaddr ] ; € azpec BO3BpaTa B MATEPMHCKYHD OGYHKLMO
[ arg 1 ] ; € apryMeHTH, NepelaHHHEe OOYyHKLUMA

[ ————————- 1 €\

[ ~——————- ] ; € +- xaOp crTeka MAaTEPMHCKON QyHKUMUM

[ ————————- 1 €/

JIMcTHHT 3 cocTOsTHUE CTeKa HA MOMEHT BbI30Ba pyHkuuu f

[Nepenonusronuiics Oydep MOKET BO3ICHCTBOBATh HA CIACIYIONIHE OOBEKTHI: a) JIOKAIbHBIC
TIepeMeHHbIe, PAcIIONIOKEHHBIE HIDKE ero; 0) COXpaHeHHBIH yKa3aTelb KapJa CTeKa; B) aapec BO3BpAaTa;

T) apryMeHTEHI, TepenaHable QYHKINH; /1) Ha Kagp MaTepHHCKOH ¢yHKumu. Bece 3TH ataku moapoOHO
OINMHMCAaHLl B CTaThe

, MO3TOMY He OyIeM MOBTOPSATHCS, a JIydlie IIPOMYCTHM IIPOrpaMMy 4epes3
StackGuard 1.0 1 mocMoTpHM, 4TO 3TO JacT.

function prologue:
push 000AFFODh ; // BsabpacmBaeM canary word Ha CTex
; // (cnepmorano sTo menaTe mnocye coxpaHeHme ebp)

push ebp ; // coxpaHseMm CTapeli ykasaTesb Kapla B CTeke
mov ebp, esp ; // OTKpHIBaeM HOBHI Kanp
sub esp, 98h ; // pes3epBuMpyeM MeCTO IO JIOKAJIbHHE [epeMeHHEE

; // Temo byHKUMM
; // (TOUHO Takoe Xe, KakK ¥ B [POLUIEIL pas)

function epilogue:

leave ; // BaxkpeBaeM Kamp CTeka
cmp esp,AFFODh ; // npoBepsieM 1eJlOCTHOCTE canary word
jne canary changed ; // ecnm canary msMeHeHO, mIpmraeM Ha canary changed
add esp,4 ; // ymansem canary us crexa
ret ; // BO3BpamaeMcs B MaTEPMHCKYW MNPOLENYyPY
canary changed: ; // BaBepwaeM BHIOJHEHME NPOTPAMME
call _ canary death handler
jmp . ; // eciu 3aBepuMTh He yHaJloCh — 3aLMKIIMBIIEMCSH

JIuctuHr 4 nuzacceMmOJiepHbIil aucTHHT GyHknun f(), 3anmmennoi Stack-Guard'om
(100aBJIeHHBIE 3aIIMTOI CTPOKH BblJIeJeHbI ;KUPHbIM IPU(TOM)

[ buf ]
[ a ]
[ ebp ]
[ 000aff0dh ]
[ retaddr ]
[ arg 1 ]
[
[
[

JInctuHr 5 cocrosinue creka pynknun f() Ha MOMEHT 3aBepIeHUs BbINOJIHEHUS MPOJIOra H
Ha4vajia BBINOJHEHHUS ee Tesa



Iocne 3ammrer  StackGuard'om mepen aapecom Bo3Bpara pacnoiaraeTcss KOHCTaHTa
000AFFODh (B tepmunonorun StackGuard'a — canary word), LeOCTHOCTb KOTOPOW NpOBEPSIETCS
nepen BbIxogoM u3 (yHkuuu. CyTh B TOM, YTO KOMOWHAIIMIO CMMBOJIOB, cliaramomue canary word —
\x00\x0A\XFF\x0D, ouenp TpyaHO "BOCHPOM3BECTH" C MOMOLIbIO CTPOKOBBIX (DYHKIIMH, TOCKOJIBKY B
s3p1ke CH CHMBOJ HYJISI TPaKTyeTcs Kak "KoHer[ cTpoku”. OyHKIms gets — OHa U3 TeX HEMHOTHX, YTO
00pabaTpIBacT HONb KaK OOBIKHOBEHHBIM CHMBOJI, ITOCKOJIBKY B KaueCTBE 3aBEPIUUTENS CTPOKH
HCHOJb3YET CUMBOJI "BO3BpaTa KapeTKu'.

IIpn pabore ¢ ASCIIZ-ctpokamu "moanenarts" canary word HeBo3MOXHO! Anpec Bo3Bpara
MOKHO CUUTaTh HAJEKHO 3aIIUIICHHBIM. Benb, 4To0BI "MOTSHYTBCSA" 10 HEro, MEpeHnoHIIOIEMYCS
O0ydepy HeoOxoamMo mepecedb (M 3aTeperh) canary word! Pa3pa0oT4nMKu TOPIKECTBYIOT, a XaKephI
pBYT cebe BeHbl M Bematorcs. Mnm... Bce-Taku Her? Haunem ¢ TOro, 4ro Ha YHHWKOJ BCE 3TH
OrpaHMYEHUs] HE pAacHpOCTpaHsloTcss u canary word mnoanenbiBaercst 0e3 Tpyna (KcTrath ToOBOpS,
mioTHas Bepcusi Stack Guard'a B kadecTBe cropoxkeBoro cioBa ucmonb3oBama 00000000h, gro
YHUKOJIOM YK€ HE BOCIIPOH3BOIMTCS, HO MOXET OBITh BBEICHO C MOMOLIBIO (DYHKIMH gets, KoTopas
CEeroJIHs MPAaKTHYECKN HUKEM M HUTJE He ucnonbiyercs). K Tomy ke, mpuioxxeHus, oOpadaTbiBatomye
JBOMYHBIC JaHHBIE QYHKIMAMM THIIA MEMCpY, TaK *Ke OCTAF0TCS Oe33alUTHBIMH.

JlokanpHbIe TIEpEMEHHBIC U yKa3aTellb KajJpa CTeKa BOOOIe HMKaK HE 3allMIIEHBl U MOTYT
OBITH OECHpensTCTBEHHO aTakoBaHbl. EciM cpeam 3TUX NEpeMEHHBIX NPHCYTCTBYET XOTs Obl OJUH
yKa3zaresib Ha (YHKIHIO, BBI3BIBAEMYIO TIOCIIE TEPENOJIHEHHs, XaKep CMOXKET IOJMEHUTh €ro ajpec,
nepenasas ynpasienue Ha cBoil shell-xkox. Koncrpykums tuma "int *x; int a; ... x =a;", koropas K
YHUCITy SK30THUECKHX HHKAK HE OTHOCHTCS, IO3BOJIAET AaTaKyloUmIeMy MOAWGHUINPOBATH IIOOBIE
yKaszaresnu Ha (YHKIUH, B TOM YHCIIE W aJpec Bo3Bpara (IIpaBAa, B 3TOM CilIydae HEOOXOOMMO 3HATh
TOYHOE IIOJIOXKECHUE BEPINUHBI CTEKa HAa MOMEHT aTakH, YTO HE BCErJa BO3MOXHO, ITOITOMY XaKepbl
MIPEANOYUTAIOT MOAN(UIIMPOBaTh Tabauy nmropra B Windows, a B UNIX — cexuuto got).

PaccMoTprM caMblil CIIOXKHBIN CITy4aid, KOr/la HHKaKUX [EPEMEHHBIX B HAIIEM PaclopsDKeHUU
HET, a €CTh TOJIbKO COXPaHEHHBII PEerucTp Kajapa cTeka, KOTopblil Mbl 1 OyzneM aTakoBarh. daTaabHON
omubkoii StackGuard'a sBHOCH TO, YTO OH He yuen "moOouHbIX 3(dekroB" uUHCTpyKIUHU leave,
KoTOpass paboTaeT Tak: mov esp, ebp/pop ebp, HMO3BONAAL Xakepy BO3JIeHCTBOBaTH Ha Kalp
MaTepuHCKON (yHKIMH. EciaM B KakOM-TO MecTe CTeKa WIM KyYd aTaKkyloLmleMy YAacTcs 'CIIOXKHTH'
KoHCTpykui0 000AFFODh &shell-code, eMy OCTaeTCs BCEro JIMIIb HNOAMEHUTb COXPaHEHHBIN
EBP na agpec "cBoero" canary-word. Torma mpu BbIXOZE M3 MaTepMHCKOW (DPYHKIMH yIpaBICHUE
Oyzner nepenano Ha shell-koa! Ataku 3TOrO THIIAa HA3BIBAIOTCS ret2ret M JaBHO ONMHCAHBI B XaKEPCKOU
JUTEepaType, OIHAKO, KAKOTO-TN00 MPAaKTHYECKOTO MPHUII0KEHHS OHHM TaK M HE IOJYYWIIH, TOCKOJIBKY,
B ONTHMH3HMPOBAHHBIX 3mwiIorax (kmod -O2) BMECTO MHCTPYKIMH leave KOMIMIISTOP HCIOJIB3YET
Oonee OBICTPOJCHUCTBYIONIYI0 KOHCTpyKIMI0 add esp, x/pop ebp, U m000YHBIA 3IPPeKT
Bo3aeiicTBUs HAa ESP ncye3aer. B onTuMu3upoBaHHOM SMUIIOTE, XaKep MOXKET BO3JIEHCTBOBATH TOJBKO
Ha CTEKOBBIA KaJp MAaTEPUHCKOW (DYHKIMH, "TOICOBBIBas" ei Te 3HAYCHHS JOKAIBHBIX IEPEMEHHBIX,
KOTOpBIE OH 3axodeT. [l ycHemHON peanu3alii aTakd 3TOTO, OOBIYHO, OKAa3bIBAETCS BIIOJIHE
JOCTATOYHO.

B Bepcun 2.0 3ammra agpeca Bo3Bpara ObUTa Kak OBl yCHJICHa — B HEM ITOSIBIJICS CITyYaifHBIH
canary word, xpansimuiicst B read-only namstu n "nmdpyronmii” agpec Bo3para no XOR. Yrangars
32-OuTHBIl canary word — HepearbHO, HO 3TO M He HYXHO! J[0CTaTOYHO MOACYHYTH 3aBEIOMO
JokHOe 3HayeHue. Toraa, yOeauBIINCh, YTO CTEK MEPENONHEH M XaKepbl XaKepPCTBYIOT KaK KPBICHI B
ambape, Stack-Guard nepepnact ympanenue ¢yHkimu _ canary death handler, kotopas 3aBepiuaer
BEITIOJTHEHHUE TIPOTpaMMEI, yeTpanBas Hactosmuii DoS. Ho myume DoS, gwem 3axBar ynpasierus!

Beck dokyc B TOoM, uTO yKazarenp Ha _ canary death handler pasmemraercst B riobambHOM
tabnune cmemennit — GOT 1 MoXkeT OBITh aTaKOBaH MyTeM BO3JICHCTBHS Ha JIOKAIbHBIC TIEPEMEHHBIC
yepe3 YSI3BUMBIH yKa3aTeslb Kajapa cTeka. Ecnm Takue nmepeMeHHbIe NeHCTBUTENBHO ecTh (a Kyaa Obl
OHU TIOJICBAIKCH?), XaKep MpocTo mepeHanpaniser  canary death handler Ha cBoit shell-kox!

B nocnenyromux Bepcusix Stack-Guard'a canary world "nepeexan" Ha oJHY HO3UIMIO BBEPX,
B3sB I10J] CBOIO 3allIUTY U yKazaTelb KaJpa, OJHAKO, NaJbHEHIEro pa3BUTHs MPOEKT HE MOJYYHI U
MOCTETIEHHO CAYJTICS.

Microsoft Visual Studio .NET

O3a0oyeHHas MOCIEIHUMH XaKepCKHMMHU aTakamu, Microsoft peannszoBana B cBoeM HOBOM
kommmsitope Visual Studio .NET (6sBmmii Visual Studio C++) HekoTOpyro pa3sHOBHIHOCTH Stack-
Guard'a B mameko He myumedl ero "wHayrypamun'. Hukorma He paspaOaTpIBaromias COOCTBEHHBIX
NPOJYKTOB, a TOJIbKO "BoOpymomias" yke roToBble (aBTOPUTETHBIN ToBapuil bep3ykoB B cBoeit codr-
MaHopame 00 3TOM TOJIBKO u TOBODHT, CXOIUTE Ha



www.softpanorama.org/Bulletin/News/Archive/news078.txt, mounTaiitTe — TaM MHOTO UHTEPECHOTO),
Microsoft, kak 9T0 4acTo U ObIBaeT, caMma He MOHsUIA, YTO CTallWiIa U y Koro. JlagHo, Bce 9TO JHUpHKa.
[lepetinem k haktam.

IMpu xommwisaimu ¢ kimodoM /GS xkoMmuisaTop mo0amiser B Kox security cookie — Ttak
MOCKAJI KIWYYT TIBIBO, TO €CTh, TaK B TEPMHUHOIOTHN Microsoft Ha3pIBaeTCsl CIlydaHbIA 32-OUTHBII
canary word, xpansmuiics B writable-namatn W wHCHEeKTHpyeMblii (yHknmeit check canary mpum
BBIXOZIC U3 (QYHKIIHH:

function prologue:

push ebp ; // coxpaHdeMm MNpexHu yKasaTesb Kalpa

mov ebp, esp ; // OTKpEHBaeM HOBLI KaIp

sub esp, 9Ch ; // pesepBUpyeM MeCTO IJisS JIOK. [IePEeMEeHHEIX M canary
push edx P

push esi ; + - coxpaHfeM pPermMcTph KOTOPHE OyOyT M3MeHEHE

push edi ;/

mov eax, [canary] ; // xonmpyeM runoBanbHEN canary B eax

xor eax, [esp+10h] ; // XOR'mM ampec BOBEpaTa C canary

mov [ebp-10h],eax ; // xnageM pesylbTaT Ha CTeK, Bampmuasi ykasaTenb Kagpa

; // meno byHKUMMK
; (He coBceM Takoe Xe, KakK M B IHPOUUIENI pas,
;  HO pasiuuMsa MexOy KOMIWJIATOPaMM K HeJly He OTHOCHATCH)

function epilogue:

mov ecx, [epb-10h] ; // xonmpyeM noXOR'slz canary B ecx

xor ecx, [ebp+10h] ; // XOR'uM agpec BOBBpaTa M KjIaZeM eroc ecx

call check canary ; // BHSHBaeM QyHKUMIO IPOBEPKM canary

pop edi ;o\

pop esi ; + - BOCCTaHaBIMBAEM PETUCTPH

pop ebx 5/

mov esp, ebp ; // BaxKpeBaeM KaIpe CTeKa HeBe30MNaCHEM [IyTeM

pop ebp ; // (Microsoft moBropser oumbky Stack Guard'a)

ret ; // BHXOOVM B MAaTEPUHCKYD OGYHKLMO
check_canary: ; // byHxums npoeepxm canary

cmp ecx, [canary] ; // cpaBHWMBaeM nepenaHHHI €CX C IVIOBANBHEIM cCanary

jnz canary changed ; // ecnum He coBnajapT - BaBepllaeM NpPOIPaMMy

ret ; // Bce ok, mpopomxaeM BHIOJHEHWE IPOIPaMMEI

JlucTuHr 6 quzaccemOiepHblii JUCTHHT pyHkuuM f(), orkomnunaupoBannoii Microsoft .NET c
KJII0490M /GS (100aBJIeHHBIE 3AIMTOH CTPOKH BbIIeJIeHbI SKUPHBIM HIPHPTOM)

Canary word 3ainumiaer He TOJIbKO aJpec BO3BpaTa, HO U KaJp, YTO O4YEHb XOPOILO, NPaB/ia B
ONTHMHU3UPOBAHHOM KOJIE, TCHEPUPYEMBI 3THM K€ CaMbIM KOMITHJISITOPOM, JIOKAIbHBIC ITEpEMEHHbIE
aZipecyroTcsl HemocpeIcTBeHHO uepe3 ESP U IONMONHUTENBHBIN perucTp UM HE HYXKEH, MO3TOMY,
(daxTHYecKH 3allMINaeTcs TOJNBKO OJWH ajpec Bo3Bpara. OcCTanbHble IEPEMEHHBIE OCTAIOTCS
HE3aIUIIEHHBIMY, YTO OTKPBIBAET IIPOCTOP AJIsI MaxMHAIMK C yKa3aTeJsiMH. B dacTHOCTH, Xakep
MOXET Iepe3anucaTh MI00aJbHYI0 NEPEMEHHYIO canary CBOMM 3HA4EHHEM — TOTZA €ro NpOBEpKa
MpOHeT HOpPMaNbHO. DTO naxe ynpowaem (!) araky: B HE3AIIUIICHHOW CHCTEME CYIIECTBYET
mpobiieMa BBOIa "3ampelieHHbIX" CHMBOJIOB, KOTOPYIO HEe Beeraa Bo3MoxHO oboiitu. Onepannss XOR
MO3BOJISIET TeHepupoBarh JroOble cumBoiibl! B wactHOCTH, 4TOOBI chopMHpOBaTH CHMBOJI HYJIS,
JIOCTaTOYHO IOJIOXKUTH B canary W 3allM(poBaHHBINA aJpec BO3BpaTa [Ba OJMHAKOBBIX CMMBoJa. Kak
u3BecTHO X XOR X = 0. OcTanbHble CHMBOJIbI TCHEPUPYIOTCS aHATIOTUYHBIM CITIOCOOOM.

Camoe uHTepecHoe, 4to Microsoft nepeHsuia ommoOKy paHHux Bepcuid Stack-Guard, npuuem
ke He ero omuOKy, a ocoOeHHOCTh moBeneHus kommuisaTopa GCC, MO3BONSIONIYI0 aTaKyIOMIEeMy
BO3AeHcTBOBATH Ha peructp ESP uepe3 momndukanuio ykazarens kaapa creka. Microsoft Visual C++
6.0 zakppiBan Kagp creka OesomacHoil koHcTpykumii ADD ESP,.XXX, a .NET Bmecto 3rtoro
ucnonszyer MOV ESP, EBP. U xota ykaszarenp Kazupa 3alWIIeH canary word, 3TO emie He MOBOX
ocnabnare 3amuty! Canary word reHepupyercs He COBCEM CIIydalHBIM IIyTeM M yrajaath ero ¢
HECKOJIBKUX IIOIIBITOK BIOJIHE PeabHO, HY a MHCTPYKIMs XOR mo3BoiuT nojjenars Jo00i cHMBOIL.
Kopoue roBopsi, ecin 651 B Microsoft aymanu royioBoi. ...

Stack-Shield

Hecmotps Ha cxoecTh B Ha3BaHUM cO cBOMM coOpaTtom, Shack-Shield neiicTByer coBceM 1o
JpyroMy OpHHIMIY. DTO elle OAHO DPAacUIMpeHHe K gcC, MOCIESTHIOI BEPCHUIO KOTOPOTO MOXKHO



ckauats ¢ http://www.angelfire.com/sk/stackshield, Ho uroro Tumna. Ecmu Stack-Guard peanmuzoBan kak
nardy K Komnwisropy, "ucnpasissrommid” function prologue u function epilogue, to Stack-Shield
"3axBaTbiBaeT" acceMOepHbIe (ailibl, creHepupoBaHHble KoMmuisTopoM (B UNIX-Mupe oHM UMEIOT
pacmpeHue .s), 00padaThIBaCT X, BBHIILUICBBIBAS 3aIIUIICHHBIA acceMOIepHBIA (aiii, Bo3BpaIaeMbIit
KOMIOIISATOPY [UISI OKOHYATSIEHOW TpaHCISIMHA B MBOMYHBIN Kox. Takas cxema maer Stack-Shiled'y
HaMHOTO OOJBIIHE BO3MOXXHOCTH M MBIIIBXY Cpa3y e 3aXOTeJIOCh IIOCMOTPETh KaKk OH HMH
BOCITIOJIb30BAJICSI K MOXKHO JIM €70 OZI0JIETb.

CoOna3HEeHHBIA MPOIECCOPHBIMU APXUTEKTYpAaMH C Pa3HECEHHBIM CTEKOM (OJWH CTEK s
XpaHEHHs aJpecoB BO3BpaTa, APYrod — Jyis JIOKaJbHBI TEpPEeMEHHBIX), co3natenb Stack-Guard'a
MOMBITAICS "TIPOIMYIHPOBaTh" Ha X86 HeuTo momoOHoe. JIJIs ATOM 1eNM OH UCIOJIB30BAN TII00ATHHBIN
MaccuB retarray Ha 256 ajpecoB: SMWIOT KOMUPYeT TEKyIIMH aJapec Ha BEPLIMHY MacCuBa,
OTIpeJieNIAeMyI0 yKa3zarejeMm retprt, a mpoJsior "cTsaruBaer" ATOT ajpec C BEPIIMHBI U TMEPEacT eMmy
yIpaBieHHe. JTa IMYJBIIUS Jaleka OT Wjaeana, HO COXPAaHCHHBIM B CTEKe aapec BO3BpaTa B HEU
BOOOIIIE HE WCTONB3YETCS W BBITOTHEHNE MPOTPaMMBI IPOIOIDKUATCS TaXkKe MOCie TOro, Kak OH Oynet
3arepT, 4TO mpemoTBpamaer DoS (BIpodeM, MMOCKONBKY JIOKAaTbHBIC MEPEMCHHBIC WCKaKCHHI,
IporpamMma BCe paBHO PYXHET).

function prologue:

push eax ; // coxpaHsieM permcTps, KoTopsle msMeHster Stack-Shied

push edx

mov eax, offset retpt ; // xomumpyeM B eax CMelleHMe yKasaTesss Maccuea retpt

cmp rettop, eax ; // cMoTpumM - ecTp nM eme MecTO?

jbe .LSHIELDPROLOG ; // ecnum MecTa HeT,OTKaSHBaAeMCsI OT BanmMCH HOBOTO agpeca

mov edx, [esp+8] ; // BanmocuM B edx ampec BosBpaTa CO CTeka

mov [eax], edx ; // coxpaHsieM ero B MacCuBe ajpecoB BOBBpaTa
.LSHIELDPROLOG:

add [retptr], 4 ; // yBenmumBaeM ykasaTenr MacCUBa BOSBEPATOB

; // Ha nepBHI BBINISAL 5TO SIBHHEM 6ar,
; // HO Ha caMoM fpene - onTuMmBauys!

pop edx ; // BoccTaHaBIMBaeM permMcTpH Hasax

pop eax ;

push ebp ; // coxpaHgeM CTaphil ykasaTesyib Kapla CTeka

mov ebp, esp ; // OTKpHIBaeM HOBHI Kamnp

sub esp, 98h ; // pes3epBuMpyeM MEeCTO MO JIOKAJIbHHE [IepeMeHHEE

; // Teryo byHKUMU
; // (rakoe xe kak B ciaydae c Stack-Guard)

function epilogue:

leave ; // BakpeBaeM KaAp CTeKa HeOe30MacCHEM IyTeM

push eax ; // coxpaHsieM permMCTPH

push edx

add [retptr], -4 ; // yMenpmaeM yxasaTens MacCMBa BOBEPATOB

mov eax, offset retptr ; // BaHocuMM B eax CMelleHMe MacCCMBA BOSBEPATOB

cmp eax, rettop ; // xak Ha cueT cBoBOmHOTO MecTa?

jbe .LSHIELDEPILOG ; // ecnm MecTa HeT, BHAUUT M BHTAJKMBATH HEYETro

mov edx, [eax] ; // cHuMaeM COXpaHEHHH afpec CO CTeKa BOSBEPAaTOB

mov [esp+8],edx ; // BOCCTaHaBIMBaeM CTEKOBHI afpec He IPOBEpsisi ero
.LSHIELDEPILOG:

pop edx ; // BoccTaHaBIMBaeM PeTrMCTPH

pop eax ;

ret ; // BHXOOVM B MATEPMHCKYD OGYHKLMO

JIuctunr 7 nuzaccemOsepHbIil aucTUHr pynknun (), sammmennoii Stack-Shield'om ¢
HACTPOMKAMU IO YMOJTYAHUIO (100aBJIeHHbIE 3AlIUTONH CTPOKH BbleJeHbI JKMPHBIM IIPH(TOM)

[pn kommwsimuu ¢ kiaroyoMm -d, Stack-Shiled BcTaBisier AOMONHHUTENBHYIO HPOBEPKY,
CpaBHMBasi ajipeca BO3Bpara Ha cTeke M retarray'e. B ciydae pacxoxeHust BbI3bIBaeTCS (GyHKLUS
SYS exit, 3aBepiiaroinas mporpaMmy B aBapUHHOM PEKUME.

Kiroun -r u -g 3ageiictByror mexaHu3m "Ret Range Checking", mpoBepsitomuii rpaHuiibi
aJpecoB BO3BpaTa M OCTAHABJIMBAIOIIMA HPOrpaMMy, €CJIM OHH BBIXOIAT 3a Hpeneibl HEeKOTOPOH
3apaHee 33JaHHOW BEIMYMHEI (T. €. HAXOIATCS B Kyde HIIM CTeke). TakuM o0pazoMm, Jaxke eciid Xakep
Tepe3anumIeT retarray (a OH HaXOJUTCS B 3aIlIMCHIBAEMOW 00JIaCTH MaMATH), MOJCYHYTh yKa3zaTelb Ha
shell-kox emy y>xe He ynacrtcs, mpaBja, OH MOXKET OSCIPENITCTBEHHO BRI3BIBATH (DYHKIMH OHOINOTEKA
libc, mepenaBast uM Jr00BIe apryMeHTHI (aTaka Tura return-to-libe).



function epilogue:
leave ; // BakpHBaeM Kagp CTeKa HeBe30MaCHBM OyTeM
cmp [esp], offset shielddatabase
; // " mpoBepseM TpaHMLE ampeca BO3BpaTa

jbe .LSHIELDRETRANGE ; // ecmm BCce Ok, TO HOpeIraeM Ha ret

movl eax, 1l ; // eciv MHL 3Imechb, TO ampec BO3BpaTa BHIIEJ

movl ebx,-1 ; // Ba monycTuMBle Npenejisl, BO3MOXHO OH OBUI XaKHYT

int 80h ; // 3aBepliaeM BHIIOJIHEHME NPOTPAMME
.LSHIELDRETRANGE :

ret ; // BO3BpamaeMcs B MAaTEPMHCKYI NPOLEOypy

Jluctunr 8 guzacceMmOJiepHbIi K0, pacKpbiBalomuii cymHocTh Mexann3Ma Ret Range Checking

Yeunmunace W 3amuTa JIOKATBHBIX ITIEPEMEHHBIX. Temeph mepen BBI30BOM (YHKIHH IO
ykazateno, Stack-Shield yoexxgaercs, 9To OHa HAXOAWUTCS B MpeeaXx CerMeHTa Koaa (CM. ):

; // B eax HaxoImuUTCs yKasaTesb Ha QYHKLMIO
cmp eax, offset shielddatabase
; // npoBepseM I'paHulEl ykasaTes

jbe .LSHIELDCALL ; // ecmm ykasaresib B I'paHMIlax, MpPHTaeM Ha BH30B OYHKLMM
mov eax,l ; // ykasaTenb Ha QYHKUMIO BBIXOOMT 3a OONYCTUMEE I'DaHNLE
movl ebx,-1 ; // BO3MOXHO, OH OBUI XaKHYT
int 80h ; // 3aBepliaeM BHIIOJIHEHME NPOTPAMME

.LSHIELDCALL:
call [eax] ; // BBIBHIBaeM QYHKLUMIO 10 yKa3aTeJio

JIuctuHr 9 auzacceMO/epHbIii Ko, noka3biBaommii kak Stack-Shield koHTpoMpYyeT yKazaTeau
HAa QYHKUIHUH

Kontponms 3a ykazaTemsiMu Ha (YHKIOUH TOPENSTCTBYET HEMOCPEACTBEHHON Iiepenade
ynpasieHus Ha shell-kog, HO He MeNIaeT XaKepy MCHOIb30BaTh (DYHKIMH CTAHIAPTHOW OMOIHOTEKH
libc u ¢QyskmEu camoli ySI3BUMOM NOpOrpaMMbl. YKa3zaTeld Ha JaHHBIC TaK JK€ OCTaOTCS
He3alUIIeHHbIMU. KpoMe TOro, mpu HMCYepIaHWKd MacCHBa aapeca BO3BpPaToOB (UTO HpH TIyOOKOMH
BJIOKEHHOCTH (DYHKIHMI MMeeT MeCTO ObITh), OH aBTOMATHYECKH Mepexol B "OOBIYHBIA" PexHM, B
KOTOPOM IIpOBEpsSeT TOIBKO TPAHHWIBI aapecoB BO3BpaTa, HO HE CaMH ajpeca. XOpolras HOBOCTH,
HEYero CKasarh!

pro-police

IIporektop Pro-Police, 3apoamBmmiics B Hegpax SMOHCKOro  oTaeneHus IBM
(http://www.research.ibm.com/trl/projects/security/ssp/), — 310, 6€3 PCYBEINICHNUS, CAMBII CIIOXKHBIH
¥ caMBIii COBEPIICHHBI MEXaHWM3M, peaM3yIOmui Mojens Oe3omacHoro creka (Safe Stack Usage
Model), KOTOpHIif ASHCTBUTEIHHO 3aIIUIIACT, & HE PA3BOAMT IPOIAraHay, YTOOBI BRIOUTH OYepEIHOM
rpanT. CpaskeHue ¢ TaKOH 3aIUTOMH JII000H caMypaii oYTeT 3a 4ecTs.

Pro-police 3apriBaeTcs HamHOTO TITyOsKke, yeM Stack-Guard u paboraer Ha yposae RTL. Oto
He OMOIMOTEKa BPEMEHHU HCIIOJNHEHUS, 3TO — IPOMEXKYTOUHBIH CHUCTEMHO-HE3aBHCUMBIH SI3BIK,
TCHEPUPYEMBIHl KOMIWIATOPOM gcc M pacmudpoBeiBaeMbli  Kak register transfer language.
AGcTparupoBanne OT OOOPYIOBaHHS CYIIECTBCHHO VIPOIIaeT MOPTHPOBaHHME U  pro-police
MOJIICPIKMUBACT MPAKTHYCCKH BCEe COBpeMEHHBbIe TutaTtdopmbl: Ix86, powerpc, alpha, sparc, mips, vax,
m68k, amdo64.

Camas raBHas MHHOBAIMS — MEPEYNOPsI0OUMBAHNE JIOKABHBIX MEpeMeHHbIX. Pro-police
pa3OuBaeT mHepeMeHHbIE Ha JBE TPYIIBI: MacCMBBI M Bce ocTanbHble. Ha BepummHy Kapia creka
TIOTIa/IAI0T OOBIYHBIE, CKATSIPHBIE, IepeMeHHble. MaccuBbl nayT 3a HUMH. [lepenonnstomuecs Oydepa
MOT'YT BO3/IeHiCTBOBaTh JPYr Ha JIpyra, HO J0 yKa3arelseil y)ke He J10CTaTh, BO BCSIKOM CiIydae He TaKUM
MPOCTBIM ITyTEM.

Azpec Bo3BpaTa M yKa3arellb Kajpa 3alllMIICHbl CTOPOXXKEBOW KOHCTaHTOH guard,
TeHEepUPYEeMON NPOU3BOJIBLHOM 00pa3oM. JTO Bce Toke canary word, TOJBKO B OOJMYMH HOBOW
TEPMHHOJIOTHH.

foo ()
{

char *p; // JoKaJbHasA NepeMeHHasa-yKasaTelsb



char buf[128]; // JoxkasbHE Oydep

gets (buf); // byHkuus, koTopas 5TOT Oydep M NEepernosHsIeT

JIncrunr 10 nceBgokon ya3pumMoi pyHknnu 10 3amutel Pro-Police

Int32 random number; // TyoBajyibHEIA canary, TeHepUpyeMBll CJyd. ofpasom
foo ()
{
volatile int32 guard; // JokajbHas KONMsS canary, OXpaHsomas Kalp
char buf[128]; // 6ydep mmeT mepen BCeMM JIOKANBLHEMMU NEepPeMeHHbMMu !
char *p; // mokanpHast nepeMeHHasl-yKasaTelb
guard = random_number; // xommpyeM rnoBanbHHM canary B JIOK. NEePEMEHHYI
gets (buf); // BEIBHIBAEM YA3BUMYH QYHKLMIO
if (guard !'= random number) /* program halts */

Jluctunr 11 nceBaokoa pyHkuuu, 3amumednoi Pro-Police (100aBieHHblIe 32a11UTOI CTPOKH
Bbl/leJICHBI JKUPHBIM HIpU(TOM)

CocrosiHue CTeKa Ha MOMEHT BbI3oBa (yHKumHu f U3 _ nox Pro-Police BuIrmsiauT
TaK:

]
buf ]
guard ]
ebp ]
retaddr ]
arg 1 ]
————————— ]
————————— ]
]

e B B e B B B W B ]

JInctuHr 12 ccocrosinmne crexka GpyHkuuu foo() Ha MOMEHT 3aBepleHHUs BHITIOJHEHHUS IPOJIOTa,
o0paTuTe BHMMAaHHe, YTO NPHU NepenoHennu 0ydepa buf 3aTupanus JIOKaJbHBIX epeMEeHHbIX
yKe He PONCXOIUT!

CpaBHUTE 3TO C _ Pasnunia He3HauurtenbHas, HO mnpuHUMnNuaigbHas! Ilo
COO0OpaKeHMSIM ITPOU3BOIUTENBHOCTH, Pro-Police BHepseT 3ammTy agpeca BO3BpaTa TOIBKO (PYHKIHH
cozepkame Oydepa, KOTOpble MHOTEHIMAIbHO MOIYT ObITh mepenonHeHbl. To ectb, Pro-Police
COBMeIIaeT B ceOc 3alUTHBIA MEXaHU3M ¢ CUCTEMOM ayquTa Kona!

Pro-police mpemycmarpuBaeT mHake TaKyl HEOUEBHAHYIO CHTYaldiO, KaK TOAMEHY
yKa3aTelel, mepeJaHHbIX B KaueCTBE apryMEHTOB M HAIE)KHO 3aluIiacT WX. B mpojore aprymMeHTHI
KOIHUPYIOTCS B IPOMEKYTOUHBIE IIEPEMEHHBIE, PaCIIOIOKEHHbBIE "Hax" MepenoIHsromuMcs 0ydepom, a
He "mon"' HMM (TIe HaxXOmATCsA OpHUTHHANBHBICE apryMEHTHI). B nampHeiineM, Bce OOpamieHHs K
apryMeHTaM OCYILIECTBISIOTCS Yepe3 MPOMEKYTOUHBIC TIEPEMEHHBIC CIICAYIOIIUM 00pa3oM:

foo (int a, void (*fn) ())

{

char buf[128]; // JoxkasbHEM Oydep
gets (buf); // dyHkUMsa, nOepenojHsomas Oybep
(*fn) () ; // BH30B OYHKLMM, [0 yKa3aTeJo NepelaHHOMY

// B KauecTBe apryMeHTa M 3aTHPaeMOMy
// npu nepenoJjiHeHuUn

JInctunr 13 nceBaoxoa ya3BUMONH (pyHKIMHU, BbI3bIBAIOIIEH (YHKIMIO M0 YKA3ATEI0
nepeaaBaeMoMy B KauecTBe apryMeHTa, 10 3amuTsl Pro-Police

Int32 random number; // TrobGasbHENL canary, TeHEePMPYEMElM CJlyd. ofpasoM
foo (int a, void (*fn) ()) // YA3BUMEIL apryMeHT-yKaszaTeJlb
{

volatile int32 guard; // nokanbHasi KOMMsI Canary, OXPaHSOWAst Kanp

char buf[128]; // ©ybep mmeT nepen NEepPEeMEHHBMM, HO IIOCJIE apryM.



(void *safefn) () = £n; // xonupyeM apTyMeHT BO BPEMEHHYW NePEeMeHHYIO

guard = random_number; // xonupyeM riyoBanibHEII canary B JIOK. [NEePEMEeHHYI0
gets (buf); // BBIBHIBAEM yS3BUMYD QYHKIIMIO
(*safefn) () ; // BHSBHBaeM QYHKIUMIO O CKONMPOBAHHOMY yKas3aTeJo

if (guard '= random number) /* program halts */

Jluctunr 14 nceBaoxon pynkuum, 3amumeHHoi Pro-Police (100aBjieHHbIe CTPOKH Bbl/ieIeHbI
JKMPHBIM WIpUugTOM)

[Ipu Bceii HapexxHocTH Pro-Police, oTcyTCTBHE CTOPOXKEBBIX CIIOB MEXAY MacCHBaMHU, JeJaeT
aTaKy IMO-NPEXHEMY BO3MOXKHOM, MOCKOJBKY 3aTUPAaHHE HIDKECIEAYIOIUX MAacCHUBOB MOPOXKIAET
LeJbIi KacKaJl BTOPUYHBIX MEPENoNHEeH I (0COOSHHO 1IeIOUUCIICHHBIX ), 1a U MAaCCUBBI U3 yKa3areyei
He Takas YX Oouyblnas peaxocTb. TeM He MeHee Takas NIpoBepka (KCTaTd roBopsi, oOellaHHas B
crenyromux Bepcusx Pro-Police) mpuBener K CymeCTBEHHOMY HaleHHIO MPOU3BOIUTEIBHOCTH, YTO
SIBHO TIOHMJIET HE HA MOJIB3Y €€ MOMYIISIPHOCTH.

stack-guard NET stack-shield | Pro-police
3alIMIIaeT apec Bo3Bpara Ja Ja YAaCTHYHO Ja
3alIMIIaeT yKa3aTelb Kaapa HET Ja HET Ja
3aIMIIACT JIOKATEHBIC TIEPEMEHHBIS HET HET YaCTHYHO Ia
3aIMIIACT APTyMEHTHI HET HET HET Ia
3anmmaet oydepa HET HET HET HET
canary word ciydaeH HET YaCTHYHO | — Ja
3aIMIIaeT canary word oT mepesanucu Ja HET — Ia

Taoauua 1 cBoaHast TA0UIA Pa3/IMYHBIX 3aAlIIMTHBIX ME€TOA0B

3aKJ/iro4eHue

Tak BCe-TaKd MOXKHO 3allIUTHUTBCS OT Mepenoiustomuxcs Oydepor mnu Her? Pro-Police
oTcekaeT OOJBIIOE KOJIMYECTBO aTak, HO... BCE 3TO aTakH Ha CTEK, a IOMHMO CTE€Ka y Hac ellle eCTh
[IEJIOYMCIIEHHOE TIepEeTONHeHNe, Crenn(UKaTopel M Kyda, KoTtopele Pro-Police maxke He mbITaeTcs
OXpaHATh, TOCKOJIBKY OHH HAaXOAATCS BHE ero "memapramenTta'. DTO HE yNpeK, a CKopee KOHCTaTalus
(haxkra.

JlmuHOe HaONONIEHWE — TPOYNTAB HECKOJBKO MOIYJSAPHBIA CTaTelf W yCTAHOBUB MOTYYHI
Pro-Police, 0G0MbIIMHCTBO 3HAKOMBIX MHE MPOTPAMMHUCTOB YIYCKarOT M3 BHIY, YTO HEOOXOANMO
YCTaHOBHUTH YTO-TO ellle. be3onacHoe mporpaMMHpOBaHHE TPEOYeT IEJoro KOMILIEKCAa COBOKYITHBIX
Mep, KECTOKO Kapasi 3a MaJIeHIIIIe OIMOKH.

Hcnonb3oBatk Pro-Police 0e3yciiOBHO CTOMT, paBHO Kak U KOMITMIMPOBATh MPOTPAMMEI C
kmodoM /GS, omHAK0, HEOOXOIMMO TTOMHHUTB, YTO 3Ta Mepa OTHIOIb HE TapaHTHPYET 3alIUIICHHOCTH,
a BCETO JINIIh YMEHBIIIAET BEPOSITHOCTh aTaKH.




