KOMMNbITEePHbIe BUPYCbI:
npowrsioe, Hactosiwee, obyayuee

"Those who desire to give up freedom in order to gain security, will not have, nor do they deserve,
either one."

-- Thomas Jefferson --

geedeHue

KomnbroTepHble BHPYCHI NPOLUIM JUIMTENBHBIA 3BOJIONMOHHBIA ITyTh, HPUCATUBAsCh K
M3MEHYABOMY MHpY OIEPAllHOHHBIX CHCTEM M 3alIWTHBIX MEXaHW3MOB. [lo caMBIM CKPOMHBIM
IoJIcYeTaM XaKkepamH OBIJIO HAIFCaHO TOPSIKA MOTYyMIJIINOHA BHPYCOB M pa3padOTaHO MHOXKECTBO
TEXHOJIOTHH MPOTHBOCTOSHHS PA3JIUYHBIM 3aIMUTHBIM MeXaHu3MaM (TIOUMOp(GU3M, CTCICHPOBAHUE,
etc). Bupycrsl oCBOWIM MPaKTHUYECKH BCE "IKOJIOTHYCCKHE HUIIK': HAYaB C UCIIONHSICMBIX OOBEKTOB,
OHU TIPOJIOJDKMIM HACTyIUICHWE Ha (aiiyibl JaHHBIX: CHAadYaia 3TO ObUIM POOKHE IKCIIEPUMEHTHI C
Makpocamu B tokymeHTax MS Office, a 3atem Bce Goiiee cMenble aTaky Ha TeperoHsonmecs oydepa
B jpg/gif/mp3/midi m mnpounmx momoOHBIX ¢opMarax, CUHTABIIMMHUCS paHee NPUHIUITHAIBEHO
HEAOCTYITHBIMU JIJIA 3apaKCHUS.

K xonmy XX Beka BHpPYCHI MOTYYIIN ITOBCEMECTHOE PACIpPOCTpaHEHHE, OCBOMB HE TOJBKO
Windows, Linux/BSD, Ho 1 MoOmibHEIe mnatdopmer. Ceiidac HET MPAKTHYECKH HU OJHOW CHCTEMBI
MIOJTHOCTBIO CBOOOMHON OT BUpycoB. IToxaiyil, TOJBKO KOHTpPOJUIEpHI, yHpaBisomue JudTamu ja
MHUKPOBOJIHOBBIMH I1€9aMH HW30aBICHBI OT 3TOW HAIACTH, HO CKOJIbKO TaKOE€ CIIOKOWCTBHUE €IIe
IIPOJUIUTECS — CKa3aThb HEBO3MOKHO. MUKDOBOJIHOBBIE II€uH, yIpasiseMmble uepe3 HHTepHeT, yxe
nosiBuiMch.  Octanoch 00aBUTh B HUX MOJJIEPXKKY Java-amuieToB Uil aBTOMAaTH3alluu
MIPUTOTOBJICHHS CBOWX JIFOOMMBIX OJIFON M BUPYCHI 3aXBaT €IIe OJMH apeant OOUTaHHUs.

HecMoTpss Ha Bce ycuiusi U 0KECTOUYECHHYIO OOphOY, pa3BEepHYBIIYIOCS Ha aHTHBUPYCHOM
(poHTE, KONMYECTBO BUPYCOB COKpAmIaThCs HE coOMpaeTcs naxe HaoOopor. YeM akTHBHEE MBI
OopeMcsi ¢ BUpycaMH, TeM CTPEMHUTEIbHEE OHH COBEPIIECHCTBYIOTCS M TEM CIIOKHEE WX OKa3bIBACTCS
OTOXKJICCTBUTh M HEHTPAIH30BaTh. BUPYCHI MPEBPATIIINCh B OOBCKTUBHYIO JAHHOCTH, C KOTOPOH MBI
BBIHYXKJICHBI CUUTATHCS, COCYIIECTBYS B €IMHOM HH(POPMAITHOHHOM IPOCTPAHCTBE.

YroObl BHIpabOTaTh ONTUMAIBHYIO CTPAaTErHI0O OOOPOHBI M HACTYILICHHE, HEOOXOIUMO He
TOJIBKO Y4ECTh BCE TEXHHYECKHE aCIEKThl MPOOJIeMbI (KOTOpBIE MOKHO MOPYYUTh U CIICHHAINCTAM),
HO U pa3o0patbcs ¢ PruIocohcKUMU KOHIENIHUAMHU: OTKyZla OepyTcs BUPYCHI, KTO MX HHIIET U KTO C
HUMH OopeTcs, Kak OHM U3MEHSIOT MHp, II0YeMy BO3HUKAIOT TTI00aNIbHBIC AHIEMHU U Kakoe Oymyiee
HAC JIET — MHp 32 KaMCHHOW CTEHOM, Iie B yroay 0e30IacHOCTH BCE 3alpEIleHO U IIar BJIEBO, IIar
BIIPABO KapaeTcs PacCTpeloM Ha MecTe 0e3 MpeaynpeXIeHWs, WIH ke aOCONIOTHas HHUYeM He
orpaHeHHas cBoOoa M KHOepHeTHIecKast JeMOKpaTusi?

adHMueUpPycC KaK 4Yacmb 3alllUmMHO20 KOMIIJIeKca

AHTHUBUpYCBI BXOIST HPAKTHYECKH BO BCE COBPEMEHHBIC 3AIUTHBIC KOMIUIEKCHI M 3TO
MIPaBIWIIBHO, TIOCKOJIBKY, OJMH B TIOJIC HE BOMH W JJISI OTPKEHMS aTaKk HEOOXOJUM KOMILIEKCHBIH
noaxon K mpoOmeme. AHTHBHPYCHl (IpH HPaBHJIBHOM C HHUMH OOpamieHuH) OBIIM M OCTaroTCs
3(GQEKTUBHBIM ~ CPEACTBOM  IOJABJICHUS  BHUPYCHBIX  ONHMIEMHUH, npenorBpamas "magex"
BBIYMCIIMTENILHOM TEXHUKH, OHAKO, HEJI0OCTAaTOYHO PE3YJIbTATUBHBI B OOpbOE C JIOKAJIBHBIMU OYaraMu
3apakeHusl. AHTUBHPYC — 3TO 4YTO-TO BpOZE IOJIMIEHCKOTO MOJpPa3/eICHUs], CTa0WIN3UPYIOIETo
POCT TPECTYIHOCTH B CTpaHe Ha HEKOTOPOM YpPOBHE, HO NPUHLUUIHAAILHO HECHOCOOHBIM
MIPEAOTBPATUTh IMPECTYIUIEHHE /[0 €ro COBEpUICHHs. Bmpodem, CyIIECTBYIOT —CIEHHAIbHBIC
AaHTUBHPYCHbIC BaKIWHBI, pa3paOOTaHHBIC CIENHMAIBHO JUIA 3TOW IENH, OJHAKO, MIMPOKOTO
pacIpocTpaHeHuUs] OHM TaK U HE MOJIYYMIN. A JKallb. ..

[lepBble aHTHBUPYCHI OBIIM YCTPOCHBI N0 MPUHIUILY aBTOHOMHBIX CKaHEPOB, 3aIlyCKaeMBIX
HOJIb30BaTesIeM (MM CTapTYIOIIMX BMECTE C CUCTEMOH) U IOCIIeJ0BATEIBHO POBEPSIOLINE Bee (aitibl
OJIMH 32 JPYTMM Ha NpeaMeT HAINYUS M3BECTHBIX MOCIIEA0BATENLHOCTEH 0alT, HIACHTU(DHUIUPYIOUIIX
BUPYC ¥ NOJYYMBLINX Ha3BaHHe cUrHaTyp. HemocTtaTok Takoro mojaxoma O4EBHIECH — CTOUT CJIErKa
nepeaenars Jr000i  cymiecTByromuii BuUpyc (IpUYeM HMETh HCXOAHBIE TEKCThl JUIS 3TOTO
HE00s3aTeNbHO) M OH OKAXKETCSI HE3aMEUEHHBIM.



ITockonbKy, pas3luYHBIE AHTUBUPYCHI HCIOJIB3YIOT B KAauecTBE CHUTHATYPHl pa3UYHbIC
MOCJIE/IOBATENILHOCTH OaiT, "mpaBka" BUpyca CYLIECTBEHHO YCIIOKHSETCS W JUIsl PEIeHHs] STOH
npoOJieMbl  Xakepbl OO0BIYHO MpUOEraloT K MmH(POBKE BHUPYCHOTO Tella CTATHYECKUMH HIIH
JMHAMHYECKUMH npaTopamu. B mepBom cityuae, BHyTpH BUpYCa HAXOAUTCS HECKOJIBKO JAECSITKOB (a
TO ¥ THICAY!) TOTOBBIX MM(PATOPOB, BEHIOMPAEMBIX B IPOU3BOIBHOM MOpsiake. Bo BTopoM — BHpYyC
KOHCTpYyHpYyeT Mmu(paTopsl Ha JIETY, UCHOIB3Ys O0NbIIoi Habop "3aroToBOK" M paz0aBisisi €ro Mpu
HEOOXOJMMOCTH HE3HAaYallMMH MAallMHHBIMM KOMaHAaMH WM 3aMEHSsS OJIHY TPYIIY MAallMHHBIX
KOMaHJ OJOKOM SKBHBAJICHTHBIX €W HMHCTpYKIMH. Bce 3TH crocoObl OTHOCATCS K MOIMMOP(HBIM
TEXHOJNOTUSIM U 9((HEKTUBHO MPOTHBOCTOST CHIHATYpPHOMY MOMCKY. B Ka)I0M HOBOM ITOKOJICHHH,
TeNo BUpyca u3MeHsiercss Ha 99% coBeplIeHHO HemnpeickayeMblM oOpazoM. Kpomrednast yacts,
oTBevarolas 3a ero pacumudpoBky, HamHOro Oosiee mpeickasyema. Jlaxke ecnu mmdparop He
BbIOMpAeTCs M3 3apaHee 33/JlaHHOr0 Habopa, a IeHepUpyercsl Ha JIETy, KOJIMYECTBO KOMOWHALUI ero
MTOCTPOEHHS XOTh M BEJIMKO HO BCE )K€ KOHEUHO.

Yacte pa3pabOTUYMKOB aHTUBUPYCOB (Takux, Hampumep, kak NOD32) momma mo myTu
HaMMEHBIIETO CONPOTHBIICHUS — pPa3MHOXKasi KaKIBIM IOMABIIMH K HUM BHPYC B OJHOM-ABYX
MHJUIMOHAX 3K3EMIUIIPOB, OHM BBIACISUIM B HUX ITOBTOPSIOIIUE MTOCIEA0BATEIIFHOCTH OANT 1 3aHOCHIIN
ux B 0a3y, B pe3yJIbTaTe 4ero JJIst ONHMCaHUsl OJIHOTO BUpYCa 3a4acTyi0 TpeOOBAJIOCH CBBIIIE THICSYH
_Pa3IMYHBIX _ CUTHATYp, IPU 3TOM HH Y KOTO He ObUIO rapaHTHH, YTO JaHHBII CUTHATYpHBIH HabOp —
OKOHYATENbHBIH M HMCYEpPIBIBAIONIMNA, B pe3ysibTaTe, aHTHBHPYC [aBajl OMNPEAETCHHBIH IPOIEHT
JIOXKHBIX HETaTHBHBIX cpabaTeiBaHui, mpomyckas oT 0,1% mo 0,01% mramMMoOB H3BECTHBIX €My
TTOTUMOP(HBIX BUPYCOB.

OtedecTBEHHBIE Pa3pabOTYMKK MONUIM APYIMM, HAMHOTO OOJi€€ TEXHOJIOTHYHBIM ITyTEM,
N00aBUB B aHTUBHPYC BHPTYaAJIBbHBIN MIPOLECCOP, SMYIUPYIOIINHA BHITOJHEHHE OCHOBHBIX X86-KOMaHI,
1 pacu(poBBIBAIOIINI OCHOBHOE TEJIO BHpYyca C MIOMOLIBIO ero ke coocTBeHHoro mudparopa. [Tocne
3aBepUICHUs] pacmH(POBKM MBI MOJyYaeM CTaOWIBHBIA INTAMM C YCTOHMYMBBIMU CHUTHAaTypaMw,
obecrieunBalOIMi BbIcovaiilee kadecTBO Jerekuuu (0T 99,999% wu Bbime). MuHycoM JaHHOTO
pelIeHNs cTana Pe3Ko BO3POCIIasi CIOKHOCTh aHTHBHpPYCA, M "JICHCKHE B3HOCH!" JUIS BCTYIUICHHS B
AHTUBUPYCHBIN Kiy0 pe3ko Bo3pociu. Eciu paHbpliie aHTUBUPYC MOT HAalKCaTh MPAKTUYCCKH KaXKIbIH,
TO C TIOSABICHHEM MONMMMOP(HBIX BHPYCOB TpeOOBaHMS K KBaTU(PHUKAMKA IPOTPAMMHUCTOB
YKECTOUMIINCH Ha T1apy MOPSIIKOB, M KOJIMYECTBO UTPOKOB HA PBIHKE, COOTBETCTBEHHO, COKPATHIIOCH.

Ho naxxe camble jydiime aHTHBHPYCHBIE CKaHEpHl yXe HE YJOBJIETBOPSUIM IOTpeOHOCTEH
MOJIb30BaTENe — BHUPYCHl TOSBILSUIMCH OBICTpEe, YeM HX YyCHEeBaJIM 3aHECTH B 0a3bl W BO3HHK
YCTOWYMBBINA CIIPOC Ha TPEBEHTHBHBIC pelIeHUs (I031HEEe NEePEeHMEHOBAHHBIE MO MAapPKETUHIOBHIM
COOOpaKEHHSIM B IIPOAKTHBHBIE TEXHOJIOTHH). [IepBBIME MOSIBUIINCH TaK Ha3bIBaeMble "MOHUTOPHI" (OT
aHrimiickoro "monitor" — paauonepxBaTyMK), [EPEeXBaThIBAIONIME OOpaIleHus K OIepaluoHHON
CHCTEME Ha CO3/aHKe/y[qalieHne W 3alrCh B UCIOJHsAEMble (aiiibl (2 Tak ke APYrue MOTEeHIHAaIbHO
OTIaCHBIE OIEpAaIMM, HAIPHMEp, YCTAHOBKY PE3WICHTHOH KOIHMHM B MaMATH) M OOpamialommecs K
MIOJIb30BATENIO 3a NoATBep kaeHNueM. OX, 1 Becenas ke HacTynaia nopa! Xakepsl OBICTPO MpUAyMaIn
Kydy croco0oB 00X0la MOHHTOPOB, a MOJB30BAaTENId OBUIM TOTOBBI YOWTHCS, OTBedYas Ha Kydy
MTOJTBEPK/ICHUH, CMBICJIa KOTOPHIX OHHM BCE paBHO HE MOHMMaiH. IlosToMy, uepe3 KOpPOTKHH (B
MacmrabaXx KOMIBIOTEPHON WHIYCTPHH) OTPE30K BPEMEHH, MOHUTOPHI YIIUIM B YTHIIb U OBUIM 3aHOBO
BOCKpEIIEHBI JUIIb B KOoHIEe XX BEKa, HO... I0JIb30BATENIN MO-MIPEXKHEMY AaBAT "yes'", He BUUTHIBAsIChH
B TEKCT BOIIPOCA, ¥ YeM OOJIbIIIEe TOATBEPKICHUH OT HUX Tpedyercs, TeM CHIIbHEe OHH HEPBHUYAIOT.

Hamuoro Oonee ycmemHoW oka3agach Cyap0a AHCKOBBIX PEBH30POB, IOSBUBIIUXCS
TIPUONM3UTENBEHO B OTHO BPEMs CO CTeJC-BHpycaM (Ha3BaHHBIX IO aHajoruu co Stealth-camomeramm),
CKpBIBAalOMINX (DaKT CBOETO0 MPUCYTCTBUSI B CHCTEME, 4YTO JIOCTHTaeTCsl IyTeM IepexBaTa
OIIpeZIeTICHHBIX CHCTEMHBIX (QYHKIMH (Hampumep, QYHKIMH IIPOCMOTpPa COAEPKHUMOTO Karajiora) M
(anscuuKanuy BO3BpAIIa€MOr0 UMM pe3yibTaTa. ECTEeCTBEHHO, €CIM CITyCTUTHCS Ha Mapy YpoBEHEH
BriyOb, 0Opamasich HEMOCPEACTBEHHO K KOHTPOJUIEPY YCTpPOMCTBa B 0OXOJ ONEPaIl[MOHHOW CHCTEME,
CTEJIC-BUPYC TYT K€ MOSIBUTCA Ha pajape.

JlMCKOBBIE PEBHU30PHI PEaM30BaIM JBE OCHOBHBIX HJEU: OTCIIC)KMBAHUE IOSIBIICHHE HOBBIX
(haiiioB ¢ KOHTPOJIEM LIEJIOCTHOCTH CTapbiX M CPAaBHEHHE DPE3yJbTaTOB CKAaHUPOBAHHUS CpPEICTBAMHU
OTIEPAIIMOHHON CHCTEMBI C TIO[TMHHBIMH JTaHHBIMH, TTOJIYYIEHHBIMHU ITyTEM OOpamieHus! K KOHTPOJUIEpY
ycTpoicTBa — MI000€ pa3nnine B KOTOPBIX YKa3bIBAaeT Ha (PaKT aKTUBHOM MacKHPOBKH.

PeBu3opbl OKazannch yAadHbIM JIOMIOJIHEHUEM K CKaHepaM — CKaHEpbl HCKaIN W yIasud 10
99,999% u3BECTHBIX UM BUPYCOB, & PEBU30PHI "IOBUIHN" BCE TO, YTO HE MOMMANU CKaHEPHI, BKIKOYAs
€llle HEU3BECTHBIX BUPYCOB, KOTOPBIX IOJB30BATENM TYT XK€ HAMNpaBIAIM Ha DSKCHEPTH3y B
AHTUBHPYCHbIE 1a00paTOpHUu, OTKY/Ja UM Yepe3 HEKOTOPOE BpeMs CIIyCKallk "BakIMHY" JUIS CKaHEPOB.
ITmroc erme MOHUTOPHI (M1 TeX, KTO UMH yMeJ TOJb30BaThCs). CIOXKUBINAS KOATUIUS 3alUTHBIX
KOMIUIEKCOB OKa3ajiach 4pe3Bbl4aiiHO 3((eKTHBHA M XOTS K TOMY BPEMEHH Ha PBIHKE IOSIBHJINCH



anmapatHble CpeCTBa 3allUThl (TUMAa oTedecTBeHHO#W miatel Sheriff) oHM He BBLICpX)ATH
KOHKYPEHIIUH, HCYC3HYB TaK K€ HE3aMETHO KaK H MOSBUIIUCE.

Ho mporpecc He crost Ha MecTe. Pasmep KECTKHX JUCKOB CTPEMUTENBHO YBEIMUMBAIICS W
CKaHMpPOBAaHHUE 3aHMMAJIO Bce Oouibliiee U Ooibliiee Bpems, TeM 0oJjiee, YTO CKaHUPOBATh MPUXOAMIOCH
HE TOJIBKO UCIONHAEMbIe (ailiibl Kak paHblIe, HO U (ailyibl JOKYMEHTOB, B KOTOPBIE YK€ MPOOpanch
BUPYCHI, @ KOJIMYECTBO JOKYMEHTOB OOBIYHO HAMHOTO IIPEBHIIAET KOINYECTBO HCIOJIHIAEMBIX (aiiyoB.
Ckanep, IpOBEPSFOLINIT JUCK IO HECKOJIBKO YacOB — MAJIOMHTEPECEH M KXl ICHb ero 3amycKaTh
HUKTO He Oynet. Hy, MoxeT ObITh, pa3 B Hezelto. Miu 1axe B MECSIL. ..

CraJio sSICHO, YTO TaK KHUTh HENb3s1 M HY)KHO YTO-TO AyMaTh. BOT Tak U MOSBUIUCH aKTUBHbIC
CKaHepbl, "Brphi3aiolluecs” B  ONCPALMOHHYIO CHCTEMY W MepexBaThiBarolue (yHKIUH
CO3IaHMs/OTKPHITHS (HaMIoB, IPOBEPSISI X HA JIETY MPH MEPBOM ke K HUM obparinernu. CBocoOpa3HbIii
rUOpH/] aBTOHOMHBIX CKaHEPOB W MOHHTOPOB, MOJNYYHBIIHIA TTOBCEMECTHOE PACTIPOCTPAHEHHE, OJHAKO,
BMECTE ¢ HUM NPHUIUIH H poOieMbl. CKaHUPOBaHUE BBHINOJIHACTCS HE MTHOBEHHO, 8 3aHUMAaeT KaKoe-
TO BpeMsl, B pe3yJIbTaTe Yero CKOpOCTh padOThl KOMITBIOTEpa CYLIECTBEHHO 3amesiercs. C 3THM elwe
MOXXHO OBLJIO M CMHPHUTBCS, €Cd Obl HE MHOTOYHCICHHBIC OIIMOKH, JOMYIICHHBIE CO3IATENsIMU
aHTHBUpYCca, TpH pa3paboTKe mepexBaTynka. KOHQIMKTBI, KPUTHYECKHE OIIMOKU TNPHIOKCHHI,
roxyOble DKpaHbl CMEPTH, 3a4acTyl0 CONPOBOXAIOIIMECS MOTepel JaHHBIX, CO3/AI0T CEPhE3HYIO
yrpo3y 1uisi 6e30MacHOCTH U yIiepd OT MCMOJIb30BAHUSI AHTHBHPYCA MOXKET OBITh BEChbMa BEIHK, YTO
BBIHY)K/IACT TIOJIb30BATENICl OTKIIIOYATh aKTHBHYIO 3alllUTy, OTPAHUYHBASCh PYUHOI MPOBEPKOW BCEX
BHOBB MOCTYMHUBINKX (ailioB, 0OJHAKO, TaKOW MOAXOA GECCHUIICH MPEIOTBPATUTh BTOPXKEHHE UYepBEH,
MIOCKOJIBKY YepBH IPOHHMKAIOT Ha KOMIIBIOTEp caMH, 0e3 KakuxX-MOO IeHCTBH CO CTOPOHBI
IOJIB30BATENs, & IOTOMY ITOJHYIO IPOBEPKY AUCKAa HEOOXOIMMO BBIIIOIHATH XOTA OBI pa3 B HECKOJIBKO
JHel (67aro, ee MOXKHO TepeBecTd B (POHOBOI pexuMm).

OtaenpHO ciiefyeT cKa3aTbh M 00 SBPUCTHYECKUX TEXHOJOTHSX, MBITAFOLINXCS OTOXICCTBUTH
HEU3BECTHBIX BUPYCOB IO MPUCYIIMM UM Mpu3HakaM. Ho uTto 3710 3a npusHaku?

BHYTPH BHPYyCa HaXOJUTCS LIejIas 1abopaTopusi

>>> gpe3Ka supyc u ocu

Aarta nepBoro

och ¢upma-cosnarenn KOMN-BO U3BECTHbIX BUPYCOB
BUpYca
Amiga OS Amiga, Inc. 775 ?
Free BSD The Free BSD Project ? 2
HP-UX Hewlett-Packard ? ?
GNU/Linux GNU Project, Linus Torvalds 30 2
Mac OS Classic Apple Inc. 4-63 2
Mac OS X
Apple Inc. 0 -
Mac OS X Server bpie e
MS-DOS Microsoft oxoJio 4,000 stHBapb 1986
Net-BSD The Net-BSD Project ? ?
Open-BSD The Open-BSD Project 2 2
0S/2 IBM u Microsoft ? ?
Solaris Sun 2 2
Windows Microsoft oxoso 140,000 2
Black-Berry OS Research In Motion 1 asryct 2006
Palm OS Palm-Source, Inc. 4 ceHtssops 2000
Symbian OS Symbian Ltd. 83 utonp 2004
Windows Mobile Microsoft 2 nions 2004




Taosuna 1 http://en.wikipedia.org/wiki/Virus_statistics

>>> gpe3Ka ocHoeornoJs1az2arow,ass mepmuHosio2usi

Bupyc (Virus) — camoBocmpou3BoJsuiascsi MporpaMma, MapasuTUpYIOIIas Ha ApPYTruxX
nporpammax. MHGUIEPOBaHHBIE POTPaMMBI IPHOOPETAIOT CIOCOOHOCTH 3apaXaTh APYTHX.

Yepbr (Worm) — caMOBOCIPOM3BOASIIASICS IPOrpaMMa, pacIpoCTpaHsonias Mo ceTu 0e3
yuacTHs 4esoBeKa. B oTianumnu ot Bupyca, He SIBJISIOTCS Mapa3suTOM U MPECTaBISIET CaMOCTOSTENbHYIO
CYIITHOCTb.

Tposinckuii Konb (Trojan Horse) — mporpamma, He o6namaromas CIOCOOHOCTIMU K
CaMOBOCIIPOM3BEICHAIO U PACIPOCTpaHsIeMas 3JI0yMBIIUICHHUKOM BPYYHYIO. B Apyrue nmporpamMmel He
BHEZIPSICTCS, HO MOYXET MPONICHIBATE ce0s B aBTO3arpy3Ky, MOTydas yIIpaBICHUE TP KAXKIOM 3aITyCKe
OC.

Root-Kit — moamporpamma, mpsaymas Apyrue TporpaMMbl ((aiinbl, MPOIECCH], CETEBBIC
COEJIMHEHUS) OT aHTHUBHPYCOB.

Magasaps (Malware) — o0000IIeHHOE HAa3BaHHUE BCETO BPEIOHOCHOTO IMPOrPAMMHOTO
obecrieueHns (4epBeit, BHPYCOB, TPOSHCKHUNA KOHEH U T.1.).

Haunnka (Payload) — monmporpaMmMa, OMIIMOHATBHO BXOJAINAas B COCTaB MayBapu. llpu
OTIpENICIICHHBIX YCIOBHUAX BBIMONHICT HEKOTOpPBIC ACUCTBHUS — OT BHACOI()(EKTOB 110 paspyIICHHS
nH(pOpPMAINU M YCTaHOBKH yaaneHHoro shell'a.

Kmo u noyemy nuwem supycbl (U3MeHeHuUe Mmomuesauyuu)

B BocbMHuzeCATBIX  ToJax ~ BHPYCHl  CO3[JAaBAaJMCh  BBICOKOKBAIH(UIIMPOBAHHBIMHU
IPOrpaMMHUCTaMH, OCBOMBIIMX acceMOJep M [IOCKOHAJIPHO H3YYHMBIIMX HEJOKYMEHTHPOBAHHBIC
Bo3MoxkHOCTH MS-DOS. I'mobanpHbIX ceTeil Toraa He CylecTBOBajla, COOOLICHHUS! O BUPYyCax HOCHIN
OTPBHIBOYHBIN XapakTep M BCE TEXHHUYECKHE MACTalIH IPUXOIWIOCH J00BIBATH JH3aCCEMOJIEPOM U3
Yy)XUX BUPYCOB WJIM JOJYMBIBAaTh UX CAMOCTOSTEIbHO. DTO OBUIO BpeMsl BEJIMKHUX MW, HOBATOPCKUX
pelIeHnH, WHTEIUIEKTYAIbHBIX MOEIMHKOB M MPOYMX KpPAacHBBIX JMHUTETOB. MOpaJBHBIA 00JIMK
co3maTteneil BUPYCOB, KOHEYHO, BapbUpPOBaJCA B OUYEHb MIHPOKUX IIpeAerax — OT YHCTO
UCCIIE0BATENbCKOTO HHTEPEca N0 KETaHUsI OTOMCTUTb BCEMY UEIIOBEYECTBY, OJHAKO, B IEJIOM 3TOT
MIEPUOJ MOXHO OKPECTUTh KaK 30Xy POMaHTH3Ma. BOIBIIMHCTBO XaKepoB MPOCTO HE OCO3HABAIU
TOrO yimepba, KOTOPBIi OHU MPUYMHSIOT, 4, €CJIU JJaKe OCO3HABAJIH, TO BOCIPHHUMAIH NIPOHCXOAAIIEE
T10]] YTJIOM KHOEPHETHYECKUX BOMH, € CHIbHBIA MMeeT ciadoro.

C pa3BuTHEM KOMMYHHKAI[MOHHBIX CETEH, MEXIy XaKepaMu HaJTaIuics yCTOHUYMBBIM OOMEH
uH(opMaluK, IOSBUINCH CHELUATN3UPOBAHHBIE TEIEKOH()EPEHINH W JJIEKTPOHHBIE IKYypPHAJIBI,
MIOCBSILLIEHHBIE BUpYCaM, B pe3yJbTaTe 4ero K Hauanry 90X rogoB HamucaTb BUpPycCa MOI IMPaKTUYECKU
KaXKIblil TPOrpaMMHUCT, OCBOMBILIMWII acceMOiep, 4To OH, OOBIYHO W JieNall. A JUIs 4ero euie y4uTb
accemOuiep? Byx u ckiag moxkHO U Ha Fox Pro mammcats... Co3maHue BUpyca HE TOJIBKO SIBISUIOCH
XOPOIINM YNPaKHEHHEM B CHCTEMHOM IPOrPaMMHPOBAHHH, HO U CTAHOBHMJIOCH NPU3HAKOM KPYTOCTH,
BO3BBIIIAsl MPOTPAaMMHUCTAa B €ro COOCTBEHHBIX IJla3aX M B IVa3aX OKpyXKaromux. EcTecTBeHHO,
Ka4eCTBO BHPYCOB, HallMCaHHBIX B MpOIEcce U3ydeHHs acceMOiepa, ObLIO HEBEIMKO W OOJBIIMHCTBO
W3 HUX OKa3bIBAJIOCh HEXHM3HECTIOCOOHO. ATpPEecCHBHOCTh BHPYCOB HAaXOAWIACh B OOpaTHOH
IPONOPLUUOHATIBHOCTH C HHTEJUIEKTOM MX CO3JaTeled, CTpeMsIuuxcs B IEepBYH Odepelnb K
Pa3pyLIEHUIO JAHHBIX U TOJNBKO MOTOM K TEXHUYECKOMY COBEPLICHCTBY. TeM He MeHee, IMEHHO B 90x
xakepbl n300penu nmosmmophusm u stealth-Bupycsl 1 MHOTHE JPYyrUe HPOrPECCUBHBIC TEXHOJIOTHH.

K xonmy XX Beka mporpaMMHoe obecredeHue "pa3zxkupesno" HaCTOIbKO, YTO BHPYCHI,
HaIVCaHHBIE Ha SI3bIKAaX BBICOKOTO YPOBHSI, IEPECTANN BBITIAAETh YPOJaMH U HEOOXOAUMOCTh KOPIETh
HaJ acceMOiepoM otnana. Kak ciencTsue — HOSBIUIIOCH OTPOMHOE KOJIMUECTBO BUPYCOB, HAMCAHHBIX
Ha DELPHI, Visual Basic, etc. Xakepsl Mebp9aiyl U IerpaadpoBaid OyKBAJIILHO Ha Tiazax. Momomoe
MIOKOJICHWE HE XOTEeJNO0 JyMaTb, BHPYCHl yXXE€ HE BOCIPHHUMAINCh HU KaK YNPAKXHEHHE B
MPOTpaMMUPOBAHUM, HU KaK 3aHMMaTellbHasl rojoBosioMKa. OHU MPOCTO MUCATUCH 110 MHEPLUU WY,
cKopee, MO ycCTosABIIEHcA Tpaguuuu "KpyTU3HBI" B CTUIE "MHOHEpBl MepsioTcs nuckamu'. Bonee
OTIBITHBIE TPOTPAMMHUCTBI HaxoIwin cebe 3aHsATHEe NOMHTepecHee. B camom pgerne, kakoi HHTEpec
TPaTUTh BpeMs Ha Pa3pabOTKy M TECTHPOBAHUE BUPYCA, €CIIM 3TOT TPYJ HEe OyJAeT JOJDKHBIM 00pa3oM
OLIEHEH M omutaueH? bosee Toro, mosBwiIach peayibHas yrpo3a CeCTb B TIOPbMY WM OBITh JKECTOKO
M30UTBIM KOJUIEraMHu 1o pabote. PoMaHTH4eCKHH Opeot, BUTABIINX BOKPYT BUPYCOB, pa3BesIcs. ..



Jlemonuck eupycHoll XpoHoo2uu

IlepBoe cems OputO OpomieHO B maiekoM 1949 romy (MOXHO nmake ckaszatb, 4to B 1950,
YYUTBIBAsA TOT (aKT, YTO JeficTBHE NMPOUCXOAWiIo B Aekabpe), korna John von Neumann (/xoH ¢on
HeiimMan) mpouen cepuio JEKIWil 110 TEOPHU CaMOBOCIIPOM3BOISIIMXCS aBTOMATOB, M3aHHYIO YXKe
nocie ero cmept B 1966 roxy (The Theory of Self-reproducing Automata, A. Burks, ed., Univ. of
Illinois Press, Urbana, IL), nepeBeieHHy10 Ha pycCKuii 361K u3aarenscTeoM "Mup" B 1971 roay.

B 1957 roay B npectmxHOM Hay4HOM xypHaie "Nature" matematnk Roger Penrose (Pomxep
Ilenpoy3) omy6mmkxoBan crateio "A  Self-reproducing Analogue" ("CamoBocmpon3BOISIIAECS
Mozenu"), UCCIEAYIONIYIO MPOOIeMbl KHOSPHETHUECKOM XU3HHU (CaM TEKCT CTaThH MOYXHO HAWTH Ha
ouIHaIEHOM caifTe )KypHalla www.nature.com/nature/journal/v179/n4571/abs/1791183a0.html).

B 1961 roay corpymanku komnaauu "Bell Telephone Laboratories" npumgymamu urpy Darwin
("HapBuH"), MOJAENUPYIOUIMMH  3SBOJIOLMIO IOCPEACTBOM  CPaKEHHS MEXIy HECKOJIbKHMHU
acceMOJIepHBIMH TIporpaMMami ("'opranm3mMaMu'') 3a CHCTEMHEIE pecypcesl ('mumry').

B 1970 romy Obuia 3adukcupoBaHa mepBas nporpamma-oomo6a mo umenu "Cookie Monster",
HanmcanHas Chris'om Tavares'om (Kpuc TaBapec) mist komnbrotepoB tuna IBM 2741, paborarommx
MOl YIPaBJICHHEM SKCIEpUMEHTANbHON omepannonHoi cucteMel MULTICS (mpapoaurenbHUTICH
UNIX).

B 1973 rony Bob Thomas nHammcan camoBocmpom3Bosmyrocs mporpammy Creeper (4ro
IepeBOANTCS Kak "momsydne pacterue"), padoTaromyro MO ONeparmoHHON cucteMoit Tenex B ceTH
ARPANET (mpouHTEpHET ) U TIepeMEIIArOIIyOCsS OT MAlIMHBI K MallWHE ¢ BbAadel coobmenus 'I'M
THE CREEPER : CATCH ME IF YOU CAN.' ("I BeHaok. [Toiimaii menst, eciiu cmoxemrs!"). Creeper,
W3HAYaJIbHO CO3JaHHBIN B YUCTO AEMOHCTPALMOHHBIX LEJSX, OBICTPO BBIIIEN M3-TIOA KOHTPOJIS U JUIst
00oppOBI ¢ HUM ObuT Hamucan Reaper ("XKuen"), Oeraromuii Mo MamMHaM B TMOWCKAaX BBIOHKA U
Jlenaroimuii emy xapakupu. Mms cozpatens XXHena Tak 1 0CTaJIoCh HEU3BECTHBIM.

B 1974 roay KONMMYECTBO CaMOBOCHPOM3BOASAIINAECS MporpamMMm (MPO3BaHHBIX 3a CBOIO
IUTOOBUTOCTh "Kponukamu' — Rabbits) pe3ko BO3pocio M WX pasMHOKEHHE IPHHSUIO XapakTep
smumemun. Torma ske mosBmiack mporpamma HIPBOOT, BHeapsifomass B 3arpy30dHBIC CEKTOpa
3arpy304HbIX JAMCKOB, M TIOpa)karolas KommbloTepsl Nova, npon3BoauMble koMnanuei Data General.

B 1975 roay Beimuia kaura "The Shockwave rider” ("Ha mokoBoii Bonne") [Ixxona bpannepa
(John Brunner), rae oH omucajd NpoOrpaMmy, CaMOCTOSITEIBHO PacCHpOCTPAHSIOUIYIOCS IO CETH,
BIEpPBBIE YNOTPEOUB TepMUH "depBb" (WOrm) CTaBIIMK BIOCIIEACTBHU OOLIETIPHHATHIM. B ToM ke
camom rtoay Jxon Yomkep (John Walker) momonnser HammcanHyro M paHee Hurpy "Animal"
("’KuBoTtHoe"), moamporpammoii "Pervade" (0T aHTII. pacipocTpaHATHCS, MPOHUKATH), paboTaroIIe Ha
komnbioTepax Univac 1100/42 mox ympaBneHueM omnepamuoHHON cuctemoii Exec-8. Caszka
Animal/Pervade BeneT ce0s1, kak (aillIoBBIif YepBb.

B 1980 rony IOpren Kpayc (Jurgen Kraus) zammimaer IumuioMHyo paboTy 1Mo Teme
"CamoBocnponsBojsimuecss  nporpammbel”  ("Selbstreproduktion  bei  programmen"), a B
HCCIIeI0OBATEIbCKOM IIeHTpe pupmbl Xerox, pacmosioskeHHOM B [1ano-Aunbeto, aBoe yuensix Jxon [lou
(John Shoch) m Mom Xamm (Jon Hupp) HE3aBHCHMO OT HEro MPOBOIAT SKCICPUMEHTHI IO
pachpeneNeHHbIM BBIYMCICHHSM Ha OCHOBE IPOrpaMM-uepBeil, 3aKOHYMBIINECS CO3JaHUEM BIIOJHE
JKHU3HECITOCOoOHOTo YepBst Xerox-Worm.

B 1981 roay (mo mpyrum nanaeiM B 1982) Ha kommbtotepax Apple Il mosBisteTcst mporpamma
Elk Cloner, nartmcannas Pmuapnom Cxpenroit (Richard Skrenta), pacmpoctpasstomas depe3 THOKHE
JICKW ¥ BBI3BaBIIas IIEPBOE MacIiTabHOE 3apaKeHHe MEepCOHaJIbHBIX KOMIbIOTepoB. Kazanoch Ob1 —
OTJIMYHBIN MTOBOJ 33yMaThCsl O 3aIUTE, HO... HCTOPUS HAC YUUT TOMY, YTO HUUEMY HE YUHT.

B 1983 romy crynentom ®pemom Kosnom (Fred Cohen) Obuia  HamucaHa
CaMOpPa3MHOJXKAIOIIasACs IporpaMma, paboraromias Ha iatpopmax VAX 11/750, TOPS-20, VMS nox
YIOPaBJIEHUEM  3allMIIEHHON onepauuoHHod cuctembl UNIX, npogeMoHCTpUpoBaHHas Ha
KOH(epeHIINU 10 KOMIIBIOTepHOH Oe3omacHocTu B xone kortopoi Jlen Dmimanon (Len Addleman)
BIICPBBIC YIIOTPEOUI TEPMHH "BUPYC".

B 1986 roay mosBuics nepssiit Bupyc it IBM PC-coBMeCTHMBIX KOMITBIOTEPOB, CO3JaHHBIH
JBYMsl TNaKMCTaHCKUMM mporpammucramu Basit Farooq Alvi u  Amjad Farooq Alvi,
pacIpoCTpaHSIONIMICS Yepe3 3arpy304Hble CEKTOpa W IONYYMBIIMH Ha3BaHWE ''MaKHCTaHCKOTO
Bupyca" (oH ke "Brain", on xe "Lahore"). OTcyTcTBHE 3aIIUTHBIX CPEICTB MPHBEIO K MacliTaOHOMN
SMMICMHUM, pa3pyIIUTENbHBIA  XapakTep KOTOPOM ycwiMBaiIcs TeM (aktoMmM, 4Yro upes
CaMOPa3MHOXKAIOIIUXCS TIPOTpaMM HaKOHEII-TO BBIPBAIACH U3 JTA0OpATOpHi U cTana "obmeHapoaHbIM"
JIOCTOSIHAEM MPOIPaMMHUCTKOH o0mecTBeHHOCTH. COTHHM XakepoB 10 BCEMY MHUPY MOTPOIININ
MaKMUCTaHCKOTO BHPYCa M COBEPIICHCTBOBAIN €T0, CO3/aBas CBOM COOCTBEHHBIC BepcHH. MeHee deM
Yyepe3 rofl MOSBUIINCH BUPYCHI, MOPaKaroOIIie com-(anibl, a 3aTeM U exe.



B 1988 roxy PoGepr Tamman Moppuc (Robert Tappan Morris) co3gaer W BBIIYCKaeT B
Wnrtepuer uepssi, nopaxatomiero kommstorepsl VAX, DEC u SUN, ynpasnsemble UNIX-nono6Hoi
omepanmoHHoil cucteMoit BSD. PaznuuHble MCTOYHWKHM TPHUBOIAT CHIBHO HEOIMHAKOBBIE OIEHKU
KOJINYECTBA 3apa’KeHHBIX MAIIIMH, HO JIeJI0 Belb He B KoiuuecTBe. UepBsr Moppuca pa3Besi WLTIO3HIO
6€301MacHOCTH 1 3aCTaBWJI MHOTHX IPOTPaMMICTOB BCEPhE3 3aJyMaThCs O TE€X yTrpo3ax, KOTOPBIM OHH
MIOJBEPTAIOTCS TPH MOJKIIOYEHHH K PACIIPEICTICHHBIM CETSIM.

B 1991 roay B nukoii npupose Obl1 0OHApPY’KEH MEPBBIN TOIMMOP()HBIN BUPYC, MOTYINBIINHA
Ha3BaHue Tequila, m moTpeGoBaBIIMiI OT pa3paOOTYMKOB AHTUBHPYCOB MNMPUHIMIHMAIGHO HOBBIX
ITOPUTMOB JICTEKIIHH.

B 1996 roxy mosiBUiOCH cpasy JiBa BHpyca Uil ONEpalHoOHHONM cucrembl Linux — Bliss,
HaIMCaHHBIA HEU3BECTHBIM XaKepoM M Staog, cozmanubiii Quantum'om (kctaTu roBops, mog MS-DOS
K TOMYy MOMEHTY Y€ CyLIeCTBOBAJIO TOpsiaKa 4 ThIC. BUPYCOB, HO — 3a HCKJIIOueHHeM Yepss
Moppuca — He ObII0 U3BECTHO HA 0HOTO BHpYyca noJ UNIX-momo0HbIe CHCTEMEI).

B 1998 rony mup comporayncs mon HatuckomM Win95.CIH (om xe "Umx", oH xe
"YepHoObuThcKMH Bupyc"), 3apaxkaromero wncrnonmHsemsle daiinel gopmara PE, u 3armparomero
FLASH-BIOS, uto "yOuBano" MaTepWHCKHE IUIATHI, JIOMas YCTOSBIIEECS MHEHHE, YTO BHPYCOB,
BBIBOJISIIIMX 00OPYZOBaHUE U3 CTPOSI HE CYIIECTBYET U CYIIECTBOBATh HE MOXET (XOTs ere a0 "yuxa”
NPOCKAIB3bIBAJIM COOOLIEHUSI O BUpPYyCaX, JIOMAIOUIMX HEKOTOPHIE MOJAENH JPEBHHX MOHHUTOPOB, Y
KOTOPBIX MPU HEMPAaBUIBHBIX YCTAaHOBKaX BUICOPESKHMA JCHCTBUTEIBHO JIETEN CTPOYEYHHK). B ToM
JKe TOAY MOSIBHIICS MEpBBIi Bupyc Strange Brew, HamucaHHbIH Ha "aOCOMIOTHO Oe30macHOM" s3bIKE
Java, n omryOnMKOBaHHEIN B ANIeKTpoHHOM XypHaie Codebreakers #4.

B 1999 rony Oput oOHapyXeH MEpBBI MaKpOBHPYC, MOPaXKaromuil JOKyMeHTH Microsoft
Word/Microsoft Outlook u pacmnpocTpaHSIOMIHICS MO IUIAHETE CO CKOPOCTHIO JICCHOTO MOXKapa, 4To
OOBSCHSIETCSI TEM NPOCTHIM (HaKTOM, YTO BHPYCHI, apasuTHpyonMe Ha (ailax NaHHBIX, 10 3TOTO
MOMEHTa ellle He OBUTH TPEeJICTaBICeHbI INPOKOI OOIECTBEHHOCTH M ITIOTOMY HUKTO Ja)Xe HE MbITaJICs
3amumaTbesd (Ha caMoM Jiene, MepBblil MaKpoBHUpYC HosBUICA emme B 1995 rony, HO no psay NpuuuH
HE TIOTYYHJI ITUPOKOTO PaCIPOCTPAHEHN).

B 2000 roay mosiBuiics mnepBbiii nceBo-uepB "[LOVEYOU", mopaxarommii epcoHaTbHbIE
KOMIIBIOTEPBI,  YNpaBIAEMbIC  ONEPAlMOHHBIMH  cHUcTeMamMu  cemeiictBa  Windows, n
pacHpOCTPaHSIONIMIACS 4Yepe3 BIOKEHHE K JJIEKTPOHHOMY MHCbMY, HAIMCAaHHOE Ha S3BIKE
Visual Basic Script. Ctporo roBopsi, 10 COBpeMEHHOH KJIacCH()UKAINHU 3TO HE YePBb, a OOBIKHOBEHHAS
TPOSIHCKasl TIpOrpaMMa, IOJIydaromasi yIpaBieHHe B TOM, M TOJIbKO TOM CIIydae, €CH I0JIb30BaTelb
OKa3bIBa€TCSd HACTOJBKO TIIYN, YTO COIVIAIIAETCS  SIBHBIM_ 00pa3oM 3aIllyCTUTh BJIOXKEHHE,
MOJyYeHHBIE U3 HEHAJIEKHBIX MCTOYHMKOB. O/IHAKO, COBOKYIHAs II€Ha TJIYHOCTH IPEBBICHIA JECATh
MIIIMAPIOB JIOJUIApOB, YTO TOATOJIKHYJIO XaKepoB K pa3pabOTKe HOBBIX 3JIOBPEAHBIX IIPOTpamMM,
KOJINYECTBO KOTOPHIX 3@ MOCHIEYIOIINE CEMb JIET BHE3AITHO MOACKOYMIIO C IECSTH 10 CTa ThICSY.

B 2001 roxy, Bmepseie mocie Moppuca, MOSBHIOCH Cpa3y HIECTh HOBBIX ITOTHOICHHBIX
yepBeit: Ramen (mopaxaromuii Red Hat Linux), Sadmind (mopaxarommuit OS Solaris u Microsoft
Internet Information Services), Sircam (mopaxkarommii Microsoft Windows), CodeRed I/II
(mopakarommii  Microsoft Internet Information Services), Nimda (mopaxatommit OS Solaris n
Microsoft Internet Information Services) u, nHakonen, Klez (mopaxaromuit Microsoft Outlook u
Microsoft Outlook Express).

B 2003 roay uepBu OCHOBAaTENBHO MOTPSICIU CETh, MEPErpy3UB MAarUCTPAIBHBI KaHANbI TakK,
YTO KOE-KTO Ja)Ke Hadajl IOroBapuBaTh 0 cKopoM KoHile MHTepHera. OnHa smuaeMus ciiefoBana 3a
JIPYTOH 1 MpaKTHYECKH HUKTO He m30exkain 3apaxkerns: SQL Slammer, Blaster, Welchia, Sobig u Sober
aTaKoOBalM BIAJENbIEB onepanoHHbIX cucTeM Windows NT ucrons3yst ABe yS3BHMOCTH: IBIPY B
SQL-cepBepe u ommbky nepenonaenus B cayxde DCOM RPC. Otnensable pasHoBUAHOCTH Blaster'a
COXPaHSIOT CBOIO aKTHBHOCTh M JO CHX IOp, OKKYNHPOBAB He3aJaTaHHbIE MAIIWHBI, KOJIUYECTBO
KOTOPBIX HCUHUCIAETCS MWUIHOHaMH. YBBI! CpeaHeCcTaTUCTHUYECKHH MO0Jb30BaTeldb — CYIIECTBO
TEXHUYECKH Oe3rpaMOTHOE W JIOBOJBHO JIEHMBOE. YPOK, IpenoaHeceHHbld YepBem Moppuca, He
TOIIEN BIPOK U KOMITBIOTEPHBII MUP MPAKTUUECKH HE N3MEHMUIICS 32 MPOILIe/Iee BpeMsl.

B 2004 roay akTMBHOCTH YepBel HECKOJIBKO CHHU3WJIACh, HO SIUAEMHUH BCE €I11e MPOJOIIKAIN
ceupenctBoBath. MyDoom, Witty, Sasser m Santy cBomM OypHBIM pa3MHOXKEHHEM II€perpy>Kain
KaHaJbl ¥ IPUYUHSIN T0JIb30BATENSIM MHOXKECTBO HEYZOOCTB, BILIOTH ZI0 MOJHOTO Mapainda padoThl
HEKOTOPBIX OpraHu3anuii. B Tom e romy mosBmics mepBbI 4epBb U1 MOOMIBHBIX Tele(OHOB —
Cabir.

B 2006 roay Bupycs! "ocBounu" RFID-ckaHepsl, HCTIONIB3yeMbIE B TOPrOBJIE, U BBIITyCKAEMbIE
0 MWUIMOHY INTYK B TOJ, NPUYEM, MX BBIYHCINUTEIbHBIE MOIIHOCTH JOCTaTOYHO CKPOMHBI, U
MIPOM3BOIUTEIN AaHTUBUPYCOB B HUX IPOCTO HE "BIHCHIBAIOTCS", YTO CO3/IaCT OIPOMHYIO MpoOIieMy.
Yrpoza MacmITaOHBIX aTak BIIOJHE peajbHA, a MOTEHLIUAIbHbIC YOBITKM HWCYHCISIOTCS COTHSIMH



MUJUTHAPAOB JI0JUIApOB, YTO PAaBHOCHIBHO AKOHOMHYECKOH KaTacTpode. Tak 4To MBI )KUBEM B O4YEHb
HWHTEpECHOE BpeMsi, I'ajiasi IPOHECET JIM HaC B OYEPEHOM pa3 MM BCE-TaKH IPSHET INI00AIbHBIA TPOM 1
Oyzer pealbHBIH MOTOM, Ha OOJOMKax KOTOPOTO HAIIM IIOTOMKH OyIyT OTCTPauBaTh PYXHYBLIYIO
LUBUJIN3AIHMIO 3aHOBO.

/*6nok 1%
uHmepebto ¢ Dark Avenger'om

Pucynok 1 Dark Avenger (Uepublii McTuTeb) — JiereHaapHblii 0oJrapckuii xakep konua 80x,
TJIABHBIM 00Pa30M M3BECTHBII CBOMM MOIIHBIM NMOJINMOP(HBIM ABM:KKOM MtE 1 BUpycom
Eddie.

XaKep: 60ONpoc nepewvill, HO KOHYEeNMyalbHblil. noYemy, cobCcmeeHHo, upycoi?!
DA: 3Haemb, Toraa B 80X, Koraa Mbl OBUTH MOJIOABIMH, YUTATH (AHTACTHKY M (PaHTa3UPOBAIHA HA
TEMbl KOMIIBIOTEPHOH KHU3HU, BUPYChl — OTO, Ka3aioch, Tak KpyTo. Sl cam 4yBak HE BIIOJHE



CTEpPWIBbHBIN (Hy ThI IOHMMaeIlb), BOT M HoAuenui 3apasy. Celiyac Jake He OMHIO, YTO 3TO ObLT 32
Bupyc. [IoMHIO TOJIBKO, YTO Ky4a MOMX JJaHHBIX 00OpaTwiach B Ipax, HO BMECTO TOTO, YTOOBI PbLIATh
HaJl yOuThIMH (aiiiaMu, st 3aMHTEPECOBAJICS YCTPOWCTBOM BUpyca (Onaro accemOiiep K TOMYy BpeMeHH
yI)Ke 3HaJ), Ha [EeJYI0 HEeJelo BbIIIaB U3 )KU3HHU M 3apbIBIIKCH B pacrnedyaTku. Pa3o0paBIIuCh, s CHIBHO
pa3ouapoBaics, HOYyBCTBOBaB, YTO caM ObI MOT HamucaTh HaMHOToO Jy4nie. Hamwcan, mpourpancs,
Opocut Ha MoJKy W 3a0bU1. Ho moToM CXBaTHII ele OAMH BUPYC M YracHYBLIMH HHTEpEC MIHOBEHHO
pasropencst ¢ HOBOHM cuioi. Ha 3TOT pa3 3amana XBaTWJIO Ha HECKOJBKO JIET 3a KOTOpbIE ObIIH
OnpoOOBaHBl pa3IMYHbIC TEXHOJOTMM M CO3JaHa BHPYCHl, 3aMETHO BBIACISIOIHEcS Ha (oHe
OCTaJIbHBIX U BOMIEAIINE B JIETEHY €LIe TPH KHU3HU.

XaKep: npodoadicaeulb 1u 3aHUMAambCs GUpYcamu meneps?

DA: s, KOHEUHO, CJIeTKa 3aJIBUHYTHIN, HO BCE )K€ HE HACTOJBKO! M HE HACTOJIBKO YMHBIN, KaK 3TO
MOJKHO TIOAyMaTh W3 MouX HHTepBBIO ¢ Capoif I'pomoH. UToOBI HEe pa3BeHYATh CO3MAHHBIA el MUp,
Dark Avenger otomen ot fen eme B Hagaie 90X B TOM camblii MOMEHT, KOTJ]a BUPYCHBIE TEXHOJIOTHH,
JOCTHTHYB THKa CBOETO Pa3BUTHS MOIIIM HA Craj, a B "»nurapHoe" cooOIIecTBO BHpycomucaTeneh
HayaJld BIMBATbCA TOJMNbl TMHOHEPOB, NUIIYIIMX BHUpychl Ha belicuke! Kakoli wuHTepec wux
aHanmu3upoBaTh? CBexux uaed B HuUX HeT. IlonHbIM NpuUMHUTHB. A eclM Bac MHTEPECYIOT HUJEU —
ornpasisiiitecs Ha Black Hat, xors ymagox napur m tam. Kakoe-To 3amycreHue omrymaercs. JTo
TPYAHO IepenaTh CIOBaMH, HO XaKepCKoe OOIIECTBO 3a MOCJeTHEe BpeMs CHIBHO OMYCTHIIOCH H
JIeTpaIupOoBaIO.

XaKep: meoe Hanymcmeue MoI00bIM xakepam?

DA: XaKepCTBO — 3TO 0OO0JIe3Hb, KOTOPOH HY)XHO XOTs OBl OJHaXABI IepeOoJeTh, YTOOBI
BbIpabOTaTh MMMYHHUTET. BUpyChl OBIIIM M OCTalOTCSl 00BEKTOB CEPhE3HBIX HAYYHBIX MCCIENOBAaHUN 1
IycKail 3aTKHYTHCS T€, KTO MbITaeTCs IPUPABHATH XaKepOB K TEPPOPUCTAM, a B BUPYCaX BUAUT TOJIBKO
BPEJIOHOCHBIE MPOrpaMMbl XYJIUTAaHCTBYIOIIEro THUMA. Pa3pylieHue NaHHBIX — HE €CTh OCHOBHAs
CymHocTh BHpyca. Ckaxy HpsAMO: YTOOBI BBDKHTb, BHUPYC [OJDKEH CTPEMHTbCA K CHMOHO3Yy ¢
OTIEPALIMOHHBIM OKPY)KEHHEM H HE MPUYMHATH HU MPSAMOTr0, HM KOCBEHHOT'O Bpena (B YaCTHOCTH, HE
BBI3BIBATh TIEPETPY3KH MArdCTPAIBHBIX KaHATOB CBsA3M). K COXKaJNCHMIO, XaKepbl CBEPHYIH
HCCIIEIOBATEIBCKYIO [ESITEIbHOCTh MHOTO JIET Ha3aA. Mbl ObUTH NEPBOOTKPBIBATEIAMH, & MOJIOJOE
MIOKOJICHHE TOJIKO oOe3sHu4aeT. M XOTs BUpPYChl OCBaMBalOT HOBBIC IIAT(OpMbI (MOOWIBHBIC
tenedonsl, RFID-ckaHepbl) OHM  SKCIUTyaTHPYIOT  TEXHOJOTHMHM  JECATHIETHEH JaBHOCTH,
aJIONTUPOBAHHbIE 11O/ HOBBIE yCcIOBHUA. I'pycTHO. O4eHB TPYCTHO.



/*6nok 2 *

v

UHmMepebro ¢ ceJsiIeHou




Pucynoxk 2 Selena (CeJiena, B nepeBoje ¢ rpedeckoro "Jlyna') — noanoJsibHblii paspadoTynk
KOMMep4ecKux root-kit'o u3 xosonubix Hunepiaanaon

XaKep: KMo mvl maxas u vem 3aHumMaeuves’?

Selena: mpoOseMbl CaMOMACHTU(HKAIIMA MEHS HE BOJIHYIOT, HAa30BUTE MEHS XOTh OOrOM, XOTh
IIBSIBOJIOM — MHE Bce paBHO. KommbroTepsl ais MeHs — 3T0 Bce. To ecTh abcomoTHO Bce. Huuero
JIpYTOro y MeHs HeT. Sl COBEpIICHHO aconuanbHbIM THil. IIMBO He MbIO, HA ANCKOTEKH HE XOXKY, C
MapHsIMHA HE BCTPEYAIOCh, MBICIb O "IUBWIBHOWH" paboTe NMPHBOAWT MEHS B yXac, TpaHHYalIUd C
cynmmaoM. Ho Bexp Ha KOMIBIOTEpHI Kak-TO 3apabareiBaTh Hajmo, BepHo? CHauama s
SKCHEpUMEHTUpOBana ¢ kpeautkaM. Ilotom mnonanace. [lomyumna cpok (yciaoBHO). 3agymainach.
Kpenko 3amymanace. Kak panpme >xure? Co3nmaBarh mapoBapbl (T.e.  yCIOBHO-OecCIUIaTHBIE
NporpamMMbl) 3TO He s MeHs. Bor Torma u Hauanma mucath root-Kit'el W mpoaaBath ux. CHauana
OCTOpO’KHO, a 3aTeM Bce cMmelee U cMmenee. Ceifuac yke MOAYyMBIBAIO O TOM, YTOOB! BBIHTH U3 TEHU U
JIeTaT30BaTh CBOI OM3HEC.

XaKep: ¢ 9020 MOMEHmMA, NONHCANVICIMA, NONOOPOOHee

Selena: ¢ Toukm 3peHHs 3aKoHa root-kit'sl HaXOMATCA Ha NMOTPAHWYHOW 30HE: C OJHON CTOPOHBI OHH
MIOBCEMECTHO HCIIOJIB3YIOTCS JUIS MPECTYNHBIX LeNed (M MHE TPYJHO MPEICTaBUTh KaK MX MOXKHO
UCIIONIb30BaTh HMHAye), C APYrod CTOpOHBI — caM 1o cebe root-kit Bcero mmimp OubIHMOTEKA
6e300uaubIx QyHKui. [TomydabpukaT, HENPUTOIHBIA K HEMTOCPEACTBEHHOMY UCTIOIL30BaHUIO. B Heil
HeT HU "31a", Hu "mo6pa, a moToMYy JIF000# BMEHSAEMBIi aIBOKAT JIETKO OMpaBaaeT pa3padoTyrKa root-
kit'a, mokazaB OTCYTCTBHE cOCTaBa MPECTYILICHAUS U 3JI0TO YMBICIIA.

XaKep: Kmo meou Kiuenmuol? 2oe mol UX HaxX00Usb? KaKogsl yeHwvl Ha root-kit'vi?

Selena: s MCXO0XY M3 IPEIIIOIOKEHNUS, YTO MO KJIMEHTBI — YECTHBIE JIFOU J0 TeX IOp, T0KA OHU He
JanyT TOoBOJa Mmoaymark obpaTHoe. To ecTh, eciim 4YenoBeK NMpOCHT HamucaTh root-Kit, HHYero He
TOBOPs 3a4eM OH €My HY>KeH — 3TO Mol KiIMeHT. Eciu jke KoMy-To Hy»KHa aTakyrollas mporpamMma, To
s OTBEYAl0 HEM3MEHHBIM OTKa30M. KiIMeHTHI Ko MHE OOBIYHO MPUXOJAT caMH. S| MPOSBISIO GOIBIIYIO
AKTHBHOCTh Ha Xakepckux (opymax (Ha BCSKHI Cllydall KaxIblii pa3 perucTpupysch Moji pasHbIMU
TICEBIOHMMAaMH), ¥ TIOTCHIIMATBHBIN 3aKa39MK MOXKET 0€3 Tpy/Ja OLEHHTh YPOBEHb MOETO MacTEpCTBA.
Ha menax mogpoOHO ocTaHaBiMBaThCsA HE Oyay (IMycTh 3TO OyaeT Moel MaJeHbKOH KOMMEpYecKoit
TafHOMN), CKaXy JIMIIb TO, YTO OHHM BapbUPYIOTCS B OYCHb IIMPOKHUX Ipesesax. Y CTOSBIIETrocs phIHKa
HeT ¥ ojHu rotoBel wiatuTh $10.000 3a cepuitnbiii root-kit, y)xe momnasiiuil B aHTUBUPYCHbIE 0a3bl U
JETEKTUPYEMBIIl OTHUM UM HECKOJIBKMMHU aHTUBHUPYCAMHU, JPYTHUE )K€ MBITAIOTCS paCKPYTHTh MEHS Ha
super-roor-kit'a, moJepKUBaIOIINI Kydy ONEPAlMOHHBIX CHUCTEM, M HAIMCAaHHBIA C YHCTOTO JIKCTa
Bcero 3a... $100. Yro 51, qypa uro nu?!

XaKep: Ho mbul dice 8e0b 002a0bl8AeUbCA 20e UCNONb3YVIOMC ME8OU CO30aHUA?

Selena: moragsiBatocs? EnBa mu... A ecnu make goraisiBaiock To 4To ¢ Toro?! Hy xopomro, cTporo
Mexny Hamu. Root-kit'sl OIMPOKO HCHONB3YIOTCS B aTaKyMONIMX IIPOrpaMMax, HAIlCNICHHBIX Kak Ha
KOHKpPETHBIC  OpTaHM3allill C IIeTbI0  NOXWINCHHUS/YHHYTOKCHUS  JaHHBIX, TaK ®  JUIA
HMIMPOKOMACIITaOHBIX 3apaX€HWH COTEH THICAY CIyYailHbIX KOMIIBIOTEPOB, OOBEAWHIEMBIX B
pacripeielieHHbIe CEeTH, 3aHMMAIOLIMECs PACCHUIKOW CraMa WM aTakaMHu Ha JpyTrue KOMIIbIOTEDBI.
OnHako, MHE HE U3BECTHO HHU OJIHOTO CITy4asi, YTOOBI JJIsl 3TOH LIEJIM MCHOIb30BAIMCh _MOU_root-Kit'sI.
MoeT ObITh, OHU HCIIOJIB3YIOTCS. A OBITh MOXKET, B HeT. KTo 3HaeT? Y MeHs cBO# OM3HEC, OCHOBa
BEDKMBAaHUS B KOTOPOM — OTCYTCTBHE JrOOOmBITCTBAa. S 3apabaThiBalo _HAaMHOTO  OOJbBIIE
CPEIHECTATHCTHYECKOTO CHCTEMHOTO IMPOrPaMMHUCTa, U TEPATH CTOJb JIAKOMBIA KyCOK HE COOMPArOCh,
KaKk HE COOMpaloCh OTONATH 3aJHHILY, JEMOHCTPHPYS WHTUMHBIE IOJPOOHOCTH CBOEH paboTHl,
0co0EHHO ceifuac, KOTJa s BCE €Ile HAXOXYCh B IMOJIOJNBE W IPOCHITAIOCH OT KaXKJOro IIOpoXa H
HIyma, Tpecieayst HelpeKpalalomuMICs KOIIMapaMy, YTO MEHs ceiiuac MOBSDKYT, HO Bellb U OPOCUTH
910 neno He mory. [loyemy? Jla moTomy, 9TO HH Ha 4YTO JApyroe s He crnocoOHa. YBEL Crana Obl s
CBSI3BIBATHCS C KPUMHHAJIOM, €ClK Obl yMelia 3apabaThiBaTh Ha KHU3HB 110 JPYroMYy.



/* 6ok 3%/
uHmepsebto ¢ Kerry Noble

Pucynok 3 Kerry Noble — He3aBHCHMBIif 5KOHOMUCT-KOHCYJIbTAHT, NpoxuBaomuii B Hopseruu,
U CHeNHATU3HPYIOLINIicsl HA CTPAXOBAHMM CHCTeM 00pa0OTKH JaHHBIX

XaKep: meou OYeHKU BUPYCHBIX Y2PO3 — HACKOILKO OHU Cepbe3Hbl?

KN: eciu Bepute CMU, TO BUpYCHI YK€ JaBHO OBUIM JOJDKHBI COXPAaTh BECH HHTEPHET, HO 3TOTO
rnoyemy-To He npoucxoaut. [louemy? Jla moroMy, 4To BHpPYCHI 9TO He yyMa XX BeKa, a YTO-TO BPOJE
Jerkoro HacMopka. KpuTndyeckue WHOPACTpyKTypbl _BCErZJa  COAEpXKAaT MOIIHBIE CHCTEMBI
pe3epBUPOBAHIS JaHHBIX, 00CCICUMBAIOIINME Oe300JIe3HEHHBIN "oapeM" mocie maaeHust. Menkue
KOMITaHHUH, 0OCIy)KHBaeMble "aJMHUHHCTpAaTOpOoM", HaydyMBIIMMCs ycTaHaBiuBath Windows Server,



KOHECYHO, CTPAJal0T HAMHOTO OOJIBIIIC M MHE W3BECTHO MHOXECTBO (HPM, TaK M HE CYMEBIIHX
OIMPABUTCS TOCJE MAJACHUS W BBIHYXKICHHBIX CBEPHYTH CBOM OW3HEC WM MPOAATHCS KOHKYPEHTaM.
OnHako, Iajexko BUPYCHl JajeKo He TJaBHbIE BHHOBHUKH. Y HAc MPOCTO MPUHATO CIHUCHIBATH BCE
mpoOsieMbl Ha BUPYCHI. JleTaNbHBIN aHanW3 CUTyallud HE BBITOJECH HUKOMY, OCOOEHHO, €CJIH B XOJIe
pa30mpaTensCTB BELICHUTCS, YTO TOTEPs] NAHHBIX MPOM3OINIA, HApUMEp, M3-3a cOOS MUTAHUS FIIH
ommMOOK agMHUHHCTpaTOpa W/mim onepatopa. OmeHkH ymepOa IMTOBCEMECTHO 3aBBINIAIOTCS Ha
HECKOJIFKO TOPSAKOB. HU 11 KOTO HEe CeKpeT, YTo (HUKTUBHBIC YOBITKH, HAHOCUMBIC BE3CCYIIIUMHU
BUpYCaMH — TPEBOCXOAHBIM moBox i "ontumuzauuu" HajnoroB. CTpaxoBbleé KOMIIAHUH, C
KOTOPHIMM MHE MPUXOAWIOCH HMETh JI€J0, TOJbKO B HCKIIOYUTENBHBIX CIy4asX BBIILJIAUMBAIOT
CTpaxoBKy 1m0 yiiepOy, MpPEeBBIIAIOIIEMYy CTOMMOCTh CHCTEMBl PE3CPBUPOBAHUS  JIAHHBIX.
Jle#icTBUTEIRHO, KaK MOXKHO 3asBISATH 00 YOBITKE B MH/UIAAp [IOJUIAPOB, €CIM CHCTEMa
Pe3epBUPOBAHISI CTOMMOCTBIO B TBICAYY JOJ/UIApOB Moria Obl mpemoTBpatuth ero? Ilouemy-to
CUHTACTCS HOPMAIIbHBIM ITOKYIIATh CeH( 3a CTO THICSAY MOJUIAPOB IS XpAaHEHUS OJHOTO MIJUTHOHA, HO
Ha CPEICTBAa PE3EPBHPOBAHMUS JKAJIKO BBIIENUTH JaKe NECATYIO IONI0 HPOIEHTa OT _3asBICHHOU
CTOUMOCTH MTOTEPSIHHBIX TaHHBIX.

XaKep: HO 8e0b OMMeUeHbl Jce CYUU CMEPMU T00ell U3-3a 8UPYCHBIX amax?

KN: Jla, MHE H3BECTHO, KOT/Ia U3-3a COOEB MEAMIIMHCKOIO OO0OPYNOBAaHUS YMUPAIH JIFOIU HIIH
BUPYCHl Tapaiu30Balii paboTy HMH(GOPMAIMOHHON CIy)XOBI CIacaTeNbHBIX OpPTaHM3AIUN U JIIOIH
norubany yxe u3-3a TOro, YTO MM He ObUIa BO BpeMs OKa3zaHa momollb. KoHeYHO, 3TO Tpareaus.
OO6eniaTh BUPYCH HUKTO HE COOMpAETCs, HO €CITH TOBOPUTH O TIIOOATBHBIX yTPO3aX, TO BUPYCH TYT HE
mpu dYeM. Meaukn omumOaoTCs Topa3fo dame, 49eM MOr Obl IPEANONOXKUTHh ITOCTOPOHHHH
HabOmonarens. CriacaTebHBIM OPraHN3alMsIM BOOOIE CBOHCTBEHHO OMNA3MbIBATh, J1da M CIIACCHHBIX —
enuHMLBl. bonee Toro, MHe BOOOIIE HEMOHSATHO, KaK BHPYCHl OKa3bIBAIOTCS BHYTPH KPUTHUYECKUX
MH(PACTPYKTyp W KOTO HY)XHO TPHBJIEKATh K OTBETCTBEHHOCTH B IIEPBYIO OYepelb — CO3aTels
BUpYyca WIN JULO (TPYINy JIKI), AOMYCTUBIIMX €r0 BTOPXKEHHE. JTO ceiiuac MbI KHBEM B MUPHOE
BpeMsi, a TIpe/ICTaBbTe cebe, YTO 3aBTpa CIyYUTCsl BOWHA (B TOM 4Yuciie U MH(OpMalMOHHAs1) — Tor/a
CJICTIbIC BUPYCHBIC Ha6CFI/I YCTYIIAT MECTO LCJICHAIIPABJICHHBIM HpO(i)eCCI/IOHaJ'[I)HI)IM arakam. CMoKeM
JU MBI M TIPOTHBOCTOATH? Y XBaTHT M pa3psOHOCTH Yy 64-OMTHBIX KOMIIBIOTEPOB IUIS TOJCYETa
ymep6a? CoMHEBAOCE.

XaKep: Kakoll 6ce-maKu yujepo HaHOCAm GUPYCbl N0 MEOUM OyeHKam?

KN: yiep0? Sl CKIIOHSIOCH K MBICIIM, YTO B INIOOALHOM MacuiTabe BUPYCHl IPHUHOCAT MPHOBLIB.
OHM He TOJBKO JAlOT MUILY pa3paOdoTYMKaM aHTHBUPYCOB M NPOYMX 3aIIUTHBIX KOMIUIEKCOB, HE
TOJIBKO ITO3BOJIAIOT KOMIIAHUAM "OHTI/IMI/I3I/IpOBaTB” HaJIOTH, HO U ABJIAIOTCA MOIIHBIM MapKECTUHI OBbBIM
OPYXXHUEM, UCIIOJB3YEMBIM JJIA MPOABUKCHUS HOBBIX TeXHOJ’[OFHﬁ, HanpuMmep, ONepanoOHHBIX CUCTEM,
a ¥ He TONBbKO uX. Ecnm OBl HE BHPYCH, HUKTO OBl BOOOIIE HE 3aqyMBIBaJCS O OE30MacCHOCTH M
pacnpesieNeHHbIe CETH IPEBPATIIINCH OBl B OTPOMHYIO IIOPOXOBYIO O0UYKY € TEPMOSAEPHBIM 3apsIlIOM,
CIIOCOOHYIO B30pBaThes B JII000H MOMEHT. Kak roBopHTcsi, eciau He MOXKEIIb H3MEHUTh CHTYAIHIO, TO
W3MEHHU CBOE OoTHoIIeHHe K Heil. Ho, k coxarnenuto, 6e301macHOCTbh ONEepalMoOHHBIX CHCTEM BCE eIle He
SIBJISIETCS TJIABHBIM MTOTPEOUTEIHCKUM KPUTEPHEM M BMECTO TOTO, YTOOBI MUTPHPOBATh Ha IIaThopMy,
NOJI KOTOPOH BUPYCOB HET WM Ipaktuuecku Her (Hampumep, Open BSD), Bce "romocyror" 3a
Windows, a MOoTOM Ha4yWHAIOT CUUTaTh yOBITKH. Windows — caMasi BpelOHOCHasi CHCTEMa BO BCEX
CMBICJIaX 3TOTO CI0Ba, HO YBBI... 3TOT (paKT BCe ellle HUKaK He AOIIeT A0 CO3HAHMA HapOJHbIX Macc.



