emopieHue 8 s10Po 8UCJIbI — CIPOCU MeHs Kak!

KPpHC KaCIICPCKHU dKa MBIITBX, no-email

npecc-peJin3bl, pacnpocTpaHseMble HMIepHed 3J1a, INYraloT HAC YyJOBHIIHBIMHU
HMEHMSIMH B siIpe BHCJIbI, HAMPABJIEHHBIMH Ha 0ops0y ¢ MaaBapbi0 M (AKTHYECKH
CTaBsIIell XaKkepoB HA rPaHb BBIKUBAHHUS. KOE-KTO [a:Ke MOroBapuBaeT, YTO BHPYCHI
CKOpPO BBIMPYT KaK MaMOHTBHI. HY C BHPYCaMH JIAAHO — MOKOHYUTH C HHMH HaM
00emaT ¢ 3aBUHON PeryJsipHOCTbIO, HO BCe HMKAK He KOHYAT. Xy:Ke BCero To, 4To
BHCJIAa HaKJIaAbIBaeT cepbe3Hble OIPAHHYEHMs HA XadeHbe SIAPa, U Ha TPaHHU
BBDKHBAHUSI OKa3bIBAIOTCA COBCEM He BHPYChl, a... XakKepbl M JerajbHble
Pa3paboTYNKH MPOAKTUBHBIX 3ALIUTHBIX CPEACTB. HO... HA CAMOM JieJie, BCe 3TH CJIYXH
_O4YeHb_ CHJIbHO NpeyBeJHYeHbI U BHEJAPHUTHCS B PO BIIOJIHE PeaibHO.

geedeHue

Yewm ornmuaetcs Bucma ot XP? Ecnu otOpocuts naTepdeiic, pazpaboTaHHbIH 1715 OJOHINHOK
W TIPOYMX IMHOHEPOK, MBI MONYYHM SIpo, JOCTaBlIeecs B HacieactBo or Windows Server 2003 u
MIpPETEepIIEBIIEe PsiJ CYNIECTBEHHBIX M3MEHEHUH, BBUIMBIIUXCS B MIPUHIMITHATIGHO HOBYIO APaiBEPHYIO
MOJIeNb (M MOTOMY ApaliBep, HalMCaHHBIN ¢ ydyeToM ocobenHocrteit Buctel, mon XP paborats npocto
He Oyner, W pa3pabOTUMKM K CBOECH OTrPOMHON DPAaJOCTH BBIHYXJIEHBI HOIJIEPKUBAThH Cpa3y JBE
HE3aBUCHUMBIX BETBM JpaiiBepoB — i Buctel u XP, OHU-TO HauBHBIE Qymal, YTO 3TOT KOLIMAap
KOHYHJICS €II€ CO CMEPTHIO 9X).

Ho B koHTekcTe Oe3omacHOCTH (0 KOTOPOM MBI, COOCTBEHHO, M TOBOPUM), M3MEHEHHUs 32-
pa3psiiHON BepcuM BUCTBI HACTONBKO HEBEIHKH, YTO O HUX HE CTOMT JaXke U roBoputh. Hy 3akpbiin
nmoctyn K mceBpoycrpoiictBy \Device\PhysicalMemory ¢ mpHKIagHOTO ypOBHS — TaK 3TO €IIe B
Server 2003 SP1 6wmio cmemano. Tonky c¢ Toro? \Device\PhysicalMemory pemko HCIIONB30BaCs
XaKepaMH, U B OCHOBHOM ITOCTPAaJIH JIEralbHbIE TPOTPAMMHUCTHI.

3a00KMpOBaIM TPSMYI0 CEKTOPHYIO 3allMCh Ha HEPa3MOHUPOBAaHHBIA ToM. U, Mexmy
mpodnM, npasmio caenanu. Kpome PyTkoBckoit ee Bce paBHO HUKTO He Hcnonib3oBasl. Ho maxe cefiuac
ocraercst Kyda IyTed Juis obxona OJIOKMpOBKHM, KOTopble Microsoft He 3akpbuia M CyJIs IO BCeMy
3aKpBIBATh U HE COOMPAETCs, TaK YTO XaKepPhl MPOJIOJIKAIOT IPeObIBaTh B HUPBaHE, COOMPAsiCh HAHECTH
OYEpEIHYIO CEpHUI0 aTak. BoT TobKO MOKypsT CHavama.

Hpyroe nemo — x86-64 Bepcust Buciel, craBsimias BceX pa3padOTINKOB PAaKOM M CHAOKEHHAS
HepeaJbHO KPYTHIMU 3alIUTHBIMH MEXaHM3MaMH, TaKUMH, YTO MOYMTaB MaHyall, MOXKHO IaXe He
KypHUTb, IOTOMY 4TO KpBbIIIa y)KE€ COPBaHA U Ha3aJ y)KE HE BOPOTHTCSI.

[lepBoe u rIaBHOEe — Bce ApaiiBepa B 00asTEIBHOM HOPAIKE NOIDKHBI OBITH CHAaO)KEHBI
uuQpoBoll MOANUCHIO M 3arpy3uTh IpaiiBep Aaxe oOyiazas NpaBaMu aJMHHHCTpaTopa y Hac He
noayuurcs!!! K 32-6utHoit Bepcuu Bucibl (1 B 64-0utHON Bepcuu mof [tanium) 370 _HE  OTHOCHTCS
( ) W MBI TO-TIPE)XKHEMY MOXKEM 3arpyXkaTh HEMONNMNCAHHBIE JpaiiBepa (yHKuInei
ZwLoadDriver wim m005IM IPYTHM CIIOCOOOM (HaIIpUMeEDp, 4epe3 peectp).



Kernel Enhancements for
Windows Vista and
Windows Server Longhorn

Or: d 3]

Digital Signatures

Digital signatures allow an administrator or an end user who is installing Windows-
based software to know whether a legitimate publisher has provided the software
package.

Windows Vista relies on digital signatures on kernel-mode code to increase the
safety and stability of the Microsoft Windows platform and enable new customer
experiences with next generation premium content:

e - Drivers must be signed for devices that stream protected content. This includes
audio drivers that use Protected User Mode Audio (PUMA) and Protected Audio
Path (PAP), and video device drivers that handle protected video path-output
protection management (PVP-OPM) commands.

e - Unsigned kernel-mode software does not load and does not run on x64-based
systems.

Even users with administrator privileges cannot load unsigned kernel-mode
code on x64-based systems. This applies for any software module that loads in
kernel mode, including device drivers, filter drivers, and kernel services.

The mandatory kernel-mode code signing policy applies to all kernel-mode software
on x64-based systems that are running Windows Vista. However, Microsoft
encourages publishers to digitally sign all software, including device drivers for both
32-bit and 64-bit platforms. Windows Vista performs kernel-mode signature
verification on x86-based systems to support protected media content Kernel-mode
driver signatures are not mandatory for 32-bit systems.

Pucynoxk 1 32-6utHasi Bepcusi Bucasl He TpeOyeT o0s13aTesibHON MG POBOIi mogNUCH A
JpaiiBepoB

Bropoe — x86-64 Bepcms Bucmbl mpensaTcTByer MommduKanuM sapa, MpedOTBparias
CIUTAficHHT (T. €. TIepexXBaT CHCTEMHBIX BBI30BOB), MMOJMEHY O00pabOTUYMKOB B TAaOJMIE NPEPHIBAHUIN H
T. A. 3a 310 oTBeyaeT MexaHu3M PatchGuard, xoTopblil Xakepbl B3OMalu eule 10 Toro, kak Bucna
rorajia Ha IIPWIABOK M aTakW HA SIpO BCE €IIe NMPOJOJDKAIOTCS, a BOT JIETalbHbIE pa3pabOTUMKH
CHJIBHO CTpaJaroT, MOCKOJbKY 0e3 MoAu(pUKanuy sapa HEBO3MOXKHO HAalHMCcaTh HU HOPMaJbHBIN
AHTUBHPYC, HU OpaHaMay3p, HU APYTOH NPOIYKT IOJJOOHOTO THIIA.

K cuacTbio, OrpoMHOE KOJIMYECTBO JIpaiiBepoB, HanucanHbix nog W2K/XP, monudunupyror
SO B LIENISAX MPOM3BOJICTBCHHOW HEOOXOIMMOCTH, U MO COOOPAXKCHUSIM OOPATHOW COBMECTHMOCTH,
x86-Bepcus Bucnrl (1 64-6utHas Bucna mop [tanium) HHWKaK  He MPENSATCTBYIOT MOAM(UKAIIUH sApa
( ), XoTb Microsoft u rpo3urcs, 4To ckopo Bce OyzaeT He Tak. Ho 3TO HaBpSAL M, TOCKOJBKY,
OIlepallOHHAsl CHUCTEMa, Ha KOTOPOW HE 3alycKaloTcs JIoOMMble (M, K TOMY XK€, JIEraJbHO
KyIUICHHBIE! ) IPUII0KEHHS HIET B TOTIKY.
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Kernel patch protection in the x64-based versions of Microsoft Windows Server 2003 SP1, Microsoft
Windows ®P, and later versions of Microsoft Windows for x64-based systems protects code and critical
structures in the Windows kernel from modification by unknown code or data. This paper answers frequently
asked questions about kernel patch protection in Windows,
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This information applies for the Microsoft Windows ®P Professional §4-bit Edition operating system.
for Hardware

WINHEC L4
*P3 4 [T View all answers
Windows Rally +
Q.
Get WinHEC 2007 Q. What problems are associated with kernel patching?
on \ Q. Why was kernel patch protection implemented?
Q. Does patch protection prevent all viruses, rootkits, and other malware from attacking the system? —
Q. What versions of Windows support patch protection?
A, Microsoft Windows Server 2003 Service Pack 1 x64 and Windows XP x64 support kernel patch
WDF protection only for x64 hardware platforms, ("x64" refers to the &4-bit architecture that is
Made used in AMD64 and Intel Extended Memory 64 Technology systems.) Kernel patch protection,
Easy only for x64-based platforms, is planned for future versions of Windows, including Microsoft
Windows Vista and Microsoft Windows Server 2008,
Kernel patch protection is not currently supported for Intel ltanium hardware platforms or for
32-bit hardware platforms, but support on the platforms could change in the future.
=
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Pucynok 2 32-6utHasi Bepcusi Bucabl He mpoBepsieT HEJOCTHOCTD siAPa (BO BCSIKOM ciIydae MOKa)

EcTb u 1pyrue MeHee CyleCTBEHHbIE H3MEHEHUS, HO JUISl HAC OHU HE MPEACTaBIISIIOT POBHBIM
CUETOM HMKaKOro WHTepeca. [JlaBHBIM 00pa3oM Mbl OyaeM TOBOpUTH 00 arakax Ha sIpo Xx86-
64 Bepcun Bucinsi/Longhorn 2008, nmockonbky 32-OMTHBIE BEPCHU aTaKyHOTCSI IO TIPEKHEN cxeMe.

>>> gpe3ka OCHO8HbIe "xakepckue"” omnu4us Bucnbli om XP
Q x86-Bepcus u 64-OutHas Bepcus noa Itanium:
o 3abmokupoBaH JgocTym K  mceBmoycrpoiictBy  \Device\PhysicalMemory ¢
MPUKJIATHOTO YPOBHSL:

=  3ammrTa B3JIOMaHa XakepoM 1o kiumuke crazylord (cm. Phrack 3Bh, "Playing

with Windows /dev/(k)mem");

1 BOOOIIIE, 3TO HE CIMIIKOM OOJIBIIAs TOTEPs JUIs KOJOKOIIaTeNeH;

O  3a0JOKMPOBAH MPSIMOM JOCTYT K HEPa3MOHHUPOBAHHBIM TOMAaM:

= obOxoautcs gepes JIOKYMEHTHPOBAHHBIH nHTEpdeEiic SPTI,

HenokymeHTupoBanHbsle IOCTL-xogsr SCSIOP. ATA PASSTHROUGH un
IOCTL _IDE PASS THROUGH, a Tak e n#paliBepaMH CTOPOHHHX
mpousBoauteneit: ASPI, RawDisk u np.;

Q x86-64-Bepcus:
o TpeOoBaHMEe IM(POBOM MOIIMCH ISl _BCEX  JIpaiBepOB:
= oOxomurcs yrunmuToit Atsiv ot Linchpin Labs;
=  HE CTpaxyeT OT YSI3BUMBIX IpaiBEpoB (CM. _);
"  OTCYTCTBYET MEXaHH3M OT3bIBa LU(PPOBOH MOAIMCH JUIS APaiBEPOB
HAYaJILHOTO YPOBHS;
paboTtaet Tonbko B mape ¢ Defender, TpeOysi cBOeBpEeMEHHOTO OOHOBIICHHUS
CHUTHATYD;
o 3amper Ha MOAUGDHUKAIUIO siIpa, obecreunBaeMblii MexaHu3mMoM Patch-Guard:
= Patch-Guard He Omokupyer 3amuch B SAOpO, a JHWIIb MPOBEPSET €ro
LIEJIOCTHOCT C HEKOTOPOW NEPHOIUYHOCTHIO, BIOJIHE JOCTAaTOYHOH JUIs
OCYIIECTBIICHNS aTak 1 oTiioMa camoro Patch-Guard'a;



= 00XOAMTCSA Ky4yel METOJWK, HAmpuMep, TeHepalliy MOJUIOKHBIX OailT, B
pe3yyibTate 4ero KOHTPOJbHAas CyMMa MOIM(HUIMPOBAHHOTO YYacTKa HE
HU3MEHSeTCS;

o  OJOKMpPOBKA NPSMOro JOCTYH K HEPA3MOHUPOBAHHBIM TOMaM:
= 00XOAMTCS IO OAHOM U3 METOMK, OTIMCAHHBIX BBIIIC.

HeMHO020 ucmopuu usu orbim — CbiH OWU60K mMpyOHbIX
usniu 6nokupoeka 3anucu Ha Ouck kak omeem MS Pymkoeckoli

OkcriepumeHTHpYS ¢ Oeta-Bepcueit Bucnel, JKanna PyTkoBckas mpemioxuia HE CIUIIKOM
W3SITHBIN, HO BCE-TAaKW MPUTOIHBIN A "MPOMBIIUICHHBIX" aTak MeTol 00Xoma mu(pOBOH MOAIUCH
IpaiiBepoB, Bomenmuuii B cocraB 3HaMmeHutod "Tomy6Goit [lmmromu" (Blue Pill), wu
MIPOJIEMOHCTPUPOBAHHBIN €10 Ha Xakepckux KoH(pepeHuusix SyScan (Cunramyp) n BlackHat (Jlac-
Berac) ne no-znercku sxapkum serom 2006 rona.




Pucynok 3 ’Kanna PyrkoBckas nemoncrpupyet ""T'onyoyio [Tnnronio" Ha koHpepenuuu Black
Hat

[MomupIii TekcT mpe3eHTanMu (HAa aHMIMKACKOM s3bIke, B PowerPoint-dpopmare) sexur Ha
http://invisiblethings.org/papers/joanna%?20rutkowska%20-%20subverting%20vista%20kernel.ppt, a B
JIBYX CIIOBaX CYTh HJICH MOXKHO OOpPHCOBAaTh TaK: €CJIM "CKyIIaTh" BCIO JOCTYITHYIO MAMSTh (Hampumep,




npu omoiy GyHkuuu VirtuallAlloc), To sapo (B KOHGHUrypaluu 1Mo yMoa4aHHIo!) HauHeT BBITECHSTh
JpaiiBepa Ha JUCK B (ailil MOJKaYKH, 10 KOTOPOTO MOXHO "IOTSHYThCA" OTKPBIB IUCK KaK JJOTHYECKOE
yerpoiictBo dyHkiuen CreateFile (TpeOyer npaB aaMuHHCTpaTopa) U MOAUGUIIMPOBAB BHITPYKEHHBIC
npaiiBepa uepe3 WriteFile, BuenpuB B HuxX shell-kox, oTkiovaromuii mpoBepky HUPPOBO MOANUCH,
HaIpHuMep, TOCIIE YeTO BPEJOHOCHBIH paifBep MOXKET OBITh 3arpyXeH OOBIYHBIN ITyTEM, TO €CTh Yepe3
ZwLoadDriver.
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Pucynok 4 "kymaeM'" naMsith, YT00bI BLITECHUTH SIAPO HA AUCK

[onauany, Microsoft nocnana Xauny c ee "arakoil" B /dev/nul, mockonbky, ¢ TpaBaMu
aJIMMHHCTPATOPA eIlle He TAKOe MOXKHO C/eJIaTh, OJJHAKO, JKaHHa mpoomKana yropcTBOBaTh, pa3aaBast
MHTEPBBIO M JaBas COBETHI pa3paboTUMKaM sJpa, YTO UM TIIYyNBIM JenaTth (cMm. Omor JKaHHBI Ha
http://theinvisiblethings.blogspot.com/2006/10/vista-rc2-vs-pagefile-attack-and-some.html).

KoHkpeTHO, OHa mpejpiarana cienyrolee:

—_

3a0JIOKHPOBATh MMOCEKTOPHBIN TOCTYII K JIMCKY U3 MOJIB30BATEIIECKOTO PEKIMA;
2. sammdpoBaTh Gaii MOJAKAYKH MK XOTS ObI MPOBEPATH €ro IEJIOCTHOCTh, Kak Ha NetBSD;
3. 3ampeTHTh BRITPY3KY SJCPHBIX KOMIIOHCHTOB Ha JHCK, TOXEepTBOBaB ~80MOaiiTaMu maMsTH;

Kcraru roBopsi, mociieIHNi MEXaHU3M _yxkKe peann3oBaH B Buciie, HaunHasi, Kaxercst ele co
BpemeH NT 4.0, u nepenuceiBath siipo He HyxHO! [ocrarouno 3anyctuts "Penakrop Peectpa', 3aiitu
B Betky HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\MemoryManagement, HaiTi
tam napametp DisablePagingExecutive (110 yMOI4aHHIO paBHBIN HYJIO) U YCTAHOBUTD €TI0 B €AMHHILY.
Bot u Bce! Ilocne mepesarpy3ku MbI IOJydMM HEBBITpykaeMoe sapo. Keratu roBops, 3TO MOJIE3HO
c/ienaTh y)Xe XOTs Obl JJIsl TOro, 4TOObI M30eXaTh MPOOJIeM C HEKOTOPBIMH OaruCTpPhIMK JIpaiiBepamu,
pa3paboTYMKK KOTOPBIX 3a0BUIM, YTO Ha YpOBHE OOpaOOTKH INpEephIBaHWI QUCHETYEp MOJKAYKU He
paboTaeT M eciu JpaiBep MOIBITAETCS BBI3BIBATH KO, BBITPY)KEHHBIM Ha JHCK, CUCTEMa PYXHET B
rony6oii 3KpaH, HO, 3TO, BIPOYEM, HE OTHOCHUTCS K HAITUM OapaHam.

K Gonpmomy yamBieHHI0 OKpyxaromux, Microsoft monuia mo mepBomy myTH, 3a0JIOKHPOBaB
MIPAMYIO 3aIIMCh Ha HEPA3MOHTHPOBAHHBINA ANCKOBBIA TOM (a CHCTEMHBII TOM Pa3MOHTHPOBATH HEIb34,
WHaye Kak IoTOM paborarh?!). DTO BBI3BIBANO IIKBaJ HETOJOBAHUS B Jlarepe IOKJIOHHUKOB



PyTKoBCKOH, COUMHUBIINX Kydy HCTOPHI M3 CEpUH, a KaK K€ MHCaTh YTWJINTHI A BOCCTAHOBJICHUS
OLIMOOYHOTO yAaNeHHbIX (aitioB, Hapumep?!

inode = Bxc95c
attr DATA found a

—» file spagefile.zuy
—» file “pagefile.zwy
—> run list:

B ven B: lcn = 20885184, len = 338672
cearching. .. B.8x

—» pattern found in sector 16682888
WriteFile failed Cerr = Bx52>

Error while writing to disk?

-
= -
5.

Pucynoxk S nmox Vista RC2 "T'oay06as IInnnroast" PyTkoBckoii y:xe He padoTaeT, BbliaBast
coo0menue 06 ommoke ""Write File failed (err = 0x5)"

Ha camom pene, Microsoft BbiOpana mpaBHIIBHOE peELICHUE, UCIIPABUB JAPEBHUH Oar, Ha
KOTOPBI 70 CHX HOp TIIPOCTO Kak-To He oOpamanu BHuUMaHuUs. [IpsiMas 3anmch Ha
HEepa3MOHMPOBAHHBI TOM YpeBaTa MOJHBIM pa3pylleHHeM TocienHero. JlonmycTuM, NpUKIiIaaHas
nporpamma Moauduuupyer 3anuck MFT s BoccTaHoBieHus omrO04YHOro ynaneHHoro ¢aiiia, a B
3TO E caMO€ BpeMs olepaluoHHas cucreMa nepemeniaer MFT Ha apyroe MecTo WM HCHONB3YET
0CBOOOIMBLIYIOCS 3aIMCh IJIs pa3MelleHns HoBoro (daiiia. B pe3ynpraTe NporcXomuT xaoc.

JokazarenscTBOM TOrO, 4yTo Microsoft neficTBUTENbHO HNCTIpaBuIIa Oar, a BOBCE HE KMHYJIACh B
6011 ¢ PyTKOBCKOH, CIly)kHT TOT (haKT, YTO OTKpBITHE IUCKOBOro ycrpoiictBa (ynkumeir CreateFile
MPOUCXOJUT BIIOJIHE YCIIEIIHO, a BOT pyHkums WriteFile ket nacTbl HE3aBUCHMO OT TOTO, KakKoOH
CEKTOp OHa OOHOBIISIET — NPHHAWISKAIMN WM He TPUHAAIexamuid Qaiily noakadku (MCKIIOYSHUE
cocTaBiAoT nepBele 8 K6alT ToMa, 9T0 COOTBETCTBYET 16 CexTOpaM, — B HUX 3alHCh O MPEKHEMY

paspelieHa).
Hecucremusiit Tom pa3MoHTHpyeTcss B jaBa mpuema: BoisbiBaeM CreateFile m mepemaem
MTOJTyYeHHBIN 00paboTInK hyHKIIH DeviceloControl, BBI3BIBaEMOH c (maramm

FSCTL LOCK VOLUME wm FSCTL DISMOUNT VOLUME, onnako, ecnu naxke aitn moakauku
pacIiojio)keH Ha APYroM TOME pa3MOHTHPOBAaTh €ro Bce paBHO He ynacTtcs. Tymmk? Bosce Her.
CymecTByeT MHOXKECTBO  JIDYTMX  METOJOB  HHM3KOYpOBHEBOH  paboOTBl ¢  AMCKOM  (Kak
JOKyMEHTUPOBAHHBIX, TaK U HET).

Ipexne Bcero ato unrepdeiic SPTI (SCSI Pass-Through Interface), mpucyrcrByromuii Bo
Bcex NT-momoGHBIX cucTeMax M MO3BOJIIONINH MOCHIIATh AUCKOBBIM ycTpoicTBamM SCSI-koMaHAbI,
npeobpa3yeMbIe ONEePAlMOHHOW CHUCTEMOW B "HAaTWBHBIE" KOMAaHIBl JAHHOTO YCTPOWCTBA, B POJH
KOTOPOTO MOXKET BBICTYNaTh XOTh "¢emka", BoTkHyTas B USB, xo1h IDE-BuHT. [locTatouHo cierka
IIOKYPUTH MSDN — TIOUCK 1o IOCTL-xomangam: SCSI_ PASS THROUGH,
IOCTL_SCSI PASS THROUGH u IOCTL SCSI PASS THROUGH DIRECT BblmaeT MHOIro
MHTEPECHOr0, B TOM 4YHWCIE M TOTOBBIC JIEMOHCTpaliOHHbIE NpuMephl (BkiroueHHele B DDK).
OKCIepUMEHT MOKa3bIBAaeT, YTO HU3KOYPOBHEBas 3allUCh Ha cucTeMHbIl ToMm yepe3 SPTI no cux mop
He 3a0JIOKHpOBaHa (XOTh U TpeOyeT MpaB aJMUHUCTPATOPA).

CymecTtByeT Tak ke Oompmioe KoindecTBO HemokyMmeHTHpoBaHHBIX [OCTL-komos.
Hanpumep, cnemyrommie KoMaHABl TpenHasHadeHBl i "mpsmoit” pabotsl ¢ IDE-mmckamm:
SCSIOP_ATA PASSTHROUGH/IOCTL IDE PASS THROUGH wu oHEM Tak ke _He
3a0JI0KMPOBaHBI (BO BCIKOM CiTydae MOKa... Hy a TaM MbI YTO-HHOY/Ib IPUIYMAaEM).

Tak ke xouercst BcnoMHuUTh npo ASPI-mpaiiBep or kommanmu Adaptec, yepe3 KOTOPBIHA
paboTaroT MHOTHE TIpOrpaMMBbI nuinymye wim konupyounme CD/DVD. 310 o4yeHs rimouHbIi ApaiiBep
Y TIpY ONpEJICNIEHHBIX 00CTOATENLCTBAX OH JIAaeT MPSMON JOCTYI HE TOJILKO K ONTHYECKUM IPHBOAAM,
HO U K )KECTKHUM JMCKaM, IpuueM, 0e3  TpaB agMHUHHCTpaTopa (BIpodeM, U 0e3 BCAKUX TapaHTHi,
YTO OH BOOOIIE 3apaboTaer).
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SecureBlackbox

RawDisk library provides direct access to the disks and partitions of the disks (hard
MsgConnect drives, flash disks etc.) for user-mode applications, bypassing limitations of Windows®

Solid Fle System #P and Yista operating systems.,
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CallbackDisk
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Diescription
Dowriloads If you create software, that needs direct access to the partitions of wour disks
Prices and orderin {including hard drives and flash disks), you have probahbly faced the restrictions,
£ries ang oroerng imposed by Windows ®P and Windows Yista operating systems, Windows =P prevents b
Cryptod your from using raw access to disks if the application is run under restricted
Expert services {non-administrative) account. Windows Vista doesn't allow you to access the disks
from user-mode processes at all,

FawDisk™ effectively solves this problem by providing a kernel-mode driver for use with
wour applications, Using this driver you can write the data to the disk without any

Support
restrictions. Al vou need to do is add two extra function calls to your application,

Dovnloads
RawDisk consists of the kernel-mode driver and a small user-mode AFI, which presents
just 4 functions for the user (InstallDriver, UninstallDriver, OpenDisk and

Blag SetRegistrationkeyd, The API can be used in C++, Delphi and \MET applications.
Newsletters RawDisk works on \Windows 2000, XP, 2003 and “ista.

Press-releases
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Pucynox 6 RawDisk — croponnnii apaiisep 1Jst Buciibl, o0ecne4nBaronuii BO3MOKHOCTh
NPSAMO¥ 3aNIUCH HA JTI000H TMCK, BKJIIOYas CHCTEeMHBIN

HakoHer, MOXXHO HE TapUTHCS, a BOCIIOJIB30BAaThCS HOpPMalbHBIM JpaliBepom RawDisk ot
kommanuu ELDOS (http://www.eldos.com/rawdisk), mo3BosstommuM mucath KyJaa YrogaHO B JIrHO00i
Bepcun Bucnbl. EcTecTBeHHO, eciti MBI TOUYMM BHPYC, a HE YTIIIUTY IJIs1 BOCCTAHOBIICHUS OIMIHOOYHOTO
yIAIeHHBIX (aiiioB, 3TOT ApaiBep MpHIETCS BCIOAY TacKaTh 3a cOOOM M K TOMY K€ IUIATUTH 32 HEro
JICHBTH, TTIOCKOJIBKY OH HE OECIUTaTeH.

>>> gcmaeka 06x00 6710Kupo8KU nNpsiMo20 docmyrna K OUCKY

Q wucnonp3oBaHue mraTHOro Mexanusma SPTI (TpeOyeT Hamm4us mpaB aAMUHHCTPATOpa) 4epe3
JIOKYMEHTHUPOBAHHBIE IOCTL-xomaHgs!L: IOCTL_SCSI PASS THROUGH DIRECT;
SCSI_PASS THROUGH u IOCTL_SCSI PASS THROUGH;

O wucnoib3oBaHue HeAokyMeHTHpoBaHHbIX IOCTL-komoB  (Tak ke  TpeOyer  mpaB
agmunnctparopa): SCSIOP. ATA PASSTHROUGH u IOCTL IDE PASS THROUGH;

Q wucnoab3oBanue apaiiepa ASPI ot kommanuu Adaptec (_He TpeOyeT mpaB aIiMHHHCTPATOpA,
HO paboTaeT KpaiHe HeCTaOHUIIbHO);

O WCHOJB30BAHME MPOYMX ApailBEpOB CTOPOHHHX Mpom3BomuTelei (Hampumep, RawDisk ot
xomitannu ELDOS);

nodnuck dpalisepos

MexaHu3M TMOANMUCH ApaiiBEepoB, peann3oBaHHbli komnanuii Microsoft eme B Windows 2000,
HN3HAYaJIbHO HE IMp€aHasHadajJICAd IJId 3allUTbl CUCTEMbI OT BTOPXKCHUA H IIPOCTO I/IH(bOpMI/IpOBaJ'I



aJIMUHUCTPATOpa O MOTEHIMAIBHBIX MPOoOJeMax, IMPeoTBpallasl YCTAHOBKY IpaiBepoB, HAIIMCAHHBIX
MEJIKUMH (UPMaMH, HACTOJIIEKO MEJIKUMH, YTO JIaKe HE 1103200 THBIIMMUCS O MOJTYYSHHUH ITOIIHCH.

B x86-64 Bepcusx Bucnwel moamucek npaiBepoB craia oOs3atensHoW. Hy m duto ¢ Toro?
MexaHusM NOANKCU JpailBEPOB — €CTh, & BOT IPOLELYphl OT3bIBAa moamnucu — HeT. lIpencraBum
cebe, 9TO COTPYOHHMK HEKOTOPOIl KOMMaHWHW (3aHMMAIOIIeHcs pa3paboTKON ApaifBepoB) KpameT H
BBIKJIA/IBIBAET B OTKPBITHIA JOCTYI CEKPETHBIN KIT0Y, [TOCIIE YETOo JpaiBepa MOXKET MOANUCHIBATE KTO
yroaao u Microsoft HHYero He MOXET cIemaTh.

Hy... moutn Huuero. AHTHBUpYCHas mapoius ¢ ropasiM HazeaHueMm Defender (ecnmu Toibpko
OHa He BBIKJIIOYECHA IOJH30BATENEM 3a HEHAJOOHOCTHIO) IMOJYYaeT M3 CETH CBEXKHE CHUTHATYPHI H
NOTOMY _TOTEHLUHMAJIbHO  crocoba Ipeceyb 3arpy3Ky JApaiBepoB, MOAIMCAHHBIX YKPaJCHHON
QpoBoll MOANMUCHIO, OJHAKO, 3TO BO3ACHCTBYET TOJILKO Ha JpaiiBepa, 3arpyaemble MOCIe
WINLOAD.EXE, a nepBuuHbIe IpaiiBepa, 3arpy’aeMble Ha paHHEH CTaauy 3arpy3Kd OIEepanioOHHOM
cucrteMsl, HU Defender, Hu kakoif MO0 APYroii MexaHW3M NPHUIIEMHUTHh HE B COCTOSHHH. Bo BCsSKOM
cirydae rmoka. Ho fpake OTOM... 4TO JeNaTh C JIETalbHBIME JpaiiBepaMu, MOJIMHCAaHHBIMHI YKPaIeHHON
noanuckio? Ecnu oHM mepectaHyT paboTaTh, CHCTEMa PyXHET, YTO caMo 110 cebe SIBIseTCsS HEXHUIION
pacripeneneHHoit atakoii. [IpocTo kpageM ceKpeTHbIH KoY KPYITHOH KOMITAHUH M BBIKJIaJbIBAEM €TO B
cerb. Alaa ¢upma mnoiydaeT ApPYroi CEKpeTHBIH KII0Y, 3aHOBO IIOJIHCHIBAET BCE  paHee
BBIITYLIIEHHBIE JpaiiBepa, a M0JIb30BaTENN NX Ka4aloT.

Ho ato Bce epynna. JlnzaccemOnMpoBaHue MOKa3bIBAET, YTO MPOBEPKa IU(PPOBON MOIIHCH
ocyiecTBisieTes Bcero B aByx mMecrax — B (aitmax NTOSKRNL.EXE u WINLOAD.EXE, kotopsie
MOXXHO XaKHYThb NpsMO Ha mucke. JlocTym K 3TuM aiimam 3a0lOKHpOBaH, HO... HHU Qura!
Ilepenmenyem ¢aitmn NTOSKRNL.EXE B NTOSKRNL.HCK (cucrema 3T0 paspemaer), TyT e
ckomupyeM ero B NTOSKRNL.EXE, xotopelii yxe u ormautuMm. Toxe caMoe cCaelnaeM H C
WINLOAD.EXE. EctecTBeHHO, [UIsl 3TOTO NPHAETCS MpeaBapuTenbHo yemupute Windows Resource
Protection (oma e WRP), ycraHaBmuBaromyr TpaBa JOCTylma K CHCTEMHBIM (aillaM B
TrustedInstaller, yTo moBbIIE agMUHHCTpaTopa OyJeT, OXHAKO, BeChb (JOKyC B TOM, 4TO OOiamas
npaBaMy aJIMUHUACTpaTopa, MOXHO 3armony4uth U TrustedInstaller. [ToapoOHee o TOM Kak 3TO clienaTh
paccka3biBaeTcs B oT4eTe KOpIopaiuu Symantec:
http://www.symantec.com/avcenter/reference/Windows Vista Kernel Mode Security.pdf

A Teneprs camoe mHTepecHoe! Jlabopatopus Linchpin Labs (3anmMaromascs pa3paOoTKOM
CHCTEeMHBIX YTHIHMT Uit Windows) coBepinmia INepBYIO peaslbHYyIO —arakyio Ha Buciy, moxasas
TIOJIHYIO TIPAKTUYECKYI0 OECIONIe3HOCTh MPOLIEAyphl HU(PPOBOH MOANNCH. 3aperucTpupoBaB "IeByro”
¢upMy oOHa mMONyYMJIa CEKPETHBIH KIIOY, KOTOPHIM TMOJIHcalia JApaiBep Atsiv, M03BOISIOMINI
3arpy’Karth HEMOJNHCAHHbIE JIpaiiBepa, U HE MPOCTO 3arpyKaThb, a €lle ¥ CKPhIBAaTh MX MPUCYTCTBUE B
CHUCTEME, YTO JOCTHTacTCs MyTeM HCKIOYeHUs Apaiiepa u3 comcka PsLoadedModuleslist (Tounee
_He  BkitoueHus jpadiBepa B crnucok PsLoadedModuleslist, mockomnbky Atsiv  ucnonb3yer
COOCTBEHHBIN 3arpy34rK), TO ecTh Atsiv pakTndaecku npencraBiseT co00i camblii HacTosmuid rootkit,
oOpasyromuii OTpOMHYI0 IeIpy B Oe3omacHocTH. CaM-TO OH TOAIMCAH, a BOT 3arpy)kaeMble UM
JpaiiBepa — HeT.
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PucyHnok 7 orcrona Mmo:xkHO (0b1710) GecIIaTHO cKavaTh ApaiiBep s x86-64 Bucawl,
TO3BOJISIIONIAI 3arpy:KaTh HEMOANMUCAHHBIE ApaiiBepa

[lomyuerne cexpeTHOro KiIoYa — 4YHCTO (opManbHas mpouexypa, u "HOTapHaiIbHO'
3aBepUTh npaiiBep — He mnpobiema. Jlabopatoputo Linchpin Labs BooOINe CHIBHO YIHBHIO
HACKOJIBKO MPOCTO Jenarorcs Takue Bemd. Ho Benp mHaue u ObITh He Moxet! JlpaiiBepa co3marorcs
THICTYaMH (UPM M €CIIU KaKAylo (GUpMy IOIBeprath )KECTOKOHW NMPOBEPKH Ha MpEAMET OTKyJa OHa
B3sU1aCh M YeM COOHMpaeTCsi 3aHMMAThCs, TO BHCIa CHIIBHO PUCKYET OCTaThCs Oe3 CBEXKHX JApailBepoB.
PazpaboTunku 3a0bI0T Ha Hee W mepecsayT Ha Linux. A 6e3 npaiiBepoB Bucna HukoMy He HyKHa.
Haxe napom.

Peakmmst Microsoft mocnenosana nezamemmrensHo U B 6ase Defender'a mosiBuiiace HoBas
CUTHaTypa, Onokmpyromas 3amyck Atsiv'a (mpu ycmoBum, 49TO moOJdb30BaTenb AepkuT Defender
BKJIIOYCHHBIM M CBOCBPEMEHHO OOHOBISCT 0a3y CHUTHATYp), a caM Atsiv BHe3amHO ucue3 ¢ caiita
paspaborunkoB (http://www.linchpinlabs.com/resources/atsiv/usage-design.htm), XoTst m0 3TOro oH
pacmpoctpansuics 6ecruratHo. To ects, Microsoft kak ObI pa3pynnia CUTYaIHIO.

"Kak ObI" moTroMy 4To OocTaercsi 6e3 OoTBeTa BONPOC, ITOCTaBJICHHBIN J1abopaTopuii Linchpin
Labs: "A signed file uniquely identifies the company that developed that file, but when companies can
be created and registered in jurisdictions known for protecting the privacy of company founders and
directors, you have to ask what does driver signing actually represent? Signed drivers can be signed by
an arbitrary legally registered company. Absent any control over what the driver actually is or does,
this provides no real additional security, other than removing author anonymity" ("Iloonucannwuii gpatin
OOHO3HAYHO UOeHMUpuUyupyem KOMRAHUIO, pa3spadomasuiylo e2o, Ho Ko20a KOMRAHUU CO30A0Mcs U
Ppecucmpupyromcs makum oopasom, umo UCMuHHble OCHO8AMeNU U OUPeKmopbl upMbl OCIMAOMCA 8
Meny, CHpauUeaemcs: 4mo e 6 OelcmeumenbHOCmu npeocmasisaem cobotl yugpoeas noonucy?



Omcymcmeue peanvHo20 KOHMpPOJA 3a nogedenuem opaiieepa He obecneyugaem HUKAKOU peanbHoll
bezonacHocmu, 3a UCKTIOUEHUEeM HeBO3MOACHOCIIU PACHPOCMPAHEH U AHOHUMHBIX Opatieepos”).

B oOmiem, mudpoBas MOAMKUCH MPEACTABISCT JIHUIb BHAAMOCTH 3alUTH, W C rootkit'amu
IpUXOAUTCS OOpOTHCSA AEAOBCKUMH METOJAMH — IIyTeM AHTHBHUPYCHOH IPOBEPKH C IMOCTOSHHO
oOHOBIIsIeMOl 0a3oif curHaTyp. Ecimm y Hac HeT aHTHBHpYCa, MBI MOXeM "TOALENHTh" MaiBaps,
cHaOXeHHYTO0 IH(POBOIT MOANKCHIO, HO €CIIA aHTHBUPYC €CTh — KAaKOH CMBICI B MA(POBOH MOAITHCH?
[IpaBmIIbHO, HUKAKOTO CMBICIIA B HEH HET, TOJBKO JIMIIHSAS TOJIOBHASI OOJIb JIETAIBHBIM pa3padOTINKaM.

>>> @cmaeKa OCHO8HbIe deghekmbI yughpoesoli nodnucu

O HeT BO3MOXKHOCTH OT3bIBa MOIKCH ApaiBepoB (kpoMme kak depe3 Defender);

Q yruwmra Atsiv ot 1aboparopuu Linchpin Labs nerko rpy3uT HenonrcaHHbIe IpaiBepa;

O mpoBepka HU(PPOBON MOIIMHUCH MOKET OBITh oTKITIoueHa mardeM ¢aitmo NTOSKRNL.EXE u
WINLOAD.EXE Ha nucke;

nypnypHasi nusross u dpyaue dpa2u 8 accopmumMeHme

Hukakoii mporpaMMHBIH TPOTYKT HE 3acTpaXxoBaH OT OMIMOOK W IOTOMY [JpaiBepa
MPEICTABISIOT cO00i BeChMa COOJIA3HUTENBHBINH OOBEKT UL XaKEPCKHX aTak, MPUYeM TaKUe aTaKh
HAaYaJ¥Ch 3aJJ0T0 J0 MOSBICHUS BUCITBI 1 3aMOPOYEK ¢ IIUPPOBO MTOAMHUCHIO.

Bce ouenb npocto — npaiiBep paboTaer B pexXuMe siipa U B3aUMOJICHCTBYET ¢ IPUKIIAJHBIMU
MporpaMMaMH 4Yepe3 T€ WM HHBIC MEXaHU3MBI, 3a4acTyI0 JaKe He TpeOys IpaB aIMHUHHCTPATOpa.
Honyctum, B apaiiBepe ecTb omubka THIa nepenoiHenus oydepa, nospossiomas "BrupbicHyTh" shell-
KOO B SAACPHOC IPOCTPAHCTBO, IMOBLICUTH YPOBCHBL CBOUX HpI/IBI/IJ'IeFI/Iﬁ WA BBIIIOJHUTL PYKaMH
IpaiiBepa neiicTBre, KOTOpoe (TP HOPMAJIBbHOM Pa3BUTHH COOBITHI) HEIOCTYIHO C MPUKIAIHOTO
pexxuma (HarmpuMep, OCYIIECTBUTD 3alIUTh B TOPT BBO/IA/BBIBOJA).

YuuTeIBasg, 9YTO MHOTHE JApaiiBepa CO3JAIOTCS BOBCE HE [UIA VYIIPABICHUS KaKUMH-TO
YCTPOHCTBaMH, a KakK pa3 Ul BHITIOJHEHUS JACHCTBHA, HCOOXOIUMBIX pa3pabOTUHKy, HO HEIOCTYITHBIX
C TPUKIATHOTO YpPOBHs (Takue JpaiiBepa 4YacTo Ha3bIBaeTcs ''TiceBmonpaiiBepa"), yrposa aTaku
CTaHOBUTCS BIIOJIHE pealibHON. TeopeTudecku, pa3paboTuuK IceBAoApaiBepa JOKEH IPEAOTBPATUTh
ero "HeaBTOPHM30BaHHOE" HCIOJb30BaHHWE TOCTOPOHHMMH MPOTPaMMaMU, MPAKTHUECKH XKe... Hac
OKpY’KaeT Ky4a JIbIPSBBIX JpailBepoB, 4acTh U3 KOTOPHIX Yyke paboraer B Bucie.

Pucynoxk 8 Ilypnypnast IIninrons ot Alex Ionescu

B cepemune aBrycra 2007 rona, Alex Ionescu obHapyxwmn oumOKy B Bumeo-apaiisepe AMD
ATI ATIDSMXX.SYS, mo3BoJISIIOIIYI0 JIOKAJIBHOMY ITI0JIB30BaTeIh YUTATH/IICATh SACPHYIO MaMSTh C
MIPUKIIAZHOTO YPOBHsI, BUpbICKUBas shell-ko nimm oTkiI09as MEXaHU3M ITPOBEPKH LU(PPOBOH MOAITUCH.
Hus nemoHctpanmu ataku oH Hamwmcan "[lypmypryro IMumomro" (Purple Pill), m BemOX™HI ee B
OTKPBITBIN JIOCTYI 7 aBrycra, a 4epe3 78 4acoB IO COOOpaKCHUSAM XaKEPCKOM 3THKH yOpan oOpatHO,
HO 39 4enoBeK y¥Ke YCIEeIH €€ CKauaTh.



Pucynok 9 nbipsBslii Apaiisep ot AMD/ATI

Hpipa B ysI3BUMOM JpaifBepe Obula ONEPATHBHO HCIpAaBJICHA, HO... KaK 3aCTaBHUTh
oJIb30BaTesel ckayats o0HOBIeHUA?! Microsoft, mepeOpaB HECKOIBKO BapHAaHTOB, PEIINIIa HUYETO He
MIPEANPUHIMATh, TOCKOJIBKY YSI3BHMBIC JApaliBepa YCTAaHOBJIEHHI HAa MWIIIMOHAX MalIMH (BKIOYAs
HOYTOYKH) 1 eciu "3a0anuTh" ux B Defender'e monp3oBaTenu mpocTo 3aBomsT u cyap0a Bucmer Oynmer
npeapenreHa. Komy HyKHa cucTtema, KoTopas B _00s3aTeIbHOM  IOpsiike TpeOyeT YCTaHOBKH
OOHOBIICHHH, IPUHYAUTEIBHO NIEPEBOIsI MOHUTOP B 1030pHBIH VGA-pexnum?!

I*ve made Purple Pill available here. It also comes with a simple dr.
which prints something on the debug buffer, sets up some durmmye,
an unlaad routine. ,
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Pucynok 10 Ilypnypuas IIuronsi B 0OTKPBITOM AOCTYIIE

Heipa 8 AMD/ATI ppaiiBepe nepBast (mox Buciy), HO YK TOYHO HE TOCIEHHSS M ITHIIIONA
Pa3HBIX IIBETOB OyXyT MOSABIATHCS M AajblIe, MOCKOIbKY, HAMHOTO IIPOIIE (M AEIIEBIIE) HCII0JIB30BATh
Opemb B 4y)XKOM JpaiiBepe, YeM PEerHCTPUpPOBATH JIEBYIO (UPMY UISl TIOAIICH CBOETO COOCTBEHHOTO.
EcrecTBeHHO, HamOONBIIMI HMHTEpPEC MPEACTAaBIAIOT ApaliBepa, BXOJSMIME B INTAaTHBIH KOMIUIEKT
NOCTaBKU Bucnbl 1 paboTaromue ¢ CeTeBBIM CTEKOM, ITO3BOJISST OCYIIECTBIISATh HE TOJIBKO JIOKAJIBHBIE,
HO ¥ yJaJICHHBIE aTaKH.

Bce uto HaM HYXHO — D3TO OTIaguuk wu au3accemOnep. Cnmcok Haumbomee
"co0ma3HUTENBHBIX" paliBepOB C KPAaTKUMHU IMOSICHEHMSIMH IIPUBENEH HIDKE (IIpUMEYaHue: Ui
YIIPOILEHNS aHAIN3a PEKOMEHIYETCS 3arpy3UTh OTJIal0YHbIE CHMBOIIBI ¢ cepBepoB Microsoft, koTopsie
pacrpocTpaHsIOTCS OECIUIaTHO):

a NETIO.SYS:
o peamusyet IPv4/IPv6 cereBoii CTeK;
Q HTTP.SYS

o obpabateiBacT HTTP-3ampocsr;
Qa MRXSMBI10.SYS
O  OTBeyaeT 3a nojiepkky SMB Bepcun 1;
Q MRXSMB20.SYS
O  oTBedaeT 3a nojaep:xkky SMB Bepcun 2;
Q MRXDAV.sys:
o obOpabateiBacT WebDAV;
a MSRPC.sys
O peanu3yeT MEXaHM3M yJaJIeHHOro BbI30Ba npoueayp MS RPC

>>> gcmaeKka OCHOEHbIe 8eKmopa amaku Ha dpalieepa

O ommbku nepenogHeHust 0yhepos u ap.;
O JI0KyMEHTHpOBaHHbIE U HelokyMeHTHpoBaHHbIe IOCTL-komb!;
O BO3MOYKHOCTh HEAaBTOPH30BAHHOTO HCIOJIb30BaHUS JpaiiBepa 4y KUMH NPUIOKECHUIMU;

3aKJ/TIlo4eHue

Besikuii pa3, BBIyCKas OYSPEIHYIO ONEPAIMOHHYIO cucTeMy, Microsoft o0OemaeT momoKuTh
KOHEIl BHpYyCaM, YepBsIM U XaKepam, HO... BCSAKUI pa3 HCIOJHCHHE OOCIIAHHOTO MEPEHOCHTCS Ha



Heonpe/ieNeHHbIH cpoK. HOBOSIBIICHHBIE 3allIMTHBIE MEXaHU3MBI (KaK MPaBHIIO, TI03aMMCTBOBaHHBIC U3
mupa UNIX) B3nambIBaroTcsi 3afoiiro 0 TOTO, Kak CHCTEMa YCIIEBAaeT IOCTYIUTh Ha PBIHOK.
[IpoTnBOCTOSTHME MEYa U IIUTA MPOJIOKACTCS. ..

Pa3ymeercs, MBI paccMOTpeNd JMIIb HEKOTOpble, HauOojee HHTEPECHBIE aTaku Ha SIpo
Bucnrel, ocraBuB 3a OOpTOM OTpOMHBIH IUIaCT MaTepwaia (BKirodas MexaHumsMm Patch-Guard,
3aCITy’KHBAIOIINI OTJAECIBHOW CTAaThU), OHAKO, KaKue Obl MaKeThl OOHOBJICHUH HU BBIXOAMIH, XaKEePbI
MIPOPBAIIM CTPATErHIECKH pyOekn 0OOPOHBI s/ipa M BBHILIM Ha ONepaTHBHBIN mpocTop. EctecTBenHHO,
Microsoft 310 1e70 Tak He OCTAaBUT U OyAET HaM BCSIYECKH IPOTHBOCTOATH ("HaM'" — 3TO M XaKkepam, U
JeTajJbHBIM Pa3padOTYMKaM), TaK YTO YWTaWTe XypHal "Xakep', uToObI OBITH B Kypce MOCIEIHUX
COOBITHI, KOTOPBIE MBI OyJIEM OCBEIATb.

Pucynok 11 jgororun Bucibi

>>> g@cmaeka Ymo e UMeHU meoemM?

B nepeBone ¢ anrimiickoro "Vista" o3HadaeT "mepcrnektusa”, "MEpCIEeKTUBBI, BO3MOKHOCTH,
BuAbl (Ha Oynyinee)", 4TO BBITJISAUT OYCHb CTPAHHO B cBeTe peuieHus Microsoft "moXopoHHUTB" 3Ty
MEePCIIeKTUBY dYepe3 [Ba rojia, 3aMeHHB ee¢ HoBoW cucreMol. CymnecTByeT MHeHHe, 4To Bucia
okaxercst ueM-To Bpozse Windows Me — 1mj10Xo npojiyMaHHOM, C/IENaHHOM Ha CKOPYIO PYKY CHCTEMOH,
BEIOPOIIICHHOW Ha PHIHOK JIMIIE 3aT€M, YTOOBI 3alI0THATE 00pa30BaBIINIICS BaKyyM XOTh YeM HU Oy[Ib.

>>> gpe3Ka noJsieaHble CCbIJIKU

Q "Invisible Things':

o o¢ummaneHb cadT JKamHpld PyTKkOoBCKOW (HAa aHTIHIICKOM sI3BIKE) C Kydeu
HMHTEPECHBIX MaTepHaioB " BOPOXOM XaKepCKUX YTWINT:
http://theinvisiblethings.org;

Q official blog of the "Invisible Things':



o o¢unmaneHblii  Omox  JKawubpl  PyTkoBCkOM ~ (Ha  aHIVIMMCKOM  SI3BIKE):

http://theinvisiblethings.blogspot.com/;
Subverting Vista Kernel:

O TeKCT Tpe3eHTamuu, mocBsmeHHoi "Tomy0Ooit [Tmmone" (Ha aHTIMHACKOM S3BIKE):

http://invisiblethings.org/papers/joanna%?20rutkowska%20-%20subverting%20vista%20kernel.ppt;
Assessment of Windows Vista Kernel-Mode Security:

O aHanmM3 Aapa Bucipl ¢ TOUKHM 3peHHsi 0E30MacHOCTH, BBIIOIHEHHBIN COTPYAHUKAMU
HCCIIeIOBATEIbCKOTO LEHTpPa Kopropamuu Symantec (Ha aHIJIIMHACKOM SI3BIKE):
www.symantec.com/avcenter/reference/Windows Vista Kernel Mode Security.pdf;

Atsiv ot Linchpin Labs:

O yTWIMTA KOMaHJHOW CTPOKH, MO3BOJISIIONIAS 3arpykaTh HEMOJIMCAaHHbIE JIpaiiBepa:

http://www.linchpinlabs.com/resources/atsiv/usage-design.htm;
Driver Signing on Vista 64-bit - Using the Process against Itself:

O aHaMM3 YTWINTH Atsiv or kopmopammu Symantec (Ha aHTJIMHCKOM S3bIKe):
http://www.symantec.com/enterprise/security response/weblog/2007/07/driver_signi
ng on_vista_64bit.html;

64-bit Driver Signing on Windows Vista - 'Computer Says No':

O OOBsACHEHHE OT Kopropauuu Symantec modemy nudpoBas IMOIINCH IpaiBepoOB
ioxasi ujesi, HU4yTh He yBEIMYMBAIOMIas 0e30MacHOCTh (Ha aHIJIMHCKOM S3BIKE):
http://www.symantec.com/enterprise/security response/weblog/2007/08/64bit_driver
_signing_on_window.html;

Purple Pill: What Happened:

o omucanue npuHOKMNOB padotsl "[lypmyproit Ilmmronn" (Ha aHTIMICKOM S3bIKe):
http://www.alex-ionescu.com/?cat=2;

AMD ATI ATIDSMXX.SYS Driver Local Privilege Escalation Vulnerability:

o onwucanue 6ara B AMD/ATI npaiiBepe He Security Focus'e (Ha aHTTIMICKOM sI3BIKE):
http://www.securityfocus.com/bid/25265/;

Exploiting Windows Device Drivers:

o o0030pHas cTarhs, IOCBSIICHHAas TNpoOJeMaM TMOUCKAa JBIPSBBIX JIpaiBepOB:
http://www.piotrbania.com/all/articles/ewdd.pdf;

http://ati.amd.com/products/wp/ATIWDDM WhitepaperFinal V38.pdf



