nober n3-nog vm ware

KPHC KacIllepCKH aKa MBILIbX, no-email

MHOI'Me XaKepbl H MPOrpaMMepbl F'OHSAIOT COMHHTEILHbIe porpaMmsl nog VM Ware u
NMPOYHMH SMYJATOPAMH, CYHMTas, YTO OHH HAJEKHO 3alMIIEHbI, 0JHAKO, 3TO He Tak!
3JI0BpPeAHBIH KO MOKeT BBIPBATHCS W3 3MYJIATOPAa M MOKOLATH OCHOBHYIO CHCTEMY.
MBIIIBX AeTAJbHO HCCIEI0BAJ 3TOT BONPOC H MNpeAiaraer HeCKOJIbKO ClIieHapHeB
BO3MOKHBIX aTaK

gsedeHue

Bo Bpemena MS-DOS/9X aist 5KCIIEpMEHTOB € BUPYCaMH IPHXOAMIOCH AEpKaTh Ha CTOJIE
HECKOJIBKO KOMITBIOTEPOB WJIM TEPEKITIOYaThCsl Ha CHENUABHBIA KECTKHH AWCK, 4TO OBUIO KpaifHe
yromureiabHo. Hapoa ¢ Tockoro norisiapiBai B ctopory NT, ruOkas cucrema 0e30MacHOCTH KOTOPOi
MO3BOJIsIa TBOPUTH uUyJeca, HANpUMep, pa3pellana IpoLecCy HU3MEHSTh TOJNBKO CIEHUAIBHO
nojcakeHHble (aitsl-apo3odmiel. YBeI! bonbmmacTBO BupycoB He pabdorano mox NT! K Tomy xe,
3alUTa OKa3ajach KpaiHe HEHa/JIeKHOM M Xakephl HAyUMINCh ee 00XOIuTh (HampuMmep, SMyJIUpOBaTh
BBOJI C MBIIIN/KJIaBUATYPBI, ITOCHLIAs KOMaH/bI 00JIee MPUBUICTHPOBAHHOMY OKHY).

Pucynok 1 Heck01bKO KOMNIBLIOTEPOB NIpU padoTe ¢ BUPycamMu B 31oxy panneit MS-DOS 0bu1n He
POCKOIIBLIO, 2 HEOOX0AUMOCTBIO

C mnosBnenveMm BupryanbHbIXx MammH (VM Ware, Virtual PC) mosiBuiics u cobnasn
WCTIONB30BaTh WX Kak '"3aroH" Il BHPYCOB W 4YEpBeH, YTO O4YeHb yHoOHO. Bmecto BO3HH ¢
MOHHUTOPAaMH, KOPITYCaMH, )KECTKUMH TUCKaMH U IIPOBOAAMH, ECATOK "CHUCTEMHBIX OJI0KOB" CBOOOIHO
pa3mMeraeTcs B Halleld Xakepckod Hope, K TOMY e HEeKOTopble sMynsTopsl (Hampumep, BOCHS)
colepaT BCTPOCHHBIC OTIAIYMKH, YBEpEeHHO paboraromme T1aMm, rae soft-ice m olly yxe He
CIIPaBIISIOTCS.

Pl/lcyHOK 2 3aroH AJIA BUPYCOB NMO-aMCPUKAHCKH

Bech Bompoc B TOM — HACKOJBKO 3TO HalekKHO. ['OHSTH >KMBOTO 4epBsl Ha dMymsiTope. A
BAPYT OH BBIPBETCS 3a €0 Mpenenbl? AHaTu3 YepBel, BEUIOBICHHBIX B AWKOI MPHUPOJE, MOKA3hIBACT,
YTO MHOTHE M3 HUX YBEPEHHO PACIO3HAIOT HAIMYHE dMYJISATOPA, OTKAa3bIBAsACh HA HEM 3aIyCKaThCs, B
pe3yiibTaTe 4ero 4epBb MMEET XOpOINWE IIAHCHl MPOWTH He3aMedeHHBIM. Ho Xakepckash MBICIb HE
CTOUT Ha MECTE, IBITAsICh BRIPHIBATHCS U3-3a CTEHOK BUPTYaJbHOM MAIIHHEIL.

Pucynok 3 0co6eHHOCTH HAMOHAJIBLHOM 0XOTHI HA BUPYCHI WJIM 3aroH JJist BUpycoB 11

TeopeTudecku 3TO BIOJIHE BO3MOXKHO. DOMYJSATOPHI (OCOOEHHO TUHAMUYECKHE, T. €. TakKue,
KOTOPBIC YacTh KOMAHJ BBINOJNHSAIOT Ha '"XkuBOM" Tmpoleccope) He CBOOOMHBI OT OIIMOOK.
IIpuBunernpoBanHble KOMaHABl (THUMA OOpamieHWsi K MOpTaM BBOJA/BBIBO/A) OTJIABIHMBAIOTCS
OMYJITOpaM JOCTAaTOYHO HAJACKHO U HUKAKUX rpa6nef/'1 31€Ch 110 OOBIKHOBEHHIO HET, HO CYHICCTBYECT
peapHas yrpo3a 3alHMCH B aIpecHOE IPOCTPAHCTBO MPOIECCA-IMYIATOPA TPH  BBITOTHEHUU
"00brgHBIX" WHCTpYKIHi. KoHewHO, MoanUKauy moaBepraeTcs He KO, a JaHHBIe, HO €CIH Cpenu
9THX J@HHBIX OKaXETCs XOTs OBl OJIMH yKa3aTelsb (2 OH OKa)XeTCs TaM HaBEepHsKa), HAlly XaKePCKYFO
3a7aqy MOXKHO CUUTATh PEIICHHOM.

PucyHnok 4 pazpadoTka BUpPYcoB TpedyeT IJIy0OKHX MO3HAHMIT CHCTEMbI, BIyMYHBOI'0 MOIX0/1a K
Aeny U riaydoxoi MeauTaluu

EnuHcTBeHHAas mpoOjieMa B TOM, YTO Takas AbIpa (Ha)ke ¢CiaM OHA JCHCTBUTEIBHO OyIeT
oOHapyKeHa), yCcIeeT 3aTKHYThCs OBICTpee, IPEKIE YeM HOIYUIUT OONBIIOe PaclpOCTPaHEHUE, K TOMY
’K€ MHOT000pa3ue CyIeCTBYIOMNX SMYIIATOPOB 3HAUNTEIFHO YMEHBIIAIOT MAHCHI YePBS Ha YCIIEX.

PucyHok S 4yepBb, BHIDBABIINICS U3 32CTEHOK BUPTYAJIbHOI MalIMHBI HA CBOOOLY



OTOpocUM THIOTETHYECKHE JBIPhl W COCPEJOTOYMMCS Ha YHHBEPCAIBHBIX METOJMKaXx,
pa0oTaromyx TPaKTUYECKH TIOJ JIIOOBIM SMYJSITOPOM M OKCIUIyaTHPYIOIIME  YS3BUMOCTH
KOHICITYAJIBHOI'O YPOBHSA, KOTOPBIC HE TAK-TO IMPOCTO 3aKPBITh. MI)ILH'[)X npemiiara€t Tpu CUCHapus
aTaku: a) HPOHUKHOBEHUe uepe3 eupmyanvhylo cems, 0) back door-unmepgheiic Imynamopa u
B) éneopenue 6 folder.htt ¢ shared folders.

PaccMOTpuM 3TH MEXaHU3MBbI TIOMOIPOOHEE.

PucyHok 6 B ueHTpe BUpyca

amaka 4Jepe3 eupmyasbHy0 cemsb

[IpakTHueckn Bce 3MYISTOPHI MOLAEPKUBAIOT BUPTYaIbHYIO CETh, CBSI3BIBAIOILYIO TOCTEBYIO
(guest) m ocHoBHOIO (host) cmcrempl HeBuaMMBIM Kabenem. B osmymstopax tuma QEMU ona
nogHuMaercss cpazy, B VM Ware — Tompko mociie COOTBETCTBYIOIIEH HACTPOMKU BUPTYaIbHOM
MAIIUHbI, HO 0OBIYHO 3MYJIATOP KOHUTYPHPYETCS C CEThIO, IIOTOMY YTO 3TO CaMBbIi yIOOHBII CIIoco0
obmena manHbIMU. K ToMy ke, Ha 0aze Toil ke VM Ware MOXHO JIeTKO BO3IBHTHYTH honeypot,
cBOeoOpa3Hblif "KankaH" U1 BUPYCOB M YepBel, 3amom3aronux u3 MurepHera.

PucyHok 7 BUPTyaJIbHBIH cepBep BUPTYAJbHOM CETH, CYLIECTBYIOIIEH TOJBKO B CO3HAHUU
IMYJIATOpPA

Ecnu ocHOBHasA omepanyoHHasi CHCTEMa JIOCTYITHA 10 CETH M B HEW MMEIOTCS HE 3aJIaTaHHbIC
1eipel (Trma aeip B DCOM RPC nimn TCPIP.SYS), ee MoHO cBOOOIHO aTaKOBaTh M3-110J1 HIMYJISTOpA
TaK >Xe, KaKk W IO HacTosmed ceru. PasHmma imme B TOM, 4TO OOJBIIMHCTBO IEPCOHAIBHBIX
6paHﬂMay3pOB HC OTCJIC)KMBAIOT JIOKAJIbHBIC MOAKIOYCHUA U HC IPEIATCTBYIOT UM, TO €CTh OMYJIATOP
TIO3BOJISIET XaKepy MOJKIII0YAThCS K TEM pecypcaM, JOCTYI K KOTOPHIM M3BHE KOMIBIOTEpA HAIEKHO
3akpeiT! Ilpu opramm3anmm honeypot'oB 3To oueHs akTyanbHO! JlOmMycTHM, OCHOBHAsI CHCTEMa
cozepkut shared-pecypchbl, JOCTYIHBIE TOJNBKO M3HYTPH JIOKAIbHOW CETH, W Ui yIOoOCTBa He
HMMEIOIINE MapoJiei, TOraa BUPTyalbHas MallWHa CTAHOBHUTCS CBOEOOpasHbIM "MocToM" (Wi, ecin
YTOJTHO ProXy-cepBepoM) MEXIy XaKepoM/depBeM H OCHOBHOHM CHCTEMOii!

Pucynok 8 HacTpoiika BUPTyaJILHON ceTH B cpee amyasaTopa VM Ware

Kak 3ammrutbes ot aToit araku? Camoe MpocToe — CHECTH BUPTYAIBHYIO CETh, & BECh OOMEH
JAHHBIMH C TOCTEBOM CHCTEMOW BecTH uepe3 auckeTy/cd-rom. UToObl HE BO3HUTBCS C HMPOXKHMIAHUEM
CD-R/RW 06051BaHOK, MOXKHO HCITOJIb30BaTh BHPTYalbHBIE 1SO-00pa3bl, TOJBKO 3TO BCE PaBHO HE
BbIX0J! 3HAYUT, HOTPEeOYETCSI CBOEBPEMEHHO YCTaHABIMBATH CBEXKHE 3aIUIATKH Ha OCHOBHYIO CHCTEMY,
YCTaHOBHTH Mapoil Ha Bce shared-pecypchl M yHaJdWTh ¢ OCHOBHOM MAIIMHBI BCE CITYKOBI, TOCTYII K
KOTOPBIM HEXeNaTeNleH, JHO00 e YOeOWThCS, UYTO TEPCOHAIBHBIM OpaHAMAaydp OTCICKHUBACT
JIOKJIbHBIE TTOJKIIIOYEHHS U OJIOKMPYET UX.

PucyHok 9 eie o1uH BUPTYaJbHBIH cepBep

amaka 4epes folder.htt

Omymarop VM Ware npemocTaBiisieT eme oauH crocod oOMeHa JaHHBIX MEKAY BUPTYaIbHON
MaIIMHOW M OCHOBHOMW ormepanoHHOM cuctemoil — shared folders (oOmme manxu). [Ipu Hacrolike
TOCTEBOW MAaIIMHBI, aAMUHHCTPATOp OTKPBIBACT JOCTYNl K OJHOMY WIJIM HECKOJBKHM Karajoram
OCHOBHOH CHCTEMbI M BUPTyaJbHAS MaIllMHA "BUANUT" UX B CBOEM CETEBOM OKPYKEHHH.

Pucynoxk 10 folder.htt-paiisibl M03BOIAIOT YePBAM BHIPHIBATHCH HA BOJIIO

Mexanu3Mm o0muX mMmamok paboTaeT B 00XO0J BHUPTYaIbHOW ceTH (KOTOPOH, MOXKeT OBITh
BOOOIIE HE YCTaHOBJCHA) W B IUIAHE 3alIMTHl OYEHb HAJICKEH, OJHAKO, aTakOBaTh €ro BCE-TAKH
Bo3MokHO! Kak m3BectHo, HaunHast ¢ Windows 98, "poBOIHHK" MOANEPKUBACT TOIB30BATEIBCKUI
CTWIb  Tamnok, ympaeiasiemblii  ¢aitmom  folder.htt. 3Oto  oObIKHOBeHHBIH  http-miaGoH,
"mepeBapUBaOIM" HE TOIBKO TEr"w, HO WU CKpuUNThL. I3BecTHO MHOXecTBO VBS-BHpYCOB,
Pa3sMHOKAIOLINXCS UIMEHHO ATUM ITyTEeM.



Pucynok 11 BUpTyanbHBI KOMIBIOTEP — PACCATHUK BHPYCOB

Yro npou30MAeT, €CIH 3JIOBPEAHBIA KO, HCIONHSIONIMACSA IMOJ 3MYJISTOPOM, CO3IacT
cobcrBennbiii folder.htt ¢aiin (mnu BHenpuThes B yke cyuiectByroumid)? [Ipu nepBoM ke OTKPHITUH
obmrert manku [IpoBOTHIKOM OCHOBHOW CHCTEMBI, CKpHIT, conepxameiics B folder.htt, momyunt
yIpaBJieHue, 3alyckas BUpyca B cBou BrajaeHus! U 370 He eTMHCTBEHHBIH My Th!

Pucynok 12 Haje:kHblil OpanaMay3p A0/KeH 3alIMIIATHL OCHOBHOM KOMIILIOTEP OT aTaku yepe3
BHPTYaJILHYIO ceTh M shared-folders, Ho yBbI... HU OAWIH U3 U3BECTHBIX MBIINIBLX'Y OpaHAMAaY3POB
HA/Ie’KHBIM He SIBJISeTCS

Bupyc moxer cosnmare desktop.ini, ykazaB, 4YTO Tamka HCHOJB3YETCS MJsl XpaHEHUs
U300paKeHHH, TOrJa NpPU €€ OTKPHITHH, [IPOBOJHMK aBTOMATHUYECKH OTOOpa)kaeT MHUHHATIOPHI.
W3BectHO MO MeHbIIeH Mepe Tpu QaranpHble ommOKkd Windows, MpHBOASAIINE K BO3MOKHOCTH
repesady yrpaBiIeHHs Ha MallMHHBINA KoJ — B bmp, jmp u wmf ¢aitnmax. U xoTs, cOOTBETCTBYyIOIIE
3aruIaTKy OBLIM BBITYIIEHBI €IIe YepT 3HAET KOTAa, MHOXKECTBO MAIIMH OCTAIOTCS YS3BUMBIMH U TI0
CETOHSILIHUH JICHb.

Pucynok 13 Hacrpoiika o6mux nanok B cpeare VM Ware

3ammMTUTECS OT aTak JaHHOTO THUIAa OYeHb MPOCcTO — 3abeiTe Ha [IpOBOTHUK M MONB3YyHTECH
toibk0 FAR'oMm (wu Ha xynoi koHerr — Total Commander'oM) U meproauvecKy mMpoBepsieTe 00Iue
ManKW Ha BIOMBOCTH (JaXKE€ €CIIM JIMYHO BBl HUKOTJIA HE MOJb3yeTech I[IPOBOJHHMKOM, 3TO €Iie HE
03HAYaeT, YTO UM HE MOJIBb3YIOTCSA OCTAIBHBIE U CYIIECTBYET BEPOSITHOCTD, YTO OOLIYIO MAMKy OTKPOET
KTO-TO JIpYyTOM).

Pucynok 14 ¢pparMeHT HCXOHOT0 TEKCTa BUpPYcCa, HANMMCAHHOro Ha VBS

amaka 4yepe3 back door

Juis ynpaBieHns: BUPTYIbHOW MAITMHON MHOTHE SMYJISITOPHI HCIOIB3YIOT CIICIHABHBIN (1,
110 0OBIKHOBEHHIO, HEIOKYMEHTHPOBaHHBIN) back door MexaHu3M Bpojie TOTo, 4TO ecTh B soft-ice (cMm.
INT 03h B Interrupt List'e Pansda Bbpayna). Virtual PC ncrmoms3yer amst Toi ke 1€ WHBAJHIHbBIC
UHCTpYKIMU mpoueccopa (Hampumep, OFh 3Fh 07h 0Bh), a VM Ware "maruueckuit" mnopr
BBOJIa/BBIBOIA.

Pucynoxk 15 back-door untepeiic — MouHoe opy:kue, ObIOIIMe TOYHO B LeJIb

OcranoBuMcss Ha VM Ware kak Ha caMOM IOIYJSIpHOM sMyisaTope. UToOsl mepenats back
door komaHy Ha BEINOJIHEHHE, HEOOXOIMMO BBIITOJIHUTH CIEAYIONINE ACHCTBUS:

O B peructp EAX 3anectn marndeckoe unciio 564D5868h ('VMXh' B ASCII-nipeacraBnenun);

Q B peructp DX 3anectu marudeckoe yrcio 5658h (Homep mopra, 'VX' B ASCII);

Q B peructp CX 3aHecTn HOMEp KOMaH kI, a B peructp EBX ee mapamerpsr;

Q semonHNnTs KoMauay IN EAX, DX (or OUT DX, EAX);

Q ecimu mporpamma wucmonHsercs He mon VM Ware (mmu VM Ware OpuT mipenBapHTEIBEHO
MIPOTIAaTYCH) Ha MPHKIAJHOM YPOBHE 3alWIIEHHOTO PEXMMa BO3HHKHET HCKIIIOYEHHE THIIA
"HapyueHue goctymna';

O npu BemonHeHnn nox VM Ware peructp EBX Oyzmer comepkaTh Marmueckoe YHCIIO
564D5868h ("VMXh' B ASCII-nipezcraBiieHnH), a B OCTaJIBHBIX PETUCTPaX — BO3BPALCHHbBIE
JIaHHbIE (€CTTH OHU €CTh);

VM Ware mnonnep)xuBaeT OONbIIOE KONWYECTBO CAMbIX PAa3IMYHBIX KOMaHI, MOAPOOHO
ucciaenoBanHblx Ken'om Kato ©  omMcaHHBIX B €0 CTaTbe "VMware's  back"
(http://chitchat.at.infoseek.co.jp/vmware/backdoor.html). 3mecr MOXHO HaliTH ®  YCTaHOBKY
JlaThl/BpeMeHH, 1 paboTy ¢ Oydepom oOMeHa U Jlaske MeXaHU3M yJalleHHOro Bbi3oBa npouenyp (RPC),
HO... TOTCHIMAJILHO ONACHBIX KOMaHJ CPelM HUX HET. BUpyc HE MOXET MpOCTO B3STh U BBHIPHIBATHCS



W3 BUpTyaldbHOU MamuHbl! Wnu... Bce-Taku cMoxkeT? CBbIle JIBYX JIECATKOB KOMaHJ €Ie OCTaITCs
HEUCCIEeIOBAaHHBIMU U HESICHO 3a4eM OHU U nmovyeMmy. HUKTO He 3HaeT Kakue BO3MOXKHOCTH HAC KAYT. ..

Pucynok 16 BopoHe rae-To 00r nocjaaJj nepcoHaIbHbIil KOMIbIOTEP

W3 Bcex xomaHjI, MCCIENOBAHHBIX HA CETOMHSIIHMM A€Hb, CAaMOM OITACHOM ObLIa M OCTaeTCs
0Ch (Connect/disconnect a device), oTBeuaromas 3a noakmodeHue/otkmouenue IDE, SCSI u USB
YCTPOWCTB. Y BHpYyCa CyIIECTBYET IHMKAPHAS BO3MOXKHOCTh MOAKIIOUNTD (PU3NUECKHUI AUCK OCHOBHOM
CUCTEMBI W HAraJuTh Ha HeM 10 moiHOo# mporpamme (VM Ware mo3BosieT co31aBaTh BHPTYaIbHEIC
JMCKH Ha ocHoBe (pmsmueckux). Eme Bupyc moxer porsHyThess 10 USB-"cBuctka" u 3apa3uTh Bce
HMMEIOLIUECs Ha HEM MCHONHseMbIe (ailibl, KOTOpbIe KTO-HUOYb 0053aTeNbHO 3aIlyCTUT Ha OCHOBHOM
MalInHe.

PucyHok 17 BupTyajibHasi MALLIMHA 10 CYTH CBOell yepenaxa

Kopoue, BozmoxxkHOCTEl MHOro. Jlins 3aliuThl pekoMeHAyercs mnponaruyute VM Ware,
W3MCHHB Marmdeckuii Homep Ha 4UTo-To eme. Heodunmanbhas 3ammaTka JIEKUT — 37€Ch!
http://honeynet.rstack.org/tools/vmpatch.c, opuuanmsHEIX MOKa HET W, MO-BHAUMOMY, B 0003PHMOM
Oynymem u He npeasuanTcs. (OnHAKO, Taxke 3aiaTaHHasi CHCTEMa MO-TPEXHEMY OCTaeTCs ySI3BUMOH,
MTOCKOJIbKY NIOA00paTh HY)KHbIE Marn4ecKHe YMCIia MOKHO U OpyT-(OopcoM, BO3MOXKHBIX BAPUAHTOB HE
TaK y>X ¥ MHOTO — 16-OUTHBIN HOMEp MopTa, Tmoc 32-OuTHBIN "MUpoKoK" naroT MeHee 48-3HaYNMBIX
6uToB! "MeHee" — 9TO 32 BBIYETOM CTaHIAPTHBIX HOMEPOB MOPTOB, KOTOPHIE HEb3s UCIIOIb30BAaTh).

Hwxe B xauecTBe npumepa NpUBOIUTCS porpamMma, onpezensomas sepcuro VM Ware.

#include <windows.h>

// CTPOKOBHIE KOHCTAHTHE

#define VM "vmware"

#define VM _DETECTED "detected"

#define VM NOT DETECTED "not detected"

#define VM NOT RECOGNZD "detected, but not recognized"

// non vm-ware (QyHKLMS BO3BpallaeT BEPCUI0 VI-Ware B PEermcTpe eax

// (HyJnb — 3TO He vVm-ware WM BepCus HEeONO3HaHa),
// 6e3 vm-ware BO3OyXIaeTCsa UCKIUYEHME
~_declspec (naked) get vm() // "romasa" dyHkums Ge3 mpoJsiora M s0miIora
{
__asm{
; NOOTOTaBJIMBAEM apTyMEHTH UM MarMdecKue IUPOXKM
mov ecx, OAh ; HOMEep KOMaHIb — OIpeleJIeHMe BepCUM
mov eax, 564d5868h ; 'VMXh' - Marmyeckmuy HoMep Tuia "nMpoxox"
mov edx, 00005658h ;7 '..VX' - Marmueckuiyt nopt back-door mHTepbderca

; OepraeM 3a "BepeBOouky"
in eax, dx ; BEHIBHIBAeM KOMaHIy IO back-door mHTepbercy
; BO3BpaAlleHHHE [1apaMeTpr noMemawnTcs B EAX/EBX/ECX

; BHMMaHue!

; B cpeme umcTor Windows 6e3 vm-ware npu oOpalleHMy K [IOPTY BBOIa-BHBOIA
; HNPOM3OMIOEeT MCKIIOUeHMe U ylnpabJjieHre OyneT nepernaHo SEH-obpaboTumky,

; KOTOPBI OOJDKEeH OHTh 3apaHee YCTAHOBJIEH (MHade BBIIOJIHEHME MNPOTPaMMEL

; OymeT 3aBeplieHO CUCTEMOI)

; ecyom xe Mbl elle 3IOeCb, CJIefOoBaTeJIbHO, MCKJIOUEeHMS He I[IPOM3OLJIO

; U, OO KAaKOM-TO XMTPEM JpaBep OTKPEJI NOPTH BBONA-BHBONA,

; JMBO MBI HAXOOMMCS I[IOI yINpPaBJIEHVEM HEINATUYeHHOM vm-ware

; MM 4eTrOo-TO OYUEeHb Ha Hee II0OXOXero

cmp ebx, 'VMXh' ; aHaJIM3MpyeM BO3BPAllEHHEDN MaIMUYeCKMUM OUPOXOK

je under VMware ; €CJ¥ OMPOXOK BOS3BPpAlleH, Ml IO Vvm-ware

XOr eax,eax ; BO3BpallaeM HOJIb B 3HAK TOTO, YTO Mel He ron vm-ware!
ret ; BHIXOIVM U3 QYyHKLUM

under VMware:
ret ; MBI MOJ HEMaTYeHHOM vm-ware, B €aX HOMep BepCum
}

main ()

// BEIBEIBAEeM OyHKUMIO get vm u3 Onoka _ try,



// YTOBGBE OTJIABJIMBATH BOS3HMKAKIME MCKJIIOUYEHUS

// mns OpOCTOTH M HATJIAOHOCTM, BepCMsa VNM-ware, BO3BpalleHHas get vm,

// He BHBOIOMUTCS Ha DKPaH ¥ COOOWAaeTcs Juilb O TOM, OB JiM OOHAPYXEH

// HEeNaTUeHHH SMYyJISTOP WM HeT (eCiy MUCKJIOUYEHMS He IPOM30uIIo,

// vm-ware cumTaeTcsa OOHAPYXEHHO)

__try { printf("$s %s\n",VM, (get vm())?VM DETECTED:VM NOT RECOGNZD) ;}

// oBpafoTuMK MCKIIOYEHNs, [OJIyJanlyi ylIpaBJIeHMe [IPM BEIIOJHEHUM [IPOTPaMMEL
// B cpene umcToy Windows, MO [NaTUYEHHOM VM-ware MM Ha OPYyTOM SMyJsSTope
__except(l) {printf("%s %s\n", VM, VM NOT DETECTED) ; }

JlucTunr 1 nporpamMmma, 1eMOHCTPUPYIOLIAS B3AaMMOAEiCTBUSA ¢ BUPTYAJIbHOI MAalLIMHON yepe3
back-door unrepdeiic u onpeaensiromasi Bepcuio VM Ware (Ha JKpaH 0HA He BBIBOJAMTCS)

npo4ue crnocobbi

s oOMeHa MENKNMH TOPLUUSMH IaHHBIX MEXIy BUPTYaTbHOM MAIIMHOH W OCHOBHOW
CHCTEMOMH yJIOOHO MCIOJIB30BAThH CTapbIit 10OpHIi THOKKH muck. [IpocTo maem amymsaTopy Gpu3ndecKui
moctyn K ycrpoiictBy A: (B:)u Bce! B cmpicme kpantel! Ecmu Bupyc BHemput B boot-cekTop
3JI0BPEIHBIA KOJ, JUCKEeTa OKaKeTcs 3a0bITOH B JUCKOBOAE M OTOT JAUCKOBOJ OyJIeT IepBbIM
3arpy3ouHbiM ycrpoiictBom B BIOS Setup, koraa-HuOyAb 3JI0BpEeIHBIA KOJ MOIYYUT YHpaBICHHE U
CMOJKET IIOPA3UTh KECTKUM JUCK OCHOBHOM CHCTEMBI.

CyIecTBYIOT U ApyTHe CLieHapuH MIPOHUKHOBEHHS, OJHAKO OHHM €Ille MEHee YKU3HECIOCOOHBI
¥ TIOTOMY 3/1€Ch HE PaCCMAaTPUBAIOTCS.

Pucynok 18 1B, 103€phl, CHCTEMHBIC aIMUHHCTPATOPLI U BCe-BCe-BCe

3aKJ/iro4eHue

OMyIITOp — 3TO O4YeHb YIOOHas Bellb, OJHAKO, OT pa3BeACHUS BHPYCOB B HeApax
BHPTYaJIbHON MAIlIMHBI MBIITBX COBETYET BO3JEPKAThCA: ""CKOpITyIIa", OTAEISAIOAs TOCTEBYIO CHCTEMY
OT peaJbHOTO MHpA, CIWIIKOM TOHKA W TPOTHB I'PaMOTHO CIUIAHMPOBAHHOHN aTaku €d HE YCTOSTH.
MoXHO, KOHEYHO, IIYTKH pajy, 3allyCTUTh 3MYJSITOp B sMyistope (Hampumep, BOCHS Baytpn
VM Ware), TOIbKO 3TO BCE paBHO HE PEIIUT BCEX NMPOOJEM, a BOT IPOU3BOJMTENBHOCTH YIAIET
KOJIOCCAJIBHO!

OTeNnbHBIN JKECTKUH JANUCK B 3TOM IUIaHE HAMHOTO HaJle)XHee, a u yjaooHee. Kcratu rosops,
OTKITIOYaTh OCHOBHOM AHMCK HEOOXOIMMO YHCTO (H3MUECKH — ITyTeM OTpyOaHums kabens. [luckw,
MepeYHCIICHHBIE B OCHOBHOM paszeine BIOS, akTyanbHBI TONBKO Ha CTAAWM MEPBUYHON 3arpy3Kd, a
Janbllie Bechb OOMEH HIET dYepe3 JApailBep 3allMINEHHOTO PEeXHUMa, PabOTAIOMMI HampsMylo C
KoHTpoJutepoM. OTKIIFOYCHHE KaHAJIOB WHTETPUPOBAHHOTO KoHTpoiepa uepe3 BIOS Setup, kak
MpaBWwIO, JEJaeT AWCKM HEBUAMMBIMH W IITaTHBIMH cpeictBamu Windows 10 HuUX Oyzmer He
JOTSIHYTBCS, OJHAKO, 3JOBPEAHBIH KOJX IpH OONBIIOM JKEJIAHWM CO CBOEH CTOPOHBI, MOXET
MepeHacCTPOUTh KOHTPOJUIEP HA XOAY, MOALEHUB Bce KaHabl. ECTECTBEHHO, 3TO CHCTEMHO-3aBHCUMAs
orepanuss U BCE KOHTPOJIIEPH! MPOrPaMMUPYIOTCS MO-pa3HOMY, OAHAKO, MOAJEPXKATh Mapy-TpPOHKY
CaMBbIX PacIpOCTPaHEHHBIX YUIICETOB BIIOJIHE PEAJIbHO!

Kopoue roBopsi, "aenoBckue" crnocodbl — camble HaJeKHBIE, HO Heyn0OHbIe. BupTyaibHbie
MaIInHBI — YIOOHBIEe, HO HeHaJe)KHBIE. BoT 1 BEIOMpaii!
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